MorpaHunyYHbLIN KOHTpOoANep ceccui ESBC

TexHuuyeckoe onucaHue

SHELTEX

- 3awmra 6M3Hec-NpoLeccos

ESBC — komnoHeHT VolP-ceTn, yyacTeylowmiti B npouecce
06CNyKMBaHMA BbI30BA B KAYECTBE NOMPAHUYHOMO KOHTPOANEPA
ceccuit. YcTpoicTeo obecneymsaeT HOPMAAN3aLMIO CUTHABHOTO
MPOTOKO/a, 3aLLMTYy CETM OnepaTopa OT HECAHKLMOHMPOBAHHOIO
[0CTyNa v pa3nYHbIX aTaK, cbop CTaTUCTUKM.

MpumeHeHue

ESBC ncnonb3yeTca Ha rpaHuuax IP-ceteit:

— MeXay CeTAMM onepaTopoB CBA3W;

— MEeXAy CeTbio onepaTopa 1 KOPNOPaATUBHOM CETbIO
K/NEHTa;

— MeXay CeTbio onepatopa v nybAnMYHOM ceTblo.

®DYHKLMOHAbHbIE BOSMOXKHOCTU
— ObecneyeHune 6e30MacHOCTM ceTH onepaTopa CBA3U
— TpaHcnauma nybamuHbix IP-agpecos
— [MbKoe pacnpeaeneHme pesepBHbIX MapLIPyTOB
— MNoaaep»Ka SIP-aboHeHTOB
— AHanus u sepudukauyma SDP
— IMbKoe pacnpeseneHne BbI30BOB Ha OCHOBE NPaBUA
— MoauduKaums SIP-3aro0BKOB C MOMOLLbIO PErynspHbIX
BblpakeHuit PCRE
—MNopaeprKKa rMbKov mapLipyT13aLLmMmn BbI30BOB
— MapLupyTr3aLma Ha rpynny HanpaBieHU C NOAAEPHKKOM
NIOTUKM B6aNaHCUPOBKHM
— MNoppep:kKa AMHAMUYECKOTO pexXnMma paboTbl TPAHKOB
yepes DNS, RADIUS
— lMNoaaep:kKa nepemapLupyTm3aLmMm Npy Hey4auyHOM Bbi3oBe
(KoHTpOANb Mo Kogam oTeeToB SIP)
—MNopaeprkka 06paboTkm oTBeToB 3XX ANs ynpaBaeHusa
nepeHanpaBAeHUEM BbI30BOB
— KoHTpo/sb AocTynHOCTM HanpasieHnin no OPTIONS
— KOHTPO/b YCTaHOBNEHHbIX CECCUI:
— no Haanumo RTP/RTCP
— C ucnonb3oBaHUem Taimepos ceccum (RFC4028)
— XpaHeHWe 1 BOCCTaHOB/EHME 3anmnceit O 3aperncTprMpoBaHHbIX
aboHeHTax B B[,
— TpaHckoaupoBaHue/NpoKcupoBaHne meama (ayamo u
BMAEO)
— Nopgaepxka WebRTC+ICE ans 6pay3epHbix NPUAOKEHN
—MNopgaeprKka QoS (HasHaueHue Diffserv) gna SIP n RTP
— 3anucb GunanHroson nHpopmaumm B8 CDR-dalin, napan-
nenbHan 3anuck CDR-¢daina Ha I0KaNbHbIN HOCUTENb U
yAaneHHbili cepsep (FTP, SFTP, SCP)
—MNopaeprKKa ayTeHTUdUKaLMK:
— ayTeHTUdUKaUmA pernctpaumii aboHeHToB Yepes RADIUS
— /IOKa/IbHOE XPaHeHWe AaHHbIX ayTeHTUbUKALMMU
— perncTpaumsa TPaHKOB B PeXXMMeE KNMEHTa Ha
BbllWwecToAuwein I[P ATC
— MNoaaepxKa TpaHauTta ISUP (SIP-1/SIP-T)
— Moapepka TyHHennposaHua PPTP u L2TP over IPsec ana
nepegnaun SIP u megmatpadurka

— BuptyanbHoe (VESBC) 1 annapaTtHoe (ESBC-3200) ucnonHeHue

AeTey

VESBC

= H IR R R

ESBC-3200

O6xog, NAT
®yHKUMA, Heobxoaumasa ana obecnevyeHns npo3payHocTu IP-
ceTeli 419 rONI0COBOTO M BUAEOTpadumka.
—MNopaeprKKa pexxmma nat-comedia
—Mopaeprkka Public-IP
—MNopaaepxKa paboTblvyepes yganeHHbin STUN-cepeep
—lokanbHbIi STUN-cepBep

be3sonacHocTb
ESBC obecneumnBaeT 3aLMTy CETM OMepaTopa OT HECAHKLMOHUPO-
BaHHOro goctyna. MHcTpymeHTamun gnsa obecneyeHms 6esonac-
HOCTW CNyXaT WHTeNNEeKTyasibHOe ynpaB/ieHue AOCTYyNnom U
CKpbITMe Tononornn cetu. Micnonb3oBaHue WKdPOBaHUA CUTHA-
nmsauum SIP u meamnanoTokos obecneynBaeT KoOHOUAEHUMANb-
HOCTb M 6e30MacHOCTb NepesaBaeMbixX AaHHbIX.

—OnHamunueckuii bpaHgmayap

—3awmTa ot SIP-pnyaa

—3awmTa ot SIP-spoofing atak

—Bbnoknposka no AOR, User-Agent

—BnoknpoBKa no cogepknumomy SIP-coobuieHums

—MNoapep»Ka wWndpoBaHUs curHanmsaumm (TLS)

1 megmanotokoB (SRTP SDES, DTLS-SRTP)

KoHTponb Tpaduka
ESBC no3BonfeT ynpaBaaTb KOMYECTBOM BXOAALLMX 3aNpoCcoB B
3aBMCMMOCTM OT HanpaBaeHMA.
— YnpaBneHue KOAMYeCcTBOM YCTaHOBNEHHbIX CECCUN,
orpaHuyeHue sxoaawmx/ucxoaaumx CPS, RPS

COKprTMe TOonosnoruun cetm
ESBC ncnonb3yetca Ana npeaoctaBieHna OCTyna B OnepaTopCcKyto
WM KOPNOPATMBHYHO CETb U3 BHELLHEN HELOBEPEHHOM ceTU, obecne-
YMBAA 3aALLUTY KOMMEPYECKUX MHTEPECOB KOMMAHUN.
MopaepXuBatoTca cneayolme MexaHu3mbl:
— WHTennektyanbHas TpaHcnAuma IP-aapecos ana CUrHaibHOTO U
MmeamaTpadurKa
— MonHoueHHbI B2BUA ana obecneyeHus Tpebyemoro ypoBHs
M30/1ALNK CETEN
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®PyHKUMOHaNbHbIE BO3MOXXHOCTU (NpoaoniKeHue)

MOHUTOPUHT CeTeBble MPOTOKONbI
—1Pv4

— MoHuTopuHr yctpoiictea no SNMP, otnpaska SNMP-Tpanos .
—IPv6

npv aBapuax
— MpocmoTp MHOOPMaLMK O 3apErMcTPUPOBaHHbIX aboHeHTax

— MOHUTOPMHF COCTOAHMA TPaHKOB MoppepxuBaemble BUAECOKOAEKH (B pexxume

— MNocTtpoenue SIP Call Flow Diagram TPaHCKOAUPOBaHUA)
— [pocmoTp 1 ynpasaeHne yCTaHOBAEHHbIMU COEAUHEHUAMMU —H.263-1998
— MpocmoTp u ynpassieHve 6enbim/4epHbIM CIMCKamm —H.264
— Cratuctuka CPS, RPS - VP8
— Cratuctuka SIP-coobueHuni - VP9
— MoHuTOpUMHI NnapameTpoBs Tpaduka (KPI):
— aKTWBHbIE BbI30OBbI Pe3epBupoBaHue
— cpeaHAn oNTeNbHOCTL Bbi3oBa (ACD) MpUMEHEHME CXeMbl KNaCTEepHOro pesepBuMpoBaHUA U aybau-
— BXOAALME/UCXoaALLME NOMbITKM BbI30Ba POBAHHbIX MCTOYHMKOB 3NEKTPONUTaHMA obecneynmBaeT NOJHO-
— KO/IMYECTBO 3aPErnCTPMPOBaHHbIX aBOHEHTOB/KOHTAKTOB LeHHOe pe3epBUpoBaHme:
— OTKA30YyCTOMYMBDLIN KNacTep B pexxnme obneryeHHOro pesepsa
MpoToKonbl cUrHanusauum no cxeme 1+1
-SIP — NPOCTOTa aAMUHUCTPUPOBAHUA U UHTErPaLMN: CUHXPOHMU3AUMA
KoHbUrypaunii, Bpemeru, sepcuin; Zero Touch Provisioning
®YHKUMOHaNbHOCTb NpoTOKOoNa SIP (zTP)
—RFC-3261
—RFC-3264 (Offer/Answer) be3onacHocTb
—RFC-3311 (Update Method) — 3awwmTa ot DoS
—RFC-4566 (SDP) — 3awmTa ot VolP-aTak
—RFC-1889 (RTP)
—RFC-2833 (Telephone Event) Mepepaua dpakKca
—RFC-3515 (Refer Method) -T.38
—RFC-3265 (Subscribe) -G.711
—RFC-6086 (INFO Method)
—RFC7118 (WebSocket) MNoaaep)kuBaemble ayaMoKoAeKM (B pexxume
—RFC 8445 (ICE) kpome STUN/TURN Tpa HCKOAMpOBaHMﬂ)
—RFC5768 (ICESIP) - G.711 (a-law, p-law), G.729, G.722, G.726, iLBC, opus, spee,
—RFC8839 (SDPICE) AMR, GSM, L16-mono
—B2BUA peering
—RFC4028 YnpaBsneHue
—RFC5168 — MML-KoHconb (SSH/Telnet)
—RFC3489 (ClassicSTUN) — Web-untepdeiic?
—RFC8489 (STUN) — BblgeneHHblit nopT ynpaenenus (OOB) 10/100/1000BASE-T (RJ-45)
(Tonbko ana ESBC-3200)
MegunanpoToKkonbl
—RTP JinyeH3suposaHue
- RTCP — BupTyanbHoe pelieHue (VESBC) anueHsmpyeTca ¢ Mcnonb3oBaHUeM
— SRTP (SDES, DTLS) ELM (Eltex Licence Manager)
— AnnapatHoe peLueHue (ESBC-3200) MMUEH3MPYETCA C UCNO/Ib30BAHMEM
TpaHcnopTHble NPOTOKObI ELM unu paitnom nmueHsum
—TCP
-UDP
—TCP/UDP interworking
—-TLS
—WS/WSS

"He noddepxcusaemca e mexyweli eepcuu [10.
2 B paspabomeke. B mekyweli sepcuu 10 docmynHbl Hekomopesle PyHKYUU adMUHUCMPUPOBAHUS U MOHUMOPUH2A.

eltex.ru
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TexHnyeckmne xapaktepuctukmn ESBC-3200

1000BASE-X/10GBASE-R/25GBASE-R 12
Console RS-232 (RJ-45) 1
00B 1
USB 2.0 1
Cnot gnsa microSD-kapT 1

Konnuectso CPU

CPU 24
RAM 24Tb

Flash-namaTb 86 eMMC

MakcumanbHasa notpebasemas MOLLHOCTb 118 Bt

100-240 B AC, 50-60 Iy,
MutaHue 36-72 B DC
[0 ABYX NCTOYHUKOB NMUTAHMUA C BOSMOXKHOCTbIO ropaYveit 3ameHbl

WHTepBan paboumx Temnepatyp Ot -10 go +45 °C
NHTepBan TemnepaTypbl XpaHEeHUA Ot -40 go +70 °C
OTHOCUTENIbHaA BAAXXHOCTb NPW SKCnayaTaumm He 6onee 80 %
OTHOCUTENbHAA BNIAXKHOCTb NPU XpPaHEeHUU 01101095 %
labapwutbl (LU x B x ) 430 x 44 x 330 mm
Macca 5,3 Kr

CpoK cny»K6bl He meHee 15 net

MuHMManbHble cUcTeMHble Tpe6oBaHUA ANA BUPTYanbHOro pelwenusa VESBC'

ApxutekTypa x86-64, TakToBaa Yactota He meHee 1,8 T,
Mpoueccop Moapepskka Habopa HcTpykumit MMX, SSE, SSE2, SSE3, SSSE3, SSE4.1, SSE4.2
(nokoneHwne npoueccopos Intel Nehalem nan AMD Barcelona CPU nau Bbliwwe)

OnepaTuBHaA NamATb He meHee 3 Tb

JvcKkoBoe NpoCcTpaHCTBO He meHee 2 b

VirtualBox 6.0, ESXi 6.7.0, QEMU/KVM 2.6.2, Proxmox 8.1.4,

fnepsusopbl (ykasaHel MMHAMAIbHbIe Bepchk) GNS3 2.2.53, EVE-NG 6.2.0, PNETLab 4.2.10, Xen 4.16, zVirt 5.0

IMynAauma:
Intel E1000, Intel E1000E,
VMXNET2, VMXNET3

MapasupTyanusauusa:
VirtlO

PCI Pass-through:

Moaaepxunsaembie |/O Intel XL710 Ethernet Controller (2x40/1x40/4x10/2x20/2x10/1x10),

Intel X722 Ethernet Controller (2x10/4x10),
RTL8169 PCI Gigabit Ethernet Controller,
RTL810xE PCI Express Fast Ethernet controller,
RTL8110SC/8169SC Gigabit Ethernet,
RTL8111/8168/8411 PCl Express Gigabit Ethernet Controller,
RTL8100/8101L/8139 PCI Fast Ethernet Adapter

"MpusedeHHble Mpebo8aHUA M0360/A10M Npoussecmu ycmaHosky VESBC u nepeuyHsiii 3anyck ¢ 6a3osoli HacmpoUikod.
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MpowussogutenbHoctb VESBC 1 ESBC-3200

Pexxum pabortbl vESB(C' ESBC-3200

MaKkcmanbHoe KONNYecTBo OA4HOBPEMEHHbIX BbI30OBOB

[pokcnpoBaHue ¢ ncnonb3oBaHMem Kogeka G711a £o 18500 [0 6000

TpaHcKogmposaHue G711a <---> G729 no 2000 no 280

MpoKcnpoBaHMe ¢ ucnonb3oBaHnem Kogeka G711a
¥ npeobpasosaHuem RTP <---> SRTP (SDES) Ao 14000 4,0 5000

MaKcumanbHOe KOMYECTBO Bbi30BOB B ceKyHAy (CPS)
[MpoKkcmpoBaHMe ¢ ucnonb3oBaHMem Kogeka G711a 40 300 no 150

TpaHckoaupoBaHue G711a <---> G729 no 300 no 150

lMpoKcmpoBaHMe ¢ ucnonb3oBaHMeM KogeKa G711a 300 150
1 npeobpasoBaHmnem RTP <---> SRTP (SDES) AO AO

Cxembl NpUMeEHeHUA

MerkonepaTopcKoe B3aumogencrTeme

JlokanbHas cetb 1 JlokanbHas cetb 3

SMG-1016M  Q.931

Ny6nuynas
ceTb

ECSS-10
Softswitch

ECSS-10
Softswitch

NokanbHas cetb 2

" Xapakmepucmuku cepsepa: CPU — 2 x Intel(R) Xeon(R) Gold 6230 CPU @ 2.10GHz, 64 GB RAM, NIC — Intel X710 for 10GbE SFP+.
Xapakmepucmuku supmyansHol mawuHsl: 75 CPU, 32 GB RAM, PCl Pass-through.

eltex.ru
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Cxembl npumeHeHua (npogonxkeHue)

MpepocraBneHue ycnyru «BuprtyanoHaa ATC»

ECSS-10
Softswitch
ESBC
SIP/WebRTC
SIP sip
TAUS Myonuynasn IP-TenedoH
ABOHEHTCKMIA ceTb
wn3
IP-tene¢poH
o o IP-TenedpoH
AHanorosbln AHanorosbIn
TenedoH TenedoH WebRTC I:a
Od¢uc1
¢ Oduc3

bl /\GoHeHTCKMi

L]
Elph Desktop
Bpay3epHblii KANEHT

Elph Android/iOs
Mo6UNbHBIN KANEHT

IP-TenedoH Ananorosbiii  AHanorosbiii  IP-Tenedon
TenedpoH TenepoH

Odwuc 2
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UHPopmauuma pna 3akasa

VESBC MporpammHbIN MOrpaHUYHbIA KOHTpoAnep ceccuii VESBC.
ESBC-3200 MorpaHuyHbIM KOHTpOoAep ceccuin ESBC-3200.

ESBC-CC-10 AkTnBauma 10 ogHOBpEeMEHHbIX BbI3OBOB.

ESBC-CC-50 AkTnBauma 50 ogHoBpeMeEHHbIX BbI3OBOB.

ESBC-CC-100 AkTmBauma 100 ogHOBpPEMEHHDbIX BbI3OBOB.

ESBC-CC-500 AkTMBauma 500 ogHOBpeMeHHbIX BbI30OBOB.

ESBC-CC-5000 AkTtnsauma 5000 ogHoBpEeMEHHbIX BbI30OBOB.

ESBC-CPS-20 AKTUBaLMA NOALEPKKN MHTEHCMBHOCTM BXoAALLen Harpy3ku 20 CPS.
ESBC-CPS-40 AKTMBaAUMA NOAAEPKKM MHTEHCMBHOCTU BXoAsLen Harpyskm 40 CPS.
ESBC-CPS-60 AKTMBALUMA NOAAEPHKKM MHTEHCMBHOCTU BXOAALLEN Harpy3km 60 CPS.
ESBC-CPS-80 AKTMBAUMA NOAAEPKKM MHTEHCMBHOCTM BXoAALWEen Harpy3skm 80 CPS.
ESBC-CPS-100 AKTUBaLMA NOALEPKKN MHTEHCUMBHOCTM BXogALLen Harpyskmu 100 CPS.

BAOKMU NUTaHUA"

YcTponcTBo Bbnok nutaHmna AC Bnok nuraHmua DC

ESBC-3200 PM160-220/12 PM160-48/12

TOnyuu ESBC-CC u ESBC-CPS 0613amesibHbl 011 8K/HOYEHUS 8 3AKA3.
2 Onpedensemca npu 3aKkase.

Caenatb 3akas 0 kKomnaHuu Eltex

Mpegnpusatne «NTEKC» — Beaywmii poCCUIACKUIA pa3paboTunK U Npoms-

‘ ﬁ {é?:: BOAMTENlb KOMMYHUKaLMOHHOrO obopyaoBaHusa ¢ 30-neTHen UCTopueN.
+7(383) 274 10 01 eltex@eltex.ru eltex.ru KOMNAEKCHOCTb pelleHnii M BO3MOXHOCTb MX 6eclloBHOM MHTerpaumm
+7 (383) 274 48 48 B MH(PACTPYKTypy 3aKasumka — MPUOPUTETHOE HanpaBieHWe Pa3BUTUA

KOMNaHMK.

eltex.ru
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