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ESR-Series. CnpaBo4yHMK kKomaHz CLI
1 BeegeHwue

* AHHOTauusA

* LeneBas aygntopus

» [puMeyaHus n npegynpexaeHns
* lcnonb3yeMble cokpalleHus

AHHOTaUuA

B HacTosiLLleM pyKoBOACTBe NpuBefeHo onucaHve komaHg CLI osis agMuHUCTpaTopa MeXCceTeBoro akpaHa
cepun ESR (B fanbHeiweM nMeHyemMoro MapLUpyTU3aTopoM Uan YCTPOKCTBOM).

NHTepdpeiic komaHaHoii cTpokm (Command Line Interface, CLI) — nHTepdeiic, npegHasHayeHHbIl Ans
ynpasneHnsi, NPOCMOTPa COCTOSAHUA U MOHUTOPUHIa ycTpoincTea. Ansa paboTbl noTpebyetca nobas
ycTaHoB/neHHas Ha MK nporpamma, nogaepxusaroLian paboty no npotokonam Telnet, SSH nnv npsamoe
NOAK/OYEHME Yepe3 KOHCO/IbHbIN nopT (Hanpumep, HyperTerminal).

LieneBas ayguTtopus

CnpaBoyHuK KomaHg CLI npegHasHaveH ANnsi TEXHUYECKOro NepcoHasna, BbIMO/THALLEro HaCTPOVKY 1
MOHUTOPUHT MapLupyTu3aTopa cepun ESR nocpeacTBom nHTepdeiica komaHaHoi ctpokm (CLI).
KBanudpmkaumusa TeXHNYEeCKoro nepcoHana npeanonaraeT 3HaHne 0CHOB paboThl cTeka npoTtokonos TCP/IP,
NPUHUMNOB nocTtpoeHus Ethernet-cetein.

MpumeyaHus 1 NpegynpexaeHus

MprMevaHust cogepXar BakHyo MHhopMaLMio, COBETbI UM peKOMeHZaLMM NO UCMOIb30BaHNIO U
HacTpolike yCTpoicTBa.

@ MpepynpexaeHns MHOPMUPYIOT NOML30BATENSA O CUTYALWSIX, KOTOPble MOTYT HaHeCTW Bpes,
nporpammHo-annapaTHoOMy KOMIEKCY, MPUBECTM K HEKOPPEKTHOI paboTe CUCTEMbI WX NOTepe
[aHHbIX.

© vndopmauyms cogepxuUT cnpaBoyHble AaHHbIE 06 UCMONb30BAHUM YCTPOCTBA.

Ncnonb3yemble coKpalieHus

« AAA - Authentication, Authorization, Accounting
+ ARP - Address Resolution Protocol

+ BGP - Border Gateway Protocol

+ BRAS - Broadband Remote Access Server

+ DHCP - Dynamic Host Configuration Protocol
* DNS - Domain Name System

+ DDoS - Distributed Denial of Service

+ DoS - Denial of Service

* FIFO - First In, First Out

+ FTP - File Transfer Protocol

+ FXO - Foreign eXchange Office

+ FXS - Foreign eXchange Subscriber

+ GRE - Generic Routing Encapsulation

« GRED - Gentle Random Early Detaction

« HTTP - HyperText Transfer Protocol

« HTTPS - HyperText Transfer Protocol Secure
+ ICMP - Internet Control Message Protocol



IKE - Internet Key Exchange

IDS - Intrusion Detection System

IP — Internet Protocol

IP4IP4 - IPin IP

IPS — Intrusion Prevention System

IPsec — IP Security

L2TP - Layer 2 Tunneling Protocol

L2TPv3 - Layer 2 Tunneling Protocol version 3
LACP - Link Aggregation Control Protocol
LAG - Link Aggregation Group

LDAP - Lightweight Directory Access Protocol
LLDP - Link Layer Discovery Protocol

MAC - Media Access Control

MTU - Maximum Transmission Unit

mDNS — Multicast Domain Name System

NAT — Network Address Translation

NAS - Network Access Server

NTP — Network Time Protocol

OSPF - Open Shortest Path First

PPP - Point-to-Point Protocol

PPTP - Point-to-Point Tunneling Protocol
PPPOE - Point-to-point protocol over Ethernet
PSK - Pre-Shared Key

QoS - Quality of Service

RADIUS - Remote Authentication Dial In User Service
RED - Random early detection

RIP — Routing Informational Protocol

SFTP — Secure Shell File Transfer Protocol
SIP — Session Initiation Protocol

SLA — Service Level Agreement

SNMP - Simple Network Management Protocol
SCP - Secure Copy Protocol

SP — Strict Priority

SSH - Secure Shell

STP - Spanning Tree Protocol

TACACS - Terminal Access Controller Access Control System
TFTP — Trivial File Transfer Protocol

URL - Uniform Resource Locator

VLAN - Virtual Local Area Network

VPN -Virtual Private Network

VRF - Virtual Routing/Forwarding

VRRP - Virtual Router Redundancy Protocol
VTI - Virtual Tunnel Interface

WAN - Wide Area Network

WINS - Windows Internet Name Service

WRR - Weighted Round Robin

XAUTH - eXtended Authentication
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2 [MpaBuna nosib30BaHMUst KOMaHQHOW CTPOKOWA

[nsa ynpoweHnst Ncnonb30BaHUsi KOMaHAHOW CTPOKN MHTepdeiic NoaaepXMBaeT YHKLUI0 aBTOMATUYECKOro
[IONOMHEHNA KOMaHA,. dTa (PYHKUUSI akTUBUPYETCS NPV HEMNOJTHO HabpaHHOW KOMaHAe 1 BBOAE CMMBOA
Tabynsauum <Tab>.

[Apyras oyHKUMS, MToMoratoLas nonb30BaTbCsl KOMaHAHOV CTPOKOI — KOHTEKCTHasi noAckaska. Ha no6om
aTane BBOAa KOMaHAbl MOXHO MO/TyYMTb MOACKA3KY O C/efyoLyX 3fieMeHTax KoMaHibl nyTeM BBOAA
BOMPOCWTE/ILHOTO 3HaKa <?>.

[Ns yNpoLLEHNA KOMaH/, BCeii cucTeMe KoMaHz npugaHa nepapxudeckas CTpyktypa. [1s nepexofa Mexay
YPOBHSIMU Mepapxuu npegHasHaueHbl cnelyasibHble KoMaHabl nepexoa. AT0 NO3BO/SET UCMO/b30BaTh
MeHee 06beMHbIE KOMaH/bl Ha K&XA0M 13 YPOBHE. [ 0603HAYEHS1 TEKYLLIETO YPOBHS, HA KOTOPOM
HaxoAWTCS Nob30BaTe/lb, AMHAMUYECKM U3MEHSIETCSA CTPOKA NPUMNALLEHNS CUCTEMbI.

Mpumep:

esr> enable BkwyeHne 15 ypoBHA NpuBuNerui

esr# configure Mepexog B pexum KOHOUIMypupoBaHWA YyCTpoOMcCTBa

esr(config)#
esr(config)# exit BO3BpaT Ha YpOBEHb Bbille
esr#

Ansi yno6CcTBa UCnosb30BaHns KOMaHAHO CTPOKU peasin3oBaHa nofaepxka ropsumx Knasull,
nepeync/ieHHbIx B Tabnuue 1.

Tabnmua 1 — OnucaHne ropsvnx Knasuil KoMaHgHon ctpoku CLI

CoueTaHue KnaBuLLK OonucaHue

Ctrl+D Bo BNOXEHHOM KOMaHAHOM peXxuMe — BbIX0[, B NpeablayLinin KOMaHaHbI
pexum (komaHaa exit), B KoOpHEBOM KOMaHAHOM pexume — Bbixo 13 CLI
(xkomaHga logout)

Ctrl+zZ BbIXoA, B KOPHEBOI KOMaHHbIN pexum (komaHaa top)
Ctrl+A Mepexop B Ha4ano CTPOKK

Ctrl+E Mepexopn B KOHeL, CTPOKH

Ctrl+U YpaneHue cMMBOOB CrieBa 0T Kypcopa

Ctrl+K YnaneHve cMMBOJIOB Crpasa oT Kypcopa

Ctrl+C OumncTka CTPOKK, a Takke 06pbIB BbIMO/THEHUA KOMaH/bI
Ctrl+W YpaneHve cnosa cfnesa 0T Kypcopa

Ctrl+B Mepexopa kypcopa Ha OAHY Mo3uLMI0 Ha3ag,

Ctrl+F [Nepexopn Kypcopa Ha o04Hy No3unumio Bnepes

Ctrl+L OuucTka akpaHa
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[nsa ypobceTBa uteHnsa aobaBneH NoCTpaHNYHbIA BbiIBOA, 60/1bLION N0 06beMy MHGOpMaL K.

Mpumep:

esr# show running-config
syslog max-files 3
syslog file-size 512
syslog file esr info
syslog console info
interface gigabitethernet 1/0/1
ip address 10.100.14.1/24
exit
interface gigabitethernet 1/0/1.101
exit
interface gigabitethernet 1/0/2
ip address 192.168.1.1/24
ip address 10.100.100.2/24 secondary
exit
interface gigabitethernet 1/0/2.150
ip address 10.150.150.2/24
exit
interface gigabitethernet 1/0/2.151
ip address 10.151.151.15/24
exit
interface gigabitethernet 1/0/3
ip address dhcp enable
exit
interface gigabitethernet 1/0/5.55
More? Enter - next line; Space - next page; Q - quit; R - show the rest.

,ﬂ,]’lﬂ OTK/TIO4HEHUA NOCTPaHNYHOIO BbiBOA4A B TeKyLLI,eﬁ ceccunn HGO6XOAI/IMO BBECTU KOMaHAy:
esr# terminal datadump

NHTepdhelic KomaHAHON CTPOKM 06ecneumBaeT aBTopM3aLmio Nosib3oBaTeneli 1 orpaHNYBaEeT AOCTYN K
KOMaHAaM Ha OCHOBaHWM YPOBHS NPUBUAETNIA, 3a4aHHOTO0 aAMUHUCTPATOPOM.

B cucteme moxeT 6bITb CO34aHO HEOOXOAMMOE KONMYECTBO Nonb3oBarteneil. Heobxoanmblii ypoBeHb
npuBWUaernii 3a8aétca MHAMBUAYaIbHO A5 K&XA0ro U3 HUX.

© B 3aBopcKoit KOHUIypaLMK B cCTEMe CO3AaH OAVH Mosb3oBaTenb ¢ MMeHeM admin 1 naponem
password.
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[nsi o6ecneyeHnst 6e30MacHOCTI KOMaHAHOro HTepdelica KomaHabl pacnpegeneHsl Mexay 1,10 n 15
YPOBHEM NPUBU/IETWIA:

* 1 ypoBEHb — AOCTYMNEH TONIbKO MOHUTOPUHT YCTPONCTBa;

* 10 ypoBeHb — AOCTYMHO KOH(OUIyppoBaHmMe YCTPONCTBa, KPOMe CO34aHns Nosb3oBarene,
nepesarpysku ycTpoicTsa, 3arpysku MNo;

* 15 ypoBeHb — HET OrpaHNYEHWIA.

MonyyeHne 15 ypoBHSA NpUBUAETAIA:

(esr)> enable
(esr)#

BosBpalleHne Ha nepBoHaYasibHbIl YPOBEHb NPUBUIETWIA:

(esr)# disable
(esr)>

CuctemMa no3BosisieT HECKO/IbKM M0/1b30BaTeNsIM OAHOBPEMEHHO MOAK/IHUYATLCS K YCTPOACTBY.

Mpwv BBOAE B KAYECTBE NapamMeTpoB CTPOK, COAepPXaLLMX NPpo6esbl, BBOAUMbIE AAHHbIE MOXHO 3aK/THUUTL B
KaBbIYKM UM anocTpogbI:

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# description "[WAN] ISP-1 link"
esr(config-if-gi)# exit

esr(config)# interface gigabitethernet 1/0/2
esr(config-if-gi)# description '[WAN] ISP-2 link'
esr(config-if-gi)#

OCHOBHOE OT/IMYME MeXAY KaBbluKaMu 1 anocTpodiamm 3akio4aeTcs B TOM, YTO MPK UCNOMb30BaHUN KaBblHeK
4yacTb CMEeLCHMBO/IOB BHYTPY A1 KOPPEKTHOIO BBOAA HEO0OX0AMMO 3KpaHMPOBaTh, & TEKCT Mexay
anocTpoamu MHTEpPNpeTupyeTca "kak ecTb":

esr(config)# banner login "first line\\nsecond line"
esr(config)# banner exec 'first line\nsecond line'
esr(config)#

[nsa ymeHblleHns o6bemMa oTobpaxaeMblX aHHbIX B OTBET Ha 3anpochl Nob3oBaTesis U 06/1eryeHns noncka
HeobxoaMMON nHopMaLIMKN MOXHO BOCMO/b30BaTbCA hunbrpaunein. Ana dunsrpaunn nHgpopmanmm
TpebyeTcsa A06aBUTb B KOHEL, KOMaHAHOW CTPOKN CUMMBOJT «|» U MCNOMb30BaTb OAHY M3 ONUMI oUbLTpaLmm:

+ begin — BbIBOAUTL BCE NOCNEe CTPOKM, coaepKallieli 3afaHHbIl LWabrnoH;

+ count — BbIBOAWTL TO/IbKO KOJIMYECTBO CTPOK, OTOGpaxXaeMbiX B BbIBOAE KOMaHAbl (6e3 BbiBOAA
MHpopMaLmK, oTobpaxaemMoli camoit KoMaHoW);

+ counter — no6aBNAET K BbIBOAUMONM MHOpMALIMKN HOMEpa CTPOK,;

* include - BbIBOAUTbL BCE CTPOKM, coAepalliye 3afaHHblli LWabnoH;

+ exclude — BbIBOAUTb BCE CTPOKU, HE COAEPXALLME 3aaHHbIi WabnoH;

* until — BbIBOANUTb BCe 10 CTPOKK, COAEPXKALLEN 3a4aHHbIN LLIAGMOH.

LLla6noH noncka MOXeT ObITb 3aaH perynsipHbIM BbipaXXeHEeM 1 COAEPXaTb:

- MepeyeHb CMMBOMNOB. MOXHO OnpeaennTb NepedeHb, 3aK/THUMB CYUMBO/IbI B KBapaTHbIE CKOOKU «[]».
CooTBeTcTBYE BYAET NPOBEPATLCS MO CUMBOJIAM, MEPEYNC/IEHHBIM B NepeyHe. Ecnv nepsblii CUMBO NEPeYHs
«*», TO COOTBETCTBME BYAET NPOBEPATLCA N0 /IIV60MY CMMBOIY, HE BXOAsALLEMY B NepeyeHb. Mpumepbl:

+ [-az] -'a','zZ'n ",
+ [a-z] - Bce natuHckne 6ykebl OT 'a' 10 'Z'.



— CneuuasibHble CMMBO/IbI 1 ONepaTopbl:

+ A — Hayas10 CTPOKY;

+ $ — KOHeLl, CTPOKY;

* . — no6oli CMMBON B CTPOKE;
* * — HOMb UK B6onee pas;

| —wvnn.

BbiBog komaHAabl «<show running-config syslog» 6e3 napameTpos:
esr# show running-config syslog
syslog max-files 3

syslog file-size 512
syslog file default info

BbiBog komaHAb! «<show running-config syslog» c napameTtpom «begin»:

esr# show running-config syslog | begin file-size
syslog file-size 512
syslog file default info

BbiBog komaHAb! «<show running-config syslog» ¢ napameTtpom «include»:

esr# show running-config syslog | include file-size
syslog file-size 512

BbiBOg, KOMaHApl «show running-config syslog» ¢ napameTpom «exclude:

esr# show running-config syslog | exclude file-size
syslog max-files 3
syslog file default info

MpvMepbl NCMNOb30BaHMSA PErYNAPHbIX BbIPAXEHWIA:

esr# show interfaces status | include ""te.x"

tel/0/1 Up Down 1500 a8:f9:4b:aa:05:d9
tel/0/2 Up Down 1500 a8:f9:4b:aa:05:da
esr# show interfaces status | include "*gil/0/1[2568]"
gil/0/12 Up Down 1500 a8:f9:4b:aa:05:cc
gil/0/15 Up Down 1500 a8:f9:4b:aa:05:cf
gil/0/16 Up Down 1500 a8:f9:4b:aa:05:d0
gil/0/18 Up Down 1500 a8:f9:4b:aa:05:d2
esr# show interfaces status | include "A[Atgl -]"

bridge 1 Up Up 1500 a8:f9:4b:aa:05:c0O
bridge 2 Up Up 1500 a8:f9:4b:aa:05:c0O
esr# show interfaces status | dinclude "(/3]|/5)"

gil/0/3 Up Down 1500 a8:f9:4b:ab:0e:23
gil/0/5 Up Down 1500 a8:f9:4b:ab:0e:25

ESR-Series. CnpaBoyHuK komaHz CLI

[ns BbiBOAa NHhopMaL MK, 3anpoLLEeHHOR KoMaHaol show, B doaitn Tpebyetcsa 406aBUThL B KOHEL, KOMaHAHO
CTPOKM COOTBETCTBYHOLLMIA CUMBON, NYTb U UMSA ANS CO34aHUSA WX OOMONIHEHUSA TEKCTOBOIO oaiina.

CumBonbl A5 BbiBoAa MHdopmauun B thaiin:

+ > - 3anucath BbIBOJ KOMaH/bl B chaiin;
* >>— flonncaTh BbIBOJ KOMaH/ibl B KOHeL, chaiina.
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Bo3MOXHble NyTu o/ coxXxpaHeHUs TEKCTOBbIX CbaVIHOB BbiBOAa KOMaHA:

+ flash:data/<FILE> — dpaiin 6yaeT co3gaH nnv AONO/HEH B 3HEProHE3aBUCUMOA NamATy
MapLupyTmsatopa B pasgene flash:data;

+ usb://<USB-NAME>:/<FILE> — cpaitn 6yget co3gaH uam gononHeH Ha USB-Hocutene ¢ nmeHem <USB-
NAME>;

+ mmc://<MMC-NAME>:/<FILE> - dpaiin 6ygeT co3gaH nnv gonosHeH Ha USB-HocuTene ¢ nmeHem
<MMC-NAME>.
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3 CTpyKTypa cucteMbl KOMaH[,

+ [No6anbHbIA pexmm

+ KoHthurypupoBaHune mapLupyTtusaropa

* Tvnbl N NOPALOK MMEHOBaHWA NHTEPdIENCOB MapLLpyTnU3aTropa
* Tvnbl 1 NOPALOK MMEHOBaHWA TYHHeNer MapLipyTusarTopa

CucteMa KomaHf uHTepgpeiica KoMaHAHO CTPOKM MaplLupyTusaTopa cepum ESR pasgeneHa Ha
nepapxuyeckme ypoBHm (pasaenbl).

FnoGanbHbI peXum
BepxHuii ypoBeEHb nepapxmm KomaHg, npuBeaeH B Tabnuue 2.

Tabnuua 2 — Viepapxusi KOMaHAHbIX PEXUMOB (BEPXHUIA YPOBEHD)

YpoBeHb KomaHpga Bxoga Bupg cTpokn noackasku KomaHpa Bbixoga
KopHeBoii pexxum (ROOT) esr> exit
esr# end
Pexum KoHtpurypuposanua  configure esr(config)#
(CONFIG)
Pexum oTnagkm paboTsl debug esr(debug)#
ycTpoiictea (DEBUG)

esr-10008 end
configure
esr-1000 (config) #
debug

esr=1000 (debug) ¥

PrcyHoK 1 — BepxHuii ypOBEHb epapxun PeXMMOB KOMaH/
B kopHeBoM koMaHaHoOM pexume (ROOT) ocywecTBnsieTcs:
- paborTa ¢ haitnamm KoHurypaymu:

* MPUMEHEHNE;
* MOATBEPXAEHWNE;

+ cbpoc;

* COXpaHeHue;

* OTMeHa HEMPUMEHEHHbIX U3MEHEHWNIA

* BO3BpaT K NOATBEPXAEHHOW KOHUrypaumm.

- nepesarpyska MapLipyTM3aTopa;
— MOHUTOPWHT paboTbl U NPOCMOTP TeKYLLE KoHpUrypauum ycTpoiicTaa.
3 kopHeBoro pexuma (ROOT) ocyLecTBASETCS Nepexo K cneaytolmm pasgenam:

— pexum KoHdurypuposaHus yctpoiictea (CONFIG);

10
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— pexum oTnaaku pabotsl ycTpolictea (DEBUG).

KoHdmrypupoBaHue maplupytusatopa

KoHdhurypupoBaHue mapLupyTtusaropa cepun ESR BbinonHsetcs B pexvme CONFIG. [JaHHbI pexum gocTyneH
13 kopHeBoro pexvmMa (ROOT). Mepexon B peXXmm KOHUIypupoBaHUs OCYLLLECTBSETCS TO/IbKO B
NMPVBUNETMPOBAHHOM PEXMME.

[nsa nepexoga 13 kopHesoro pexuma (ROOT) Heo6x0AMMO BbINOSTHUTL Ceaytolme KOMaHabl:

esr> enable
esr# configure
esr(config)#

B pexxume koHGUrypmpoBaHusa mapLipyTtusaropa cepun ESR BbinonHsaeTcs:

— ynpas/fieHne CUCTEMHbIMY Yacamu;

— ynpasfieHne CUCTEMHbIM XYPHa/I0M;

— ynpasneHue yaasieHHbIM LOCTYNoM,;

— HacTpoiika QoS;

— HacTpoiika Spanning Tree;

— HacTpoika VLAN;

— HaCTpoWKa cTaTuyeckux MapLUpyTOB;

— HaCTpoiKa NPMOPUTETHOCTIN MPOTOKO/I0B MapLUpyTU3aLmuy;

— Nnepexos K pexumam KOHUrypnupoBaHusa oyHKL MR, onncaHne pexumoB npreeaeHo B Tabnuue 3.

Tabnuua 3 — KoMaHAHble pexuMbl 415 yNpas/ieHns MapLupyTU3aTopoM

YpoBeHb KomaHga Bxoga ! Bug cTpoku Mpeabiaywuii
noAcKasKu ypOBeHb

HacTpoiika rnobasibHbIX NapamMeTpoB configure esr(config)# ROOT

(CONFIG)

HacTpoiika GigabitEthernet- interface gigabitethernet esr(config-if-gi)# CONFIG

nHTepdpeicos <PORT>

(CONFIG-IF-GI)

HacTpoiika TengigabitEthernet- interface tengigabitethernet esr(config-if-te)# CONFIG

nHTepceiicos <PORT>

(CONFIG-IF-TE)

HacTpoiika Twentyfivegigabitethernet-  interface twentyfivegigabitether esr(config-if-twe) CONFIG

nHTepdpeicos net <PORT>

(CONFIG-IF-TWE)

HacTpoiika FourtygigabitEthernet- interface fourtygigabitethernet  esr(config-if-fo)# CONFIG
nHTepdeincos <PORT>

(CONFIG-IF-FO)

HacTpoiika HundredgigabitEthernet- interface hundredgigabitethern  esr(config-if-hu)# CONFIG
nHTepdeicos et <PORT>

(CONFIG-IF-HU)

11



YpoBeHb

HacTpoiika OOB-nHTepdelica
(CONFIG-IF-00B)

HacTpoiika cab-uHtepceiicos
(CONFIG-IF-SUB)

HacTtpoiika cab-mHTepdeiicos
(CONFIG-IF-QINQ)

HacTpolika nocnefosaresbHbIX
NHTEpdelicos 2

(CONFIG-SERIAL)

HacTpolika BUpTyasibHbIX
nHTepdeicos

(CONFIG-LOOPBACK)

HacTtpolika E1-uHtepgeiicos
(CONFIG-IF-E1)

HacTpoiika rpynnbl arperaumu E1-
KaHas10B
(CONFIG-IF-MULTILINK)

HacTtpoliika FXO-nopTtoB
(CONFIG-VOICE-PORT-FXO0)

HacTtpoiika FXS-nopToB
(CONFIG-VOICE-PORT-FXS)

HacTpolika BUPTYyasibHbIX TYHHE/bHbIX

nHTepgeicos VTI
(CONFIG-VTI)

HacTpoiika nocnefoBaTe/lbHoro
nHTepdelica 2

(CONFIG-LINE-AUX)

HacTtpolika L2TPv3-TyHHenel
(CONFIG-L2TPV3)

KomaHga Bxoga !

interface oob <PORT>

interface gigabitethernet
<PORT>.<VLAN> unun

interface tengigabitethernet
<PORT>.<VLAN> unun

interface port-channel
<CH>.<VLAN>

interface gigabitethernet

<PORT>.<VLAN>.<VLAN> unun

interface tengigabitethernet

<PORT>.<VLAN>.<VLAN> unun

interface port-channel
<CH>.<VLAN>.<VLAN>

interface serial <PORT>

interface loopback <PORT>

interface e1 <PORT>

interface multilink <PORT>

interface voice-port <NUM>

interface voice-port <NUM>

tunnel vti <VTI>

line aux [ <UNIT>/<SLOT>/
<PORT>]

tunnel 12tpv3 <L2TPV3>

ESR-Series. CnpaBo4yHMK kKomaHz CLI

Bup cTpoku
noACcKa3Ku

esr(config-if-oob)#

esr(config-if-sub)#

esr(config-if-qing)#

esr(config-serial)#

esr(config-loopback)#

esr(config-if-e1)#

esr(config-if-multilink)#

esr(config-voice-port-
fxo)#

esr(config-voice-port-
fxs)#

esr(config-vti)#

esr(config-line-aux)#

esr(config-12tpv3)#

Mpeabiaywunia
ypoBeHb

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG
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YpoBeHb

HacTpoiika GRE-TyHHenei
(CONFIG-GRE)

HacTpoiika SoftGRE-TyHHenelk
(CONFIG-SOFTGRE)

HacTpoiika normyecknx TyHHenel
(CONFIG-LT)

HacTpoiika cab-uHtepcpeiica Ha L2-
TYHHENE

(CONFIG-SUBTUNNEL)

HacTtpoiika IPv4-over-IPv4 TyHHenei
(CONFIG-1P4IP4)

HacTpoiika WireGuard TyHHenei
(CONFIG-WIREGUARD)

HacTpoiika nupa gnsa WireGuard-
TYHHens

(CONFIG-WIREGUARD-TUNNEL-PEER)

HacTtpolika ceTeBbIX MOCTOB
(CONFIG-BRIDGE)

HacTpoiika VLAN
(CONFIG-VLAN)

HacTtpolika ceTeBoii NOANTUKN A/1s
onpepenexns VLAN no LLDPDU-
COOOLEHNSAM KNneHTa

(CONFIG-NET-POLICY)

HacTpoiika nyna agpecos DHCP-
cepsepa

(CONFIG-DHCP-SERVER)

HacTtpolika DHCP onuum 60
(CONFIG-DHCP-VENDOR-ID)

HacTpoiika nyna agpecos DHCP-
cepsepa

(CONFIG-IPV6-DHCP-SERVER)

HacTtpoiika DHCP onuun 60
(CONFIG-IPV6-DHCP-VENDOR-ID)

KomaHga Bxoga !

tunnel gre <GRE>

tunnel softgre <SOFTGRE>

tunnel It <LT>

tunnel softgre <GRE>.<VLAN>

tunnel ip4ip4 <IP4IP4>

tunnel wireguard

<WIREGUARD>

peer <PEER>

bridge <BRIDGE>

vlan <VLAN>

network-policy <NAME>

ip dhcp-server pool <NAME>

ip dhcp-server vendor-class-id
<NAME>

ipv6 dhcp-server pool <NAME>

ipv6 dhcp-server vendor-class-
id <NAME>

ESR-Series. CnpaBo4yHMK kKomaHz CLI

Bup cTpoku Mpeabiaywunia
noAcKasku YypOBeHb
esr(config-gre)# CONFIG
esr(config-softgre)# CONFIG
esr(config-It)# CONFIG
esr(config-subtunnel)#  CONFIG
esr(config-ip4ip4)# CONFIG
esr(config-wireguard)#  CONFIG
esr(config-wireguard- CONFIG-
tunnel-peer)# WIREGUARD
esr(config-bridge)# CONFIG
esr(config-vlan)# CONFIG
esr(config-net-policy) CONFIG
esr(config-dhcp-server)# CONFIG
esr(config-dhcp-vendor-  CONFIG

id)#

esr(config-ipv6-dhcp- CONFIG
serven)#

esr(config-dhcp-vendor- CONFIG

id)#

13



YpoBeHb

HacTpoiika pe3epBupoBaHus DHCP-
cepsepa

(CONFIG-DHCP-SERVER-FAILOVER)

HacTpolika cMHXpoHM3aLum KpUnTo-
chaiinos

(CONFIG-CRYPTO-SYNC)

HacTpoiika npodnns NpuaoxKeHuii

(CONFIG-OBJECT-GROUP-
APPLICATION)

HacTpoiika npoduns IP-agpecos
(CONFIG-OBJECT-GROUP-NETWORK)

HacTpoiika npodnnsi CBSA30K
IP-agpecos n TCP/UDP-nopToB

(CONFIG-OBJECT-GROUP-ADDRESS-
PORT)

HacTtpoliika npocmnsa TCP/UDP-nopToB
(CONFIG-OBJECT-GROUP-SERVICE)

HacTpoiika npodmns URL
(CONFIG-OBJECT-GROUP-URL)

HacTpolika nocTaBLMKa KaTeropuii
KOHTEHTHOW domnbTpauunm

(CONFIG-OBJECT-GROUP-CONTENT-
FILTER)

HacTpoiika npogonns kateropui
KOHTEHTHOI ounbTpaumm oT BeHAg0pa
Kaspersky Laboratory

(CONFIG-OBJECT-GROUP-CF-
KASPERSKY)

HacTtpolika npothnis novToBbIX
[OMEHOB 1 aipecoB MOYTOBbIX SLLMKOB

(CONFIG-OBJECT-GROUP-MAIL)

HacTpoiika npodmns XAUTH
(CONFIG-ACCESS-PROFILE)

HacTtpolika nyna IP-agpecos
(CONFIG-POOL)

KomaHga Bxoga !

ip dhcp-server failover [ vrf
<VRF> ]

crypto-sync

object-group application
<NAME>

object-group network <NAME>

object-group address-port
<NAME>

object-group service <NAME>

object-group url <NAME>

object-group content-filter
<NAME>

vendor <VENDOR>

object-group email <NAME>

access profile <NAME>

address-assignment pool
<NAME>

ESR-Series. CnpaBo4yHMK kKomaHz CLI

Bup cTpoku
noACcKa3Ku

esr(config-dhcp-server-

failover)#

esr(config-crypto-sync)#

esr(config-object-group-

application)#

esr(config-object-group-

network)#

esr(config-object-group-

address-port)#

esr(config-object-group-

service)#

esr(config-object-group-

url)#

esr(config-object-group-

content-filter)#

esr(config-object-group-

cf-kaspersky)#

esr(config-object-group-

email)#

esr(config-access-
profile)#

esr(config-pool)#

Mpeabiaywunia
ypoBeHb

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG-
OBJECT-
GROUP-
CONTENT-
FILTER

CONFIG

CONFIG

CONFIG
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YpoBeHb

HacTpoiika wnto3a npotokona IKE
(CONFIG-IKE-GATEWAY)

HacTpoiika nonmtukm npotokona IKE
(CONFIG-IKE-POLICY)

HacTpoiika npodguns npotokona IKE
(CONFIG-IKE-PROPOSAL)

HacTpoiika nonmtukm Habopa
npoTokonos IPsec

(CONFIG-IPSEC-POLICY)

HacTpoiika npoguns Habopa
npoTtokosnos IPsec

(CONFIG-IPSEC-PROPOSAL)

HacTtpoliika VPN Ha ocHOBe Habopa
NpoToKo/0B IPsec

(CONFIG-IPSEC-VPN)

HacTpoiika cnvcka KoHTpons fgocTyna
(CONFIG-ACL)

HacTtpolika npaBvna ans cnmcka
KOHTpOAs goctyna

(CONFIG-ACL-RULE)

HacTpoiika 30Hbl 6e30nacHOCTY
(CONFIG-ZONE)

HacTpoiika rpynnbsl npaBun Ans nap
30H 6e30nacHOCTH

(CONFIG-ZONE-PAIR)

HacTpoiika npaBuna ansi napbl 30H
6e30nacHocTH

(CONFIG-ZONE-PAIR-RULE)

HacTpoiika cepBuca TpaHcasLmmn
aapecoB nonyyarens

(CONFIG-DNAT)

HacTpoiika nyna IP-agpecos n TCP/
UDP-noptos anis DNAT

(CONFIG-DNAT-POOL)

KomaHga Bxoga !

security ike gateway <NAME>

security ike policy <NAME>

security ike proposal <NAME>

security ipsec policy <NAME>

security ipsec proposal
<NAME>

security ipsec vpn <NAME>

ip access-list extended
<NAME>

rule <ORDER>

security zone <NAME>

security zone-pair <FROM>

<TO>

rule <ORDER>

nat destination

pool <NAME>

ESR-Series. CnpaBo4yHMK kKomaHz CLI

Bup cTpoku
noACcKa3Ku

esr(config-ike-gw)#
esr(config-ike-policy)#
esr(config-ike-
proposal)#
esr(config-ipsec-

policy)#

esr(config-ipsec-
proposal)#

esr(config-ipsec-vpn)#

esr(config-acl)#

esr(config-acl-rule)#

esr(config-zone)#

esr(config-zone-pair)#

esr(config-zone-rule)#

esr(config-dnat)#

esr(config-dnat-pool)#

Mpeabiaywunia
ypoBeHb

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG-ACL

CONFIG

CONFIG

CONFIG-ZONE-

PAIR

CONFIG

CONFIG-DNAT
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YpoBeHb

HacTpoiika rpynnel npaBun ans DNAT
(CONFIG-DNAT-RULESET)

HacTpoiika npaBuna gns DNAT
(CONFIG-DNAT-RULE)

HacTpoliika cepBuca TpaHCasumm
aflpecoB oTnpaBuTens

(CONFIG-SNAT)

HacTpoiika nyna IP-agpecos n TCP/
UDP-noptos anis SNAT

(CONFIG-SNAT-POOL)

HacTpoiika rpynnbl npasun gns SNAT
(CONFIG-SNAT-RULESET)

HacTtpolika npaBuna ans SNAT
(CONFIG-SNAT-RULE)

HacTpoiika nonb3oBareseii CUCTEMbI
(CONFIG-USER)

HacTpolika nokasibHOW KOHCOMN
(CONFIG-LINE-CONSOLE)

HacTpoiika yganeHHoi KoHconm
(CONFIG-LINE-TELNET)

HacTpolika 3almeHHon yaaneHHol
KOHCO/N

(CONFIG-LINE-SSH)

HacTpoiika TACACS-cepBepa
(CONFIG-TACACS-SERVER)

HacTtpolika RADIUS-cepsepa
(CONFIG-RADIUS-SERVER)

HacTpoiika npocmnns RADIUS-
cepBepoB

(CONFIG-RADIUS-SERVER-PROFILE)

HacTpoiika DAS-cepBepa
(CONFIG-DAS-SERVER)

KomaHga Bxoga !

ruleset <NAME>

rule <ORDER>

nat source

pool <NAME>

ruleset <NAME>

rule <ORDER>

username <NAME>

line console

line telnet

line ssh

tacacs-server host <ADDR>

radius-server host <ADDR>

aaa radius-profile <NAME>

das-server <NAME>

ESR-Series. CnpaBo4yHMK kKomaHz CLI

Bup cTpoku
noACcKa3Ku

esr(config-dnat-
ruleset)#

esr(config-dnat-rule)#

esr(config-snat)#

esr(config-snat-pool)#

esr(config-snat-ruleset)#

esr(config-snat-rule)#

esr(config-user)#

esr(config-line-
console)#

esr(config-line-telnet)#

esr(config-line-ssh)#

esr(config-tacacs-

serven)#

esr(config-radius-
server)#

esr(config-aaa-radius-
profile)#

esr(config-das-server)#

Mpeabiaywunia
ypoBeHb

CONFIG-DNAT
CONFIG-DNAT-

RULESET

CONFIG

CONFIG-SNAT

CONFIG-SNAT

CONFIG-SNAT-

RULESET

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG
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YpoBeHb

HacTpoiika npoguns DAS-cepeepoB
(CONFIG-DAS-SERVER-PROFILE)

HacTpoiika LDAP-cepBepa
(CONFIG-LDAP-SERVER)

HacTpolika cepsepa Ans yaa/ieHHoro
goctyna no npoTtokony PPTP

(CONFIG-PPTP-SERVER)

HacTpoiika nonb3oBarenei gns
yAaneHHoro focTyna no npoTokKony
PPTP

(CONFIG-PPTP-USER)

HacTpoiika cepBepa Ans yaaseHHoro
JocTyna no npotokony L2TP

(CONFIG-L2TP-SERVER)

HacTtpolika nonb3oBarenei ans
yfaneHHoro AocTyna no npoToKony
L2TP

(CONFIG-L2TP-USER)

HacTpoiika cepBepa Ans yaasieHHoro
pocTtyna no npotokony OpenVPN

(CONFIG-OPENVPN-SERVER)

HacTtpolika nonb3oBarenei ans
yAaneHHOro AocTyna no npoToKony
L2TP

(CONFIG-OPENVPN-USER)

HacTpoiika cepBepa Ansa yaasieHHoro
AocTtyna no npotokosny WireGuard

(CONFIG-WIREGUARD-SERVER)

HacTtpolika nupa gns yganeHHoro
noctyna no npotokony WireGuard

(CONFIG-WIREGUARD-SERVER-PEER)

HacTpoiika kMeHTa yaaneHHoro
JocTtyna no npotokosny PPTP

(CONFIG-PPTP)

HacTpoiika KnneHTa yaa/ieHHOro
AocTtyna no npotokony PPPOE

(CONFIG-PPPOE)

KomaHga Bxoga !

aaa das-profile <NAME>

Idap-server host <ADDR>

remote-access pptp <NAME>

username <NAME>

remote-access 12tp <NAME>

username <NAME>

remote-access openvpn
<NAME>

username <NAME>

remote-access wireguard

<NAME>

peer <PEER>

tunnel pptp <PPTP-ID>

tunnel pppoe <PPPOE-ID>

ESR-Series. CnpaBo4yHMK kKomaHz CLI

Bup cTpoku
noACcKa3Ku

esr(config-aaa-das-
profile)#

esr(config-ldap-server)#

esr(config-pptp-server)#

esr(config-pptp-user)#

esr(config-12tp-server)#

esr(config-12tp-user)#

esr(config-openvpn-
server)#

esr(config-openvpn-
usen#

esr(config-wireguard-
server)#

esr(config-wireguard-
server-peer)#

esr(config-pptp)#

esr(config-pppoe)#

Mpeabiaywunia
ypoBeHb

CONFIG

CONFIG

CONFIG

CONFIG-PPTP

CONFIG

CONFIG-L2TP-
SERVER

CONFIG

CONFIG-
OPENVPN-
SERVER

CONFIG

CONFIG-
WIREGUARD-
SERVER

CONFIG

CONFIG
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YpoBeHb

HacTpoiika knmeHTa yganeHHoro
NoAKAYEHNs No npoTokony L2TP

(CONFIG-L2TP)

HacTpoiika knneHTa yaasieHHOro
noAkayeHns no npotokony OpenVPN

(CONFIG-OPENVPN)

HacTpoiika SNMP-nonb3oBatens
(CONFIG-SNMP-USER)

HacTpoiika NTP-cepepa wiv nupa
(CONFIG-NTP)

HacTpoiika BGP-npouecca
(CONFIG-BGP)

HacTtpoliika BGP-npouecca B VRF
(CONFIG-BGP-VRF)

HacTtpoiika IPv4/IPv6-agpecauun BGP-
npouecca

(CONFIG-BGP-FAMILY)

HacTtpoiika IPv4/IPv6-agpecauunn BGP-
npouecca B VRF

(CONFIG-BGP-VRF-FAMILY)

HacTtpoiika rpynnmposaHus BGP-
cocepei

(CONFIG-BGP-GROUP)

HacTtpolika rpynnuposaHuns BGP-
cocepeii B VRF

(CONFIG-BGP-VRF-GROUP)

HacTpoiika cocega BGP-npouecca
(CONFIG-BGP-NEIGHBOR)

HacTtpolika cocega BGP-npouecca
B VRF

(CONFIG-BGP-VRF-NEIGHBOR)

HacTpoiika IPv4-/IPv6-agpecaunn BGP-
cocefa

(CONFIG-BGP-NEIGHBOR-FAMILY)

KomaHga Bxoga !

tunnel 12tp <L2TP-ID>

tunnel openvpn <OPENVPN-ID>

snmp-server <NAME>

ntp server <ADDR>

ntp peer <ADDR>

router bgp <AS>

vrf <VRF>

address-family { ipv4 | ipv6 }
unicast

address-family { ipv4 | ipv6 }
unicast

peer-group <NAME>

peer-group <NAME>

neighbor { <ADDR> | <IPV6-
ADDR> }

neighbor { <ADDR> | <IPV6-
ADDR>}

address-family { ipv4 | ipv6 |
vpnv4 } unicast

ESR-Series. CnpaBo4yHMK kKomaHz CLI

Bup cTpoku
noACcKa3Ku

esr(config-12tp)#

esr(config-openvpn)#

esr(config-snmp-user)#

esr(config-ntp)#

esr(config-bgp)#

esr(config-bgp-vrf)#

esr(config-bgp-af)#

esr(config-bgp-vrf-af)#

esr(config-bgp-group)#

esr(config-bgp-vrf-
group)#

esr(config-bgp-
neighbor)#

esr(config-bgp-vrf-
neighbor)#

esr(config-bgp-neighbor-

af)#

Mpeabiaywunia
ypoBeHb

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG-BGP

CONFIG-BGP

CONFIG-BGP-
VRF

CONFIG-BGP

CONFIG-BGP-
VRF

CONFIG-BGP

CONFIG-BGP-
VRF

CONFIG-BGP-
NEIGHBOR
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YpoBeHb

HacTtpoiika IPv4-/IPv6-agpecaunn BGP-

cocepa B VRF

(CONFIG-BGP-NEIGHBOR-FAMILY)

HacTpoiika cnucka nogcetei
(CONFIG-PL)

HacTpoiika cnvcka noaceTteit
(CONFIG-IPV6-PL)

HacTpoiika MapLupyTHOI KapTbl

(CONFIG-ROUTE-MAP)

HacTpoiika npaBuna MapLupyTHOL

KapTbl
(CONFIG-ROUTE-MAP-RULE)

HacTtpoliika RIP-npoTokona
(CONFIG-RIP)

HacTpoiika RIPNG-npoTtokona
(CONFIG-RIPNG)

HacTpolika IS-IS-npouecca
(CONFIG-ISIS)

HacTpoiika OSPF-npouecca
(CONFIG-OSPF)

HacTtpolika OSPF-o6nactu
(CONFIG-OSPF-AREA)

HacTpoiika BUpTYasibHOTrO COEVHEHNS

OSPF
(CONFIG-OSPF-VLINK)

HacTtpolika OSPFv3-npouecca
(CONFIG-IPV6-0SPF)

HacTpoiika OSPFv3-06nactu
(CONFIG-IPV6-OSPF- AREA)

HacTpoliika BUpTya/ibHOTO CoeANHEHUS]

OSPFv3
(CONFIG-IPV6-0OSPF-VLINK)

KomaHga Bxoga !

address-family { ipv4 | ipv6 |
vpnv4 } unicast

ip prefix-list <NAME>

ipv6 prefix-list <NAME>

route-map <NAME>

rule <ORDER>

router rip

ipv6 router rip

router isis <ID>

router ospf <ID>

area <ID>

virtual-link <ID>

ipv6 router ospf <ID>

area <ID>

virtual-link <ID>

ESR-Series. CnpaBo4yHMK kKomaHz CLI

Bup cTpoku
noACcKa3Ku

esr(config-bgp-neighbor-

af-vrf)#

esr(config-pl)#

esr(config-ipve-pl)#

esr(config-route-map)#

esr(config-route-map-
rule)#

esr(config-rip)#

esr(config-ripng)#

esr(config-isis)#

esr(config-ospf)#

esr(config-ospf-area)#

esr(config-ospf-vlink)#

esr(config-ipve-ospf)#

esr(config-ipvé-ospf-
area)#

esr(config-ipvé-ospf-
vlink)#

Mpeabiaywunia
ypoBeHb

CONFIG-BGP-
VRF-NEIGHBOR

CONFIG

CONFIG

CONFIG

CONFIG-ROUTE-
MAP

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG-OSPF

CONFIG-OSPF-
AREA

CONFIG

CONFIG-IPV6-

OSPF

CONFIG-IPV6-
OSPF-AREA
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YpoBeHb

HacTpoiika cnucka Knouen
(CONFIG-KEYCHAIN)

HacTpoiika kntoua
(CONFIG-KEYCHAIN-KEY)

HacTpoiika napametpoB MSTP
(CONFIG-MST)

HacTpoiika npasnn WAN
(CONFIG-WAN-RULE)

Hactpoiika npasvun WAN (IPv6)
(CONFIG-IPV6-WAN-RULE)

HacTpolika target-nuctos
(CONFIG-TARGET-LIST)

HacTpolika target-nucTos (IPv6)
(CONFIG-IPV6-TARGET-LIST)

HacTpolika target
(CONFIG-WAN-TARGET)

HacTpolika target (IPv6)
(CONFIG-IPV6-WAN-TARGET)

HacTpolika 06bEKTOB OTCEXMBAHUS

CcoObITUI
(CONFIG-TRACK)

Hactpoiika Wi-Fi Controller
(CONFIG-WIRELESS)

HacTtpolika VRF
(CONFIG-VRF)

HacTpoiika nonmTtunkn QoS
(CONFIG-POLICY-MAP)

HacTpoiika knacca QoS
(CONFIG-CLASS-MAP)

HacTpoiika knacca BHyTpy NOSIMTUKN

QoS
(CONFIG-POLICY-MAP-CLASS)

KomaHga Bxoga !

key-chain <KEYCHAIN>

key <ID>

spanning-tree mst

configuration

wan load-balance rule <ID>

Ipv6 wan load-balance rule <ID>

wan load-balance target-list

<NAME>

Ipv6 wan load-balance target-
list <NAME>

target <ID>

target <ID>

track <ID>

wireless-controller

ip vif <NAME>

policy-map <NAME>

class-map <NAME>

class <NAME>

ESR-Series. CnpaBo4yHMK kKomaHz CLI

Bup cTpoku
noACcKa3Ku

esr(config-keychain)#
esr(config-keychain-
key)#
esr(config-mst)#
esr(config-wan-rule)#
esr(config-ipvé-wan-
rule)#
esr(config-target-list)#
esr(config-ipvé-target-
list)#
esr(config-wan-target)#
esr(config-ipvé-wan-
target)#

esr(config-track)#

esr(config-wireless)#

esr(config-vrf)#

esr(config-policy-map)#

esr(config-class-map)#

esr(config-class-policy-
map)#

Mpeabiaywunia
ypoBeHb

CONFIG

CONFIG-

KEYCHAIN

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG-
TARGET-LIST

CONFIG-IPV6-
TARGET-LIST

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG
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YpoBeHb

HacTpoiika PPP-nonb3oBatens ans
ayTeHTMMKaLMn yaaneHHol CTOPOHbI

(CONFIG-PPP-USER)

HacTpoiika napamMeTpoB
pe3epBMpPOBaHUS KOHdUrypauum

(CONFIG-ARCHIVE)

HacTpolika cepBepa cbopa CTaTUCTUKK
Netflow

(CONFIG-NETFLOW-HOST)

HacTpoiika cepBepa cb6opa CTaTucTuKm
sFlow

(CONFIG-SFLOW-HOST)

HacTpoiika cepBepa noiyyeHuns
yBegomneHnii SNMP

(CONFIG-SNMP-HOST)

M3meHeHVe naposia nocsie NCTeveHus
CpokKa feicTeums

(CHANGE-EXPIRED-PASSWORD)
HacTtpolika npochnns ounstpaumm
http-3anpocos

(CONFIG-PROFILE)

HacTpoiika o6wmx napametpos MPLS
(CONFIG-MPLS)

HacTtpoiika obLux napameTpos LDP
(CONFIG-LDP)

ESR-Series. CnpaBo4yHMK kKomaHz CLI

Bup cTpoku
noACcKa3Ku

KomaHga Bxoga !

ppp chap username <NAME> esr(config-ppp-user)#

ppp chap username <NAME>

user <NAME>

user <NAME>

username <NAME>

username <NAME>

archive esr(config-archive)#

esr(config-netflow-
host)#

netflow collector <ADDR>

sflow collector <ADDR> esr(config-sflow-host)#

snmp-server host <ADDR> esr(config-snmp-host)#

- esr(change-expired-
password)#

ip http profile <NAME> esr(config-profile)

mpls esr(config-mpls)#

esr(config-ldp)#

Mpeabiaywunia
ypoBeHb

CONFIG-IF-ET

CONFIG-IF-
MULTILINK

CONFIG-
CELLULAR-
PROFILE

CONFIG-
ACCESS-
PROFILE

CONFIG-L2TP-
SERVER

CONFIG-PPTP-
SERVER

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG
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YpoBeHb

HacTpoiika IPv4-agpecaummn npotokona

LDP
(CONFIG-LDP-AF-IPV4)

HacTpoiika LDP-unicast-coceactsa
(CONFIG-LDP-NEIGH)

HacTpoiika IPv4-agpecauumn npotokona

LDP ans otaensHoro ip-uHtepdeiica
(CONFIG-LDP-AF-IPV4-IF)

CospaHue L2-MPLS-TyHHenei
(CONFIG-L2VPN)

HacTtpoiika L2-MPLS-TyHHens
(CONFIG-L2VPN-EOMPLS)

HacTpoiika PW-class (ua6noHa
pseudo-wire)

(CONFIG-L2VPN-PW-CLASS)

HacTpoiika napameTpoB pseudo-wire
L2-MPLS-TyHHens

(CONFIG-L2VPN-PW)

HacTtpoiika BGP auto-discovery and
singnaling

(CONFIG-AUTODISCOVERY-BGP)

HacTtpoiika nonutukm IPS/IDS
(CONFIG-IPS-POLICY)

HacTtpolika noctasuwmka npasun IPS/
IDS

(CONFIG-IPS-VENDOR)

HacTpoiika kateropuin npasun IPS/IDS
(CONFIG-IPS-VENDOR-CATEGORY)

HacTtpolika cepsuca IPS/IDS
(CONFIG-IPS)

HacTpoiika uctouHmka 06HOBIEHUS
npaswn IPS/IDS, pacnpocTpaHsaeMbIxX
N0 KOMMEPYECKOW SIMLLEH3UM

(CONFIG-CONTENT-PROVIDER)

KomaHga Bxoga !

address-family ipv4

neighbor <ADDR>

interface <IF>

12vpn

vpls <NAME>

p2p <NAME>

pw-class <WORD>

pw <PW_ID> <LSR_ID>
[<NEIGH_ADDR>]

autodiscovery bgp

security ips policy <NAME>

vendor <VENDOR>

category <CATEGORY>

security ips

content-provider

ESR-Series. CnpaBo4yHMK kKomaHz CLI

Bup cTpoku
noACcKa3Ku

esr(config-ldp-af-ipv4)#

esr(config-ldp-neig)#

esr(config-ldp-af-ipv4-
if)#

esr(config-12vpn)#

esr(config-l2vpn-vpls)#

esr(config-12vpn-p2p)#

esr(config-12vpn-pw-
class)#

esr(config-12vpn-pw)#

esr(config-bgp)#

esr(config-ips-policy)#

esr(config-ips-vendor)#

esr(config-ips-vendor-
category)#

esr(config-ips)#

esr(config-content-
provider)#

Mpeabiaywunia
ypoBeHb

CONFIG-LDP

CONFIG-LDP

CONFIG-LDP-
AF-IPV4

CONFIG-MPLS

CONFIG-L2VPN

CONFIG-L2VPN

CONFIG-L2VPN-
EOMPLS

CONFIG-L2VPN-
EOMPLS

CONFIG

CONFIG-IPS-
POLICY

CONFIG-IPS-

VENDOR

CONFIG

CONFIG
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YpoBeHb

HacTpoiika MmeHemxepa NnueH3unii
(CONFIG-LICENCE-MANAGER)

HacTpoiika aBTOOGHOB/IEHNS NpaBus
IPS/IDS 13 BHELIHWUX UCTOYHUNKOB

(CONFIG-IPS-AUTO-UPGRADE)

HacTpoiika nonb30BaTeNbcKoro
cepsepa o06HoBeHuiA npasun IPS/IDS

(CONFIG-IPS-UPGRADE-USER-
SERVER)

HacTpoiika kateropuii
nosnb3oBaTesibckmx npasun IPS/IDS

(CONFIG-IPS-CATEGORY)

HacTpoiika nosib30BaTeIbCKUX NpaBui
IPS/IDS

(CONFIG-IPS-CATEGORY-RULE)

HacTpolika pacluMpeHHbIX
nonb3oBaTenbckux npaswn IPS/IDS

(CONFIG-IPS-CATEGORY-RULE-
ADVANCED)

HacTpoiika napameTpoB paboThbl
zabbix-agent

(CONFIG-ZABBIX-AGENT)

HacTtpolika napameTpoB paboThbl
zabbix-proxy

(CONFIG-ZABBIX-PROXY)

HacTpoiika No4ToBOro AoMeHa
CONFIG-MAILSERVER-DOMAIN

HacTpoiika noyToBoro cepsepa
CONFIG-MAILSERVER

HacTpoiika nokasnbHoro Syslog-tpaiina
CONFIG-SYSLOG-FILE

HacTpoiika yganeHHoro Syslog-
cepsepa

CONFIG-SYSLOG-HOST

HacTpoiika TFTP-cepBepa
CONFIG-TFTP-SERVER

KomaHga Bxoga !

licence-manager

auto-upgrade

user-server <WORD>

security ips-category user-

defined <CATEGORY_NAME>

rule <ORDER>

rule-advanced <ORDER>

zabbix-agent

zabbix-proxy

mailserver domain <NAME>

mailserver

syslog file { flash:syslog/
<NAME> | tmpsys:syslog/
<NAME> }

syslog host <HOSTNAME>

ip tftp server vrf <VRF>

ESR-Series. CnpaBo4yHMK kKomaHz CLI

Bup cTpoku
noACcKa3Ku

esr(config-licence-
manager)

esr(config-ips-auto-

upgrade)#

esr(config-ips-upgrade-
user-server)#

esr(config-ips-
category)#

esr(config-ips-category-
rule)#

esr(config-ips-category-
rule-advanced)#

esr(config-zabbix-
agent)#

esr(config-zabbix-
proxy)#

esr(config-mailserver-
domain)#

esr(config-mailserver)#

(config-syslog-file)

(config-syslog-host)

(config-tftp-server)

Mpeabiaywunia
ypoBeHb

CONFIG

CONFIG-IPS

CONFIG-IPS-
AUTO-
UPGRADE

CONFIG

CONFIG-IPS-

CATEGORY

CONFIG-IPS-

CATEGORY

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG
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YpoBeHb

HacTpoiika Firewall failover
CONFIG-FIREWALL-FAILOVER

HacTpoiika IP failover
CONFIG-IP-FAILOVER

HacTtpoiika Cluster
CONFIG-CLUSTER

HacTpoiika unit B Cluster

ESR-Series. CnpaBo4yHMK kKomaHz CLI

KomaHga Bxopa ' Bupa cTtpoku Mpepbiaywnii
nogckasku YypOBeHb
ip firewall failover (config-firewall-failover) ~CONFIG
ip failover (config-failover) CONFIG
cluster (config-cluster) CONFIG
unit <ID> (config-cluster-unit) CONFIG-
CLUSTER

CONFIG-CLUSTER-UNIT

1 Mogpo6Hoe onvcaHye KOMaHS, MPUBEAEHO HUXE.
2 Tonbko ons ESR-21.

Tunbl 1 NOPAAOK UMEHOBaHUSA MHTepdhelicoB MapLpyTU3aTopa

Mpv paboTe mMapLLpyTMU3aTopa NCMO/b3YHTCA CETEBbIE MHTEPMeCbl Pa3IMYHOro TUMNa U HasHa4YeHus.
CunctemMa MMeHoBaHUSI NO3BOJISIET OJIHO3HAYHO afpecoBaTh UHTEPAENCHI N0 UX PYHKLUMOHAIbBHOMY
Ha3HaYeHWI0 1 MECTOMOMOXEHNIO B cucteme. [lanee B Tabnmue NnpuBeAeH nepeyeHb TUNOB MHTePdEeicoB.

Ta6nuua 4 — Tunbl U NOPSIAOK UMEHOBAHUSI MHTEPIECOB MapLUpyTU3aTopa

Tun nutepdeiica

dusnyeckne
nHTEepece!

MopTbl 1 F6uT/C

MopTel 10 F6ut/C

OGo3HaueHne

O603HaveHne n3nHECKOro nHTepdielica BkYaeT B cebs ero Tmn u ngeHtudmkarop.
NaoeHTndmkarop gonsmnyeckmx nHtepdeiicos nveet sug <UNIT>/<SLOT>/<PORT>, rae

+ <UNIT> - HOomep ycTpoiicTBa B rpynne yCTPOWCTB,

+ <SLOT> — HOomMep mMoZy/ns B cocTaBe ycTpoicTtea v 0 npu OTCyTCTBMM AENEHUS YCTPOCTBA
Ha Moaynu,

+ <PORT> — nopsiAKOBbI HOMEp nopTa.

gigabitethernet <UNIT>/<SLOT>/<PORT>
Mpumep o0603HayeHus: gigabitethernet 1/0/12

JonyckaeTcs MCnonb30BaTh CoKpalleHHoe HaMeHoBaHue, Hanpumep gil/0/12.

tengigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep o0603HaveHus: tengigabitethernet 1/0/2

JonyckaeTcs ncnonb3oBaTb COKpalleHHoe HaumeHoBaHme, Hanpumvep te1/0/2.
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Tun nHTepdeiica

MopTbl 25 F6onTt/C

MopTbl 40 F6uUTt/C

MopTbl 100 IF6uTt/C

Mopt OOB
(Out-of-band)

Mpynnbl arperauum
KaHanoB

Cab-uHtepdeiicsl

ESR-Series. CnpaBo4yHMK kKomaHz CLI

OGo3HaueHne

twentyfivegigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep o6o3HaueHust: twentyfivegigabitethernet 1/0/2

[JonyckaeTcsi CNo/Nb30BaTh COKPALLEHHOE HavMeHoBaHue, Hanpumep twe1/0/2.

fortygigabitethernet <UNIT>/<SLOT>/<PORT>
Mpumep obo3HaueHus: fortygigabitethernet 1/0/2

JlonyckaeTcsa ncnosb30BaTth CoKpalleHHOe HarMeHoBaHue, Hanpumep fo1/0/2.

hundredgigabitethernet <UNIT>/<SLOT>/<PORT>
Mpumep o6o3HayveHuns: hundredgigabitethernet 1/0/2

JlonyckaeTtcs UCnosib30BaTh COKpaLLeHHoe HaumeHoBaHue, Hanpumep hu1/0/2.

oob <UNIT>/<SLOT>/<PORT>

Mpumep 0603Ha4eHus: oob 1/0/1

O603HayeHve rpynmbl arperawumn KaHasI0B BK/OYAET B CE6S ero TWM U NOPsAAKOBbIA HOMEpP
nHTepdeiica:

port-channel <CHANNEL_ID>

Mpumep o603Ha4eHus: port-channel 6

[onyckaeTcsi CNo/b30BaTh COKpaLLEHHOe HavMeHoBaHue, Hanpuvep, poT.

O603Ha4veHne cab-uHTepdheiica obpasyeTcsl M3 0603HaUYEHNs1 6a30BOro NHTepdelica n
naeHtngmkatopa (VLAN) cab-uHTepdeiica, pasgeneHHbIX TOUKOI.

MprMepbl 0603HAYEHNIA:
gigabitethernet 1/0/12.100
tengigabitethernet 1/0/2.123
port-channel 1.6

NpaeHTndpmkaTop cab-nHTepdeiica MOXeT NpuHumaTth 3HaueHus [1..4094].
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Tun nHTepdeiica

Q-in-Q uHTepdeiichbl

ET1-uHTepdelichl

pynnbl arperaymmn
E1-kaHanoB

Nornyeckune
nHTEepecs!

lNocneposartesbHble
nHTEpdecol

USB-mogembl

ESR-Series. CnpaBo4yHMK kKomaHz CLI

OGo3HaueHne

O603HauyeHne Q-in-Q nHTepdpeiica obpasyeTcs N3 0603Ha4eHNs 6a3oBOro MHTepdelica,
naeHtTncpmkatopa cepsucHoro VLAN n ngeHtndmkatopa nonb3osarensckoro VLAN,
pasfaeneHHbIX TOUKOM.

Mpumepbl 0603HAYEHNIA:
gigabitethernet 1/0/12.100.10
tengigabitethernet 1/0/2.45.12
port-channel 1.6.34

N aeHTdmkaTop CEPBUCHOTNO 1 NoMb3oBaTeIbekoro VLAN MOXET NpUHUMATL 3HaYeHUs
[1..4094].

O603HaveHune E1-nHTepdheiica BkoHaeT B ce65 ero Tun n ngeHTudmkarop.
MaeHTtndukartop E1-nHtepdeiicos nmeet Bug < UNIT>/< SLOT>/< STREAM>, rae

+ <UNIT> - Homep ycTpoiicTBa B rpynne yctpoiicTs [1..2],
- <SLOT> - Homep E1-momyns B cocTase ycTpoiictsa [0..12],
+ <STREAM> - nopsiakoBsbIii Homep E1-notoka [1..1].

Mpumep o6o3Ha4eHus: e1 1/0/1

€ Ha mapwpyTusatopax ESR-1000 He nogaepxusaeTca pa6oTta mogyneii TOPGATE-WAN-
E1 c annapatHoii Bepcueii (hardware revision) 812.

O603HayeHwve rpynnbl arperaummn E1-kaHanoB Bk/OYaeT B cebs ero TMn 1 NopsiaKoBbIA HOMepP
nHTepdeiica:

multilink <CHANNEL_ID>

Mpumep o603HayveHns: multilink 3

O603Ha4YeHne 10rMyeckoro uHTepdeiica ABnNAeTCA NOPsAKOBLIM HOMEPOM NHTepdeiica:
Mpumepbl 0603HaYEHNI:

loopback 4

bridge 60

service-port 1

O603HaveHne nocnefoBaTe/ibHOro UHTepheiica BKIKOYAET B Ce6S ero Tun 1 ngeHTugukaTop.

MaeHTudpukatop serial nitepcpeiicos n line-aux nHtepdeiicos nmeet Bug < UNIT>/< SLOT>/<
PORT>, rae

+ <UNIT> - HomMep yCTpoiicTBa B rpynne ycTpoicTs [1..2],

+ <SLOT> — HoMep MoAayNns B cocTase ycTpoiicTsa nnv 0 Npu OTCyTCTBUM AeeHns ycTpolicTea
Ha moaynu,

+ <PORT> — nopsakoBbIii HOMep nopTa.

Mpumep ob6o3HaueHus: serial 1/0/1, line aux 1/0/1

O603Ha4veHne USB-mogema Bk/itouaeT B cebst ero Tvn 1 nopsiAkoBbIii HOMEP:
modem <MODEM-NUM>

Mpumep o603HaueHNs: modem 1
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Tun nHTepdeiica

FXS/FXO-nopThl

ESR-Series. CnpaBo4yHMK kKomaHz CLI
OGo3HaueHue

O603HaveHne FXS/FXO-nopToB BKOYAET B Ce6s1 €ro TN 1 NMOPSIAKOBLIA HOMEP:
interface voice-port <NUM>

Mpumep o0603HaveHus: voice-port 1

1. KonuuecTtBo MHTEpPhencoB Kaxxaoro Tuna 3aBucuUT OT MOAEN MapLUpyTu3aTopa.

2. Tekywas Bepcus MO nogaepxmBaeT kKnactepmsaumnio yCTpoOnCcTs eanHon mogenn. Homep unit B
rpynne ycTponcTB MOXET NPUHMMAaTh 3HadYeHue 1 nam 2.

3. HekoTopble kKomaHAbl NOAAEPXKMBAKOT O4HOBPEMEHHYIO paboTy C rpynnoi nHTepdeiicos. Ans
yKasaHus rpynnbl MHTEPEncoB MOXET ObITb MCNO/Ib30BAHO NEPeUYNCIeHe Yepes 3anaTyo Uim
yKasaHue amnanasoHa AeHTU(rKaTopoB yepes Aeduc «-».

MpuMepbl yKazaHus rpynn nHTepdelicos:

interface
interface
interface
interface

gigabitethernet 1/0/1, gigabitethernet 1/0/5
tengigabitethernet 1/0/1-2
fortygigabitethernet 1/0/1-2
gil/0/1-3,gi1/0/7,tel/0/1,fol/0/1
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ESR-Series. CnpaBo4yHMK kKomaHz CLI

Tunbl 1 NOPAAOK MMEHOBaHUA TYHHeNel MapLpyTusaTtopa

Mpu paboTe MapLLpyTMU3aTOpa UCNOSb3YIOTCA CETEBbIE TYHHEM Pa3/IMYHOIO TUMNa 1 Ha3HavyeHus. Cuctema
MMEeHOBaHWUS NO3BOJIAIET OAHO3HAYHO apecoBaTb TYHHENN Mo UX (PYHKUMOHaIbHOMY Ha3HayeHuo. [anee B
Tabnmue npuseieH nepeyveHb TUMNOB TYHHeNEe.

Tabnuua 5 — Tunbl ¥ NOPAA0K MMEHOBAHWA TYHHENEN MapLupyTu3aTopa

Tun TyHHensA

L2TP-TyHHesb

L2TPv3-TyHHenNb

GRE-TyHHenb

GRE cab-TyHHenb

SoftGRE-TyHHeNb

IPv4-over-IPv4-TyHHenb

IPsec-TyHHenb

Nornyeckuii TyHHENb
(TyHHenb mexay VRF)

O6Go3HaueHne

O603HaveHne L2TP-TyHHena coctomT u3 0603HavyeHusa Tuna 1 nopsaKkoBoro Homepa
TYHHenNs:

12tp <L2TP_ID>

Mpumep o603HaveHus: 12tp 1

O603HaveHmne L2TPv3-TyHHENs coCTOMT U3 0603HaYeHMs Tna 1 NopsiAKOBOro Homepa
TYHHENs:

I2tpv3 <L2TPV3_ID>

Mpumep o603HaueHus: 12tpv3 1

O603HaveHne GRE-TyHHess cocToMT U3 0603Ha4YeHus T1na 1 NOpPsSAKOBOro HoMepa
TYHHENs:

gre <GRE_ID>

Mpumep o0603HaueHus: gre 1

O603HaveHne GRE cab-TyHHesns cocTouT U3 0603HavYeHns Tuna, NopsAKoBOro Homepa
TYHHens n ngeHTudmkatopa VLAN ans cab-TyHHens:

gre <GRE_ID>.<VLAN_ID>

Mpumep o0603HaveHus: gre 1.200

0O603Ha4eHne SoftGRE-TyHHeNsi cocTomT 13 0603HaYeHMs TUNa, NOPSAKOBOrO HoMepa
TyHHens u, onuuoHasibHo, VLAN ID BupTyanbHoro uHtepdeiica:

softgre <GRE_ID>[.<VLAN>]

Mpumepbl 0603HaveHus: softgre 1, softgre 1.10

O603HaveHune IPv4-over-IPv4-TyHHeNs cocTouT M3 0603HaYeHns Tuna v NnopsgKoBoro
HOoMepa TyHHens:

ip4ip4 <IPIP_ID>

Mpumep 0603HaYeHus: ipdip4 1

O603HaveHne BUPTYasTbHOIO IPsec-TyHHeNs CocToMT 3 0603Ha4YeHNs TMna u
NopsiAKOBOro HoMepa TyHHEeNS:

vti <VTI_ID>

Mpumep o0603HaveHus: vti 1

O603HavYeHne N0rMYeckoro TYHHe A COCTOUT U3 0603HaYeHUs TUNa 1 NopsaKoBOro
HOMepa TyHHenNs:

It <LT_ID>

Mpumep 0603HayeHus: It 1
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Tvn TyHHenA

PPPoE-TyHHENB

PPTP-TyHHENDb

OpenVPN-TyHHeNb

WireGuard-TyHHesb

ESR-Series. CnpaBo4yHMK kKomaHz CLI

O6o3HaueHne

O603HaveHne PPPOE-TyHHeNst cocTont 13 0603HaYeHNs TMna 1 NnopsaKoBoro Homepa
TYHHENs:

pppoe <PPPoE_ID>

Mpumep o603HaueHNs: pppoe 1

0O603HaveHne PPPTP-TyHHENs: cOCTOUT 13 0603HaYeHNs Tina 1 NopsifKoBOro Homepa
TYHHens:

pptp <PPTP_ID>

Mpumep 0603Ha4eHus: pptp 1

0O603HaveHne OpenVPN-TYyHHEeNS COCTOMT U3 0603HaYEeHMA TUNa U NOPSAKOBOr0
HOoMepa TYHHenNs:

openvpn <OPENVPN_ID>

Mpumep o0603HaveHUs: openvpn 1

0O603HaveHne WireGuard-TyHHeNs coctomT n3 0603Ha4YeHNs TMMna 1 NOPSAKOBOro
HoMepa TyHHes:

wireguard <WG_ID>

Mpumep 0603HaveHus: wireguard 1

KonmuecTBo TyHHeneli Kaxaoro Tvna 3aBucuT oT Mogenu n MO maplipyTusartopa.
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ESR-Series. CnpaBoyHuK komaHz CLI
4 KomaHApbl No/ib30BaTe/IbCKOro HTEpheinca

« alarm

+ clear alarms

+ clear ssh host

+ clear storage-device
+ configure

« do

+ end

+ exit

* help

* history size

* logout

* monitor

+ ping

+ reload cancel

* reload system

+ show alarms brief

+ show alarms brief active
+ show alarm settings
+ show history

+ show system reload
+ show tech-support
+ ssh

+ telnet

+ terminal datadump
+ terminal mode

+ terminal resize

+ traceroute

+ uptime

+ verify

+ verify filesystem

« verify storage-device

alarm

[JaHHol KomaHZ0i ycTaHaB/IMBAKOTCH 3HAYEHUSA NOPOroB aBapuii.

CuHTakcuc

alarm { facility <FACILITY-ALARMS> | memory <MEMORY-ALARMS> | process <PROCESS-ALARMS> }
<VALUE>

no alarm { facility <FACILITY-ALARMS> | memory <MEMORY-ALARMS> | process <PROCESS-
ALARMS> } <VALUE>

MapameTpbl

<FACILITY-ALARMS> - noporu aBapuii, CBsi3aHHbIX C OkpyeHneMm (ckopocTb FAN, TeMnepaTypa npoueccopa
1 AaTYnKoB). MpPUHMMAET crneayroLwme 3HaueHus:

+ fan-speed high — nopor ckopocTu BpaleHnsi BEHTUIATOPA, BblpaXXeHHbI B MPOLEHTax oT
MakcuMasibHoi ckopocTu BpateHus (0..100), npu nepexofe yepes KOTopblii OT MEHbLUNX 3HAYEHUI K
6onbLunM, reHepupyetcst SNMP trap eltexEnvFanSpeedHigh (aBapwsi). 3HaueHWe 3TOro nopora A0/HKHO
6bITb 60s1bLUe, YeM alarm facility fan-speed low (gnst ESR-100/200/1000/1500/3200/3200L/3300);

+ fan-speed low — nopor ckopocTy BpalleHUs BEHTUNATOPA, BbIPKEHHbIN B NPOLEHTaxX 0T MakCUMasibHOW
ckopocTy BpauweHus (0..100), npu nepexoae yepes KOTopblii OT 60/bLIMX 3HAYEHWI K MEHBLLM,
reHepupyetcs SNMP trap eltexEnvFanSpeedHighOk (Hopmanusauust aBapum). 3HaueHve 3Toro nopora
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[0/XHO 6bITb MeHbLUe, YeM alarm facility fan-speed high (ana
ESR-100/200/1000/1500/1511/3200/3200L/3300);

+ temperature cpu critical high — nopor TemnepaTypbl NpoLeccopa, BbipaXKeHHbIV B rpagycax no Likasne
Uenbcus (0..100), npy nepexoae Yepes KOTOPbIA OT MEHbLLMX 3HAYEHWIA K 60/1bLUMM, TeHepUpyeTcs
SNMP trap eltexEnvTempCritical (aBapwsi). 3HaueHMe 3TOro nopora A0/HKHO GbITb CaMbIM 6OMbLLUM 13
BCEX 3Ha4YEeHWin TemnepaTypHbIX MOPOroB NpoLeccopa;

+ temperature cpu critical low — nopor Temneparypbl NpoLEeccopa, BbIpaXXEHHbI B rpagycax no wkane
Uenbcus (0..100), npy nepexoae Yepes KOTOpPbIiA OT 6OMbLUMX 3HAYEHWUIA K MEHBLLUMM, TEHEpUpYeTCs
SNMP trap eltexEnvTempCriticalOk (Hopmanm3auus aBapum). 3Ha4ueHne 3TOro nopora Ao/MKHO BbITb
MeHbLue, yem alarm facility temperature cpu critical high, Ho 6onbLue, yuem alarm facility temperature cpu
overheat high;

+ temperature <sensor> overheat high — nopor Temneparypbl ceHcopa, BblpaXKeHHbIM B rpagycax no
wkane Llenscusa (0..100), npu nepexope yepes KOTopblii OT MEeHbLUNX 3HAYEHUI K GONbLLNM,
reHepupyetcss SNMP trap eltexEnvTempOverheat (aBapusi). 3HaueHMe 3TOro Nopora Ao/HKHO ObITb
MeHbLue, yem alarm facility temperature <sensor> critical low, Ho 60nbLue, yem alarm facility temperature
<sensor> overheat low;

+ temperature <sensor> overheat low — nopor Temnepartypbl CEHCOpPa, BbIpaXXEHHbIV B rpagycax no wkanie
Uenbcus (0..100), npy nepexoae Yepes KOTOpPbIiA OT 6OMbLUMX 3HAYEHWUIA K MEHBLLUMM, TEHEpUpYeTCS
SNMP trap eltexEnvTempOverheatOk (Hopmanmsauua aBapun). 3HaueHWe 3TOro Nopora A0/MKHO GbITh
MeHbLue, yem alarm facility temperature <sensor> overheat high;

+ temperature <sensor> supercooling high — nopor Temnepatypbl CEHCOpa, BbIPAXEHHbIN B rpagycax no
wkane Llenbcusa (0..12), npy nepexoae Yepes NPOTUBONO/IOKHOE 3HAYEHME KOTOPOro OT MEHbLLNX
3HaueHwui K 6onbLunm, reHepupyetcs SNMP trap eltexEnvTempSupercoolingOk (Hopmanusauus
aBapum). ITOT NOPOr NpeAHasHaYeH Ansi 3aaHns oTpuLaTesibHbIX TeMnepaTtyp, U ero 3HadeHmne A0MKHO
6bITb MeHbLUe, Yem alarm facility temperature <sensor> supercooling low;

+ temperature <sensor> supercooling low — nopor Temneparypbl CEHCOPa, BbIPaXKEHHbIN B rpagycax no
wkane Llenbcusa (0..15), npy nepexoae Yepes NPOTMBOMNO/IOKHOE 3HAYEHME KOTOPOro OT 60MbLLNX
3HaYeHUIi K MeHbLUMM, reHepupyeTca SNMP trap eltexEnvTempSupercooling (aBapus). 9ToT nopor
npegHasHayeH 411 3afaHns oTpulaTtesbHbIX TemMneparyp, ¥ ero 3HadyeHne A0/HKHO ObiTb 60/bLUE, YEeM
alarm facility temperature <sensor> supercooling high;

Mone ceHcop MOXET NPUHMMAaThL CriedyoLme 3Ha4YeHUs 415 KaKao Mogeny MapLupyTtusaropa:

+ ESR-15R: cpu, switch, sfp;

ESR-20/21/30/31: cpu;

ESR-100/200: cpu, board;
ESR-1000/1500/1511: cpu, board, switch, sfp;
ESR-3200/3200L/3300: cpu, board, sfp, phy.

<MEMORY-ALARMS> - noporu aBapwii, cBsi3aHHbIX ¢ cBO60AHbIM npocTpaHcTBoM NAND 1 RAM. MpuHumaet
crnefyroume 3HaYeHus:

« free low-watermark flash high — nopor konnuectsa cso6ogHow flash-namaTn, BbipaxeHHON B NpoLeHTax
oT makcumasibHoro (0..100), npu nepexoae Yepes KOTopbIli OT MEeHbLUMX 3HAYEHWI K 6ONbLUNM
reHepupyetcs SNMP trap eltexEnvMemoryLowOk (Hopmanusauusi aBapum). 3HaYeHne 3Toro nopora
[O/MKHO ObITb CambIM 60/bLUMM M3 BCEX 3HAYEHUIA NOPOroB KosmyecTsa cBobogHol flash-namarty;

« free low-watermark flash low — nopor konuuectBa cBo6oaHoii flash-namsitu, BbipakeHHOI B NpoLgHTax
oT makcumasibHoro (0..100), npu nepexoae yepes KOTopblli OT 60/1bLIMX 3HAYEHWI K MEHBLLUM
reHepupyetcss SNMP trap eltexEnvMemoryLow (aBapus). 3HaueHve 3Toro nopora Ao/mMKHO 6bITb
MeHbLue, yem alarm memory free low-watermark flash high;

+ free low-watermark ram high — nopor konuuectBa cBo60ogHon RAM-namsiTy, BbipaXXeHHOM B NpoLeHTax
oT makcumasibHoro (0..100), npu nepexoae Yepes KOTopbIli OT MEeHbLUMX 3HAYEHWI K 6ONbLUNM
reHepupyetcss SNMP trap eltexEnvMemoryLowOk (Hopmanusauusi aBapum). 3HaueHne 3Toro nopora
[O/MKHO ObITb CambIM 60MbLIMM M3 BCEX 3HAYEHUIA NOPOroB KosmyecTsa cBobogHo RAM-namaTy;

+ free low-watermark ram low — nopor konnyecTtsa cBo60AHO RAM-namMaTi, BbIpaXXEHHON B NPOLEHTaX
oT makcumasibHoro (0..100), npu nepexoae Yepes KOTopbIli OT 60/bLUMX 3HAYEHWIT KONTMYecTBa K
MeHbLUUM reHepupyeTcs SNMP trap eltexEnvMemoryLow (aBapusi). 3HaYeHWe 3Toro nopora Ao/HKHO
6bITb MeHbLUE, Yem alarm memory free low-watermark ram high;
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reserve critical flash high — nopor konunuectsa cBo6ogHoii flash-namsit, BbipaXXeHHO B NpoueHTax ot
makcumasnbHoro (0..100), npu nepexofe Yepes KOTopblii OT MEHbLUNX 3HAYEHUIA K GOMbLLNM
reHepupyetcss SNMP trap eltexEnvMemoryCriticalLowOk (Hopmanusaumsi asapum). 3Ha4eHne 3Toro
nopora Ao/HKHO ObITb MeHbLLe, YeM alarm memory free low-watermark flash low, Ho 6onbLue, yem alarm
memory reserve critical flash low;

reserve critical flash low — nopor konnuecTtBa cBo6oaHol flash-namsaTy, BbipakeHHOW B NpoLeHTax oT
makcumasnbHoro (0..100), npu nepexoge yepes KOTopblii OT 60/bLUNX 3HAYEHWIA KONMYECTBA K MEHbLLIMM
reHepupyetcss SNMP trap eltexEnvMemoryCriticalLow (aBapusi). 3HaueHve 3Toro nopora Ao/MKHO 6bITb
MeHbLue, Yem alarm memory reserve critical flash high;

reserve critical ram high — nopor konuyectsa cso6ogHoli RAM-namaTy, BbIpaKEHHON B NpoLeHTax oT
makcumasnbHoro (0..100), npu nepexoge yepes KOTopblii OT MEHbLUNX 3HAYEHWUIA K GOMbLLNM
reHepupyetcss SNMP trap eltexEnvMemoryCriticalLowOk (Hopmanusaumsi asapum). 3Ha4eHne 3Toro
nopora Ao/HKHO ObITb MeHbLUE, YyeM alarm memory free low-watermark ram low, Ho 60nbLue, yem alarm
memory reserve critical ram low;

reserve critical ram low — nopor konnyecTBa cB0604HON RAM-NnamsiTh, BbIpaXXeHHON B NPOLEHTax oT
makcumasnbHoro (0..100), npu nepexofe yepes KOTopblii 0T 60/bLUNX 3HAYEHWIA KONMYECTBA K MEHbLLIMM
reHepupyetcs SNMP trap eltexEnvMemoryCriticalLow (aBapusi). 3HaueHve 3Toro nopora Ao/KHO 6bITb
MeHbLUe, Yem alarm memory reserve critical ram high.

<PROCESS-ALARMS> — noporu aBapuii, CBI3aHHbIX C 3arpy3koii npoueccopa. NMpruHumMaet cnegyowime
3HaYeHUs:

+ cpu threshold falling — nopor ytunmsauum CPU, BblpaxkeHHOI B NpoLeHTax oT makcumMasbHoii (0..100),
npu nepexoe Yepes KOTopbIii OT 60/bLUMX 3HAUYEHWI K MeHbLIM reHepupyeTcst SNMP trap
eltexEnvCpulLoadHighOk (Hopmanm3auua aBapum). 3HaueHne 3TOro Nopora Ao/MKHO GbiTb MEHbLLE, YEM
alarm process cpu threshold rising;

cpu threshold rising — nopor ytunuzauuy CPU, BblpaXKeHHO B NpoLeHTax oT MakcumasbHoii (0..100),
npu nepexoe Yepes KOTopbIi OT MEHbLUMX 3Ha4YeHul K 6o1bwnmM reHeprpyetcst SNMP trap
eltexEnvCpulLoadHigh (aBapwsi). 3HaueHMe 3TOro nopora A0/MKHO GbITh 60sbLUE, YEM alarm process cpu
threshold falling.

Heo6xoauMbIii ypoBeHb NpuBUierui
10

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# alarm facility fan-speed high 80

clear alarms

[aHHOI KOMaHA0M OCYLEeCTB/IAETCS O4MCTKaA 3anvceli 06 aBapusx.

CuHTakcuc

clear alarms { inactive | all }

MapameTpbl
inactive — yaansTca 3anmcuy ToNbKO O apXMBHbIX aBapusx;

all - YAAKTCA 3annC O apXnBHbIX N aKTUBHbLIX aBapudx.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
ROOT

Mpumep:

esr# clear alarms 1inactive

clear ssh host

[aHHOoI KomaHaoM ocyLecTBnseTcs copoc coxpaHeHHoro SSH-knoya yganeHHoro xocra.

CuHTakcuc
clear ssh host { <ADDR> | <IPV6-ADDR> | <HOST> } [ port <PORT>]

MapameTpbl
<ADDR> - IP-agpec, 3agaétcs B Buae AAA.BBB.CCC.DDD, rae kaxaas 4acTb npuHUMaeT 3HaueHus [0..255];

<IPV6-ADDR> - |IPv6-agpec, 3afaétca B Buge X:X:X:X::X, rge kaxaas yacTb NpUHMMaeT 3HaYeHus B
wecTHaguarepuyHom cdopmare [0..FFFF];

<HOST> — gomeHHOe ums, 3agaeTcs 3agaéTca CTPOKOW A0 254 cumBona;

<PORT> - Homep TCP-nopTa, npMHMMaeT 3HadyeHus [1..65535];

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHZAHbIi pexum
ROOT

Mpumep:

esr# clear ssh host 192.168.1.1

clear storage-device

[laHHOI KomaHAaol 3anyckaeTcs hopMaTMpoBaHue NOAKIOUYEHHOTO HOCUTeNs.

CuHTaKkcuc
clear storage-device { usb-dev://<ID> | usb://<USB-NAME> | mmc } <NAME>

33



ESR-Series. CnpaBo4yHMK kKomaHz CLI

MapameTpbl
<ID> — Homep nogkntoveHHoro USB-HocuTens no nopsaky;

<USB-NAME> - nms nogkntoueHHoro USB-HocuTens. iMsa MOXHO y3HaTb B BbIBOAE kOMaHAbl show storage-
devices.

mmc — K104 As14 NPOBEPKN YCTaHOB/IEHHOIO MMC-HOCUTENSA,;

<NAME> - HOBOe nMSA paszfena, KoTopoe byaeT HazHaueHo rnocne hopmMaTupoBaHuS.

HeoOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHZHbIi pexum
ROOT

Mpumep:

esr-# clear storage-device usb://BClE-2E16:/ SOFT
Formatting will erase all data on this device

Do you really want to continue? (y/N): y

Device clear success.

configure

[aHHasi KomaHa No3BoNSET NEPeTN B PEXNM 11106abHOM0 KOHGUIYpUpPOBaHMSI.

CuHTakcuc

configure
configure terminal

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# configure
esr(config)#
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do

KomaHaa do no3BosisieT BbINOHATL KOMaH bl kopHeBoro pexuiva (ROOT) 13 no6oro Apyroro pexmma
KOMaHAHOro nHtepdeiica.

CuHTakcuc

do <command>

MapameTpbl

<COﬁNﬂand>"KOM&HA&KODHGBOK)DEXMM&.

Heob6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum

Bce pexumebl, Kpome KOPHeBOro.

Mpumep:

esr(config)# do show version
Boot version:
1.5.10.11 (2025-05-23 18:05:30)
SW version:
1.5.10(FSTEC) build 11[44596aa294] (2025-05-23 18:05:11)
HW version:
1v3

end

KomaHaa cnyxuT Ans Bo3Bparta B KOPHEBOI KoMaHAHbI pexum (ROOT).

CuHTakcuc

end

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHZHbIi pexum

Bce pexuMmbl, KpOMe KOPHEBOTO.
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exit
,ﬂ,aHHaﬂ KOMaHga C]'Iy)KI/IT and BO3BpaTa Ha ypOBEHb BbllLLE B MepapxmquKoﬁ cncteme KoMmaHAHbIX pe)KI/IMOB.

Mpw BbINOMIHEHMM AAaHHOW KOMaHAbl B pexxume ROOT 3aBepluaeTcsi ceaHc paboThbl Nob30BaTeNs ¢
nHTepdeincom koMaHaHol cTpoku CLI mapLupyTusatopa.

CuHTakcuc

exit

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIi pexum

Bce pexumsl.

help

[aHHoin KomaHAoW Ha Agncnneli BbIBOAUTCS MHpopMaumsi 0 paboTe ¢ KOMaHAHOW CTPOKOIA.

CuHTakcuc
help

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KomaHaHbIi pexum

Bce pexumsl.

history size

[aHHOI KOMaHOl MOXHO M3MEHUTb MaKCUMasTbHOE UMC/0 NOCNEAHUX BBEAEHHbIX KOMaHA, Nob3oBatess,
KOTOPbIE COXPAHATCS B UCTOPUM KOMaHA, TekyLLeli ceccui. Micnonb3oBaHne oTpuuaTenbHOl hopMbl KOMaHb!
(no) yctaHaBnMBaeT 3HAYEHNE MO YMOTYAHWIO.

CuHTaKkcuc

history size <SIZE>
no history size
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MapameTpbl

<SIZE> - uncno nocnegHnx BBEAEHHbIX KOMaH, NpUHUMaeT 3HadeHus [10..1000].

3HayeHue No ymosiMaHuio
50

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KomaHaHbIi pexum
ROOT

Mpumep:

esr# history size 20

logout

[JaHHo KoMaH0ii 3aBepLUaeTcsi ceaHc paboTbl No/b30BaTENs C MHTepd)eiicom koMaHaHo cTpokm CLI.

CuHTakcuc

logout

MapameTpbl

KomaHga He coaepXuT napameTpoB

Heo6xoauMbIii ypoBeHb NpuBUIeruin
1

KomMaHAHbIV peXxum
ROOT
CHANGE-EXPIRED-PASSWORD

Mpumep:

esr# logout
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monitor

[aHHOoI KOMaHAoW BKNHOYAETCA MOHUTOPUHE Tpadhrka Ha CETEBOM UHTeEpdIelice B peXnme peasibHoro
BPEMEHM NOMakeTHO.

Peann3oBaHa 3anvcb gamna Tpaduka B dpaiin (.pcap, .pcapng, .txt, ...) ¢ nocneaylLLein BO3MOXHOCTbHO
konupoBaHus Ha usb/mms/flash:data/tftp-server. 3anncaxHblii B chaitn gamn Tpaduka B pasaen cainnosoi
cuctembl flash:data/ numuTtnposax 1000 naketamu.

CuHTakcuc

monitor { <IF> | <TUN> } [ protocol <TYPE> [ source-port <SRC-PORT> ] [ destination-port
<DST-PORT> ] [ port <PORT> ] ] [ source-address {<SRC-ADDR> | <SRC-IPV6-ADDR> 1} ]

[ destination-address { <DST-ADDR> | <DST-IPV6-ADDR> } ] [address { <ADDR> | <IPV6-
ADDR> } ] [ packets <VALUE> ] [ detailed ] [ file <META-PATH> ] [ detailed ]

MapameTpbl

<IF> — nHTepdeiic nnu rpynna nHTepdeiicos, 3aaaéTcs B BUAE, ONMCAHHOM B pasgene Turbl 1 Nopsiok
VIMEHOBaHUS VHTEPENCOB MapLLPYTU3aTOPa;

<TUN> — umsa TyHHens, 3afaéTtcs B BUAeE, ONMCaHHOM B pasgene Turbl 1 NopsaaoK MMeHoBaHus TYHHe el
MapLLpyTn3aTopa;

<SRC-ADDR> - IP-agpec otnpasutens, 3agaétca B suae AAA.BBB.CCC.DDD, rae kaxpas yacTb NpMHMMaeT
3HaueHus [0..255];

<DST-ADDR> - IP-agpec nonyuyarens, 3agaétcs B suge AAA.BBB.CCC.DDD, rae kaxgas yacTb NpuHUMaeT
3HaueHus [0..255];

<SRC-IPV6-ADDR> — IPv6-agpec otnpasutens, 3agaetca B suge X:X:X:X::X, rae kaxgas 4acTb NpuHMMaeT
3HayeHws B lWecTHaauarepuyHom chopmare [0..FFFF];

<DST-IPV6-ADDR> - IPv6-agpec nonyuyarens, 3agaértca B suge X:X:X:X::X, rae kaxgas yactb npuHuMaeT
3HayeHws B LWecTHaauarepuyHom chopmare [0..FFFF];

<ADDR> - IP-agpec otnpasutensa nnu nonyyarens, 3agaértcs B snge AAA.BBB.CCC.DDD, rge kaxaasi 4acTb
npuHUMaeT 3HauveHus [0..255];

<IPV6-ADDR> — IPv6-agpec otnpaBuTens unmv noayyarend, 3agaértca B suge X:X:X:X:: X, rae kaxgasa yacTb
NPUHUMAET 3HaUeHus B LecTHaguaTepuiHom dpopmare [0..FFFF];

<SRC-MAC> - MAC-agpec otnpasutens ethernet-kagpa, 3agaetcs B Buge HH:HH:HH:HH:HH:HH, rae kaxpgas
HH-4acTb NpUHUMaET 3HaueHus B LecTHaauaTtepuyHom dpopmare [0..FF];

<DST-MAC> - MAC-agpec nonyuyarens ethernet-kagpa, 3agaetcs B suge HH:HH:HH:HH:HH:HH, rae kaxpaasn
HH-4acTb NpUHUMaET 3HaueHus B LecTHaauaTtepuiHom dpopmare [0..FF];

<SRC-MAC> - MAC-agpec otnpaBuTens unv nony4varens ethernet-kagpa, 3agaetcs B Buge
HH:HH:HH:HH:HH:HH, rae kaxaaa HH-uacTb npuHMMAaeT 3HadyeHns B wecTHaauatepuuHom chopmare [0..FF];

<TYPE> - Tvn npoToKona, NpyHMMaeT 3HaveHust: tcp, udp, icmp, icmp6, igrp, igmp, arp, gre, ipip, esp, ah, eigrp,
ospf, pim, vrrp, 12tp, RDP unn Homep npotokona [0..255];

<SRC-PORT> — Homep TCP/UDP-nopTa oTnpaBuTens, NPMHMMaeT 3HadeHus [1..65535];
<DST-PORT> — Homep TCP/UDP-nopTa nonyyarensi, n(puHUMaeT 3HadeHus [1..65535];
<PORT> - Homep TCP/UDP-nopTa oTnpaBuTenst Un nonydarens, npuHMMaeT 3HadeHus [1..65535];

<VALUE> — KONM4eCcTBO NakeToB., Noc/e rnoslyyeHns KoTopbIX aHasm3 6yAeT 0OCTaHOB/IEH, YKa3bIBAETCA B
ananasoHe [1..4294967295];

detailed — nHchopmauysa BblgaeTcs B AeTan3poBaHHOM hopMare.
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<FILE> - 3anuck gamna Tpadka B chaiin ¢ no6biM pacluMpeHnem — .pcap, .pcapng, .txt u gp.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
ROOT

Mpumep:

esr# monitor gigabitethernet 1/0/5 detailed
23:37:44.324049 d8:50:e6:d2:f0:46 > a8:f9:4b:aa:03:a5, ethertype IPv4 (0x0800), length 98: (tos
0x0, ttl
64, id 50760, offset 0, flags [DF], proto ICMP (1), length 84)
10.255.100.1 > 10.255.100.5: ICMP echo request, id 11730, seq 19, length 64
esr# monitor gigabitethernet 1/0/5 protocol tcp file flash:data://dump.pcap
esr# copy flash:data://dump.pcap tftp://<ip-address>:<port>:/copied_dump.pcap

ping
[JaHHaa komaHa Ucnosb3yeTcs A1 NPOBEPKM AOCTYMHOCTM YKa3aHHOIO CETEBOIo YCTPOMCTBA.

CuHTakcuc

ping [ vrf <VRF>] { <ADDR> | <IPV6-ADDR> | <HOSTNAME> [ { ip | ipv6é } ] [ ttl <TTL> ]
[ packets <COUNT> |unlimited ] [ size <SIZE> ] [ timeout <TIMEOUT> ] [interval
<INTERVAL>] [ source { 1ip { <SRC-ADDR> | <SRC-IPV6-ADDR> } | dinterface <IF> | tunnel
<TUN> } ] [ data <HEX> ] [ dscp <DSCP> ] [ flood ] [detailed] [ strategy <STRATEGY> ]
[ nodeinfo <INFO> ] [ broadcast ]

MapameTpbl
<VRF> - nms ak3emnnsipa VRF, 3agaétcs cTpokoi o 31 cumsona;

<ADDR> - |P-agpec ycTpoiicTsa, 3agaétcs B Buge AAA.BBB.CCC.DDD, rae kaxgas 4yacTb NnpuHMMaeT
3HauveHus [0..255];

<IPV6-ADDR> — IPv6-agpec ycTpoicTBa, 3agaétca B Buge X X:X:X::X, rae kaxaas 4yactb NPUHUMAET 3Ha4YeHus
B LWecTHaguarepmyHom chopmare [0..FFFF];

<HOSTNAME> — DNS-1ums yCcTpoicTBa, 3a4aETCsi CTPOKOW A0 255 CUMBO/IOB;

* ip — NpoBepATb AOCTYNHOCTb NPY NMOMOLLM ipv4-NakeToB;
* ipv6 — NpoBepsiTb AOCTYNHOCTb NPY NOMOLLY ipV6-NakeToB.

<TTL> — Bpems Xu3Hu IP-nakeTa, NpuHUMaET 3HaueHue [1..255], no ymonuaHuio 64;
<COUNT> - Ko/iMuecTBO nepeAaBaeMbIx NakeToB [1..4294967295], no ymonuaHuio 5;

<SIZE> - pa3mep icmp-payload B 6aiiTax, npuH1MaeT 3HadeHue [1..65468], no ymonuaHuio 56 6aiiT, uto
cooTBeTCTBYET 64 6aritam nocne gobasneHus 3aronoska ICMP n 84 6aintam nocne gobasneHns ip-3arofoBka;

<TIMEOUT> — Bpems oxugaHusa 0TBeTa, B cekyHaax. Onums BAvSET Ha TaliMayT, eC/iv OTCYTCTBYIOT Kakue-
nM60 OTBETHI, B MPOTUBHOM C/lyyae yTunuTa xgeT asa RTTs. MprHumaeT 3HadeHue [1..60], no ymonuaxuto 1
CeKyH/a,;

<INTERVAL> — nHtepBas1 Mexay oTnpaBkaMu icmp-naketoB B MUIJIMCEKYHAAX, MPUHUMAET 3HaYeHne
[200..60000], no ymonuaHuio 1000.

39



ESR-Series. CnpaBo4yHMK kKomaHz CLI

<SRC-ADDR> - IP-agpec oTnpaBuTens, B kayecTBe AaHHOro agpeca MOXeT ucnonb3oBaTbcs noboii IP-agpec
mapLupyTusartopa, 3aaaétcsa B suae AAA.BBB.CCC.DDD, rge kaxgasi yacTb NpuHUMaeT 3HadeHus [0..255];

<SRC-IPV6-ADDR> — IPv6-agpec oTnpaBuTens, B kKauecTBe AaHHOro agpeca MOXET MCMNoNb30BaTbCA 1060
IPv6-agpec maplpytmnsaropa, 3agaétca B suge X:X:X:X::X, rae kaxgasa yactb NPUHUMAET 3HAYEHUA B
LecTHaguaTepuuHom dpopmarte [0..FFFF];

<IF> - ums nHTepgeiica MapLLpyTM3aTopa, Yepes KOTopbIiA GyayT OTNPaB/eHbI NaKeTbl, 334aETCA B BUAE,
onuncaHHOM B pazgesie Tkl 1 NopsioK UMEHOBaHNS NHTEPENICOB MapLLpyTU3aTOPa;

<TUN> - ymsi TyHHEns1 MapLUpyTM3aTopa, Yepes KoTopblii BydyT oTnpaB/ieHbl NakeTbl, 3a4aETCs B BUE,
onuncaHHOM B pazgesnie Turbl 1 Nops/ioK UMEHOBaHNS TYHHENEN MapLIpyTU3aTopa;

<HEX> — wa6bnoH AaHHbIX, KOTOPbIM BYAET 3ano/HATLCS NakeT, 3a4aéTCA YMC/IOM B LUECTHaALATEPUYHO
cucteme go 16 6aiiT;

<DSCP> — DSCP-npuoputeT B cooTBeTcTBUM C RFC 2474, npyHnMaeT 3HauveHme [0..63], 3HaueHune no
ymosnyaHuto 0;

flood — npu ykazaHuy AaHHOI KOMaHABI NakeTbl ByAyT OTNPABASTLCS C MAKCYMasIbHO CKOPOCTbIO, OTBETHI OT
YCTPOIACTBA He 0TOBPAXKAKTCS 10 OKOHUYAHUS BbINOTHEHWS KOMaHbI;

broadcast — npu ykaszaHuu gaHHoli koMaHAapl 6yeT pa3peLleHo OTNPaBsaTb NakeTbl Ha LUIMPOKOBELLATE bHbI
afipec;

detailed — npu ykaszaHuy gaHHoro knoua 6yaeT BbIBOAUTLCS NOSIHAas MHhopMmauys o icmp-oTBeTax 1 obLas
cTaTucTuKa paboTbl KOMaHbl. Be3 ykazaHusi — TONbKO CTaTUCTMKA.

<STRATEGY> — cTparterus thparmeHTaumy nakeTos, NPUHUMAET OAHO U3 CEeAYOWMNX 3HAYEHNIA:

« allow-fragmentation — paspewnTb hparmeHTaumio, He yctaHaBnmeatb coniar DF (don't fragment);

« discovery-pmtu — BbINoNHATb n3yyeHne PMTU (Path MTU), coparmeHTMpoBaTh NOKasIbHO, EC/IM pa3Mep
nakeTta CMWKOM 60NbLUOM;

+ disallow-fragmentation — 3anpeTutb dpparmeHTauuio, B TOM YMC/e NOKasIbHYHO.

<INFO> - Tonbko ansa IPv6. Otnpaeka ICMPv6 Node Information Queries (RFC4620), BMmecTo Echo Request
NPUHUMAET OAHO U3 CrieAyHLWMX 3HAYEHWIA:

* name — 3anpoc DNS-umeH(n) y3na;

*+ ipv6 — 3anpoc IPv6-agpecoB y3na;

* ipv6-global — 3anpoc rno6anbHbiX IPv6-agpecos y3na;

* ipv6-sitelocal — 3anpoc site-local IPv6-agpecos y3na;

* ipv6-linklocal — 3anpoc link-local IPv6-agpecos y3na;

* ipv6-all — 3anpoc unicast IPv6-agpecosB y3na;

* ipv4 — 3anpoc IP-agpecos y3na;

+ ipv4-all - 3anpoc IP-agpecoB cO BCex CeTeBbIX MHTEPIENCOB y3na.

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIi pexum
ROOT
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Mpumep:

esr# ping 192.168.100.39 packets 5 size 1400 detailed
PING 192.168.100.39 (192.168.100.39) 1400(1428) bytes of data.

1408 bytes from 192.168.100.39: icmp_req=1 ttl=64 time=0.084 ms
1408 bytes from 192.168.100.39: icmp_req=2 ttl=64 time=0.053 ms
1408 bytes from 192.168.100.39: icmp_req=3 ttl=64 time=0.082 ms
1408 bytes from 192.168.100.39: icmp_req=4 ttl=64 time=0.051 ms
1408 bytes from 192.168.100.39: icmp_req=5 ttl=64 time=0.075 ms

--- 192.168.100.39 ping statistics ---

5 packets transmitted, 5 received, 0% packet loss, time 3999ms
rtt min/avg/max/mdev = 0.051/0.069/0.084/0.014 ms

esr# ping ipve fc00::1

PING fc00::1(fc00::1) 56 data bytes

64 bytes from fc00::1: dicmp_seq=1 ttl=64 time=0.379 ms

64 bytes from fc00::1: dicmp_seq=2 ttl=64 time=0.161 ms

--— fc00::1 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1000ms
rtt min/avg/max/mdev = 0.161/0.270/0.379/0.109 ms

reload cancel

ESR-Series. CnpaBoyHuK komaHz CLI

[aHHOI KOMaH/10¥i OCyLLIECTBNSIETCS OTMEHA paHee 3an/laHMPOBaHHO Nepesarpy3ku yCTpoicTea.

CuHTakcuc

reload cancel

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# reload cancel

reload system

[JlaHHOI KOMaH/10Vi OCyLLIECTBSIETCS Nepe3arpy3ka ycTpoicTaa.

CuHTakcuc

reload system { in { <MINUTES> | <HOUR>:<MINUTES>} | at <TIME> <DATE> }
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MapameTpbl
<HOUR> — konn4ecTBO YacoB [0 nepesarpysku,
<MINUTES> - konn4yecTBo MUHYT [0 Mnepes3arpysku,
<TIME> - TouHOe Bpems nepesarpysku B popmare HH:MM:SS:
HH — vacbl B gnanasone [0..23],
MM — MuHyTbI B AnanasoHe [0..59],
SS - cekyHabl B avanasoHe [0..59].
<DATE> - pata nepesarpy3ku B dpopmare DAY MONTH YEAR:
DAY - feHb nepesarpysku, NprHUMaeT 3HaueHne B gmanasoHe [1..31],
MONTH - mecsu, nepe3arpy3ku, NpUHUMaeT O4HO U3 3HAYEHWUI:

* january

« february
* march

+ april

* may

*+ june

* july

+ august

+ september
+ october

* november
+ december

YEAR - rog nepesarpysku, NpuHUMaeT 3HaueHue B gvanasoHe [2001..2037].

HeobOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHZgHbIi pexum
ROOT

Mpumep:

esr# reload system

show alarms brief

[aHHO KOMaH/10¥i BLIBOAMTCS! KpaTKasi ICTOPUSI aBapuii Ha MapLupyTu3aTope (akTUBHbIX U 3aBEPLLEHHbIX).

CuHTakcuc

show alarms brief

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

42



ESR-Series. CnpaBo4yHMK kKomaHz CLI

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
ROOT
Mpumep:

esr# show alarms brief

History Alarms

Severity Group Set time Clear time Description
major environment 2000-03-31 17:27:38 2000-03-31 17:31:53 Reserve Power Supply
Fault

show alarms brief active

[laHHOli KOMaHAOo BbIBOANTCA KpaTkasi MHhopMaums 0 TeKyLLMX (aKTUBHbIX) aBapusix Ha MapLupyTM3aTope.

CuHTakcuc

show alarms brief active

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHZgHbIi pexum
ROOT

Mpumep:

esr# show alarms brief active
History Alarms

Severity Group Set time Clear time Description
notify environment 2000-03-31 16:47:05 - Reserve Power Supply
removed
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show alarm settings

[JaHHol KomaH0M BbIBOAUTCA NHGDOPMALMA O HACTPOMKax Noporos cpabarbiBaHWsA aBapuii.

CuHTakcuc

show alarm settings <TYPE>

MapameTpbl
<TYPE> - Tvn aBapwii:

« facility — noporv aBapwii, cBsizdaHHbIX C OKpyxxeHneM (ckopocTb FAN, TemnepaTtypa npoteccopa u
[laTYMKOB);

* memory — Noporun aBapuii, CBA3aHHbIX ¢ cBo6oAHbIM NnpocTpaHcTBoM NAND 1 RAM,;

* process — Noporu aBapuii, CBA3aHHbIX C 3arpy3Kol npoueccopa.

Heo6xoauMbIii ypoBeHb NpuBUierui
10

KomaHgHbIii pexum
ROOT

Mpumep:

esr# show alarm facility

fan-speed:
high: 80
low: 75
temperature CPU:
critical high: 95
critical low: 92
overheat high: 80
overheat low: 78
supercooling high: -12
supercooling low: -15
temperature sensorl:
overheat high: 60
overheat low: 57
supercooling high: -12
supercooling low: -15
temperature sensor2:
overheat high: 60
overheat low: 57
supercooling high: -12
supercooling low: -15
temperature sensor3:
overheat high: 60
overheat low: 57
supercooling high: -12
supercooling low: -15
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show history

[aHHol KomaHo Ha Aucnneii BbIBOAMTCA MHpopMaLUms 0 KOMaH4ax, KoTopble UCMNO/b30Ba/IUCh B TEKYLLEN
Ceccum, Uv 0 KONMYecTBe CoOXpaHaeMbIX KOMaHA.

CuHTakcuc

show history [size | <NUM> ]

MapameTpbl

size — MakcMmasibHOE YMC/I0 NOCNEAHNX BBEAEHHbIX KOMaH/, No/b30BaTe s, KOTOpPble COXPAHATCS B UCTOPUN
KOMaH[, TEKYLLE ceccuu.

<NUM> — KonnyecTBO nocriegHnX BBeAEeHHbIX KOMaH/, No/sb30BaTens, KoTopble H606X0,CI,VIMO OTO6pa3VITb
[0..100].

3Ha4yeHune no ymonyaHuio

0. CoOoTBETCTBYET BbIBOAY BCEIl CTOPUMN BBEAEHHBIX KOMaH/,

HeoOxoaumbivi ypoBeHb NPUBUETAA
1

KomaHZgHbIi pexum
ROOT

Mpumep:

esr# show history

enable

show history
configure

service nat
service nat source
exit

show history

~No b~ wN R

show system reload

[laHHOI KOMaH/10¥i Ha AMCei BbIBOAUTCA MHGDOPMALIMS O KOMaHax, Aate U BpeMeHun 3aniaHnpoBaHHOI
nepesarpysKu.

CuHTakcuc

show system reload

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum
ROOT

Mpumep:

esr# show system reload
System reload is scheduled for 2022-08-10 13:02:02

show tech-support

[aHHaa komaHa ucnosb3yeTcs 1a coopa KOMMIEKCHON CMCTEMHON MHhopMaLmMmn ¢ YCTPOICTBa.

CuHTakcuc

show tech-support

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHZHbIi pexum
ROOT

Mpumep:

esr# show tech-support
| KKK hKKKKKK KKK RAK KKK KAAA KKK K hkA K KKK KAk Kk kkkk* | 100% Success.

Show tech-support output available at: flash:data/20110413_112242_show_tech-supz

The created archive may contain private data. You can delete them yourself
Execute time 58.995103 sec

ssh

[laHHas kKomaHga Ucnonb3yeTcs A1 NOAKM0UEHNS K yaaneHHoMY y3/1y no npoTokony SSH.

CuHTaKkcuc

ssh [ vrf <VRF>] <USERNAME> { <ADDR> | <IPV6-ADDR> | <HOSTNAME> } [ port <PORT> ]
[ version <VERSION> ] [ source { <SRC-ADDR> | <SRC-IPV6-ADDR> } ] [ dscp <DSCP> ]
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MapameTpbl
<VRF> - nms aksemnnsipa VRF, 3agaétcs ctpokoi o 31 cumsona;
<USERNAME> - nwms nonb3osatens, 3agaétcs cTpokoin Ao 31 cumBona;

<ADDR> - |P-agpec ycTpoiicTsa, 3agaétca B Buae AAA.BBB.CCC.DDD, rae kaxgas 4yacTb NnpuHUMaeT
3HauveHus [0..255];

<IPV6-ADDR> — |IPv6-agpec ycTpoicTBa, 3aaaétca B Buge X:X:X:X::X, rge kaxkgas 4actb NPUHUMAET 3HaYeHns
B LWecTHaauatepuuHom chopmare [0..FFFF];

<HOSTNAME> — DNS-ums yCcTpoCTBa, 3a4aETCs CTPOKOW A0 253 CUMBO/IOB;

<PORT> - Homep TCP-nopta, npocnylumBaemoro SSH-cepsepom, nprH1MaeT 3HaueHus [1..65535]. Mo
YMOJTHaHWNIO YCTAaHOBNEHO 22,

<VERSION> - Bepcusi SSH-npoTokona, npuHnMaeT 3HaueHus [1..2]. Mo ymonyaHuto ncnonb3yetcs Bepcust 1;

<SRC-ADDR> - IP-agpec oTnpaBuTens, B kayecTBe AaHHOro agpeca MOXeT ucnonb3oBaTtbcs noboli IP-agpec
mMapLupyTusartopa, 3aaaétcsa B suae AAA.BBB.CCC.DDD, rge kaxaasi yacTb NpMHUMAET 3HadeHus [0..255];

<SRC-IPV6-ADDR> — IPv6-agpec oTnpaBuTens, B KaUecTBe faHHOro agpeca MOXET MCMoNb30BaTbCcA 1060
IPv6-agpec maplupytmnsaropa, 3agaétcsa B suge X:X:X:X::X, rge kaxgas yactb NpUHAMAET 3Ha4eHNs B
LecTHaauaTepuuHom dpopmarte [0..FFFF];

<DSCP> — DSCP-npuoputeT B cooTBeTcTBUM C RFC 2474, npyHumMaeT 3HauveHue [0..63], 3HaueHmne no
ymosnyaHuto 0.

HeoOxoaumbivi ypoBeHb NPUBUETAA
1

KomaHZgHbIi pexum
ROOT

Mpumep:

esr# ssh tester 10.100.100.1
The authenticity of host '10.100.100.1 (10.100.100.1)' can't be established.
ECDSA key fingerprint is db:e4:0a:93:59:87:7d:9f:90:5c:19:a3:e7:97:ec:d5.
Are you sure you want to continue connecting (yes/no)? yes
%AAA-I-SSH: Warning: Permanently added '10.100.100.1' (ECDSA) to the 1list of known hosts.
tester@l0.100.100.1's password:
Welcome to Ubuntu 14.04.2 LTS (GNU/Linux 3.13.0-51-generic x86_64)

* Documentation: https://help.ubuntu.com/

System information as of Mon May 25 09:25:10 NOVT 2015
Last login: Tue May 12 19:39:11 2015
(tester@kubuntu ~) $

telnet

[JaHHasi KomaHa UCnonb3yeTcs A1 NOAKMYEHNS K YAANEHHOMY Y371y o npoTokony Telnet.

CuHTakcuc

telnet [ vrf <VRF>] { <ADDR> | <IPV6-ADDR> | <HOSTNAME> } [ port <PORT> ] [ source
{ <SRC-ADDR> | <SRC-IPV6-ADDR> } ] [ dscp <DSCP> ]
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MapameTpbl
<VRF> - nms aksemnnsipa VRF, 3agaétcs ctpokoi o 31 cumsona;

<ADDR> - |P-agpec ycTpoiicTsa, 3agaétca B Buae AAA.BBB.CCC.DDD, rae kaxgas 4yacTb NnpuHUMaeT
3HauveHus [0..255];

<IPV6-ADDR> — IPv6-agpec ycTpoiicTBa, 3agaetca B Buge X:X:X:X::X, rae kaxgas 4yacTb NpUHUMaeT 3HaueHus
B LWecTHaauatepuuHom chopmare [0..FFFF];

<HOSTNAME> — DNS-ums ycTpoicTBa, 3a4aETCs CTPOKOW A0 253 CUMBO/IOB;

<PORT> - Homep TCP-nopta, npocnylumBaemoro SSH-cepeepom, nprHUMaeT 3HaueHus [1..65535], no
ymMonyaHuio 23;

<SRC-ADDR> - IP-agpec oTnpaBuTens, B kayecTBe AaHHOro agpeca MOXeT ucnonb3oBaTbes noboli IP-agpec
mMapLupyTusaTtopa, 3aaaétcsa B suae AAA.BBB.CCC.DDD, rge kaxgasi yacTb NpMHUMAET 3HadeHus [0..255];

<SRC-IPV6-ADDR> — IPv6-agpec oTnpaBuTens, B KaUecTBe faHHOro agpeca MOXET MCMoNb30BaTbCcA 1060
IPv6-agpec maplipytmnsaropa, 3agaértcsa B suge X:X:X:X::X, rge kaxgas yactb NpUHAMAET 3Ha4eHns B
LwecTHaauaTepuuHom dpopmarte [0..FFFF];

<DSCP> — DSCP-npuoputeT B cooTBeTcTBUM C RFC 2474, npyHuMaeT 3HauveHue [0..63], 3HaueHune no
ymonyaHuio 0.

HeoOxoaumbivi ypoBeHb NPUBUETAA
1

KomaHZHbIi pexum
ROOT

Mpumep:

esr# telnet 10.100.100.1
Entering character mode
Escape character 1is 'A]'.
Ubuntu 14.04.2 LTS
kubuntu login: tester
Password:
Last login: Mon May 25 15:23:06 NOVT 2015 from sw31l-1l.eltex.loc on pts/16
Welcome to Ubuntu 14.04.2 LTS (GNU/Linux 3.13.0-51-generic x86_64)
* Documentation: https://help.ubuntu.com/
System information as of Mon May 25 15:23:01 NOVT 2015
(tester@kubuntu ~) $

terminal datadump

KomaHga ucnosnb3yeTcsi A1 BbIK/OUYEHNS NOCTPAHUYHOTO PeXnMa BbiBOJA TPACCUPOBOK A5 TEeKyLLel
ceccun.

Vicnonb3oBaHue OTpMLl,aTeﬂbHOVI KOMaHAbl BK/1lOHaeT I'IOCTpaHVIl-IHbII\/’I peXnm BbiBOAA TPACCUPOBOK.

CuHTakcuc

[no] terminal datadump
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MapameTpbl

KomaHga He coaepXvt napamMeTpoB.

Heob6xoaumbivi ypoBeHb NPUBUETAA
1

KomaHZgHbIi pexum
ROOT

Mpumep:

esr# terminal datadump

terminal mode
KomaHga ucnonb3yeTcs /18 NepekIioueHns pexmva paboTsl TepMUHana Aia TekyLei ceccuu.

Vicnonb3oBaHue OTpMLLaTeﬂbHOVI KOMaHAbl BK/1lOHaeT yenoBekoYnTaeMblii pexnm pa60TbI TepMnHasia.

CuHTakcuc

terminal mode { human | machine }

MapameTpbl

human - yenoBekouNTaeMbIl peXxnM paboTbl TEPMUHANA, COAEPXKUMOE TEPMUHANA NEPEPUCOBLIBAETCS NP
KaK/10M M0/1b30BaTe/IbCKOM BBOZE, NpefHa3HaYeH A/151 MHTEPaKTUBHOIO NCNO/Mb30BaHWS;

machine — MallNHHbIN pexnm paboTbl TEpMUHANA, COLEPXKNMOE TEPMMHAIA HE NepepucoBbIiBaeTCsA Npu
nosib30BaTe/IbCKOM BBOAE, NpeAHasHayveH ansa B3anmogeinctems ¢ CLI yepes ckpunTbl.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# terminal mode machine

terminal resize

KomaHga ucnonb3yeTcsi 4718 MacluTabypoBaHus pasmepa TepMiuHana nof pasMep okHa Npyu MCMosb30BaHNm
KOHCO/TbHOTO MOAK/TIOYEHUS.
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CuHTakcuc

terminal resize

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHaHbIi pexum
ROOT

Mpumep:

esr# terminal resize

traceroute

[JaHHasi KoMmaHga UCMo/b3yeTcs A1 TPACCMPOBKM MapLUpyTa A0 yKa3aHHOro CETEBONO YCTPOICTBA.

CuHTakcuc

traceroute [ vrf <VRF> ] { <ADDR> | | <IPV6-ADDR> | <HOSTNAME> [ { ip | ipv6e } ] }

[ first-ttl <FIRST-TTL> ] [ max-ttl <MAX-TTL> ] [ timeout <TIMEOUT> ] [ source { 1ip

{ <SRC-ADDR> | <SRC-IPV6-ADDR> } | dinterface <IF> | tunnel <TUN> } ] [ dscp <DSCP> ]

[ protocol { dcmp | udp [ <PORT> ] | tcp [ <PORT> ] } ] [ gateway { <GW-ADDR> | <GW-IPV6-
ADDR> } ]

MapameTpbl
<VRF> — nms aksemnnsipa VRF, 3agaétcsa cTpokoit 4o 31 cMmBona;

<ADDR> - IP-agpec ycTpolicTBa, 3agaétcs B Buae AAA.BBB.CCC.DDD, rae kaxgasa yacTb NPUHMMaET
3HaueHus [0..255];

<IPV6-ADDR> — IPv6-afpec ycTpoiicTBa, 3aaéTca B Buge X:X:X:X::X, rae kaxkaas 4acTb NpUHUMaeT 3HaueHus
B LWecTHaguarepmyHom chopmare [0..FFFF];

<HOSTNAME> — DNS-ums1 ycTpoicTBa, 3a4a€Tcs CTPOKON A0 255 CMMBONOB;

* ip — NPOBOAUTL TPACCUPOBKY MPW NOMOLLY ipv4-NakeTos;

* ipv6 — NpoOBOAMTL TPACCUPOBKY NPW MNOMOLLM ipV6-NakeToB.
<FIRST-TTL> — BpeMs xun3Hu IP-nakeTa, 3Ha4eHNe C KOTOPOro Ha4YMHaeTCA TpaccupoBKka MapLlpyTa,
NPUHUMAET 3HaueHme [1..255], no ymonuaxuio 1;

<MAX-TTL> — Bpems Xun3Hu IP-nakeTta, 3Ha4YeHNe Ha KOTOPOM 3aKaHUMBaETCA TpacCMpoOBKa MapLupyTa,
npUHUMaET 3HaueHme [1..255], no ymonuaxuio 30;

<TIMEOUT> - BpeMsi oxXngaHusa oTBeTa, B cekyHaax. Onuusa BAUSET Ha TalMayT, eC/In OTCYTCTBYHOT Kakue-
MBO OTBETHI, B MPOTUBHOM C/lyyae yTuauta XaeT asa RTTs. MNpuHuMaeT 3HadeHue [1..60], no ymonuaHuio 5
CeKyHz,
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<SRC-ADDR> - IP-agpec oTnpaBuTens, B kayecTBe AaHHOro agpeca MOXeT ucnonb3oBaTbcs noboii IP-agpec
mapLupyTusartopa, 3aaaétcsa B suae AAA.BBB.CCC.DDD, rge kaxgasi yacTb NpuHUMaeT 3HadeHus [0..255];

<SRC-IPV6-ADDR> — IPv6-agpec oTnpaBuTens, B kKauecTBe AaHHOro agpeca MOXET MCMNoNb30BaTbCA 1060
IPv6-agpec maplpytmnsaropa, 3agaétca B suge X:X:X:X::X, rae kaxgasa yactb NPUHUMAET 3HAYEHUA B
LecTHaguaTepuuHom dpopmarte [0..FFFF];

<IF> - ums nHTepgeiica MapLLpyTM3aTopa, Yepes KOTopbIiA GyayT OTNPaB/eHbI NaKeTbl, 334aETCA B BUAE,
onuncaHHOM B pazgesie Tkl 1 NopsioK UMEHOBaHNS NHTEPENICOB MapLLpyTU3aTOPa;

<TUN> - ymsi TyHHEns1 MapLUpyTM3aTopa, Yepes KoTopblii BydyT oTnpaB/ieHbl NakeTbl, 3a4aETCs B BUE,
onuncaHHOM B pazgesnie Turbl 1 Nops/ioK UMEHOBaHNS TYHHENEN MapLIpyTU3aTopa;

<DSCP> — DSCP-npuoputeT B cooTBeTcTBUM C RFC 2474, npyHnMaeT 3HauveHme [0..63], 3HaueHune no
ymosnyaHuto 0;

<PORT> — Homep TCP/UDP-nopTa, NpuHMMaeT 3HadyeHue [1..65535], 3HaueHne no ymonyanuto 53 ans UDP 1 80
oana TCP;

<GW-ADDR> - IP-agpec wnto3a, 3agaétca B suae AAA.BBB.CCC.DDD, rae kaxgas yacTb NpUHUMAET 3Ha4YEeHMUs
[0..255]. Mpwu ykaszaHun AaHHOTO NapaMeTpa B ucxoasimii nakeT go6aensetcs IP source routing onuus,
KoTopas coobLiaeT MapLlpyTM3aTopy, Yepes Kakoii L/I03 AO/MKEH MapLUpyTM3npoBaTbCa NakeT B ceTu. Ha
60/1bLLUMHCTBO MapLUPYTM3aTOPOB OTK/Il0YEHA MapLUpyTM3auns No 4aHHO! ONuMn N3 coobpaxeHnii
©e30MacHoCTW;

<GWIPV6-ADDR> — IPv6-agpec wno3a, 3agaétca B Buge X:X:X:X::X, rae kaxgas 4actb NPUHUMAET 3HAYEHUA B
wecTHaguaTepuuHom copmare [0..FFFF]. Mpu ykazaHuy AaHHOTo napameTpa B UCXOASLLMIA NakeT
fob6asnsetcs IP source routing onums, KoTopas coobLLaeT MapLUPyTU3aTOPY, Yepes Kakow L3 AO/HKEH
MapLLpPYyTM3MPOBaTbLCA NakeT B CETU. Ha 60/bLUMHCTBO MapLLPYTM3aTOPOB OTK/II0YEeHa MapLUpyTM3aumns rno
[aHHOI onummn 13 coobpaxeHunin 6e30nacHOCTK.

Heo6xoauMbIii ypoBeHb NpuBUerui
1

KomaHgHbIii pexum
ROOT

Mpumep:

esr# traceroute 192.168.27.128

traceroute to 192.168.27.128 (192.168.27.128), 30 hops max, 60 byte packets
1 192.168.16.1 (192.168.16.1) 1.240 ms 1.546 ms 1.883 ms

2 192.168.27.128 (192.168.27.128) 0.451 ms 0.437 ms 0.411 ms

uptime
[aHHOI KOMaHA0M OCYLLEeCTBAETCS NPOCMOTP NPOAO/DKUTENBHOCTY BPEMEHN paboThbl YCTPONCTBA.

CuHTakcuc

uptime

MapameTpbl

KomaHga He cogepXuT napameTpoB.
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Heo6xoauMbIii ypoBeHb NpuBUIerui

1

KomaHgHbIii pexum
ROOT

Mpumep:

esr# uptime
System uptime (d,h:m:s):

verify

00,00:26:35

ESR-Series. CnpaBo4yHMK kKomaHz CLI

[laHHOli KOMaHAO0 BbINOHAETCA pacyeT XeLw-CyMMbl 4151 OTAE/IbHOIO (haiina ¢ NCnonb30BaHWEM YKa3aHHOTO

aIropuTMa XeLUnpoBaHus.

CuHTakcuc
verify <ALGORITHM> <FILE>

MapameTpbl

<ALGORITHM> — anroputm xeLumpoBaHus, NpuHuMaeT 3HadeHust [md>5, sha2-256, sha2-512].

<FILE> — nyTb 1 umA chainna ans NnpoBepky, MOXeT NPUHUMATb C/eayoLme 3HaYeHNs:

+ usb://usb_name:/PATH

« mmc://mmc_name:/PATH (kpome esr-10)

+ system:candidate-config
+ system:running-config

+ system:factory-config

+ system:default-config

+ system:firmware-image-1
+ system:firmware-image-2
+ system:boot-1

+ system:boot-2

« flash:critlog/FILE

« flash:syslog/FILE

+ flash:backup/FILE

+ flash:data/FILE

+ tmpsys:syslog/FILE

Heo6xoaumblii ypoBeHb NpuBUiernii

15

KomaHZHbIi pexum
ROOT
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Mpumep:

esr# verify md5 system:firmware-image-1
system: firmware-image-1 16ef38a292e96ce972e910da6db2d1f4

verify filesystem

[aHHO KoMaH/10¥i 3amycKaeTcs NPOoLECC pacyeTa XeLl-CyMM /151 BCEX CUCTEMHbIX haiifioB MapLupyTm3atopa
1 CPaBHEHWS C 3TA/TOHHLIMU 3HAYEHVSIMU. B pe3ynbTaTte BbIBOAMTCS MHOPMALUS O COOTBETCTBUM
paccUMTaHHbIX XeLl-CyMM 3Ta/IOHHbIM.

CuHTakcuc

verify filesystem [detailed]

MapameTpbl

detailed — kntoy, oTBEYAOWMIA 3a NOAPOOGHLIN BbIBOA MHGIOPMAaLUKN O MPOBEPKE KaxKaoro duanna.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# verify filesystem

Total: 2949
Success: 2949
Changed: 0
Deleted: 0

Filesystem verification success.

verify storage-device

[JaHHO KOMaH10ii 3anycKaeTcs NPOLECC NPOBEPKY BHELLHEr0 HOCUTENS Ha Ha/4me OLINGOK.

CuHTakcuc
verify storage-device { usb-dev://<ID> | usb://<USB-NAME> | mmc }

MapameTpbl
<ID> — Homep nogkntodeHHoro USB-HocuTensa no nopsiaky;

<USB-NAME> — ums nogkntoueHHoro USB-HocuTens. MIMsi MOXHO y3HaTb B BbiBOAE kKOMaHAdbl show storage-
devices.
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mmc — KAKY 4714 NPOBEPKN YCTaHOB/IEHHOIO MMC-HOCUTENA.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
ROOT

Mpumep:

esr# verify storage-device usb://BClE-2E16
Device verify

Do you really want to continue? (y/N): y
CP437: Invalid argument

fsck.fat 4.0 (2016-05-06)

/dev/sda2: 14 files, 63908/255496 clusters
Device verification success.

ESR-Series. CnpaBoyHuK komaHz CLI
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5 YnpaBrneHue nporpaMmHbIM obecrneveHnem u KoHdurypaumen

+ archive

*+ auto

+ banner exec

* banner login

+ boot host auto-config
+ boot host auto-update
+ boot system

+ by-commit

* commit

« commit check

+ confirm

* copy

+ count-backup

+ delete

« dir

* merge

* path

* restore

* rollback

* save

+ show bootvar

+ show boot-licence

+ show candidate-config
+ show configuration changes
+ show crypto certificates
+ show licence

+ show running-config

+ show storage-devices
+ show usb

+ show version

+ time-period

* type

+ unmount storage-device
+ update crypto default

archive

[JaHHO KOMaH/0Vi OCYLLECTBSIETCS NEPEXOA, B PEXNM HACTPOKM NapamMeTpoB pe3epBUpPOBaHIs

KOHdoUrypaumm.

icnonb3oBaHme oTpuuaTesibHoli (hopMbl KOMaH/bl (N0) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYAHUIO A/1s

napamMeTpoB pPe3epBUPOBaHNS KOHGMIypaLyu.

CuHTakcuc

[no] archive

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heob6xoauMbIii ypoBeHb NpuBUierui
15
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KomaHaHbIi pexum
CONFIG

Mpumep:

esr(config)# archive
esr(config-archive)#

auto

ESR-Series. CnpaBo4yHMK kKomaHz CLI

[laHHol KoMaHZOoM BKNHOHAETCHA peXxnm co3gaHnsa aiina pe3epBHON KOHUrypaumum Ha yaasneHHoM cepsep v/

WM NOKaJTbHO Yepes yKasaHHbI NpoMexyTok BpeMeHu (pasgen time-period).

Vicnonb3oBaHue OTpI/ILI,&TG}'IbHOVI (*JOprI KOMaHAbl (no) BbIK/TOHAET PEXMM OTNPaBKN Hepes yKa3aHHbII7I

MPOMEXYTOK BPEMEHW.

CuHTakcuc

[no] auto

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomMaHAHbIV peXxum
CONFIG-ARCHIVE

Mpumep:

esr(config-archive)# auto

banner exec

[laHHOli KOMaHAoI 3a4aéTCs TEKCTOBOE COO6LLEHMNE, BbIBOAVMOE NOC/E YCMNELIHON ayTeHTUduKaLmm

no/sib30BaTesst Ha MapLUpyTH3aTope.

icnonb3oBaHue oTpuuaTesibHoli (DOpMbl KOMaHbl (N0) yaanseTcs TEKCTOBOE CO06LIEeHME, BbIBOAUMOE Noc/ie

yCneLlHol ayTeHTUhMKaLym Nosib3oBaTesns Ha MapLipyTu3aTope.

CuHTakcuc

banner exec <BANNER>
no banner exec
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MapameTpbl
<BANNER> — TekcTOBOE CO06LLEHME, 3a4aETCS B KaBblukax CTPOKOW Ao 2047 cMmBO/IOB.

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum

CONFIG

Mpumep:
esr(config)# banner exec '  ————= Hello! This is an Eltex router.-----
\n-—--- Unauthorized configuration changes are prosecuted by the law of the Russian Federation.
_____ !

banner login

[aHHOi KoMaH 10V 3a4aéTcs TEKCTOBOE COO06LLEHME, BLIBOAVMOE /10 ayTeHTUMUKALMM NO/b30BaTeNs Ha
MapLpyT13aTope.

CuHTakcuc

banner login <BANNER>
no banner login

MapameTpbl

<BANNER> — TekcTOBO€E CO06LLEHME, 3a4aETCS B KaBblukax CTPOKOW f0 2047 cMMBO/IOB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum

CONFIG

Mpumep:
esr(config)# banner login ' ————= Hello! This 1is an Eltex router.-----
\n----- Unauthorized connection 1is prosecuted by the law of the Russian Federation. —----- !

boot host auto-config

[JaHHasi KomaHa BK/YaeT 3arpy3ky KoHgMrypauum MaplupyTisaTopa npv noMoly npotokosia DHCP Option
54 (IP-appec TFTP-cepBepa) 1 67 (ums chaiina koHdurypauum).

Micnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHbl (NO) OTK/OYAET 3arpy3ky KoHdpurypauuy mapLupytusaropa
npu nomotuy npotokona DHCP Option 66 1 67.
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CuHTakcuc

[no] boot host auto-config

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

3Ha4yeHune no ymonyaHuio

OTK0YEHO.

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# boot host auto-config

boot host auto-update

ESR-Series. CnpaBo4yHMK kKomaHz CLI

[JlaHHan komaHa Bk/o4aeT 3arpy3ky MO mapLupyTtusatopa npu nomolim npotokona DHCP Option 54 (IP-
anpec TFTP-cepsepa) n nms caiina MO B none FILE B8 DHCP OFFER. Mpwn ncnonb3oBaHnyM COBMECTHO ¢ boot

host auto-config o6HoBMeHWe MO nmeeT 60/1ee BbICOKUIA NPUOPUTET.

Vicnonb3oBaHue oTpuuaTesibHoli (DOpMbl KOMaHAbl (N0) oTktouaeT 3arpysky MO mMapLipyTusatopa npu

nomoLy npotokosia DHCP Option 150 n 67.

CuHTakcuc

[no] boot host auto-update

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

3HayeHue No ymosiMaHuio

OTK/IH0YEHO.

KoMaHAHbIV pexum
CONFIG
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Mpumep:

esr(config)# boot host auto-update

boot system

[aHHas KomaHga CnyxuT a5 Bbibopa akTMBHOro obpasa NporpammMHoro obecneyeHus, 3arpy>XeHHoro Ha
YCTPOWCTBO.

CuHTakcuc

boot system <IMAGE>

MapameTpbl
<IMAGE> - Ha3BaH1e o6pa3a NnporpaMMHOro obecneyeHus, KOTopbIin ByAeT 3arpyKaTbCs Ha YCTPOMCTBO:

+ image-1 — cnegytowas 3arpyska ycTpoucTea 6y4eT BbINoNHeEHa U3 nepBoro obpasa Mo;
+ image-2 — cnepytowas 3arpyska ycTpoincTea 6y4eT BbiNosIHEHa U3 BTOPOro obpasa MNo;
* inactive - cnegytowan 3arpyska yctpoinctea 6yaeTt BbiNo/IHEHA C HeakTMBHOro obpasa Mo.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# boot system image-2

by-commit

[aHHOV KOMaH/I0Vi BK/TOYAETCA PEXUM OTNPaBKM (paiinia KoHuUrypauum Ha cepBep pe3epBMpoBaHis nocne
YOA4YHOro NPUMEHEeHUst KOHAUrypaLmu.

icnonb3oBaHme oTpuLaTesibHoOi DOPMbI KOMaH bl (N0) BbIK/IOYAET PEXIUM OTNPAaBKM NOC/E YAa4HOro
MPYMEHEHWS KOHMIypaLym.

CuHTakcuc

[no] by-commit

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUIernii
15
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KomaHaHbIi pexum
CONFIG-ARCHIVE

Mpumep:

esr(config-archive)# by-commit

commit

[JlaHHan komMmaHza No3BOJISIET NPUMEHUTL (CAenaTb AelicTBYOLWMMN) n3MeHeHust koHdourypauum. RUNNING-
KoHGourypaums 3ameltaetcs koHdurypaumnein CANDIDATE. [1n1s TOro 4to6bl MPUMEHEHHbIE U3MEHEHUS CTa/u
MOCTOSIHHO AENCTBYOLWUMY, 3Ty Onepaumio Heo6xoaAMMOo NOATBEPAUTL KOMaHAOoM confirm B TedeHne BpeMeHN,
He NpPeBbILIALLErND BpeEMS AeNCcTBUA Talimepa noaTeepxaeHus (no ymonyaHuto 600 cekyHz, U3MEHSIETCS Npu
nomoLy komaHapl system config-confirm timeout).

CuHTakcuc

commit [ comment <COMMENT> ] [ confirm-timeout <TIME> ]

MapameTpbl

<COMMENT> — KOMMeHTapuii K JaHHOMY U3MEHEHNIO0 paboyeii KoHdurypaumn. 3agaéTca TEKCTOBOM CTPOKOIA
0o 31 cumBona;

<TIMEOUT> — nHTepBas1 BpeMeHu B CeKyHAax nocse BBoga KomaHabl commit 0 BOCCTaHOB/1EHUSA
npeplayLein Bepcum KoHdmrypauum npy oTCyTCTBUM KOMaHAbl confirm, NPHUMAET 3Ha4YeHne B CekyHaax
[120..86400].

3Ha4yeHue no ymonyaHuio
<COMMENT> - nycTolj;

<TIMEOUT> — HacnepgyeTcs 3Ha4yeHune yCTaHOB/IEHHOe KoMaHaon system config-confirm timeout.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZHbIi pexum
ROOT
CHANGE-EXPIRED-PASSWORD

Mpumep:
esr# commit

N3MeHeHns1 KoHUrypauum nprMeHeHb!.

60



ESR-Series. CnpaBo4yHMK kKomaHz CLI

commit check

[JaHHaa komaHza no3sonset nposanmamposats KoHurypaumio CANDIDATE, noka nsmeHeHms He NpuMeHeHbI.

CuHTakcuc

commit check

MapameTpbl

OTcyTCTBYIOT.

3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

HeoOxoaumbivi ypoBeHb NPUBUETAIA
10

KomaHZHbIi pexum
ROOT

Mpumep:
esr# commit check

3MeHeHns1 KoHUrypaLuum nprMeHeHb!.

confirm

KomaHga npegHasHaveHa 4715 NOATBEPXAEHNS NPUMEHeHUs KoHdurypauun. Ecnv B TeyeHne 3aaHHoro
BpeMeHm (no ymonyaHmio 600 cekyHA, M3MeHsIeTCA Npy NOMOLLM KomaHAbl system config-confirm timeout)
nocne NpMMeHeHUs KoOHUrypaumm KomaHgon commit He 6b110 BBEAEHO NOATBEPXAEHWE, NPon3onaeT
aBTOMaTUYeCKNin OTKaT Ha [AelCTBYIOLLYI0 paHee KOHurypauuio. ABToMarnyeckas cmcteMa oTkaToB
npegoTBpallaeT cuTyalmm NoTepu CBsA3n ¢ YCTPONCTBOM.

CuHTakcuc

confirm

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii

3HaveHune no ymonyaHuo
110
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KomaHaHbIi pexum
ROOT
CHANGE-EXPIRED-PASSWORD

Mpumep:
esr# confirm

MoATBepXAeHNE U3MEHEHWI B KOHGUTypaLyn.

copy
,ﬂ,aHHaﬂ KOMaHAda C/AYXUT ANna KonnposaHUA (*)aﬁﬂOB Mexay pas/inyHbIM UCTOYHUKaMKU 1 nosydaTeiaMn.

CuHTakcuc
copy <SOURCE> <DESTINATION>

MapameTpbl
<SOURCE> — ncrtouHuk, 3a0aétcq B BUAE:

- tftp://<ip>[<port>]:/<path> — agpec gpaiina Ha TFTP-cepBepe, rae:
+ <ip> - IP-agpec TFTP-cepBepa;
+ <port> — nopT, KoTopslii cnywaet TFTP-cepsep, otaensetca ot IP-agpeca cMMBONOM «#» NN «»;
+ <path> — oTHocuTenbHbIV NyTb K dhaniny Ha TFTP-cepsepe.
- tftp://<ipv6>[%<interface>][<port>]:/<path> — agpec chaiina Ha TFTP-cepBepe, rae:
+ <ipv6> — |IPv6-agpec TFTP-cepBepa;
+ <interface> — ucxoaawwmii cetesoli nHTepdgeic ans link-local agpecos;
* <port> — nopT, KoTopblii cnywaet TFTP-cepep, otaensietcs ot IPv6-agpeca cumsonom '# nnn "' (B
AaHHOM cnydae IPv6-afipec AonxeH 6biTh 3aK/MOUEH B KBAPATHbIE CKOOKM «[]»);
+ <path> — oTHocuTenbHbIV NyTb K dhaniny Ha TFTP-cepsepe.
- ftp://[<user>[:<password>]@]<ip>[<port>]:/<path>
* <ip> - IP-agpec FTP-cepBepa;
* <user> — UMs nosib3oBatensi (HacTPoOUTb UMA NOSIb30BaTe s M0 YMOYaHMI0 MOXHO KOMaHAoM ip
ftp client username, onucaHHoii B ip ftp client username);
+ <password> — naposib (HaCTPOUTbL Naposb MO YMOYaHMI0 MOXHO KOMaHzoii ip ftp client password,
onucaHHoi B ip ftp client password);
+ <port> — nopT, KoTopslii cnywaet TFTP-cepsep, otaensetca ot IP-agpeca CMMBOMOM «#» NN «»;
+ <path> — oTHOCUTEeNbHbI UM abCONOTHLIN NyTb K haliny Ha FTP-cepsepe.
- ftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>
+ <ipv6> — |IPv6-agpec FTP-cepBepa;
+ <interface> — ucxogawwii cetesoli uHTepgeic ans link-local agpecos;
* <user> — UMs nosib3oBatensi (HaCTPoOUTb UMA NOSIb30BaTe s M0 YMOTYaHMI0 MOXHO KOMaHAoM ip
ftp client username, onucaHHoii B ip ftp client username);
+ <password> — naposib (HaCTPOUTb Naposb MO YMOYaHMI0 MOXHO KOMaHZoli ip ftp client password,
onucaHHoi B ip ftp client password);
* <port> — nopT, KoTopblii cnywaet TFTP-cepBep, otaensietcs ot IPv6-agpeca cumsoniom '# nnn "' (B
AaHHOM cnyyae IPv6-afipec AonxeH GbiTh 3aK/MOUEH B KBAPaTHbIE CKOOKM «[]»);
+ <path> — oTHOCUTEeNbHbIV UM abCONOTHLIN NyTb K haliny Ha FTP-cepsepe.
- sftp://[<user>[:<password>]@]<ip>[<port>]:/<path>
+ <ip> - IP-agpec SFTP-cepBepa;
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* <user> — UMsi Nosib3oBatensi (HaCTPoOUTb UMA NO/SIb30BATEsS MO YMOYaHMI0 MOXHO KOMaHAoM ip
sftp client username, onucanHoli B ip sftp client username);
+ <password> — naposib (HaCTPOUTb Naposb MO YMOYAHMI0 MOXHO KOMaHZoi ip sftp client
password, onucaHHoli B ip sftp client password);
« <port> — nopT, KoTopbIin cnywaeT SFTP-cepBep, otaensetcs ot IP-agpeca CMMBONOM «#» UNN «:»;
+ <path> — oTHocuTenbHbIV NyTb K dhany Ha SFTP-cepsepe.
- sftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>
+ <ipv6> — IPv6-agpec SFTP-cepBepa;
+ <interface> — ucxogsawwmii cetesoli nHTepgeic ans link-local agpecos;
* <user> — UMsi Nosib3oBatensi (HaCTPoOUTb UMA NOSIb30BATEsS MO YMOYaHMI0 MOXHO KOMaHZAoM ip
sftp client username, onucanHoli B ip sftp client username);
+ <password> — naposib (HaCTPOUTb Naposb N0 YMOIYAHMIO MOXHO KOMaHZoi ip sftp client
password, onucaHHoli B ip sftp client password);
* <port> — nopT, KoTopblii cnywaet SFTP-cepep, otaensietcs ot IPv6-agpeca cumosiom '# nnn "' (B
AaHHOM cnydae IPv6-aipec AomkeH 6biTh 3aK/MOUEH B KBaPaTHbIE CKOOKM «[]»);
+ <path> — oTHocuTenbHbIV NyTb K dhany Ha SFTP-cepsepe.
- scp://[<user>:<password>@]<ip>[<port>]:/<path>
+ <ip> — IP-agpec cepBepa;
* <user> — UMs Nosib3oBatensi (HaCTPoOUTb UMA NOSIb30BATEsS MO YMOYaHMI0 MOXHO KOMaHAoM ip
ssh client username, onucaHHoi B ip ssh client username);
+ <password> — naposib (HaCTPOUTbL Naposib MO YMOMYaHMI0 MOXHO KOMaHAol ip ssh client
password, onucaHHoli B ip ssh client password);
+ <port> — nopT, KkoTopbIin cnywaeTt TFTP-cepBep, otaenseTcs ot IP-agpeca cMMBONOM «#» UNN «:»;
+ <path> — oTHOCUTENbHbIV UM aGCOMOTHBIN NYTb K haliny Ha cepBepe.
- scp://[<user>:<password>@]<ipv6>[%<interface>][<port>]:/<path>
+ <ipv6> — |IPv6-agpec cepsepa;
* <interface> — ncxogsawwmii cetesoli uHTepgeic ans link-local agpecos;
* <user> — UMsi Nosib3oBatensi (HaCTPoOUTb UMA NO/SIb30BaTEss MO YMOYaHMI0 MOXHO KOMaHAoM ip
ssh client username, onucaHHoi B ip ssh client username);
+ <password> — naposib (HaCTPOUTbL Naposib MO YMOMYaHMI0 MOXHO KoMaHAol ip ssh client
password, onucaHHoli B ip ssh client password);
* <port> — nopT, KoTopblii cnywaet TFTP-cepBep, otaensietcs ot IPv6-agpeca cumsosniom '# nnn "' (B
AaHHOM crnydae IPv6-afipec AomKeH GbiTh 3aK/MOYEH B KBAPATHbIE CKOOKM «[]»);
+ <path> — oTHOCUTENbHbIV UM aGCOMOTHLIN NYTb K haliny Ha cepBepe.
« http:// <ip>[<port>]:/<path> — agpec chaiina Ha HTTP-cepBepe, rae:
+ <ip> — IP-agpec HTTP-cepBepa;
+ <port> — nopr, Ha KoTopom 3anyweH HTTP-cepsep, otaensetca ot IP-agpeca CMMBOIOM «#» UN
«»;
+ <path> — oTHocuTenbHbIV NyTb K dhany Ha HTTP-cepsepe.
* http: //<|pv6>[%<|nterface>][<port>] /<path> — agpec paiina Ha HTTP-cepsepe, rae:
+ <ipv6> — IPv6-agpec HTTP-cepBepa;
* <interface> — ncxogsawwmii cetesoli uHTepgeic ans link-local agpecos;
+ <port> — nopT, Ha KoTopom 3anyuleH HTTP-cepBep, otaensietcs ot IPv6-agpeca cumBoiom '# nnm
"' (B maHHoMm crniyyae IPv6-aapec Ao/mKeH ObiTb 3aK/TH0UeH B KBaApaTHbIe CKOGKM «[]»);
+ <path> — oTHocuTenbHbIV NyTb K dhanny Ha TFTP-cepsepe.
« https://[ca/<CA-FILE>][:server-crt/<SC-FILE>][:server-key/<SK-FILE>]@<ip>[<port>]:/<path> — agpec
channa Ha HTTPS-cepBepe, rae:
+ <CA-FILE> — ums chaitna ceptudmkara yaoCTOBEPSIOLLEIO cepBepa B COOTBETCTBYHOLLEM pasgene
namaT MapLupyTusaTopa;
+ <SC-FILE> — um# dpaiina ny6nmyHoro ceptudmkara cepBepa B COOTBETCTBYHLLEM pasgene
namaT MapLupyTusaTopa;
+ <SK-FILE> — ums halina npuBaTHOro K/toya cepBepa B COOTBETCTBYIOLLIEM pa3gese naMaTu
MapLIpyTM3aTopa;
+ <ip> — IP-agpec HTTP-cepBepa;
+ <port> — nopT, Ha KoTopom 3anyweH HTTPS-cepsep, otaensietcs ot IP-agpeca CUMBOMIOM «#» nUnu
«»;
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+ <path> — oTHocuTenbHbIM NyTb K dhany Ha HTTP-cepsepe.
« https://[ca/<CA-FILE>][:server-crt/<SC-FILE>][:server-key/<SK-FILE>]@<ipv6>[%<interface>][<port>]:/
<path> — agpec daiina Ha HTTPS-cepBepe, rae:
+ <CA-FILE> - nms chaitna ceptucdmkara yaoCTOBEPSIOLLEIO cepBepa B COOTBETCTBYHOLLEM pasgene
namaTy MapLupyTusaTopa;
+ <SC-FILE> — um# dpaiina ny6nmyHoro ceptudimkara cepBepa B COOTBETCTBYHOLLEM pasgene
namaTy MapLupyTusaTopa;
+ <SK-FILE> — ums haiina npuBaTHOro K/to4a cepBepa B COOTBETCTBYIOLLIEM pa3gese naMaTu
MapLupyTM3aTopa;
+ <ipv6> — IPv6-agpec HTTPS-cepBepa;
* <interface> — ncxogsawwmii cetesoli uHTepgeic ans link-local agpecos;
+ <port> — nopT, Ha KoTopom 3anyuleH HTTP-cepBep, otaensietcs ot IPv6-agpeca cumBoiom '#' nnm
"' (B maHHoM cniyyae IPv6-aapec Ao/mKeH ObiTb 3aK/TH0UeH B KBaApaTHbIe CKOGKM «[]»);
+ <path> — oTHocuTenbHbIV NyTb K dhainy Ha TFTP-cepsepe.
+ usb://usb_name:/PATH
+ usb_name — nwms, HazHayeHHoe USB-Hocutento. Bo3MOXHO nocMoTpeTb koMaHAol show storage-
devices (cMm. pasgen show storage-devices);
+ <path> - nyTb K haiiny Ha USB-HocuTene.
+ mmc://mmc_name:/PATH (kpome ESR-15R)
* mmc_name — nms, HazHaueHHoe MMC-HocuTeso. BO3MOXHO NOCMOTPETL KOMaHAo0i show
storage-devices (cM. pazgen show storage-devices);
+ <path> - nyTb K dpaintny Ha MMC-HocuTene.
+ system:factory-config — 3aBogckas koHUrypaums;
+ system:default-config — KoHdMrypaumsa no ymonuaxuto (nycras);
+ system:running-config — Tekywiasi KOHMrypauus;
+ system:candidate-config — koH(purypaums, kotopas 6yaeT npuMeHeHa Noc/ie BbINO/IHEHWUA KOMaHAbI
commit;
+ system:firmware — nporpammMHoe o6ecneyeHune ycTpoincTea. KonvpoBaHne npovM3BoguTcs ¢
HeakTMBHOro obpasa NporpamMmMHOro o6ecneyeHnss yCTpomncTea,
+ system:boot-1 — nepBuyHbIi 3arpy3umnk yctpoiictea (SBI, bl1, x-loader);
+ system:boot-2 — BTopnyHbIi 3arpysunk yctpolictea (U-Boot, boot) Ha Bcex ycTpoiicTBax, 3a
uckntoueHnem ESR-15R/30/31;
+ system:boot — BTopuuHbIii 3arpy3unk yctpoiictea (U-Boot) Ha ESR-15R/30/31;
+ system:licence — pyHKUMOHaNbHASA IMLEH3MSA YCTPONCTBA;
+ flash:critlog/FILE — nanka ans coxpaHeHusi COO6LLEeHNA aapa 3a Bce BpeMs paboTbl YCTPOICTBa;
+ flash:syslog/FILE — nanka gna coxpaHeHus NoroB TeKyLL e ceccun, CoOXpaHsaeTcs nocne nepesarpysku;
+ tmpsys:syslog/FILE — nanka gns coxpaHeHus 10roB TeKyLLen ceccun, He CoxpaHsieTcs nocne
nepesarpysku;
+ flash:backup/FILE — nanka gsia coxpaHeHus pe3epBHbIX KOMUIA TEKYLLMX KOHGUTypaLuin
MapLLpyTM3aTopa;
+ flash:data/FILE — nanka gns ckaumBaHus haiisioB C MapLupyTM3aropa;
+ crypto:cert/FILE — nanka gnsa xpaHeHus cepTunKaros,;
+ crypto:crl/FILE — nanka gnsa xpaHeHus CNCKOB OTO3BaHHbIX CEPTUINKATOB YAOCTOBEPSIOLMNX LIEHTPOB;
+ crypto:private-key/FILE — nanka ans XxpaHeHusi NPUBaTHbIX K/HOYen;
+ crypto:public-key/FILE — nanka gnsa xpaHeHus ny6/nyHbIX Ko4ei;
+ crypto:dh/FILE — nanka gnia xpaHeHus kntodeli udhdon-Xennmaxa;
+ crypto:pfx/FILE — nanka gna xpaHeHus kKoHTeliHepoB PKCS#12;
+ crypto:csr/FILE — nanka ans xpaHeHus 3anpocos Ha cepTudpumkaumio X.509;
+ crypto:ta/FILE - nanka ans xpaHeHus TA-kntouein OpenVPN.

<DESTINATION> — HasHaueHue, 3a4aéTcA B BUAE:

- tftp://<ip>[<port>]:/<path> - agpec gpaiina Ha TFTP-cepBepe, rae:
+ <ip> — IP-agpec TFTP-cepBepa;
+ <port> — nopT, KoTopbIin cnywaeTt TFTP-cepsep, otaensetcs ot IP-agpeca CMMBONOM «#» UNN «:»;
+ <path> — oTHocuTenbHbIV NyTb K dhainy Ha TFTP-cepsepe.

- tftp://<ipv6>[%<interface>][<port>]:/<path> — agpec chaiina Ha TFTP-cepBepe, rae:
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<ipv6> — IPv6-agpec TFTP-cepsepa;

<interface> — ncxogsawmii ceteBoi nHtepdelic ans link-local agpecos;

<port> — nopT, KoTopblii cnywaet TFTP-cepBep, otaensietcs ot IPv6-agpeca cumsosniom '# nnn "' (B
AaHHOM cnydae IPv6-aipec AomkeH 6biTh 3aK/MOYEH B KBAAPATHbIE CKOOKM «[]»);

<path> — oTHocuTenbHbIN NyThb K dhainy Ha TFTP-cepBepe.

- ftp://[<user>[:<password>]@]<ip>[<port>]:/<path>

<ip> — IP-agpec FTP-cepBepa;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMA NOSIb30BATEss MO YMOYaHMI0 MOXHO KOMaHZoM ip
ftp client username, onucaHHoii B ip ftp client username);

<password> — napo/sib (HaCTPOUTb Naposb MO YMOIYaHMI0 MOXHO KOMaHZoW ip ftp client password,
onucaHHoli B ip ftp client password);

<port> — nopT, KoTopblii cnywaeT TFTP-cepBep, otaensietcs oT IP-agpeca CMMBOIOM «#» NN «:»,
<path> — oTHOCUTENbHbIN NN abCoNtoTHLIN NyTb K doainy Ha FTP-cepsepe.

- ftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec FTP-cepBepa;

<interface> — ncxogsawmii ceteBoi nHtepdelic ans link-local agpecos;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMA NO/Ib30BATEss MO YMOYaHMI0 MOXHO KOMaHAoM ip
ftp client username, onucaHHoii B ip ftp client username);

<password> — napo/sib (HaCTPOUTb Naposb MO YMOIYaHMID MOXHO KOMaHZoW ip ftp client password,
onucaHHoli B ip ftp client password);

<port> — nopT, KoTopblii cnywaet TFTP-cepBep, otaensietcs ot IPv6-agpeca cumosniom '# nnn ' (B
AaHHOM cnydae IPv6-aipec AomkeH 6biTh 3aK/MOYEH B KBaPaTHbIE CKOOKM «[]»);

<path> — oTHOCHUTENbHbIN NN abCoNtoTHLIN NyTb K doainy Ha FTP-cepsepe.

- sftp: //[<user>[ <password>]@]<ip>[<port>]:/<path>

+ <ip> — IP-agpec SFTP-cepsepa;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMA NMOSIb30BATEss MO YMOTYaHMI0 MOXHO KOMaHZoM ip
sftp client username, onucanHoli B ip sftp client username);

<password> — napo/sib (HaCTPOUTb Naposib N0 YMOYAHMID MOXHO KOMaHZoW ip sftp client
password, onucaHHoli B ip sftp client password);

<port> — nopT, KoTopblii cnywaeT SFTP-cepsep, otaensietcs oT IP-agpeca CUMBOIOM «#» AN «:»,
<path> — oTHOocuTenbHbIN NyThb K dhainy Ha SFTP-cepBepe.

- sftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec SFTP-cepBepa;

<interface> — ncxogsAwmii ceteBoin nHtepdelic ans link-local agpecos;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMSA NMO/Ib30BATEss MO YMOYaHMI0 MOXHO KOMaHZoM ip
sftp client username, onucanHoli B ip sftp client username);

<password> — napo/sib (HaCTPOUTb Naposb N0 YMOYAHMID MOXHO KOMaHZoW ip sftp client
password, onucaHHoli B ip sftp client password);

<port> — nopT, KoTopblii cnywaet SFTP-cepsep, otaensietcs ot IPv6-agpeca cumoniom '# nnn ' (B
AaHHOM cnydae IPv6-aipec AomkeH 6biTh 3aK/MOYEH B KBAPATHbIE CKOOKM «[]»);

<path> — oTHOcuTenbHbIN NyThb K dhainy Ha SFTP-cepBepe.

- scp://[<user>:<password>@]<ip>[<port>]:/<path>

<ip> — IP-agpec cepsepa;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMSA NMO/Ib30BATEss MO YMOYaHMI0 MOXHO KOMaHZoM ip
ssh client username, onucaHHoi B ip ssh client username);

<password> — napo/sib (HaCTPOUTb Naposib N0 YMOYAHMIO MOXHO KOMaHZoi ip ssh client
password, onucaHHoli B ip ssh client password);

<port> — nopT, KoTopblii cnywaeT TFTP-cepBep, otaensietcs oT IP-agpeca CMMBOIOM «#» NN «:»,
<path> — oTHOCUTENbHbIN NN abCoNTHLIN NYTb K dainy Ha cepsepe.

- scp://[<user>:<password>@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec cepsepa;

<interface> — ncxogsawmii ceteBoi nHtepdelic ans link-local agpecos;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMA NO/Ib30BATEss MO YMOYaHMI0 MOXHO KOMaHZAoM ip
ssh client username, onucaHHoi B ip ssh client username);

<password> — naposib (HaCTPOUTb Naposib NO YMOYAHMIO MOXHO KOMaHZoi ip ssh client
password, onucaHHoli B ip ssh client password);
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* <port> — nopT, KoTopblii cnywaet TFTP-cepBep, otaensietcs ot IPv6-agpeca cumsoniom '# nnn "' (B
AaHHOM crnydae IPv6-aipec AomKeH GbiTh 3aK/MOYEH B KBAPATHbIE CKOOKM «[]»);
+ <path> — oTHOCUTENbHbIV UM aGCOMOTHLIN NYTb K haliny Ha cepBepe.
« http:// <ip>[<port>]:/<path> — agpec chaiina Ha HTTP-cepBepe, rae:
+ <ip> - IP-agpec HTTP-cepBepa;
+ <port> — nopr, Ha KoTopom 3anyweH HTTP-cepsep, otaensetca ot IP-agpeca CMMBOIOM «#» UN
«»,;
+ <path> — oTHocuTenbHbI NYyTb K dhany Ha HTTP-cepsepe.
* http: //<|pv6>[%<|nterface>][<port>] /<path> — agpec paina Ha HTTP-cepsepe, rae:
+ <ipv6> — IPv6-agpec HTTP-cepBepa;
* <interface> — ncxogsawwmii cetesoli uHTepgeic ans link-local agpecos;
+ <port> — nopT, Ha KoTopom 3anyuleH HTTP-cepBep, otaensietcs ot IPv6-agpeca cumBoiom '#' nnm
"' (B maHHoM cniyyae IPv6-aapec Ao/mKeH ObiTb 3aK/TH0UeH B KBaApaTHbIe CKOGKM «[]»);
+ <path> — oTHocuTenbHbIV NyTb K dhainy Ha TFTP-cepsepe.
« https://[ca/<CA-FILE>][:server-crt/<SC-FILE>][:server-key/<SK-FILE>]@<ip>[<port>]:/<path> - agpec
channa Ha HTTPS-cepBepe, rae:
+ <CA-FILE> — ums chaitna ceptucmkara yaoCTOBEPSIOLLErO cepBepa B COOTBETCTBYHOLLEM pasjene
namaT MapLupyTusaTopa;
+ <SC-FILE> — um# dpaiina ny6nmyHoro ceptudmkara cepBepa B COOTBETCTBYHOLLEM pasgene
namaT MapLupyTusaTopa;
+ <SK-FILE> — ums halina npuBaTHOro K/toya cepBepa B COOTBETCTBYIOLLIEM pa3gese naMaTu
MapLIpyTM3aTopa;
+ <ip> — IP-agpec HTTP-cepBepa;
+ <port> — NopT, Ha KoTopom 3anyweH HTTPS-cepep, otaensietcs ot IP-agpeca CUMBOMOM «#» nUnu
«»,;
+ <path> — oTHocuTenbHbI NyTb K dhany Ha HTTP-cepsepe.
« https://[ca/<CA-FILE>][:server-crt/<SC-FILE>][:server-key/<SK-FILE>]@<ipv6>[%<interface>][<port>]:/
<path> — agpec painna Ha HTTPS-cepsepe, rae:
+ <CA-FILE> — nms chaitna ceptucmkara yaoCTOBEPSIOLLErO cepBepa B COOTBETCTBYHOLLEM pasjene
namaT MapLupyTusaTopa;
+ <SC-FILE> — um# dhaiina ny6nmyHoro ceptudmkara cepBepa B COOTBETCTBYHOLLEM pasgene
namaT MapLupyTusaTopa;
+ <SK-FILE> — ums halina npuBaTHOro K/toya cepBepa B COOTBETCTBYIOLLIEM pa3gese naMaTu
MapLIpyTM3aTopa;
+ <ipv6> — IPv6-agpec HTTPS-cepBepa;
* <interface> — ucxogsawwmii cetesoli uHTepgeic ans link-local agpecos;
+ <port> — nopT, Ha KoTopom 3anyuleH HTTP-cepBep, otaensietcs ot IPv6-agpeca cumBo/iom '#' nnm
"' (B maHHoM cniyyae IPv6-aapec Ao/mKeH ObiTb 3aK/TH0UeH B KBaApaTHbIe CKOGKM «[]»);
+ <path> — oTHocuTenbHbIV NyTb K dhainy Ha TFTP-cepsepe.
usb://usb_name:/PATH
+ usb_name — nwms, HazHayeHHoe USB-Hocutento. Bo3MOXHO nocMoTpeTb koMaHAol show storage-
devices (cm. pasgen show storage-devices);
+ <path> - nyTb K haiiny Ha USB-HocuTene.
mmc://mmc_name:/PATH (kpome ESR-15R):
* mmc_name — nms, HazHaueHHoe MMC-HocuTeso. BO3MOXHO NOCMOTPETL KOMaHAo0i show
storage-devices (cM. pazgen show storage-devices);
+ <path> - nyTb K dhaintny Ha MMC-HocuTene.
system:candidate-config — koHburypaums, kotopas 6yaeT NnpuMeHeHa nocsie BbINO/IHEHWUA KOMaHAbI
commit;
system:firmware — nporpammHoe o6ecneuyeHve ycTpoiicTea. KonvpoBaHve Nnpon3BoanTcs C
HeakTMBHOro obpasa NporpamMmMHOro o6ecneyeHnss yCTpomncTea,
system:boot-2 — BTopuyHbIi 3arpysunk yctpolictea (U-Boot, boot) Ha Bcex ycTpoiicTBax, 3a
uckntoueHnem ESR-15R/30/31;
system:boot — BTopunuHbIii 3arpy3unk yctpoiictea (U-Boot) Ha ESR-15R/30/31;
system:licence — thyHKUMOHa/IbHAA NULEH3US YCTPONCTBE,
system:boot-licence — 3arpy3o4Has NMLEH3MA YCTPONCTBA;
system:cluster-unit-licences — nanka gnsa xpaHeHusa NMLEH3WI YCTPOWCTB B KNacTepe,
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+ flash:data/FILE — nanka gns ckaumBaHus haiisioB C MapLupyTM3aropa,;

+ crypto:cert/FILE — nanka gnsa xpaHeHus cepTudnKaros,;

+ crypto:crl/FILE — nanka gnsa xpaHeHust CNCKOB OTO3BaHHbIX CEPTUINKATOB YAOCTOBEPSIOLNX LLEHTPOB;
+ crypto:private-key/FILE — nanka ans XxpaHeHusi NPUBaTHbIX K/HOYe;

+ crypto:public-key/FILE — nanka gns xpaHeHus ny6/nyHbIX Kto4ei;

+ crypto:dh/FILE — nanka gnia xpaHeHus kntodeli udhdon-Xennmaxa;

+ crypto:pfx/FILE — nanka gna xpaHeHus kKoHTeliHepoB PKCS#12;

+ crypto:csr/FILE — nanka ans xpaHeHus 3anpocos Ha cepTudpmkaumio X.509;

+ crypto:ta/FILE - nanka ans xpaHeHus TA-kntouein OpenVPN.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomaHgHbIii pexum
ROOT

Mpumep 1

esr# copy tftp://10.100.100.1:/esr.cfg system:candidate-config

Mpumep 2

esr# copy tftp://10.100.100.1:/crl.pem crypto:crl/crl.pem

count-backup

[laHHOI KOMaHAol yCTaHaBNMBAETCS MaKCMMasIbHOE KOIMYECTBO I0Ka/IbHO COXPaHsieMbIX PE3EPBHbIX KOMWUIA
KOHoUrypaumia.

Mpu Mcnonb3oBaHUM OTpULATENbHOV (DOPMbI KOMaHAbl (NO) yCTaHAB/IMBAETCS 3HAYEHWUE MO YMOMYaHWIO.

CuHTakcuc
count-backup <NUM>

no count-backup

MapameTpbl

<NUM> — mMakcumasnibHOe KO/IMYECTBO /I0Ka/IbHO COXpPaHSeMbIX Pe3epBHbIX KOMUiA KoHdurypauuii. MpuHnmaet
3HayeHus B avanasoHe [1..100].

3HauyeHue No yMmo4aHuio
1

Heo6xoauMbIii ypoBeHb NpuBUIerui
15
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KomaHaHbIi pexum
CONFIG-ARCHIVE

Mpumep:

esr(config-archive)# count-backup 20

delete

[laHHas KomaHAa CNyXuT ANa yaaneHusl NMUEH3NI, CePTUMKATOB, KNOUeA.

CuHTakcuc
delete <FILE>

MapameTpbl

<FILE> - T1n chaiina, MOXeT NPMHUMATb Creaytolve 3HaueHns (Mpn yaaneHue 13 nanku Heo6xo4MMOo yKasaTb
HasBaHue halina):

+ flash:backup/FILE — nanka gsis coxpaHeHus pe3epBHbIX KOMUIA TEKYLLMX KOHGUrypaLuii
MapLupyTm3aTopa;
+ flash:critlog/FILE — nanka ans coxpaHeHnsi COO6LLEeHNA aapa 3a Bce BpeMsi paboTbl YCTPOICTB;
+ flash:data/FILE — nanka gns ckaumBaHus haiisioB C MapLupyTM3aTopa;
+ flash:syslog/FILE — nanka gns coxpaHeHust NoroB TeKyLL e ceccun, COXpaHseTcs nocne nepesarpysku;
+ tmpsys:syslog/FILE — nanka gns coxpaHeHusi N0roB TeKyLLen ceccun, He CoxpaHsieTcs nocne
nepesarpysku;
+ crypto:cert/FILE — nanka gnsa xpaHeHus cepTugnKaros,;
+ crypto:crl/FILE — nanka gns xpaHeHust CNCKOB OTO3BaHHbIX CEPTUINKATOB YAOCTOBEPSOLLUNX LLEHTPOB;
+ crypto:private-key/FILE — nanka ansi XxpaHeHUsi NPUBATHbIX K/HOYe;
+ crypto:public-key/FILE — nanka gnsa xpaHeHus ny6/nyHbIX Ko4ei;
+ crypto:dh/FILE — nanka gnia xpaHeHus kntodeli udhdun-Xennmaxa;
+ crypto:pfx/FILE — nanka gna xpaHeHus KoHTeliHepoB PKCS#12;
+ crypto:csr/FILE — nanka ans xpaHeHus 3anpocos Ha cepTudpmkaumio X.509;
+ crypto:ta/FILE — nanka gnsa xpaHeHua TA-kntoyein OpenVPN;
+ system:licence — nuueH3ns Ana akTuBaumy PyHKLMOHaNa, TpebYLWEro NNLEH3NIO;
+ system:boot- licence — nMUeH3MA YyCTPOINCTBA, MPUMEHSIOLLAACS NPK 3anycke BTOPUYHOIO 3arpy3udrka;
- system:cluster-unit-licences/[Serial number] — nanka ans xpaHeHus IMLEH3MIA YCTPOICTB B KNACTEPE;
+ usb://usb_name:/FILE
+ usb_name — nwms, HazHayeHHoe USB-Hocutento. Bo3MoXHO NnocMOTpeTb koMaHAol show storage-
devices (cm. pazgen show storage-devices);
+ <FILE> — nyTb K chaiiny n ero umsa Ha USB-HocuTene.
* mmc://mmc_name:/<FILE>
* mmc_name — nms, HazHaueHHoe MMC-HocuTesno. BO3MOXHO NOCMOTPETb KOMaHAo0in show
storage-devices (cM. pazgen show storage-devices);
+ <FILE> — nyTb K thaiiny n ero umsi Ha MMC-HocuTene.

Heo6xoauMbIii ypoBeHb NpuBUerui
15
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KomaHaHbIi pexum
ROOT

Mpumep:

esr# delete crypto:dh/dh.key

dir
[JlaHHas komMaHza No3BOJISIET 0TO6PA3NTb COAEPKMMOE BHELLUHUX HOocuTenein nHgpopmauum (USB/MMC-kapT
namsiT) U NOKasIbHbIX pa3fenoB MapLupyTusartopa.

CuHTakcuc

dir <PATH>
{ usb://<USB-device-name>/<PATH> | mmc://<MMC-device-name>/<PATH> | flash:backup/FILE |
flash:data/FILE }

MapameTpbl
<PATH> — nmsa nokanbHOro pasgena nnm nyTb A0 Nanku Ha BHelHeM HocuTene. NpuHMMaeT 3HavYeHus:

+ flash:critlog/ — nanka ans coxpaHeHusi COO6LLEHNIA aapa 3a Bce BpeMs paboTbl YCTPOICTB;
+ flash:syslog/ — nanka gns coxpaHeHusi NOroB TeKyLLEn Ceccumn, COXpaHseTcst nocse nepesarpysky;
+ flash:backup/ — nanka gnsa coxpaHeHns pe3epBHbIX KOMUIA TEKYLLMX KOH(UIYpauuii MapLupyTusaTopa;
+ flash:data/ — nanka gnsa ckaumBaHus haii/ioB C MapLIpyTM3aTopa;
+ tmpsys:syslog/ — nanka gns coxpaHeHusi IOroB TeKyLLE Ceccum, He CoOXpaHsaeTcs nocse nepesarpyskuy;
+ crypto:cert/FILE — nanka gnsa xpaHeHus cepTunKaros,;
+ crypto:crl/FILE — nanka gns xpaHeHust CNCKOB OTO3BaHHbIX CEPTUINKATOB YAOCTOBEPSOLLUMNX LLEHTPOB;
+ crypto:private-key/FILE — nanka ansi XxpaHeHUsi NPUBaTHbIX K/1HOYe;
+ crypto:public-key/FILE — nanka gnsa xpaHeHus ny6/nyHbIX Ko4ei;
+ crypto:dh/FILE — nanka gnia xpaHeHus kntodeli udhdun-Xennmaxa,;
+ crypto:pfx/FILE — nanka gna xpaHeHus KoHTeliHepoB PKCS#12;
+ crypto:csr/FILE — nanka ans xpaHeHus 3anpocos Ha cepTudpmkaumio X.509;
+ crypto:ta/FILE — nanka gnsa xpaHeHua TA-kntoyein OpenVPN;
+ usb://usb_name:/PATH
+ usb_name — nwms, HazHayeHHoe USB-Hocutento. Bo3MoXHO NnocMOTpeTb kKoMaHAol show storage-
devices (cm. pazgen show storage-devices);
+ <PATH> - nyTb K (hpainny Ha USB-HocuTene.
* mmc://mmc_name:/PATH
* mmc_name — nms, HazHaueHHoe MMC-HocuTesno. BO3MOXHO NOCMOTPETb KOMaHao0in show
storage-devices (cM. pazgen show storage-devices);
+ <PATH> — nyTb K (hainy Ha MMC-HocuTene.

<USB-device-name> — Ha3HauyeHHoe cuctemoli nmsi USB-HocuTens. OTobpaxaeTcs B BbIBOAE KOMaHAbl Show
storage-devices usb, pasgen show storage-devices.

<MMC-device-name> — HazHauyeHHoe cuctemoin nmsa MMC-HocuTenst. OTobpaxaeTcs B BbIBOAE KOMaHbI
show storage-devices mmc, pa3gen show storage-devices.

+ flash:backup/FILE — chaitn ans coxpaHeHuss pe3epBHbIX KONWIA TEKYLLMX KOHpurypaumii
MapLLpyT13aTopa;
+ flash:data/FILE — nanka gns ckaumBaHusi haiisioB C MapLupyTM3aTopa;

<PATH> — nyTb A0 Heobxoaumoii nankn Ha USB/MMC-HocuTtene.
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flash:backup/FILE — chaitn ons coxpaHeHus pe3epBHbIX KONWIA TEKYLLMX KOHGUrypauuii MapLupyTnsarTopa;

flash:data/FILE — nanka gns ckaumBaHus haiifioB ¢ mapLupyTm3saropa.

Heob6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum
ROOT

Mpumep:

esr# dir mmc://EF28-D0O74

Name Type Size

esrl000-1.4.0-build21l.uboot File 0.00 B

.Trash-1000 Directory 0.00 B
merge

[JlaHHas komMaHza CNyXuT AN 06befMHEHNS TOKASIbHOTO UK 3arpyaemoro daiina kKoHdurypauum ¢
candidate-config.

CuHTakcuc

merge <SOURCE> system:candidate-config

MapameTpbl
<SOURCE> - nctouHuk, 3a0aétcs B BUae:

- tftp://<ip>[<port>]:/<path> — agpec daitna Ha TFTP-cepsepe, rae:
+ <ip> — IP-apgpec TFTP-cepBepa;
+ <port> — nopT, koTopbIin cnywaeTt TFTP-cepep, otaensetcs ot IP-agpeca CMMBONOM «#» UNN «:»;
+ <path> — oTHOcuTenNbHbIN NyTb K haliny Ha TFTP-cepsepe.
. tftp: //<|pv6>[%<|nterface>][<port>] /<path> — agpec haiina Ha TFTP-cepBepe, rae:
+ <ipv6> — IPv6-agpec TFTP-cepsepa;
+ <interface> — ncxogawwii cetesoit nHtepdpeic ans link-local agpecos;
« <port> — nopT, KoTopbIii cnywaet TFTP-cepsep, otaensietcs ot IPvé-agpeca cumBosiom '# nnm ' (B
AaHHOM cnydae IPve-apec AomkeH 6biTh 3aK/0YeH B KBapaTHbIE CKOOKM «[]»);
+ <path> — oTHocuTenbHbIV NyTb K dhany Ha TFTP-cepsepe.
- ftp://[<user>[:<password>]@]<ip>[<port>]:/<path>
+ <ip> — IP-apgpec FTP-cepBepa;
* <user> — UMs Nosib3oBatensi (HaCTPOUTbL UMSA NO/SIb30BATESS MO YMOTYAHMI MOXHO KOMaHZAoM ip
ftp client username, onucaHHoli B ip ftp client username);
+ <password> — naposib (HaCTPOUTb Naposb MO YMOIYaHMID MOXHO KOMaHZol ip ftp client password,
onucaHHoli B ip ftp client password);
+ <port> — nopT, koTopbIin cnywaeTt TFTP-cepsep, otaenseTcs ot IP-agpeca CMMBONOM «#» UNN «:»;
+ <path> — oTHOCUTENbHbIV UM abCONOTHBIN NyTb K thaliny Ha FTP-cepsepe.
- ftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>
+ <ipv6> — IPv6-agpec FTP-cepBepa;
+ <interface> — ncxogsawwii cetesoit nHtepdeic ans link-local agpecos;
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* <user> — UMsi Nosib3oBatensi (HaCTPoOUTb UMA NO/SIb30BATEsS MO YMOYaHMI0 MOXHO KOMaHAoM ip
ftp client username, onucaHHoii B ip ftp client username);
+ <password> — naposib (HaCTPOUTb Napob MO YMOYaHMI0 MOXHO KOMaHZol ip ftp client password,
onucaHHoi B ip ftp client username);
* <port> — nopT, KoTopblii cnywaet TFTP-cepBep, otaensietcs ot IPv6-agpeca cumoniom '# wnn "' (B
AaHHOM cnydae IPv6-aipec AonkeH 6biTh 3aK/MOYEH B KBAPATHbIE CKOOKM «[]»);
+ <path> — oTHOCUTeNbHbIV UM abCONOTHLIN NyTb K haliny Ha FTP-cepsepe.
- sftp: //[<user>[ <password>]@]<ip>[<port>]:/<path>
+ <ip> — IP-agpec SFTP-cepsepa;
* <user> — UMsi Nosib3oBatensi (HaCTPoOUTb UMA NOSIb30BATEsS MO YMOYaHMI0 MOXHO KOMaHZAoM ip
sftp client username, onucanHoli B ip sftp client username);
+ <password> — naposib (HaCTPOUTb Naposb N0 YMOIYAHMIO MOXHO KOMaHZoi ip sftp client
password, onucaHHoli B ip sftp client password);
+ <port> — nopT, KoTopbIin cnywaeTt SFTP-cepBep, otaensetcs ot IP-agpeca CMMBONOM «#» UNN «:»;
+ <path> — oTHocuTenbHbIA NyTb K dpaiiny Ha SFTP-cepsepe.
- sftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>
+ <ipv6> — IPv6-agpec SFTP-cepBepa;
* <interface> — ucxogsawwmii cetesoli uHTepgeic ans link-local agpecos;
* <user> — UMs Nosib3oBatensi (HaCTPoOUTb UMA NOSIb30BATEsS MO YMOYaHMI0 MOXHO KOMaHAoM ip
sftp client username, onucanHoli B ip sftp client username);
+ <password> — naposib (HaCTPOUTb Naposb MO YMOIYAHMIO MOXHO KOMaHZoi ip sftp client
password, onucaHHoli B ip sftp client password);
* <port> — nopT, KoTopblii cnywaet SFTP-cepep, otaensietcs ot IPv6-agpeca cumsosiom '# nnn "' (B
AaHHOM cnydae IPv6-aipec AomkeH 6biTh 3aK/MOUEH B KBAPaTHbIE CKOOKM «[]»);
+ <path> — oTHocuTenbHbIA NyTb K dpaiiny Ha SFTP-cepsepe.
- scp://[<user>:<password>@]<ip>[<port>]:/<path>
+ <ip> — IP-agpec cepBepa;
* <user> — UMsi Nosib3oBatensi (HaCTPoOUTb UMA NO/SIb30BaTEss MO YMOYaHMI0 MOXHO KOMaHAoM ip
ssh client username, onucaHHoi B ip ssh client username);
+ <password> — naposib (HaCTPOUTbL Naposib MO YMOMYaHMI0 MOXHO KoMaHAol ip ssh client
password, onucaHHoli B ip ssh client password);
+ <port> — nopT, KoTopbIin cnywaeTt TFTP-cepBep, otaensetcs ot IP-agpeca cMMBONOM «#» UNN «:»;
+ <path> — oTHOCUTENbHbI WM abCONOTHBIN NyTb K (haliny Ha cepBepe.
- scp://[<user>:<password>@]<ipv6>[%<interface>][<port>]:/<path>
+ <ipv6> — |IPv6-agpec cepsepa;
* <interface> — ucxogsawwmii cetesoli uHTepgeic ans link-local agpecos;
* <user> — UMsi Nosib3oBatensi (HaCTPoOUTb UMA NOSIb30BaTEsS MO YMOYaHMI0 MOXHO KOMaHAoM ip
ssh client username, onucaHHoi B ip ssh client username);
+ <password> — naposib (HaCTPOUTbL Naposib MO YMOMYaHMI0 MOXHO KOMaHAol ip ssh client
password, onucaHHoli B ip ssh client password);
* <port> — nopT, KoTopblii cnywaet TFTP-cepBep, otaensietcs ot IPv6-agpeca cumsoniom '# wnn "' (B
AaHHOM cnyyae IPv6-afipec AomKkeH 6biTh 3aK/MOYEH B KBAPATHbIE CKOOKM «[]»);
+ <path> — oTHOCUTENbHbI WM a6CONOTHBIN NyTb K (haliny Ha cepBepe.
* http: //<|p>[<port>] /<path> — agpec paina Ha HTTP-cepsepe, rae:
+ <ip> — IP-agpec HTTP-cepBepa;
+ <port> — nopr, Ha KoTopom 3anyweH HTTP-cepBep, otaensetca ot IP-agpeca CMMBOIOM «#» UN
«»;
+ <path> — oTHocuTenbHbI NyTb K dhany Ha HTTP-cepsepe.
* http: //<|pv6>[%<|nterface>][<port>] /<path> — agpec paiina Ha HTTP-cepsepe, rae:
+ <ipv6> — IPv6-agpec HTTP-cepBepa;
+ <interface> — ucxogsawwmii cetesoli uHTepgeic ans link-local agpecos;
+ <port> — nopT, Ha KoTopom 3anyuleH HTTP-cepBep, otaensietcs ot IPv6-agpeca cumBoiom '#' nnm
"' (B maHHoM cniyyae IPv6-aapec Ao/mKeH ObiTb 3aK/TH0UeH B KBaApaTHbIe CKOGKM «[]»);
+ <path> — oTHocuTenbHbIV NyTb K hainy Ha TFTP-cepsepe.
« https://[ca/<CA-FILE>][:server-crt/<SC-FILE>][:server-key/<SK-FILE>]@<ip>[<port>]:/<path> — agpec
channa Ha HTTPS-cepBepe, rae:
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+ <CA-FILE> — ums chaitna ceptudmkara yaoCTOBEPSIOLLEIO cepBepa B COOTBETCTBYHOLLEM pasjene
namsaTy MapLipyTmM3aTopa;

+ <SC-FILE> — um# dhaiina ny6nmyHoro ceptudimkara cepBepa B COOTBETCTBYHOLLEM pasgene
namsaTy MapLipyTmM3aTopa;

+ <SK-FILE> — ums haiina npuBaTHOro K/toya cepBepa B COOTBETCTBYIOLLIEM pa3gesne naMaTu
MapLLpyTM3aTopa;

+ <ip> — IP-agpec HTTP-cepBepa;

+ <port> — nopT, Ha KoTopom 3anywieH HTTPS-cepeep, otaensietcs ot IP-agpeca CUMBOMOM «#» nUnu
«»,;

+ <path> — oTHocuTenbHbI NyTb K dpany Ha HTTP-cepsepe.

« https://[ca/<CA-FILE>][:server-crt/<SC-FILE>][:server-key/<SK-FILE>]@<ipv6>[%<interface>][<port>]:/
<path> — agpec painna Ha HTTPS-cepsepe, rae:

+ <CA-FILE> - nms chaitna ceptucmkara yaoCTOBEPSIOLLErO cepBepa B COOTBETCTBYHOLLEM pasgene
namsaTy MapLipyTmM3aTopa;

+ <SC-FILE> — um# dpaiina ny6nmyHoro ceptudimkara cepBepa B COOTBETCTBYHLLEM pasgene
namsaTy MapLipyTmM3aTopa;

+ <SK-FILE> — ums halina npuBaTHOro K/toya cepBepa B COOTBETCTBYIOLLIEM pa3gese naMaTu
MapLLpyTm3aropa;

+ <ipv6> — IPv6-agpec HTTPS-cepBepa;

+ <interface> — ucxogsawwii cetesoli nHTepgeic ans link-local agpecos;

+ <port> — nopT, Ha KoTopom 3anyuleH HTTP-cepBep, otaensietcs ot IPv6-agpeca cumBoiom '#' nnm
"' (B maHHoMm cniyyae IPv6-aapec Ao/mKeH ObiTb 3aK/TH0UeH B KBaApaTHbIe CKOGKM «[]»);

+ <path> — oTHocuTenbHbIV NyTb K dhainy Ha TFTP-cepsepe.

+ flash:data/FILE — nanka gns ckaumBaHus oaiisioB ¢ mapLupyTm3aropa.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIi pexum
ROOT
Mpumep

esr# merge tftp://10.100.100.1/esr.cfg system:candidate-config

path

[laHHOI KomMaHAol onpefenstoTca NPOTOKO/, afipec CepBepa, a TakkKe pacrnosiokeHne 1 Nnpedukc MeHun
dhalina Ha cepsepe. Mpun BbINONHEHNN pe3epBUPOBaHUSA K Npedrkcy umeHn dalina obasnsercs Tekyllee
Bpems n gara B popmare Nnrrmman_d44MmcCc.

Micnonb3oBaHue oTpuuaTesisHoi hopMbl KOMaHbl (NO) yAaNSeT YyCTaHOB/IEHHOE 3HAYEHME.

CuHTakcuc
path <PATH>
no path

MapameTpbl

<PATH> - chopmat nyTu A0 Nanku Ha yaaneHHoM cepeepe no npotokonam tftp/ftp/sftp/scp B ogHom 13
cnepyoLmnx opmMaToB:

- tftp://<ip>[<port>]:/<path> - agpec gpaiina Ha TFTP-cepBepe, rae:
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<ip> — IP-agpec TFTP-cepBepa;
<port> — nopT, KoTopbli cnywaeT TFTP-cepep, otaensietcs oT IP-agpeca CMMBOIOM «#» NN «:»,
<path> — oTHocuTenbHbIN NyThb K dhainy Ha TFTP-cepBepe.

- tftp://<ipv6>[%<interface>][<port>]:/<path> — agpec chaiina Ha TFTP-cepBepe, rae:

<ipv6> — IPv6-agpec TFTP-cepsepa;

<interface> — ncxogsawmii ceteBoi nHtepdelic ans link-local agpecos;

<port> — nopT, KoTopblii cnywaet TFTP-cepBep, otaensietcs ot IPv6-agpeca cumoniom '# nnn ' (B
AaHHOM cnydae IPv6-aipec AonkeH 6biTh 3aK/MOYEH B KBAAPaTHbIE CKOOKM «[]»);

<path> — oTHOcuTenbHbIN NyThb K dhainy Ha TFTP-cepBepe.

- ftp://[<user>[:<password>]@]<ip>[<port>]:/<path>

<ip> - IP-agpec FTP-cepBepa;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMSA NO/Ib30BaTEss MO YMOTYaHMI0 MOXHO KOMaHZAoM ip
ftp client username, onucaHHoii B ip ftp client username);

<password> — napo/sib (HaCTPOUTb Naposb MO YMOIYaHMID MOXHO KOMaHZoW ip ftp client password,
onucaHHoli B ip ftp client password);

<port> — nopT, KoTopblii cnywaeT TFTP-cepBep, otaensietcs oT IP-agpeca CMMBOMIOM «#» NN «:»,
<path> — oTHOCUTENbHbIN NN abCoNtoTHLIN NyTb K doainy Ha FTP-cepsepe.

- ftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec FTP-cepBepa;

<interface> — ncxogsAwmii ceteBoi nHtepdelic ans link-local agpecos;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMA NO/Ib30BATEss MO YMOYaHMI0 MOXHO KOMaHZAoM ip
ftp client username, onucaHHoii B ip ftp client username);

<password> — napo/sib (HaCTPOUTb Naposb MO YMOIYaHMI0 MOXHO KOMaHZoW ip ftp client password,
onucaHHoi B ip ftp client username);

<port> — nopT, KoTopblii cnywaet TFTP-cepBep, otaensietcs ot IPv6-agpeca cumoniom '# nnn "' (B
AaHHOM cnydae IPv6-afipec AomkeH 6biTh 3aK/MOYEH B KBAAPATHbIE CKOOKM «[]»);

<path> — oTHOCHUTeNbHbIN NN abContoTHLIA NyTb K doaitny Ha FTP-cepsepe.

- sftp: //[<user>[ <password>]@]<ip>[<port>]:/<path>

+ <ip> — IP-agpec SFTP-cepsepa;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMA NO/Ib30BATEss MO YMOYaHMI0 MOXHO KOMaHAoM ip
sftp client username, onucanHoli B ip sftp client username);

<password> — naposib (HaCTPOUTb Naposib N0 YMOYAHMID MOXHO KOMaHZoW ip sftp client
password, onucaHHoli B ip sftp client password);

<port> — nopT, KoTopblii cnywaeT SFTP-cepsep, otaensietcs oT IP-agpeca CMMBOIOM «#» AN «:»,
<path> — oTHOcuTenbHbIA NyTb K dhainy Ha SFTP-cepsepe.

- sftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec SFTP-cepsepa;

<interface> — ncxogsawmii ceteBoi nHtepdelic ans link-local agpecos;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMA NOSIb30BATEss MO YMOYAHMI0 MOXHO KOMaHZAoM ip
sftp client username, onucanHoli B ip sftp client username);

<password> — napo/sib (HaCTPOUTb Naposib N0 YMOYAHMID MOXHO KOMaHZoW ip sftp client
password, onucaHHoli B ip sftp client password);

<port> — nopT, KoTopblii cnywaet SFTP-cepsep, otaensietcs ot IPv6-agpeca cumosiom '# nnn ' (B
AaHHOM cnydae IPv6-aipec AomkeH 6biTh 3aK/MOYEH B KBAPATHbIE CKOOKM «[]»);

<path> — oTHOcuTenbHbIA NyTb K dhainy Ha SFTP-cepsepe.

- scp://[<user>:<password>@]<ip>[<port>]:/<path>

<ip> — IP-agpec cepsepa;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMSA NMO/Ib30BATEss MO YMOYaHMI0 MOXHO KOMaHZoM ip
ssh client username, onucaHHoi B ip ssh client username);

<password> — napo/sib (HaCTPOUTb Naposib NO YMOYAHMID MOXHO KOMaHZoi ip ssh client
password, onucaHHoli B ip ssh client password);

<port> — nopT, KoTopblii cnywaeT TFTP-cepBep, otaensietcs oT IP-agpeca CMMBOIOM «#» NN «:»,
<path> — oTHOCUTENbHbIN NN abCoNTHLIN NYTb K dainy Ha cepsepe.

- scp://[<user>:<password>@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec cepsepa;
<interface> — ncxogsawmii ceteBoi nHtepdelic ans link-local agpecos;
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* <user> — UMsi Nosib3oBatensi (HaCTPoOUTb UMA NO/SIb30BATEsS MO YMOYaHMI0 MOXHO KOMaHAoM ip
ssh client username, onucaHnHoi B ip ssh client username);

+ <password> — naposib (HaCTPOUTbL Naposib MO YMOMYaHMI0 MOXHO KOMaHAol ip ssh client
password, onucaHHoli B ip ssh client password);

* <port> — nopT, KoTopblii cnywaet TFTP-cepBep, otaensietcs ot IPv6-agpeca cumoniom '# wnn "' (B
AaHHOM cnydae IPv6-aipec AonkeH 6biTh 3aK/MOYEH B KBAPATHbIE CKOOKM «[]»);

+ <path> — oTHOCUTENbHbIV UM aBCOMOTHLIN NYTb K haliny Ha cepBepe.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-ARCHIVE

Mpumep:

esr(config-archive)# path tftp://10.10.10.1:/esr-1000/config

restore

[JaHHasa komaHAa No3BONSET OTMEHUTHL MPUMEHEHHYIO, HO HEMOATBEPXKAEHHYH KOH(UTYpaLMIo 1 BEPHYTbCS K
nocnegHern noaTeepXxaeHHoN. KomaHga NnpyMeHseTcs KO BCel KoHpurypaumm yctpoinctea. OTMeHa
N3MEHEeHNI I MOXET ObITb BbINOIHEHA TOMbKO A0 BBOAA KOMaHAbl confirm. Mpu BbINO/IHEHUN KOMaHAbI restore
NPOVCXOANT NOTEPst HENOATBEPXKAEHHON KOHUTypaL .

CuHTakcuc

restore

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
ROOT

Mpumep:
esr# restore

OcyulecTBneH BO3BpaT K nocrnefHen NoaTBepXAeHHOM KOHMrypauumn.

rollback

[aHHan KomaHaa no3BonsieT M3MeHnTb cogepxxmmoe candidate-config.
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KomaHga npumMeHsieTcsi KO BCeil KoHgurypauum ycTpoiicTea.

CuHTakcuc
rollback [to-backup <FILENAME>]

MapameTpbl

<FILENAME> - nms dpaiina paHee coxpaHeHHol koHdurypauun ns pasgena flash:backup/ mapuwpytmsatopa.

3HaueHue No yMmosi4aHuio

Be3 ncnonb3oBaHus knoya "to-backup” B candidate-config konmpyetcs Tekywas "running-config”.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
ROOT

Mpumep:
esr# rollback

I'IpomsseAeHa OTMeHa BCeX HEMPUMEHEHHbIX N3MEHEHWI1 B KOHd)I/IrypaLIIVII/I.

save

KomaHga cnyxumt ans coxpaHeHns CANDIDATE-koHurypayumm B NOCTOSAHHYIO NaMsiTb YCTPOMUCTBA.

CuHTakcuc

save

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZHbIi pexum
ROOT

Mpumep:
esr# save

CoxpaHeHue TekyLlei koHurypaumm Ha Flash-namaTe ycTpoiicTea.
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show bootvar

JaHHaa komaHga cnyxumTt ansa npocMoTpa nHgopmMaumm 06 obpasax nporpaMMHOro oéecneyeHums,
3arpy>eHHbIX Ha YCTPOMCTBO.

CuHTakcuc

show bootvar

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heob6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum
ROOT

Mpumep:

esr# show bootvar

Image Version Date Status After reboot
1 1.5.10(FSTEC) build 2025-05-23 18:05:11 Active *
11[44596aa294]
2 1.5.10(FSTEC) build 2025-05-23 18:05:11 Not Active
11[44596aa294]

show boot-licence

[JaHHas komaHza CnyXuT 41 NpocMoTpa MHGopMaLuy 06 akTUBHOW NINLEH3MN YCTPONCTBA NPUMEHSIEMbIX HA
aTane 3arpy3ku BTOPUYHOTO 3arpy3uymka.

CuHTakcuc

show boot-Tlicence

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
5

KomaHZHbIi pexum
ROOT
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Mpumep:

esr# show boot-licence
Licence 1information

Name: Eltex

Version: 1.0

Type: ESR-1000

S/N: NP01000530

MAC: A8:F9:4B:AA:44:BB
Features:

KSS - Kaspersky Security System

show candidate-config

[laHHOV KOMaH/10¥i OCYLLIECTBNSIETCS NPOCMOTP KOHAUIypaLum yCTPOCTBa, KoTopast GyaeT ycTaHOB/eHa
rnocsie NpuMeHeHust HacTpoek (komaHaa commit).

CuHTakcuc
show candidate-config [ full ] [ <SECTION> ]

MapameTpbl

full — kntou gna oTobpaxeHns B KOHUIYpaLUN 3HAYEHWI BCEX NApaMEeTPOB, B TOM YMC/IE€ N HEHACTPOEHHbIX.

<SECTION> — pasgen koHgurypaLmu:

aaa — HacTpoiika napameTpoB ayTeHTUMKALMKW, aBTOPU3ALUN U YUET],
access-list — KoHhurypayuma cnnuckos focTyna;
bridges — KoHtburypauus cetTeBbiX MOCTOB;
+ [ <NUM>] - Homep ceTeBoro mocTa.
channel-group — kOHUrypaums rpynmnbl arperayumn KaHasos;
clock — koHhurypauma cuctemMHblx YacoB MapLupytmsatopa u NTP-npoTokona;
dhcp - koHurypaums DHCP-cepBepa, kiveHTa 1 Relay-areHTa;
domain — koHdurypaums domain lookup;
content-provider — KOHhMrypaumnsa NCTouHKa 06HOB/IEHUI NPaBU PacnpoCcTpaHsaemMbIX No
KOMMePYEeCKOn NNLEH3NK;
dual-homing — koHdourypaums cepsuca Dual Homing ' ;
extended — pacluMpeHHbIn BbIBOA KOHUrypauuuy;
hostname - ceTeBoe UMs MapLupyTU3aTopa;
interfaces [<IF>] — KoHdUrypauus nHTepdeincos:
+ <IF> - HaumeHoOBaHne nHTepgelica, 3agaéTca B BUAE, ONUCAHHOM B pasgene Tursl 1 nopsgok
MMEHOBaHWs HTephencoB MapLupyT1saTopa.
ip-address — koHhurypauus IP-nHtTepdelicos;
ipv6 [<SUBSECTION>] — koHpurypauus IPv6:
+ address — koHurypaums IPv6-uHTepdencos;
+ dhcp [<SUBSECTION>] — koHourypaums IPvé DHCP-cepBrcOB:
+ client — koHpurypauyms IPvé DHCP-cepBepa;
* relay — koHcpurypauyus IPvé DHCP Relay-areHTa;
+ server — KoHthurypaums IPvé DHCP-knneHTa.
« routing [<SUBSECTION>] — koHdpurypauus IPv6-mapLupyTUsaLmm:
+ bfd - koHpurypauymsa npotokona IPvé BFD;
* bgp — koHdurypaums npotokona IPvé BGP;
+ ospf — koHGmrypaums npotokona OSPFv3;
« prefix-lists — koHdurypaums IPvé npedmkc-nmcTos;
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* rip — koHhurypaums npotokona RIP;
+ static — KOHUrypaums ctaTmyeckmx MapLupyToB.

* vrrp — KoHdpurypaumsa IPvé VRRP-npoTtokona.
dialplan — koHcburypauyusa nnaHa Hymepauuu;
lldp — koHourypauwms npotokona LLDP;
mac-address-table — koHdmrypaums Ta6nuusl MAC-agpecos ' ;
mailservers — KOHUrypaLms no4ToBbIX CEPBEPOB U LOMEHOB;
mdns — cpyHKumnoHana mDNS;
mirroring — KOHUrypaums sepkanmposaqus ' ;
mpls — KoHpMrypaumsa NnpoTokonoB TexHonorun MPLS;
mdns — koHdurypaums dpyHkumoHana mDNS;
multiwan — KoHMrypauusi cepsuca pesepaupoBaHusa n 6anaHcnposkn WAN-nHTepdeiicos;
nat [<SUBSECTION>] — koHdurypauusa cepsuca NAT:

+ source — KoHpurypauus cepsuca Source NAT,;

+ destination — koHhurypaums cepuca Destination NAT;

+ alg — koHdurypauusa anroputma NAT.
netflow — koHdurypauus Netflow-npotokona;
object-groups [ <TYPE> [ <NAME> | | = koHourypaums npocpuneis;

+ <TYPE> — T1n npocnns, NpuHUMaEeT 3HaYEHNS:

- content-filter;
« email;

* network;

+ address-port;
+ application;

* mac;

* service;

« url.

+ <NAME> - nms npochmna 3agaHHoro tuna.
port-security — koHdurypaums Port Security -
qos — koHgurypaums QoS;
remote-access [<SUBSECTION>] — koHdpurypaums npocounein L2TP over IPsec n PPTP-cepBepos;

* 12tp — koHpurypaums npodpunein L2TP over IPsec-cepBepos;

* pptp — KoHurypauus npocuneii PPTP-cepsepos;

* openvpn — KoHurypaums npodpunei OpenVPN-cepsepoB.
remote-client — koHdpurypauus yaaneHHoro goctyna (SSH, Telnet, etc.);
rmon — koHdurypauus RMON,;
routing [<SUBSECTION>] — KoHtpurypauus MapLupyTU3aLmm:

+ bfd — koHpurypaumsa npotokona BFD;

+ bgp — koHpurypauumsa npotokona BGP;

* isis — koHGurypaums npoTtokona IS-IS;

+ key-chains — koHurypaums knyen ayteHTMdnKaumm;

+ ospf — koHdpurypauus npotokona OSPF;

« prefix-list — koHGUrypaumsa npedmKc-NncToB;

* rip — KoHQurypauus nportokona RIP;

* route-maps — KoHUrypauuss MapLUpyTHbIX KapT

* [<RM-NAME> ] — umsa mMapLupyTHOIi KapTbl.

+ static — KOHMrypaums ctatmyecknx mapLipyToB.
security [<SUBSECTION>] — koHdurypaums cepsucos IPsec VPN u Firewall;

+ ike — koHpurypaums IKE;

* ipsec — KoHchurypaums IPsec;

*+ zone — KoHpurypaums 30H Firewall;

* Zone-pair — KoHdhurypauus nepexooB mexay 3oHamu Firewall.
Sip — KOHpurypaumsa npoTtokona SIP;

« profile — koHdurypaums SIP-npochuneis;

+ service — koHGurypauus SIP.
sflow — koHurypaums sFlow-npotokona;
snmp — koHgurypauns SNMP-cepsepa;
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spanning-tree — KOHpUrypaums NpPOTOKO/I0B ceMelicTBa Spanning Tree;
sla — koHdurypauus cepsuca IP SLA;
system — KOHpMrypaumsa o6LecncTeMHbIX NapamMeTpos;
syslog — koHdurypauums cepsuca Syslog;
tracks — koHGurypauus Tracking-o6beKTOB.
tunnels [<TYPE> [<NUM> ] ] — koHcburypauus TyHHeneii:
* <TYPE> — Tvn TyHHens, NnpyHUMaeT 3Ha4YeHns:
+ gre — KoHgwurypaunst GRE-TyHHeneis;
* ip4ip4 — koHdurypaums IPv4 over IPv4-TyHHenei;
* |12tp — koHdurypaums L2TP-TyHHene;
* 12tpv3 — koHurypaums L2TPv3-TyHHenei;
* It — KOHUrypauusa nornyecknx TyHHenerw;
- softgre — koHurypaums SoftGRE-TyHHeneli ';
+ vti — KoHurypauus VTI-TyHHenel;
* pptp — KoHpurypauusa PPTP-kMeHTOB;
* pppoe — KoHurypauma PPPOE-k1neHTOB;
* 12tp — KoHurypauns L2TP-k1neHTos;
+ openvpn — KoHurypaums OpenVPN-kMeHToB.
* <NUM> — HOMep TyHHens AaHHOro Tuna B KOHUrypauumn mapLupytumsaropa.
vlans — koHpurypaumsa VLAN,;
voice — KOHuUrypaums rosliocoBbIX CEPBUCOB;
vrf — koHcburypauwms VRF,;
vrrp — kKoHdurypaums VRRP-npotokona;
wireless-controller — koHgurypauns napametpos Wi-Fi KoHTponnepa;
zabbix — koHurypauusa Zabbix-areHTa.

B Tekywieli Bepcun MO gaHHble yHKUMN NOAAEPXMBAOTCA TO/IbKO HA MapLipyTmu3aTopax ESR-1000.

Heob6xoauMbIii ypoBeHb NpuBUierui

10

KomaHZHbIi pexum

ROOT
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Mpumep:

esr# show candidate-config

ntp enable

ntp broadcast-client enable

syslog max-files 3

syslog file-size 512

syslog file default -info

vlan 2

exit

security zone trusted

exit

security zone untrusted

exit

object-group service telnet
port-range 23

exit

object-group service ssh
port-range 22

exit

object-group
port-range 67

service dhcp_server

ESR-Series. CnpaBo4yHMK kKomaHz CLI

exit More? Enter - next line; Space - next page; Q - quit; R - show the rest.

show configuration changes

[aHHoI KomMaHAO0l OCYLLECTBASAETCA MPOCMOTP pasnnyuii Mexay koHdurypaumoHHbIMn hainamm.

CuHTakcuc

show configuration changes [<CONFIG> < CONFIG>]

MapameTpbl

<CONFIG> — KoHUrypaumoHHbIi thaiin gnas cpaBHeHMs. MoryT npyHMMaThb 3HavYeHUs:

+ candidate-config;
* running-config;

+ factory-config;

+ default-config;

« flash:backup/FILE.

3HayeHue No ymosiMaHuio

Be3 ykasaHus <CONFIG> oTo6paxaeTcs pasHuua mexay running-config n candidate-config.

Heo6xoauMbIii ypoBeHb NpuBUIerui

10

KomMaHAHbIV peXxum
ROOT
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Mpumep:

esr(config-)# show configuration changes
+ dnterface gigabitethernet 1/0/1.100

+ ip firewall disable

+ ip address 10.54.22.1/24

+ exit

show crypto certificates

[JaHHasi KomaHa BbIBOAWUT MHGIOPMALMIO O KOJTMYECTBE CEPTUCMKATOB.

CuHTakcuc

show crypto certificates [ <CERTIFICATE-TYPE> [ <FILE> ] ]

MapameTpbl
<CERTIFICATE-TYPE> — Tun ceptudpnkara uam kn4a, MoXeT NPUHUMaTh criefylolmne 3Ha4eHus:

+ cert — X.509 cepTugoukarsi,

+ dh — kmou Andpdomn-Xennmaxa;

* private-key — npmBarHble K104y,

*+ public-key — ny6nunyHble knouw;

* ta - HMAC-knovy;

+ crl — oTo3BaHHbIE CepTUdMKATbI;

* CSr — 3anpocbl Ha cepTudpmkauuio X.509;
+ pfx — PKSC12-koHTeiiHep.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# show crypto certificates
Type Total

cert 3
dh 1
private-key 2
public-key 1
ta 1
crl 1

show licence

[JaHHasi KomaHga CryXuT A1si TPocMoTpa MHhopMaLyn 06 akTVBHOM TMLIEH3WMN YCTPOIACTBA.
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CuHTakcuc

show licence

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
5

KomaHaHbIi pexum
ROOT

Mpumep:

esr# show licence
Licence information

Name: X-Telecom

Version: 1.0

Type: ESR-1000

S/N: NP01000046

MAC: A8:F9:4B:AA:03:20

Features:
DHCP - Dynamic Host Configuration Protocol
IDS - Empty description
SWUTIL - View interface's utilization

show running-config

[laHHas KoMaHAa CNyXuT A9 NPOCMOTPa TekyLel KoHurypauum ycTpoicTea.

CuHTakcuc

show running-config [<SECTION>] [ full ]

MapameTpbl
<SECTION> - pasgen koHdurypaumm, onucaHme npmseaeHo B pasgene show candidate-config.

full — knou ANs OTOBPAXEHNSA B KOHUIYpaLMM 3HAYEHUIT BCEX NAPaMETPOB, B TOM YMC/e 1 HEHACTPOEHHbIX.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
ROOT
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Mpumep:

esr# show running-config syslog
syslog max-files 3

syslog file-size 512

syslog file default -info

syslog console info

show storage-devices

[laHHOli KOMaH0 BbIBOAMTCA MHDOPMALMS O NOAK/THUYEHHbIX BHELLHUX HOCcUTeNnsix nHcpopmaummn (USB/MMC-
KapT namsTu).

CuHTakcuc

show storage-devices { usb | mmc }

MapameTpbl
usb — USB-Hakonutesib nHchopmawmn.

mmc — SD/MMC-kapTta namaTu.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# show storage-devices mmc

Name Total, MB Used, MB Free, MB
EF28-D0O74 99.79 72.64 27.15
show usb

[ aHHO KOMaH 10V BbIBOAMTCS UHpopMaLysa 0 NOAKMoYeHHbIX USB-HocuTensx.

CuHTakcuc

show usb

MapameTpbl

KomaHga He coaepXuT napameTpos.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum
ROOT

Mpumep:

esr-1000# show usb
USB device Vendor Product ID Product version

show version

[JaHHasa komaH4a CiyxuT 418 NpocMoTpa TekyLleid Bepcuy NporpaMmMHOro obecneyeHns 1 annapaTHo Yactu
yCTpOlCcTBa.

CuHTakcuc
show version [ bl | hw | sw | voip ] [ unit { <RANGE-ID> | local } ]

MapameTpbl

<bl> — aToT NapameTp No3BoONAET NpocMaTpuBaTh TO/IbKO Bepcuto boot. HegocTynHo Ha VESR;

<hw> — 3TOT NnapameTp NO3BONSAET NpoCcMaTpMBaTh TO/ILKO BEPCUIO annapaTHOn YacTu YCTPONCTBa;

<SW> — 3TOT napamMeTp No3BO/IAET NPOCMaTPMBATL TO/IbKO BEPCUIO NPOrpaMMHOro obecneyeHus;
<RANGE-ID> - npuHvmaeT Homepa toHuToB B hopmare: ID,ID-ID. Homep toHWTa NpuHUMaEeT 3HadeHus [1..2];

local — kntou ansa OTO6pa)KeHI/IF| Bepcun yCTpOIZCTBa, Ha KOTOpOM BBOAUTCA KOMaHAa, B (*)OpMaTe BbiBOAA 6e3
BKJ/TOHEHHOIO K/1acTepa.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHZAHbIi pexum
ROOT
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Mpumep:

esr# show version
Boot version:
1.5.10.11 (2025-05-23 18:05:30)
SW version:
1.5.10(FSTEC) build 11[44596aa294] (2025-05-23 18:05:11)
HW version:
1v3

esr# show version bl
Boot version:
1.5.10.11 (2025-05-23 18:05:30)

esr# show version hw
HW version:
1v3

esr# show version sw
SW version:
1.5.10(FSTEC) build 11[44596aa294] (2025-05-23 18:05:11)

time-period

[aHHoi KomaH 1oV 3a4aéTcs Nepuog, BpEMEHU, MO UCTEUEHNI KOTOPOro GYAET OCYLLECTBIATHLCS
aBTOMATUYECKOE Pe3epBUMPOBaHME KOHQUIypaLun.

Vicnonb3oBaHue oTpuLaTeNbHON (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
time-period <TIME>

no time-period

MapameTpbl

<TIME> — nepMoAn4HOCTb aBTOMATUUYECKOro pe3epBMpoBaHns KoHdUrypauum, npuHMMaeT 3HadyeHne B
MuHyTax [1..525600].

3HayeHue No ymosiMaHuio

720 MUHYT.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG-ARCHIVE

Mpumep:

esr(config-archive)# time-period 1440
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[laHHOI KOMaHAoV yCTaHaBNMBAETCSA TUM COXpaHeHMs pe3epBHbIX KOHUrypauumii mapLupyTmusartopa.

Mpwn ncnonb3oBaHUM OTPULATENBHOM (DOPMbI KOMaHAbl (NO) yCTaHaBNIMBAETCS PEXMM MO YMOTYAHWIO.

CuHTakcuc

type <TYPE>

no type

MapameTpbl

<TYPE> - TN coxpaHeHusi pe3epBHbIX KOHUIypauuii MmapLipyTusatopa. MprHUMaeT 3HaueHus:

local — coxpaHeHus1 pe3epBHbIX KOHGIUTypauuii npomcxo,qMT B pasgen flash:backup/ ¢ umeHem chaiina
Bm,qa "config_YYYYMMDD_HHMMSS_username;" rae:

* YYYY - rog, cornacHo CMCTEMHbIM YacaM MapLupyTu3aTopa Ha MOMEHT 3anucu pe3epBHON Konun
KOHpurypauunu;

MM - mecsL, cornacHo CUCTEMHbIM YacaMm MapLUpyTU3aTopa Ha MOMEHT 3anucu pe3epBHOL
Konuu KoHdurypawmu;

DD - feHb, corlacHoO CUCTEMHbLIM Yacam MapLupyTM3aTtopa Ha MOMEHT 3anucu pe3epBHO Konuu
KOHpurypauuu;

HH - yac, cornacHo cMcTeMHbIM Yacam MapLupyTu3aTopa Ha MOMEHT 3anucy pe3epBHON KONuK
KOHpurypauuu;

MM — MUHYTa, COr/TacHO CUCTEMHbIM Yacam MapLlpyTM3aTtopa Ha MOMEHT 3anncu pesepBHO
Konuu KoHdurypawmu;

SS - cekyHAa, cornacHo CUCTEMHbIM YacaM MapLupyTusaTopa Ha MOMEHT 3anvcu pe3epBHON
Konuu KoHdurypawmn.

username — UMs YY4ETHOW 3anucu, B pamMmkax ceccum KoTopoli 6b1/1 BbINOTHEH «Commit».

* remote — coxpaHeHus1 pe3epBHbIX KOH(IUTYpaL Ml NPONCXOAAT Ha YAa/IEHHbIN cepBep;
+ both — coxpaHeHus pesepBHbIX kKOHUrypauwmii B pasgen flash:backup n Ha yaaneHHbIn cepsep.

3Ha4yeHune no ymonyaHuio

remote

HeobOxoaumbivi ypoBeHb NPUBUETAA

15

KomaHZgHbIi pexum
CONFIG-ARCHIVE

Mpumep:

esr(config-archive)# type both

unmount storage-device

,ﬂ,aHHOVI KOM&HAOVI npon3BognNTCA OTKNKOYEHNE BHELLHEINO HAKOMUTE/A.
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CuHTakcuc

unmount storage-device { usb | mmc }

MapameTpbl
usb — USB-Hakonutenb nHdopmawmn.

mmc — SD-/MMC-kapTta namstu.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KomaHaHbIi pexum
ROOT

Mpumep:

esr# show storage-devices usb
esr# 2024-04-27T08:55:40+00:00 %USBFLASH-I-CHANGE: 'D2E5-006B' has been inserted!

update crypto default

[laHHOI KoMaHAolVi 06HOBNSATCS CEPTURUKATDI.

CuHTakcuc

update crypto default <CERTIFICATE-TYPE> [invalid-after] [valid-after]

MapameTpbl

<CERTIFICATE-TYPE> — T1n ceptudinkara uam kn4a, MOXeT NPUHUMaTb CrieayoLlne 3Ha4YeHus:

« dh - knou Andbdomn-Xennmaxa;
* Cca — KOpHEBO cepTmdimkar;
+ cert — X.509-ceptuchmkar.

invalid-after — ycTaHoBKa AaThl, 10 KOHLIA KOTOPOI ByAET AelicTBOBATL CEPTUCIMKAT;

valid-after — yctaHoBKa gathl, OT HaYana KoTopoii byeT AeiicTBOBaTb CEPTUIMKAT.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
ROOT
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Mpumep:

esr# update crypto default ca invalid-after 00:00:00 01 january 2025
esr# show crypto certificates cert default_ca.pem | i after
Valid after: 2024-06-13 12:27:57
Invalid after: 2025-01-01 00:00:00
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6 Hactpoiika TFTP-cepBepa

+ dscp enable ip tftp server local-port dscp
*+ enable

* ip tftp server

* local-port

dscp

KomaHpaa 3anaét 3HayeHne koga DSCP ansa ucnonb3oBaHusa B IP-3aronioBke ncxogswmx naketos TFTP-
cepsepa.

cnonb3oBaHue oTpuuatenbHoli hopMbl komaHabl (No) ycTaHaBnmBaeT 3HaveHme DSCP no ymonuaHuto.

CuHTakcuc

dscp <DSCP>
no dscp

MapameTpbl

<DSCP> - 3HaueHue koga DSCP, npuHumaeT 3HaueHve B amanasoHe [0..63].

3Ha4yeHune no ymonyaHuio
0

HeoOxoaumbivi ypoBeHb NPUBUMETAA
10

KomaHZgHbIi pexum
CONFIG-TFTP-SERVER

Mpumep:
esr(config-tftp-server)# dscp 22
enable

[aHHoin komaHaol BkntodyaeTcs TFTP-cepBep Ha mapLupyTmusartope.

Vicnonb3oBaHue oTpuLaTesbHo hopMbl KoMaH bl (no) oTknouaet TFTP-cepsep.

CuHTakcuc

[no] enable

MapameTpbl

OTcyTCTBYIOT.
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3Ha4yeHune no ymonyaHuio

OTK0YEHO.

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-TFTP-SERVER

Mpumep:

esr(config-tftp-server)# enable

ip tftp server
[laHHas KoMaH4a NepeBoAMT MapLLPYTM3aTop B PeXMM KoHdurypuposaHusa TFTP-cepsepa.
Pa6ounm pasgenom TFTP-cepBepa siBnsietca flash:data/.

Micnonb3oBaHue oTpuLaTeNbHO DOPMbI KOMaH bl (N0) BbIK/OUYAET 1 pasHacTpanBaeT TFTP-cepsep.

CuHTakcuc

ip tftp server vrf <VRF>

MapameTpbl

<VRF> - nms aksemnnsapa VRF, 3agaetcsa cTpokoii 4o 31 cumBosa, B paMmkax Kotoporo 6yaet pabortarb TFTP-
cepsep.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG

Mpumep:

esr(config)# ip tftp server

local-port
[aHHoii komaHgon onpegensietca nopt TFTP-cepeepa Ha mapLupyTm3aTope.

icnonb3oBaHue oTpuLaTesibHoi (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.
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CuHTakcuc
local-port <PORT>

MapameTpbl

<PORT> — HOMep nopTa, NPUHUMAET 3HaueHne B gnanasoHe [1..65535].

3HauyeHue No ymosiuaHuio
69

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-TFTP-SERVER

Mpumep:

esr(config-tftp-server)# local-port 6212
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7 Hactpoiika DNS

» domain ip host

+ domain lookup enable
+ domain name

+ domain name-server

domain ip host
JaHHaa komaHga onpegenset crarmyeckyto DNS-3anuce.

icnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHbl (N0) yaanseT 3anuch.

CuHTakcuc

[no] domain ip host <NAME> <IP>

MapameTpbl
<NAME> — nms xocTa, 3agaéTcsa CTPOKOoIi A0 253 CMMBO/IOB.

<IP> - IP-agpec xocTa, 3aaaétca B Buae AAA.BBB.CCC.DDD, rae kaxaas 4acTb NpuHUMaeT 3HaueHus [0..255).

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# domain ip host eltex.loc 172.16.0.3

domain lookup enable
JaHHaa komaHga BknovaeT paspelueHre DNS-umeH.

Mcnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaH bl (NO) BbiK/ItOUYaEeT paspelleHne DNS-meH.

CunHTtakcuc
[no] domain lookup enable [ vrf <VRF> ]

MapameTpbl

<VRF> - nms ak3emnnsipa VRF, 3agaetca cTpokoii 4o 31 cMmBoia, B paMkax KOToporo 6yaeT BK/IHYEHO
paspelueHre DNS-umeH.

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomaHaHbIi pexum
CONFIG

Mpumep:

esr(config)# domain lookup enable

domain name
KomaH,u,a MNO3BOJIAET HAa3HAYUTb NMA AOMEHA OJ1 MapLlipyTn3aropa.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yAaIseT UMs AOMEHA /18 MapLUpyTM3aTopa.

CuHTakcuc
domain name <NAME>

no domain name

MapameTpbl

<NAME> — ums gomeHa mapLupyTtnsaTopa, 3agaétca cTpokoi ot 1 o 31 cumeona.

Heo6xoauMbIii ypoBeHb NpuBUIeruin
10

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# domain name eltex-co.ru

domain name-server
[anHaa komaHga onpegensert IP-agpec DNS-cepsepa, ncnonb3yemoro ans paspetleHns DNS-nven.
cnonb3oBaHue oTpuuatensHoli hopmbl komaHabl (no) yaanseT agpec DNS-cepsepa.

CuHTakcuc

[no] domain name-server <IP> [vrf <VRF>]

MapameTpbl

<IP> - IP-agpec ncnonbsyemoro DNS-cepBepa, 3agaétca B suge AAA.BBB.CCC.DDD, rae kaxgas 4yactb
npuHUMaEeT 3HaueHus [0..255];

<VRF> - nms ak3emnnsipa VRF, 3agaetcsa cTpokoii 4o 31 cumBona, B pamkax KOTOporo 6yaet NponcxoanTb
B3aumopgeicTtene ¢ DNS-cepsepom.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# domain name-server 172.16.0.1

ESR-Series. CnpaBoyHuK komaHz CLI
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8 HacTtpoiika mDNS-reflector

+ clear ip mdns-reflector

+ ip mdns-reflector

* ip mdns-reflector services
» show ip mdns-reflector

clear ip mdns-reflector

[aHHasi komaHga 06HOBNSET AaHHble B kKalle mMDNS-reflector.

CuHTakcuc

clear 1ip mdns-reflector

MapameTpbl

KomaHga He cogepXuT napameTpoB.

3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

HeoOxoaumbivi ypoBeHb NPUBUETAA
1

KomaHZHbIi pexum
ROOT

Mpumep

esr# clear 1ip mdns-reflector

ip mdns-reflector

ESR-Series. CnpaBoyHuK komaHz CLI

[JaHHas komaHga fo6aBnsieT nHTepdeiic B KoHdurypaumto cepeuca mDNS-reflector. ns 3anycka cepsuca

HY>XHO BK/IIOUMTb B KOHCpUrypaLmio MUHUMYM ABa MHTepdieiica.

Vicnonb3oBaHue oTpuuaTenbHoi koMaHAapl (o) yaanseT nHtepdeiic n3 KoHgurypauum ceperca mDNS-

reflector.

CuHTakcuc

ip mdns-reflector
no ip mdns-reflector

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.
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3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHAHbII pexum
CONFIG-IF-GI

CONFIG-IF-TE
CONFIG-IF-TWE
CONFIG-IF-FO
CONFIG-IF-HU
CONFIG-IF-SUB
CONFIG-IF-QINQ
CONFIG-IF-PORT-CHANNEL
CONFIG-BRIDGE

Mpumep

esr(config-if-gi)# ip mdns-reflector

ip mdns-reflector services

[aHHaa komaHaa aktusmpyet comnsTpaumtio cepsmcoB mMDNS. CepBucel, ykasaHHble B object-group <NAME>,
OyayT paspeLleHsbl, BCe oCTaslbHble ByayT 3anpeLleHbl. Ecnm cnucok ounstpaumm nyct, To 6yayT AOCTYMNHbI
BCE CEPBUCHI.

icnonb3oBaHue oTpuUaTenbHoi koMaHAabl (No) oTkoUaeT dmnbTpauuto cepercos mMDNS.

CuHTakcuc

ip mdns-reflector services <OBJ-GROUP-URL-NAME>
no ip mdns-reflector services

MapameTpbl

<OBJ-GROUP-URL-NAME> - nms npodmnsa URL-agpecos, 3agaétca cTpokoii go 31 cumsona.

3HayeHue No ymosiMaHuio

OTcyTCTBYET.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10
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KomaHaHbIi pexum
CONFIG

Mpumep

esr (config)# object-group url test

esr (config-object-group-url)# url _ssh._tcp.local
esr (config-object-group-url)# exit

esr (config)#

esr (config)# ip mdns-reflector services test

show ip mdns-reflector

[laHHas kKomaHAa BbIBOAWUT CNMCOK cepBucoB 13 katla mDNS-reflector.

CuHTakcuc

show ip mdns-reflector [ interfaces <IF> | service <NAME> ]

MapameTpbl

<IF> — nHTepdeiic unu rpynnbl UHTepdoeiicoB, 3aaaéTcs B BUAE, ONMCAHHOM B pasaene Turbl 1 Nopsiaok
VIMEHOBaHUSI MHTEPPEICOB MapLLPYTU3aTOPa;

<NAME> — ums npodmnnsa URL-agpecos, 3agaétca cTpokoin oo 31 cumeona.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHZgHbIi pexum
ROOT
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Mpumep

esr# show ip mdns-reflector
Interface IP address Hostname Service Port

ESR-Series. CnpaBoyHuK komaHz CLI

br21 172.

gi1/0/2.
gi1/0/2.
gi1/0/2.
gi1/0/2.
gi1/0/2.
gi1/0/2.
gi1/0/2.
gi1/0/2.

172.
172.
172.
172.
172.
172.

WEP-12ac
WEP-12ac
WEP-12ac
WEP-12ac
WEP-12ac
.0.
.11
.11
.11
.11
.11
.11
.11

[cl ol oo oM OO

11

local
local
local
local
local
local
local
local

esr# show ip mdns-reflector service ssh
Interface IP address Hostname Service Port

.local _brcm-sb._tcp 80
.local _telnet._tcp 23
.local _ssh._tcp 22
.local _http._tcp 80
.local _https._tcp 443
Book-tester-7.
Book-tester-7.
Book-tester-7.
Book-tester-7.
Book-tester-7.
Book-tester-7.
Book-tester-7.
Book-tester-7.

_ssh._tcp 22
_sftp-ssh._tcp 22
_eppc._tcp 3031
_rfb._tcp 5900
_smb._tcp 445
_airplay._tcp 7000
_raop._tcp 5000
_teamviewer._tcp 2020

br21 172.21.0.10 WEP-12ac.local _ssh._tcp 22
gil/0/2.20 172.20.0.11 Book-tester-7.local _ssh._tcp 22
gil/0/2.20 172.20.0.11 Book-tester-7.local _sftp-ssh._tcp 22
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9 HacTpolika 06LECUCTEMHbIX NapaMeTPoB

+ O6Lue napameTpbl

*+ HacTpoiika noakntouYeHnsl K cepepy MLEH3MPOBaHUS

alias

hostname

set unit id

show cpu network-load

show cpu history

show cpu processes

show cpu utilization

show licence-manager status
show system

show system id

system fan-speed

system config-confirm timeout
system cpu load-balance overload-threshold
show unit id

system utilization softgre disable
update licence-manager licence

descriprtion
enable

host address
host port

ip vrf forwarding
licence-manager
location
system-name

O6wwue napameTpbl

alias

ESR-Series. CnpaBo4yHMK kKomaHz CLI

[aHHas KomaHa faeT BO3MOXHOCTb HACTPOUTL YKOPOUEHHbIe/CneunuUHbIe KOMaHbl B Pas/inyHbIX

KOMaHAHbIX

Mcnonb3oBaHue oTpuLaTeNbHON (DOPMbI KOMaH bl (N0) yaansieT 3anmchb.

pexummax.

A [ns aktTBauum HAaCTpoeHHbIX alias Heo6xoanMmo nepenogxnounTees K CLI MmapLupyTusaTopa.

CuHTaKkcuc

alias {<ALIAS_NAME>} {<MODE>} {<COMMAND>}
no alias <ALIAS_NAME>

MapameTpbl

<ALIAS_NAME> - nms HOBO#1 KOMaHApbl.

<MODE> — Ha3BaH1a KOMaHLHOIO PeXKMa, B KOTOPOM MPUCYTCTBYET HOBAs KOMaH4a:

+ aaa-ldap-profile-configure;
+ config;

+ config-aaa-das-profile;

+ config-aaa-radius-profile;
+ config-access-profile;
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+ config-acl;

+ config-acl-rule;

+ config-address-assignment-pool;
+ config-antispam-profile;
+ config-antispam-profile-rule;
+ config-archive;

+ config-bgp;

+ config-bgp-af;

+ config-bgp-aggregate;

+ config-bgp-group;

+ config-bgp-group-af;

+ config-bgp-group-af-vrf;
+ config-bgp-listen;

+ config-bgp-local-as;

+ config-bgp-neighbor;

+ config-bgp-neighbor-af;
+ config-bgp-neighbor-af-vrf;
+ config-bgp-vrf;

+ config-bgp-vrf-af;

+ config-bgp-vrf-aggregate;
+ config-bgp-vrf-group;

+ config-bgp-vrf-listen;

+ config-bgp-vrf-local-as;

+ config-bgp-vrf-neighbor;
+ config-bridge;

+ config-cellular-modem;

+ config-cellular-profile;

+ config-class-map;

+ config-class-policy-map;
+ config-cluster;

+ config-cluster-unit;

+ config-content-provider;
+ config-crypto-sync;

+ config-das-server;

+ config-dhcp-server;

+ config-dhcp-server-failover;
+ config-dhcp-server-vendor-specific;
+ config-dhcp-vendor-id;

+ config-dnat;

+ config-dnat-pool;

+ config-dnat-rule;

+ config-dnat-ruleset;

+ config-failover;

+ config-firewall-failover;

+ config-gre;

+ config-http-profile;

+ config-if-eT;

+ config-if-gi;

+ config-if-te;

+ config-iftwe;

+ config-if-fo;

+ cpnfig-if-hy;

+ config-if-loopback;

+ config-if-multilink;

+ config-if-port-channel;

+ config-if-qing;

ESR-Series. CnpaBo4yHMK kKomaHz CLI
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+ config-if-serial;

+ config-if-sub;

+ config-ike-gw;

+ config-ike-keyring;

+ config-ike-policy;

+ config-ike-proposal;

+ config-ip4ip4;

+ config-ips;

+ config-ips-auto-upgrade;

+ config-ips-category;

+ config-ips-category-rule;

+ config-ips-category-rule-advanced,;
+ config-ips-content-filter;

+ config-ips-policy;

+ config-ips-policy-vendor;

+ config-ips-policy-vendor-category;
+ config-ips-upgrade-user-server;
+ config-ipsec-policy;

+ config-ipsec-proposal;

+ config-ipsec-vpn;

+ config-ipv6-dhcp-server;

+ config-ipv6-ospf;

+ config-ipv6-ospf-area;

+ config-ipv6-ospf-vlink;

+ config-ipvé-pl;

+ config-ipvé-wan-rule;

+ config-ipv6-wan-target;

+ config-ipv6-wan-target-list;
+ config-isis;

+ config-key-chain;

+ config-key-chain-key;

+ config-12tp;

+ config-12tp-server;

+ config-12tpv3;

+ config-12vpn;

+ config-12vpn-autodiscovery-bgp;
+ config-12vpn-eompls;

+ config-12vpn-pw;

+ config-12vpn-pw-class;

+ config-ldap-server;

+ config-ldp;

+ config-ldp-af;

+ config-ldp-af-if;

+ config-ldp-neighbor;

+ config-licence-manager;

+ config-line-aux;

+ config-line-console;

+ config-line-ssh;

+ config-line-telnet;

+ config-It;

+ config-mailserver;

+ config-mailserver-domain;
+ config-mpls;

+ config-net-policy;

+ config-netflow-host;

+ config-ntp;
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+ config-object-group-address-port;
+ config-object-group-application;
+ config-object-group-cf-kaspersky;
+ config-object-group-content-filter;
+ config-object-group-email;

+ config-object-group-mac;

+ config-object-group-network;
+ config-object-group-service;
+ config-object-group-url;

+ config-openvpn;

+ config-openvpn-server;

+ config-openvpn-server-user;
+ config-ospf;

+ config-ospf-area;

+ config-ospf-vlink;

+ config-pl;

+ config-policy-map;

+ config-ppp-user;

+ config-pppoe;

+ config-pptp;

+ config-pptp-server;

+ config-profile;

+ config-radius-server;

+ config-rip;

+ config-ripng;

+ config-route-map;

+ config-route-map-rule;

+ config-security-zone;

+ config-security-zone-pair;

+ config-security-zone-pair-rule;
+ config-sflow-host;

+ config-sla-responder;

+ config-sla-test;

+ config-snat;

+ config-snat-pool;

+ config-snat-rule;

+ config-snat-ruleset;

+ config-snmp;

+ config-snmp-host;

+ config-snmp-user;

+ config-subscriber-control;

+ config-subscriber-default-service;
+ config-subtunnel;

+ config-syslog-destination;

+ config-syslog-file;

+ config-syslog-host;

+ config-tacacs-server;

+ config-tftp-server;

+ config-track;

+ config-user,;

+ config-vlan;

+ config-vrf;

+ config-vti;

+ config-wan-rule;

+ config-wan-target;

+ config-wan-target-list;
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+ config-wireguard;

+ config-wireguard-server;

+ config-wireguard-server-peer;
+ config-wireguard-tunnel-peer;
+ config-wlc-failover;

+ config-zabbix-agent;

+ config-zabbix-proxy;

+ debug;

* root;

* root-change-expired-password.

<COMMAND> - cTpoka pazmepoM 96 cumsosnos. KomaHaa CLI. BBoguTcsa nonHocTbI0, 6€3 cokpalleHuid. Ans
BBOZa KOMaH/fbl U3 HECKOMbKNX CNIOB 06paMnsieTcs ABONHbIMU KaBblYKaMu.

Heob6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# alias qwe root "show version"

hostname
KomaHga no3BonsieT HasHauMTb CETEBOE UMS ANs MapLupyTM3aTopa.

icnonb3oBaHue oTpuuaTesibHol (DOPMbl KOMaH/bl (N0) yCTaHAB/IMBAET MMSsI MapLUPYTM3aTopa no YMOSTYaHuHo.

CuHTakcuc
hostname <NAME> [ unit <ID> ]

no hostname [ unit <ID> ]

MapameTpbl
<NAME> — ceTeBOe 1Ms MapLLpyTU3aTopa, 3a4aéTca CTPOKOW A0 63 CMMBO/OB;

<ID> — HOMep OHUTA, NMPUHUMAET 3HaueHus [1..2].

Heo6xoaumblii ypoBeHb NpuBUiernii
10

3HayeHue nNo ymosiMaHuio

esr-15r/esr-20/esr-21/esr-30/esr-31/esr-100/esr-200/esr-1000/esr-1500/esr-1511/esr-3200/esr-3200L/
esr-3300 — B 3aBMCMMOCTM OT MOAENN MapLupyTM3aTopa.

KoMaHAHbIV pexum
CONFIG
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Mpumep:

esr(config)# hostname router-l.eltex-co.ru

set unit id

[laHHOI KOMaH/10¥i BLICTABNSIETCA HOMEP OHWTA YCTPOIACTBA.

CuHTakcuc

set unit id <ID>

MapameTpbl

<ID> — HOMep OHUTA, NPUHMMAET 3HaueHus [1..2].

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHA