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Bepcua aokymeHTa

JAlaTa BbinycKa

CopaeprkaHue usmeHeHui

Bepcusa 1.44

20.10.2026

N3meHeHuA B pasgenax:
4.4 Pexkum paboTbl KOMMYTaTOpa
5.36.11 Hactpoiika npotokona Bidirectional Forwarding Detection (BFD)

Bepcus 1.43

09.09.2026

[o6aBneHbl pasaensi:
5.16.11 HacTtpoiika npoTtokona PRP
5.17 Npotokon PTP

N3meHeHun B paspenax:

2.3 OCHOBHbIE TEXHUYECKUE XapaKTEPUCTUKMU

4.4 Pexkum paboTbl KOMMYTaTOpa

5.7.1 OnucaHue aprymeHTOB KOMaHA,

5.10.3 Hacrtpoiika Private VLAN

5.12.3 Hactpoiika TexHonorun Multi-Switch Link Aggregation Group (MLAG)
5.16.2 Hactpoiika npotoKona ARP

5.16.7 Hactpoiika npotokona LLDP

5.21.1 MexaHusm AAA

5.21.2 NpoTtokon RADIUS

5.21.4 MpoTtoKon ynpasaeHus cetbio (SNMP)

5.22 XypHan aBapuii, npoTtokon SYSLOG

5.24 ®dyHkumA sFlow

5.28.2 NpoBepKa NoA/MHHOCTU K/IMEHTA Ha OCHOBe nopTa (ctaHaapT 802.1x)
5.28.5 KoHTponb npotokona DHCP u onuua 82

5.29 ®dyHkumumn DHCP Relay areHTa

5.31 KoHdurypauus PPPoE Intermediate Agent

5.35.1 Hactpoiika QoS

5.36.10 Hactpoiika Virtual Router Redundancy Protocol (VRRP)

5.36.11 HacTtpoiika npoTtokona Bidirectional Forwarding Detection (BFD)
5.36.4 Hactpoiika npotokona BGP (Border Gateway Protocol)

5.37 Kondurypauua VXLAN

[No6aBneHo onucaHue mogeneii Kommytaropos MES3510S-08P,
MES3510DS-24F, MES5600-24

Bepcua 1.42

09.06.2026

fAo6asneHbl pasaensbi:

5.29 KoHdurypauus PPPOE Intermediate Agent

NPUNOMEHUE E. MaTpuu,a npoxoXaeHua TpadpuKa mexay noptamm ¢
BK/IIOUEHHOW u3onauuei

U3meHeHUA B paspgenax:

2.3 OCHOBHbIe TeXHUYECKNE XapaKTepUCTUKH

4.4 Pexxum paboTbl KOMMyTaTOpa

5.1 ba3oBble KOMaHAbI

5.3 HacTpoiika makpoKomaHg,

5.6 KomaHAbl ANA HACTPOIKKU NapameTpoB AN1A 3a4aHUA Naponen
5.7 Pabora c ¢aitnamm

5.9.1 Napamertpbl Ethernet-uHtepdeiicos, Port-Channel u Loopback-uH-
Tepdeiicos

5.9.2 Hactpoiika VLAN u pexxumoB KommyTauum uHtepdeiicos
5.11 Mpynnbi arperauum KaHanos — Link Aggregation Group (LAG)
5.17.1 ®yHKuMa nocpeaHuKa nporokona IGMP (IGMP Snooping)
5.17.3 MLD Snooping — npoTOKOA KOHTPO/S MHOroagpecHoro Tpadpuka B
IPv6

5.18.1 NMpotokon PIM

5.18.4 ®dyHKuua IGMP Proxy

5.19.7 Hactpoiika goctyna

5.20 }XypHan aBapwii, npoTtokon SYSLOG

5.24 IP Service Level Agreements (IP SLA)

5.26.2.2 PacwumpeHHas npoBepKa NoA/IMHHOCTU

5.26.5 KoHTponb npotokona DHCP u onuua 82

5.32.1 KoHdurypauma ctaTUuecKoi mapLupytTmsaumm

5.32.3 Hacrpoiika npotoKosna OSPF, OSPFv3

5.32.4 Hactpoiika npotokona BGP (Border Gateway Protocol)
5.32.6 Hacrtpoiika Route-Map

5.32.10 Hactpoiika Virtual Router Redundancy Protocol (VRRP)
5.33 KoHdurypauua VXLAN

2 Ethernet-kommymamopei cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,

MES5410-48, MES5500-32, MES5600-24, MES5700-32
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fo6asneHo onucaHue mogenu Kommyrtatopa MES2310-12XU

Bepcua 1.41

22.05.2026

CuHXpoHUu3auma ¢ Bepcuei N0 6.6.11.3

Bepcusa 1.40

08.05.2026

[o6aBneHbl pasaensi:

2.2.2 Ucnonb3oBaHue TCAM
2.2.6 ®dyHKuum B VRF

4.5.2 JInueHsnposaHue
5.38 KoHdurypauuna MPLS

U3meHeHus B paspenax:

2.3 OCHOBHbIE TEXHUYECKUE XapaKTEPUCTUKMU

2.4.4 CeeToBaA uHAMKaLMA

3.2.3 YcraHoBKa ycrpoiicte MES35001-08P, MES35001-10P, MES35001-8P8F
Ha DIN-peiiky

4.4 Pexxum paboTbl KOMMYTaTOpPaA

5.6.4 KomaHgbl ana paboTbl KaHAMAAT-KOHUrypauum

5.11 Mpynnbi arperaumm KaHanos — Link Aggregation Group (LAG)
5.15.3 HacTtpoiika npotokona GVRP

5.18.1 NMpoTtokon PIM

5.19.2 NMpoTtokon RADIUS

5.19.4 MpoTokon ynpasneHus cetbto (SNMP)

5.19.7 Hactpoiika goctyna

5.20 }KypHan aBapwmii, npoToKon SYSLOG

5.31.1 Hactpoiika QoS

5.32.3 Hactpoiika npotoKosna OSPF, OSPFv3

5.32.4 Hactpoiika npotokona BGP (Border Gateway Protocol)
5.37 Kondurypauua VXLAN

JAo6aBneHo onucaHmne moaeneii kKommyratopos MES5320-24, MES5700-32

Bepcua 1.39

05.12.2025

U3meHeHusa B paspenax:

2.3 OCHOBHbIe TeXHUYECKNEe XapaKTepuUCTUKH

5.4 KomaHabl ynpaBneHus cucTemoit

5.6.1 OnucaHue aprymeHTOB KOMaHA,

5.6.3 KomaHpabl ans pesepBupoBaHma KOHPUrypaumum

5.7 Hactpoiika cuctemHoro BpemeHu

5.11 Mpynnbi arperauum KaHanos — Link Aggregation Group (LAG)
5.11.3 Hacrtpoiika TexHonorumn Multi-Switch Link Aggregation Group
(MLAG)

5.15.5 CemeiictBo npoTtoKonos STP (STP, RSTP, MSTP), PVSTP+, RPVSTP+
5.16 Voice VLAN

5.24 IP Service Level Agreements (IP SLA)

5.26.6 3awwmra IP-agpeca KameHTta (IP source Guard)

5.27 KoHpwurypauua ACL

5.30.3 Hacrpoiika npotokona OSPF, OSPFv3

5.30.4 Hactpoiika npotokona BGP (Border Gateway Protocol)
5.30.12 NMpoTtokon GRE

[o6aBneHo onucaHue mogenn kommyratopa MES35001-24F

Bepcusa 1.38

07.10.2025

fAo6asneH pasgen:
5.27 dnektponutaHue no amHuam Ethernet (PoE)

N3meHeHun B paspenax:

2.3 OCHOBHbI@ TeXHUYECKUE XapaKTEPUCTUKN

4.4 Pexxum paboTbl KOMMYTaTOpPA

5.7.3 KomaHabl ans pesepBupoBaHUA KOHPUrypaumm

5.10.2 Hactpoiika VLAN u pexxumos KommyTauumn nHtepdeiicos
5.16.4 MexaHusm o6Hapy»xeHus netenb (loopback-detection)
5.16.5.3 Hacrpoiika npotokonos PVSTP+, RPVSTP+

5.21.7 Hactpoiika gocTtyna

5.28.2 MpoBepKa NOAAMHHOCTU K/IMEHTA HA OCHOBEe nopTa (ctaHaapT
802.1x)

5.28.2.1 basoBas npoBepKa NOAJANMHHOCTH

5.28.2.2 PacwumpeHHas npoBepKa NoA/IMHHOCTU

5.28.5 KoHTponb npotokona DHCP u onuua 82

5.29 dyHKuuum DHCP Relay areHTa

5.33.2 KoHdwurypauua ACL Ha 6a3e IPv6

5.36.1 KoHdurypaumsa ctaTUuecKo mapLupyTmsaumm

3 Ethernet-kommymamopesi cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,

MES5410-48, MES5500-32, MES5600-24, MES5700-32
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5.36.4 Hactpoiika npotokona BGP (Border Gateway Protocol)

Bepcusa 1.37

02.09.2025

U3meHeHus B pasgenax:
2.3 OCHOBHbIE TeXHUYECKUEe XapaKTePUCTUKN
4.4 Pexxum paboTbl KOMMYTaTOpPA

fo6aBneHo onucaHMe mogenn Kommyrtatopa MES35001-8P8F

Bepcusa 1.36

23.07.2025

CuHXpoHu3auma c sepcueit NO 6.6.8.2

Bepcusa 1.35

21.05.2025

U3meHeHusA B pasgenax:

2.3 OCHOBHbIE TEXHUYECKUE XapaKTEPUCTUKHU

5.6.2 KomaHgbl ana pabotbi ¢ paitnamm

5.24 dyHkuuma sFlow

5.26 IP Service Level Agreements (IP SLA)

5.36 KoHdurypaumua npoToKon08 mapLupyTM3aumm
5.36.3 Hacrpoiika npotoKona OSPF, OSPFv3

fo6aBneHo onucaHmMe mogenn Kommyrtatopa MES2300-24P DC

Bepcusa 1.34

11.04.2025

U3meHeHus B pasgenax:

2.1 HasHaueHue

2.3 OCHOBHble TeXHUYEeCKUe XapaKTepuUCTUKN

4.4 Pexxum paboTbl KOMMYTaTOpPa

5.6 KomaHgbl ynpaBieHus cuctemoi

5.10.1 MNapamertpbl Ethernet-untepdeliicos, Port-Channel n Loopback-ux-
Tepdeiicos

5.12.2 MpoTokon arperayum KaHanos LACP

5.12.3 Hacrtpoiika TexHonorumn Multi-Switch Link Aggregation Group
(MLAG)

5.28.2 MpoBepKa NOANMHHOCTM KAMEHTa Ha OCHOBe nopTa (cTaHAapT
802.1x)

5.29 ®dyHkumumn DHCP Relay areHTa

5.30 KoHdurypauus DHCP-cepsepa

5.36.3 Hacrtpoiika npotokona OSPF, OSPFv3

5.36.4 Hactpoiika npotoKkona BGP (Border Gateway Protocol)

JAo6asneHo onucaHmne moaeneii kKommytaropos MES2300-08,
MES2300-08P, MES5300-24, MES5300-48, MES5305-48

Bepcua 1.33

23.12.2024

fAo6asneHbl pasaensbi:
5.36.12 NMpoTtokon GRE

U3meHeHUA B paspgenax:
5.21.4 NpoTtokon ynpasneHus cetbio (SNMP)
5.36.11 Hactpoiika npotokona Bidirectional Forwarding Detection (BFD)

Bepcua 1.32

01.11.2024

N3meHeHun B paspenax:

2.1 HasHauyeHue

2.3 OCHOBHbIe TeXHUYECKNE XapaKTepuUCTUKn

3.2.3 YcraHoBKa ycrpoicte MES35001-08P, MES35001-10P Ha DIN-peiiky
2.4.4 CBeToBaA UHAUKAUMUA

5.8 HacTtpoiika cuctemHoro BpemeHum

5.21.1 MexaHusm AAA

5.21.2 NMpotokon RADIUS

5.21.3 NMpotokon TACACS+

5.21.7 Hacrpoiika gocryna

5.22 }ypHan aBapuii, npotokon SYSLOG

5.36.4 Hactpoiika npotokona BGP (Border Gateway Protocol)
0 Hactpoiika npoTokona IS-IS

5.36.6 Hactpoiika Route-Map

5.37 KoHdurypauusa VXLAN

fAo6asneHo onucaHmne moaeneii kommyrtaropos MES2300-24F,
MES35001-08P

Bepcua 1.31

12.08.2024

[o6aBneHbl pasaenbi:

3.2.3 YcraHoBKa ycTpoiictBa MES35001-10P Ha DIN-peiiky
5.25.1 ilnarHocTMka megHoro Kabens

4.5.1.2 PaclumpeHHas HaCTPOMKaA YPOBHA A0CTyNa

5.25.1 lnarHocTMka megHoro Kabens

4 Ethernet-kommymamopei cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,

MES5410-48, MES5500-32, MES5600-24, MES5700-32
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U3meHeHuA B pasaenax:

2.1 HasHaueHue

2.2.10 fononHuTenbHble GyHKLUN

2.3 OCHOBHbIE TEXHUYECKNE XapaKTEPUCTUKHU

2.4.4 CeeTOBaA UHAUKaLUA

4.4 Pexkum paboTbl KOMMYTaTOpa

5.9 KoHdpurypauma spemeHHbIX UHTEepBanos time-rang
5.10.4 Hactpoiika uHtepdoeiica IP

5.12.3 Hacrpoiika TexHonoruu Multi-Switch Link Aggregation Group
(MLAG)

5.13 Hacrpoiika IPv4-agpecauumn

5.16.5.1 Hactpoiika npotokona STP, RSTP

5.21.4 MpoTokon ynpasneHus cetbio (SNMP)

5.35.1 Hactpoiika QoS

5.36.4 Hactpoiika npotokona BGP (Border Gateway Protocol)
5.36.6 Hactpoiika Route-Map

[No6aBneHo onucaHue mogeneii kKommyrtatopos MES2300B-24,
MES2300DI-28, MES2300D-24P, MES35001-10P, MES3300-48F, MES5310-48

Bepcua 1.30

21.05.2024

U3meHeHusa B paspenax:

2.4.4 CeBeToBaA UHAUKAUUA

5.10.1 MNapameTpbl Ethernet-untepdeiicos, Port-Channel n Loopback-
UHTepdodeiicos

Bepcua 1.29

18.04.2024

[o6aeneH pasgen:
5.28.8 dyHKumMoHan First Hop Security

U3meHeHus B paspgenax:

5.10.3 Hacrtpoiika Private VLAN

5.21.1 MexaHusm AAA

5.36.3 Hactpoiika npotokona OSPF, OSPFv3
5.37 KoHpurypauua VXLAN

JAo6aBneHo onucaHue mogeneii Kommytatopos MES2300-24P,
MES2300B-24F, MES3300-08F, MES3300-16F

Bepcuma 1.28

15.03.2024

Jo6aBneHo onucaHmne mogenm Kommyratopa MES5410-48

Bepcua 1.27

29.02.2024

CuHXpoHu3auus ¢ sepcueit N0 6.6.2.9

Bepcua 1.26

15.12.2023

N3meHeHun B paspenax:

5.12.2 MpoTokon arperayun KaHanos LACP

5.15.1 Mpotokon IPv6

5.36.1 KoHdurypauma ctaTuueckoi mapLupyTmsaumm

5.36.4 Hactpoiika npotokona BGP (Border Gateway Protocol)
5.36.10 Hacrtpoiika Virtual Router Redundancy Protocol (VRRP)

fAo6asneHo onucaHune moaeneii kKommytaropos MES2300-48P,
MES2300B-48, MES3300-48

Bepcua 1.25

09.10.2023

Jo6aBneHo onucaHne mogeneii kKommyratopos MES2300-24, MES3300-24

Bepcusa 1.24

07.09.2023

U3meHeHus B pasgenax:
2.3 OCHOBHbIe TeXHUYECKNEe XapaKTePUCTUKH
5.36.10 Hactpoiika Virtual Router Redundancy Protocol (VRRP)

Bepcua 1.23

26.07.2023

U3meHeHunA B pasaenax:

2.2.4 dyHKLMM BTOPOro ypoBHA ceTeBoii moaenu OSI

5.5 KomaHgbl ynpaBieHUs cuctemoi

5.11 Storm Control gna pasanuHoro Tpaduka (broadcast, multicast, un-
known unicast)

5.16.5.2 Hactpoiika npoTtokona MISTP

5.19.5 Radius-aBTopu3auus 3anpocos IGMP

5.20.1 NMpotokon PIM

5.35.1 Hactpoiika QoS

5.36.3 Hacrpoiika npotokosna OSPF, OSPFv3

5.36.12 KoHdurypaums suptyanbHoii o6nactu mapwpytusauum (VRF lite)

[o6aBneHo onucaHue mogeneit Kommytaropos MES3300-24F

Bepcusa 1.22

7.04.2023

U3meHeHuA B pasaenax:
5.16.5 CemeiictBo npoTtoKonos STP (STP, RSTP, MSTP), PVSTP+, RPVSTP+
5.21.7 Hactpoiika goctyna

5 Ethernet-kommymamopesi cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,

MES5410-48, MES5500-32, MES5600-24, MES5700-32
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Bepcua 1.21

10.03.2023

fo6asneHbl pasaensbi:

5.19.2 ®dyHKuyma PIM Snooping

N3meHeHun B paspenax:

2.3 OCHOBHbIe TEXHUYECKUE XapaKTEPUCTUKMU

4.4 Pexxum paboTbl KOMMYTaTOpPA

5.16.2 HacTtpoiika npotokona ARP

5.17 Voice VLAN

5.18.1 ®yHKuMA nocpeaHuka nporokona IGMP (IGMP Snooping)
5.19.1 NMpotokon PIM

5.19.4 ®dyHKuua IGMP Proxy

5.20.7.1 Telnet, SSH

5.27.2 MpoBepKa NOAJMHHOCTU K/IMEHTA HAa OCHOBe nopTa (cTtaHaapT
802.1x)

5.34.1 KoHdurypauma cTaTU4eCcKon MmapLupyTmMsaumm

5.34.3 Hacrtpoiika npoTtokona OSPF, OSPFv3

5.34.10 Hacrpoiika Virtual Router Redundancy Protocol (VRRP)
5.31 KoHdurypauua VXLAN

Bepcua 1.20

11.11.2022

N3meHeHun B pasgenax:
5.10.1 MapameTpbl Ethernet-untepdeiicos, Port-Channel n Loopback-u-
Tepdeiicos

Bepcua 1.19

30.09.2022

U3meHeHusa B paspenax:
5.15.5.1 Hactpoiika npotokona STP, RSTP
5.36.1 KoHdurypauma ctaTuuecKon mapLupyTmsaumm

Bepcna 1.18

29.07.2022

[o6aBneHbl pasaensbi:
5.31 KoHdurypauma VXLAN

U3meHeHUA B paspenax:

2.3 OCHOBHbIe TEXHUYECKUE XapaKTEPUCTUKU
2.4 KOHCTPYKTUBHOE UCNONHEHne

5.15.5.1 Hactpoiika npotokona STP, RSTP
5.18.1 NMpotokon PIM

Jo6aBneHo onucaHue mogeneii kKommyrtatopos MES5400-24, MES5400-48

Bepcna 1.18

05.03.2022

fAo6asneHbl pasaensbi:

5.16.8 Hactpoiika ¢pyHKuum Flex-link

5.12.3 Hacrpoiika TexHonoruu Multi-Switch Link Aggregation Group
(MLAG)

5.26 IP Service Level Agreements (IP SLA)

N3meHeHuA B pasgenax:
5.12 Mpynnbi arperaumm KaHanos — Link Aggregation Group (LAG)
5.13 Hacrpoiika IPv4-agpecauum

Bepcua 1.17

31.01.2022

fAo6asneHbl pasaensbi:
5.16.8 Hactpoiika ¢pyHkuum Flex-link
5.15.9 Hactpoiika ¢pyHKumm Layer 2 Protocol Tunneling (L2PT)

N3meHeHun B paspenax:

4.3 3arpy3ouyHoe meHIo

5.10.2 Hactpoiika VLAN u peXxumoB KOMMYyTauum nHTepdeiicos
5.19.1 ®yHKuMA nocpeaHuKa npotokona IGMP (IGMP Snooping)
5.23 3epKanupoBaHue (MOHUTOPUHT) NOPTOB

5.35.1 HacTtpoiika

6.1 MeHio Startup

Bepcua 1.16

18.06.2021

U3meHeHunA B pasaenax:

2.3 OCHOBHbIe TeXHUYECKUE XapaKTEPUCTUKMN

5.12 Hacrpoiika IPv4-agpecauun

5.16.5 CemeiictBo npoTtoKonos STP (STP, RSTP, MSTP)

6 Ethernet-kommymamopei cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,

MES5410-48, MES5500-32, MES5600-24, MES5700-32
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Bepcua 1.15

09.02.2021

fo6asneHbl pasaensbi:

5.7.3 KomaHabl ans pesepBupoBaHua KoHPuUrypauum

5.19.4 ®dyHKuMA orpaHuyeHua multicast-tpapuka

5.19.5 RADIUS-aBTopu3auumsa sanpocos IGMP

5.36.6 Hactpoiika Route-Map

5.30.7 Hactpoiika Prefix-List

5.36.9 banaHcupoBKa Harpy3ku Equal-Cost Multi-Path (ECMP)

U3meHeHusA B pasgenax:

2.2.4 GyHKUMM BTOPOro YPOBHA ceTeBo mogenu OSI

2.3 OCHOBHbIE TEXHUYECKNE XapaKTEPUCTUKMU

2.4.4 CeeTOBaA UHAUKALUA

4.5.1 ba3oBas HacTpoKa KOMMyTaTopa

5.5 KomaHgbl ynpaBneHus cucremoit

5.6.2 KomaHgbl ana pabotbi ¢ paitnamm

5.10.1 MapameTtpbl Ethernet-untepdeiicos, Port-Channel n Loopback-ux-
Tepdeiicos

5.10.2 HacTtpoiika VLAN u pexxumos KommyTauum uHtepdeiicos
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JHELTEX

YCNNOBHbIE OBO3HAYEHUA

O603HaueHue

OnucaHue

[]

B KBaapaTHbIX CKOBKax B KOMaHAHOWN CTPOKe yKa3blBaloTCA Heoba3aTe ibHble
nmapameTpbl, HO MX BBOJ, NpeAocTasaAeT onpeaeneHHble A0MONHUTE/bHbIe
onumu.

B ¢u1rypHbIx CKOBKax B KOMAHAHOM CTPOKE YKa3blBalOTCA BO3MOXKHble 06A3a-

{ TeNlbHble napameTpbl. Heobxoanmo BbIbpaTh OANH U3 NapaMeTpos.

«,» [aHHble 3HAaKM B ONUCAHUM KOMaHAbl UCMOb3YIOTCA A4 YKa3aHUA ananaso-
«» HOB.

«|» [laHHbI 3HAK B ONMCaHUN KOMaHAbl 0603HaYaeT «Uan».

«/» [aHHbI 3HAK B ONMCaHNE KOMaHZbl YKa3blBAET HA 3HAYEHME MO YMOYAHUIO.
kypeus Calbri Kypcusom Calibri ykasbiBatoTca nepemeHHble UM napameTpbl, KOTOpble Heob-

XO04NMMO 3aMEeHUTb COOTBETCTBYHOLWMM CIOBOM UNIN CTpOKOf/‘I.

NonyXupHbin

MonyXunpHbIM WPUPTOM BblaeNeHbI MPUMEYAHUA U NPeaYNPEKIEHNS.

<lMonyxcupHoliii
Kypcue>

MoNyXUPHbIM KYPCUBOM B YI/I0BbIX CKOBKaX YKa3blBalOTCA Ha3BaHWA KaaBuLL
Ha Knasuarype.

Courier New

MonyxupHbim Wpndtom Courier New 3anuncaHbl Npumepbl BBOAA KOMaHA,

Courier New

Wpuoptom Courier New B pamKe C TeHbHO yKasaHbl Pe3y/bTaTbl BbINOAHEHMA
KOMaHz,

MpumeyaHua 1 npegynpexaeHus

MpumeuaHua cogeprKaTt BaXxkKHYI0 MHPOPMaLUIO, COBETbI UM PpeKOMEHAaLuu No UCNONb-
30BaHMIO U HACTPOiiKe YCTPOMUCTBA.

BpeA YCTPOMCTBY MM YeNI0OBEKY, NPUBECTU K HEKOPPEKTHOU paboTe ycTpoiicTBa uam no-
Tepe AaHHbIX.

’ % NpepynpexaeHna uHGopMUPYIOT NONIb30BaTENA O CUTYaLUAX, KOTOPble MOTYT HaHeCTU
-
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D ELTEX

1 BBEAEHMUE

B nocnegHue rogpl Habnwopaetca TeHAEHUMA K OCYWECTBAEHMI0O MaclWTabHbIX MPOEKTOB MO
NMOCTPOEHMUIO ceTel CBA3KN B COOTBETCTBMMU € KoHUenumneint NGN. OaHoM M3 OCHOBHbIX 33434y Npu peannsaunm
KPYMHbIX MYNbTUCEPBUCHBIX CETE ABAAETCA COo34aHMe HaAEeXHbIX W  BbICOKOMPOU3BOAMUTENbHbIX
TPAHCMOPTHbIX CETEN, KOTOPblE ABAAKOTCA ONOPHLIMU B MHOTOC/IOMHOW apXUTEKTYpe CETEN CAeayloLLero
NOKONEHMUA.

MNepepgaya wMHPoOpMaUMM Ha BOMbLIMX CKOPOCTAX, OCOBEHHO B CETAX KPYMHOro Mmaclutaba,
noapasymeBaeT BbIbBOp TaKon TOMOOTMN CETU, KOTOPasA NO3BOMAET TMBKO OCYLLLECTBAATL pacnpeaeneHune
BbICOKOCKOPOCTHbIX NOTOKOB.

KommyTtatopbl cepmin MES2300, MES3300, MES53xxA, MES5310-48, MES5400-xx, MES5410-48,
MES5500-32 mOoryT MCNONb30BaTbCS Ha CETAX KPYMHbIX NPeAnpuUaTUA U NPeanpuaTUn Maaoro 1 cpeagHero
6usHeca (SMB), B onepaTopckux ceTax. OHM obecneymBaloT BbICOKYIO MPOWM3BOAUTENbHOCTb, TMOKOCTD,
6€30MacHOCTb, MHOFOYPOBHEBOE KauyecTBO 06C/yKMBaHUA (QoS).

KommyTtatopbl MES5300-24, MES5320-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24,
MES5400-48, MES5410-48, MES5500-32, MES5600-24, MES5700-32 oTtBeyatoT TpeboBaHUAM LEHTPOB
06paboTkn paHHbIX K Top-of-Rack u End-of-Row-kommytatopam M TpeboBaHMAM 0OnNepaToposB K
obopynoBaHMIO ceTel arperaumm u MarmcTpasnabHbIX ceTen, obecneymBan BbICOKYHO MPOU3BOAUTENIbHOCTb U
3KOHOMUYECKN 3PDEKTUBHOE peLLeHne.

JInHeliKa NpoMbILWNEHHBIX KOMMYTATOPOB NpeacTasneHa mogenamm MES35001-08P, MES3500I1-10P,
MES3500I1-8P8F, MES3510S-08P, MES2300DI-28 n MES3510DS-24F.

B HacToAleM pyKoBOACTBE U3JI0XKEHbI HAa3HAaYeHNE, TEXHUYECKNE XapPaKTePUCTUKN, peKoMmeHaaumnmn
Nno HayasibHOM HaCTpOVIKe, CMHTAKCNC KOMaHA4 AnA KOHd)MpraLI,MM, MOHUTOPUHIA ¢ 0bHOBNEHUS
nporpammHoro obecneyeHus KOMMYTATOpPOB.
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2 OINUCAHMUE U3AENUNA

2.1 HasHaueHwue

Kommytatopbl MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24,
MES5400-48, MES5410-48, MES5500-32, MES5600-24, MES5700-32 — 3TO BbICOKONPOU3BOAUTE/IbHbIE
YCTpOIiCTBa, NpeAHa3HauYeHHble A1 UCNOo/b30BaHMA B LieHTpax 06paboTkm AaHHbIx (LLOA) B KayecTse Top-
of-Rack unu End-of-Row KommyTaTopoB, a TakKe B CeTAX arperaumnm U marmctpaabHbIX CETAX ONepaTopoBs
CBA3MN.

KommyTtatopbl MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48
ocHauleHbl nHtepdeincamm 1000BASE-X/10GBASE-R 1 40GBASE-R/100GBASE-R4. B pexxkunme paclienneHuns
HG-nHTepdeitca nogaepskmnsaerca pabora Ha ckopoctax 1 Féut/c, 10 Féut/c u 25 Fout/c. Pexkum pacuien-
NeHnA No3BonseT pacllennTb Ao 6 HG-uHtepdeiicos, uto B cymme agaet 24 TWE-untepdeiical.

KommyTaTtopbl MES5320-24, MES5410-48 ocHauweHbl uHTepdercamm 10GBASE-R/25GBASE-R
40GBASE-R/100GBASE-R4. B pexkmme paciienneHns HG-uHTepdeiica nogaepskmsaerca paborta Ha CKOpo-
ctax 1 réut/c, 10 F6ut/c n 25 rémt/c. Pexxum paciuenseHmsa no3BosseT pacwennTs Ao 6 HG-uHtepgeiicos,
yTo B cymme aaet 24 TWE-uHTepdelica.

KommyTaTtop MES5500-32 ocHauieH uHTepdeiicamm 10GBASE-R u 40GBASE-R/100GBASE-R4. B pe-
XUMe pacwenneHns HG-uHtepdeiica nogaep>kmsaetca paborta Ha ckopoctax 1 F6ut/c, 10 F6ut/c n 25
Féut/c. Pexxum pacuienneHmsa nossonset pacwennts Ao 30 HG-nHTepdeicos, yto B cymme aaet 120 TWE-
nHTepdelicos.

KommyTaTtop MES5600-24 ocHauleH nHtepdeincamm 10GBASE-R 1 40GBASE-R4 (QSFP+)/100GBASER4
(QSFP28)/400GBASE-R8 (QSFP56-DD). B pexume paciienneHuns HG-uHtepdeiica nogaepkmusaertcs pabota
Ha ckopocTax 1 I'éut/c, 10 F6ut/c n 25 IF6ut/c. B pexnme pacuwenneHuns FO-uHTepdeica noaaepxusaerca
paboTta Ha ckopocTax 100 F6ut/c. Pexkum paclienneHuns no3sonset pacwenuTb Ao 30 HG/FO-uHtepdeliicos,
yTo B cymme aaet 120 TWE/HG-uHTepdeiicos.

KommyTaTtop MES5700-32 ocHaueH uHTepdeiicamm 10GBASE-R 1 40GBASE-R4 (QSFP+)/100GBASE-
R4 (QSFP28)/400GBASE-R8 (QSFP56-DD). B pexkume pacuienneHuns FO-uHtepdeiica noaaepxusaerca pa-
60Ta Ha ckopocTax 100 [6ut/c. Pexunm paclienneHmsa nossoaaeT pacuienuTb Ao 30 FO-uHTepdeiicos, 4To B
cymme gaet 120 HG-uHTepdeicos.

MopTbl KOMMYyTaToOpoB  noadepxusaloT paboty Ha ckopoctax 10 TI6éut/c  (SFP+),
40 rémt/c (QSFP+), 100 réut/c (QSFP28) n 400 I6ut/c (QSFP56-DD). HebnokmMpyemasa KOMMyTaLMOHHaA
MaTpuLLa NO3BOSET OCYLLECTBATb KOPPEKTHYIO 06PabOTKY NAKETOB NPM MaKCUMaIbHOM HarpysKe, coxpa-
HAA NPY STOM MUHMMAbHbIE U NPeACKa3yeMble 3aepPXKKM A1A BCEX TUMNOB TpaduKa.

KommyTaTopbl MMEoT BO3MOMHOCTb MCMO/Ib30BaHUSA CxeM BeHTUAAUMMK Front-to-Back u Back-to-
Front?, uto obecneunsaet apdEKTUBHOE OXNaXKAEHNE NMPU UCNONb30BAHMM YCTPOWCTB B YC/IOBUAX COBpE-
MeHHbIX LLO/ ¢ pa3HbIMKU CUCTEMaMM OXNAXKAEHMA.

! ina mopmenn MES5400-24 B pexvme pacLienneHna AocTynHbl nHTepdeicsl HG3—HG6. Ona mogenn MES5400-24
rev.B LaHHOro orpaHUYeHuns Her.

2 KommyTaTopbl MES5410-48 1 MES5500-32 BO3MOHbI B ABYX UCMONHEHUAX: € BeHTMAALMel Front-to-Back nam Back-
to-Front.
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OTKa30yCTOMYMBOCTb YCTPONCTB 0becneynBaeTca pesepBMpPoOBaHMEM UCTOYHWUKOB MUTaHuA (1+1) u
NPYMEHEHNEM CMEHHbIX MOAYNel BEHTUAALUUN. KOMMYTaTOPbl UMEOT BO3MOMKHOCTb ropsaYei 3ameHbl Mo-
Aynen NUTaHWS U BEHTUNALMOHHBLIX Mmoaynen, obecneumsaa becnepeboiiHoe GYHKUMOHUPOBAHUE CETU
onepaTopa.

KommyTtaTtopbl arperaunu cepmin MES2300, MES3300, MES53XxXA — 3TO BbICOKONPOU3BOANTE/bHbIE
YCTPOMCTBA, OCHalWleHHble WHTepdencamm 10GBASE-R, 1000BASE-X u npeaHasHayeHHble And
MCNONb30BaHUA B OMEPATOPCKUX CETAX B KAyecTBE YCTPOWCTB arperauym M B HebONbLIMX LEHTpax
06paboTkun aaHHbIX (LLOA).

MopTbl ycTpoicTBa noaaepxusatotT paboTty Ha ckopoctax 1 Iéut/c (SFP), 10 réut/c (SFP+), uto
obecrneuymBaeT rMbKOCTb B UCMO/b30BaHUM M BO3MOXHOCTb NOCTENEHHOro nepexoaa Ha 6onee BbICOKME
CKOPOCTU Mepefaun AaHHbiX. Hebnokmpyemasa KOMMYTaLMOHHas MaTpuua Mo3BOJIAET OCYLLECTBAATb
KOPPEKTHYI0 06paboTKy MakeToB MPM MaKCMMasbHbIX Harpyskax, COXpaHsaa npu 3TOM MUHMMabHbIE U
npeackasyemble 3aAepXKN Ha BCex Tunax Tpaduka.

OTKa30yCTOMUYMBOCTb YCTPOMCTB 0becnevynBaeTca pe3epBmMpoBaHMEM UCTOYHUKOB nNuTaHuA (1+1) u
NPUMeHEHNEM CMEHHbIX MOAY/el BEHTUNAUMK. KOMMYTaTOpbl MMEKOT BO3MOXHOCTb ropsiyeit 3aMeHbl
MoAynen NUTaHUA U BEHTUIALMOHHBIX Moaynen, obecneunsas becnepeboitHoe GyHKLUNMOHNPOBAHNE CETU
oneparopa.

HoBoe nokoneHne kommyTtaTopos gocrtyna cepmn MES2300 ocywiecTsnaeT NOAKAOYEHNE KOHEYHbIX
No/ib30BaTe/Iel K CeTM KPYMHbIX NPeanpuaTuii, npeanpuaTMin masoro u cpeaHero 6usHeca U K ceTam
onepaTtopoB CBA3M C nomouwplo uHTepdeircos 1G/10G. Kommytatopbl MES2300 TaKkXe MoOryT
NCNO/Ib30BaTbCA B OMEPATOPCKMX CETAX B KaYeCcTBE KOMMYTAaTOPOB YPOBHA arperaumm Uanm TPaHCHOPTHbIX
KOMMYTaTOpPOB.

MopTbl YCTPOWCTB nogaepX*usatoT paboTy Ha ckopocTax 1 Iéut/c n 10 réut/c, uto obecneumsaer
rTMOKOCTb B MCMO/Ib30BaHWM WM BO3MOKHOCTb MOCTEMEHHOrO nepexofa Ha 6osiee BbICOKME CKOpPOCTU
nepefauyn AaHHbIX. HebsoKMpyemas KOMMYTaLMOHHAA MaTpMLA MO3BOJIAET OCYLLECTBAATL KOPPEKTHYHO
o6pa60TKy NaKeToB NPU MaKCUMa/iIbHbIX Harpyskax, CoXxpaHaa npn sTom MMHUMaIbHblIe U NpeacKasyemble
334€ePKKM Ha BCex TMNax TpaduKa.

MpomblwneHHble KommyTaTtopbl MES35001-10P, MES35001-08P, MES35001-8P8F, MES3510S-08P,
MES3510DS-24F u MES2300DI-28 npegHasHayeHbl g5 OpraHn3aLmm 3aMLLeHHbIX OTKAa30yCTOMUYMBLIX Ce-
Tel nepefayn AaHHbIX Ha 06beKTax, rae HeobxoaMMo BbinosHeHMEe TpeboBaHWUIM MO YCTOMYMBOCTU K BO3-
OENCTBUAM Pas3IMYHOTO BUAA TEMMNEPATYPHbIM M MEXaHMYECKMM BO3AeNCTBUAM, BUbpaumn n ap. Ocober-
HocTblo mogenein MES3510S-08P 1 MES3510DS-24F sasnaeTca noaaep»Ka npotokona PTP (IEEE 1588v2) B
pexume Transparent Clock n npoTtokona PRP (IEC 62439-3).
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2.2  ®PyHKUMM KOMMYTATOpPA

2.2.1 baszosble pyHKyuu

B Tabanue 1 npuseseH cnncok 6a3oBbix GyHKUWUIA YCTPOMCTB, JOCTYMNHbIX 418 aAMUHUCTPUPOBAHUA.

Tabnunua 1 — basoBble GyHKUUM YCTPOMCTBA

3awyuma om
6710KUpOoBKU ovepedu
(HOL)

BNIOKMPOBKa BO3HMKAET B C/ly4Yasnx Neperpysku BbIXOAHbIX MOPTOB YCTPOWCTBA Tpadu-
KOM OT HECKOJIbKMX BXOAHbIX MOPTOB. ITO NPUBOAMT K 3aJepPKKaM Nnepesaum faHHbIX
M NoTepe NaKeToB..

Moddepxka
c8epx0sUHHbIX Kadpoe
(Jumbo frames)

CnocobHOCTb NoAAEPKMBATL Nepedady CBEPXAAMHHBIX Kagpos, YTo No3BoAAET ne-
penaBaTh AaHHbIE MEHbLUIMM YMCIOM NAKETOB. ITO CHUMKAET 06BEM CNYKEeBHOMN UH-
dopmaumn, Bpema 06paboTKM 1 NepepbIBbI.

anaeneHue MoOMOKOM
(IEEE 802.3X)

YnpasneHne NOTOKOM MO3BONAET COEAMHATb HU3KOCKOPOCTHOE YCTPOMCTBO C BbICO-
KOCKOPOCTHbIM. N5 npefoTBpalleHua nepenonHeHus bydepa HU3KOCKOPOCTHOE
YCTPOMCTBO MMEET BO3MOXKHOCTb OTNPaBAATb NakeT PAUSE, Tem cambim MHPopmMmupya
BbICOKOCKOPOCTHOE YCTPOICTBO O HEOHX0AMMOCTU cAenaTb Nay3sy npu nepegave na-
KeToB.

Paboma e cmeke
ycmpoiicme

KommyTaTop noaaepkvmsaeT obbegMHEHNE HECKOIbKUX YCTPOMCTB B CTEK. B aTom
C/lyyae KOMMYTaTOPbl PACCMaTPMBAIOTCA KaK eanHOe YCTPOMCTBO C 0BLLMMM HACTPOWA-
Kamun. BO3MOKHbI 4B€e TONOAOMMU NOCTPOEHNA CTEKA — KOMbLO M LenoyKa. MNpu atom
napameTpbl NOPTOB BCEX YCTPOWCTB, BKAKOUYEHHbIX B CTEK MOXHO 334aTb C KOMMYyTa-
Topa, paboTaloLero B pexkume «mactep». CTeKMpOBaHMe YCTPOMCTB NO3BONAET CHU-
3UTb TPYAOEMKOCTb YNPABAEHUSA CETHIO.

2.2.2 MWUcnons3zoeaHue TCAM

TCAM (Ternary Content-Addressable Memory) — TponyHasa namATb ¢ agpecaumeit No CoAEpPKUMOMY.
Ucnonb3yetca pasa  ObICTPOrO MOWUCKA JAaHHbIX B Tabauuax No Heo4HO3HayHO onpegesnieHHoMY
COOEPKUMOMY 3/1IEMEHTOB, HEObXoAMMa A/ BbICOKOMPOM3BOAUTENbHbBIX MNPWU/IOMKEHUI nNepexsaTa,
GUNbTPaLMU, MHKANCYNALUN N NEPECHIIKM AaHHbIX.

KnioyeBolt ocobeHHocTblo TCAM fABAAETCA HanMuMe TPeX COCTOAHWA pPes3ynbTaToB MOWMCKa, YTo
No3BOAAET BbINOAHATL NapannefbHbl NOMUCK MO BCEM 3aMMUCAM UMES TOJIbKO MACKy BO3MOKHbIX 3HaYEHUI
MCKOMOTO 3/1eMeHTa A0 NoAyYeHUA Hambosiee TOYHOro pesy ibTaTa Noucka.

MoucK BbINOAHAETCA MapanienbHo no scem Adelrikam TCAM, nNosTomy ero Bpems He 3aBWUCMT OT
KO/MYecTBa aveek namatu. 3To HeobxoaMMmo A1a obecneyeHna nepexsarta, GuUaAbTPaLmmu, moanduKaumm,
TYHHE/IMPOBaHUA W MEPECbIKM AaHHbIX Ha MaKCUManbHOW CKOpPOCTU MHTepdeica, orpaHUYeHHoW
XapaKTePUCTUKAMM cpeabl Nnepeaadn AaHHbIX (wire-speed).

— TCAM rules — ¢dopmaTt 3anonHeHMa 3HaYeHun adelikmn TCAM gnA BbIMOJIHEHMWU MOWUCKA
cosnaaeHuii (lookup). MoaaeprkMBatoTcA CTaHAAPTHBIE U PacLUMPEHHbIe Npasuaa ganHoit 30
1 60 6aliT, COOTBETCTBEHHO.

— PCL (Policy Control List) — mexaHuM3m, onpeaensowmin anroputm nomcka cosnageHuin B
npasuaax TCAM. OH HeobxoguM AN AEHTUOUKAUMKM 1 KnaccuduKkaumm Tpaduka, Kotopble
obecneunBaloT paboTy ceTeBbIX CEPBUCOB.

— IPCL (Ingress Policy Control List) — PCL ans nepexsaTta, ¢puabTpaumum n moamdukaumm
TpadurKa BO BXOAALLEM HANpPaBAEHUN.

— EPCL (Egress Policy Control List) — PCL gna nepexsata, ¢uabtpaumm n moamdukaumm
TpadmKa B UCxogAaLLem HanpaBaeHUN.
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— TTI (Tunnel Termination Interface) — wabnoH meTonos B3ammopenctena ¢ TCAM ans
nepexsaTa, pUAbTPALMMU, UHKAMNCYNALMM W annapaTHOro TYHHeNNPOBaHMA Tpaduka.

— UDB (User-Defined Bytes) — nononHutenbHasa annapatHasa Tabanua, Kotopasa MoXKeT 6biTb
334eiCcTBOBaHA A/1Aa paclWMpeHuss Bo3moKHocTel paboTtbl ¢ TCAM rules B PCL ¢
MCNONb30BaHWEM ONpeaenseMblx Nosb3oBaTenem 3HadeHui nonei: offset, port-range n T.n.

— Komnapatop — 3anemeHT UDB, cpaBHMBaIOWMI 3HAYeHNA npu ncnosib3osaHum TCP/UDP
port-range. OAMH KOMNApaTop MOXET BbIMNOJHWUTL TOMIbKO OAHY ONEpaumio CpaBHEHUA:
60/blUe, MeHbLIe, HEPABHO.

TCAM sBnsetca pasgensembim pecypcom gna scex PCL-cepBucoB Ha ycrpoictse. Mpwu 3a-
rpyske yctpoiictea 6poHupytotrca 74 ctaHgapTHbix TCAM-npaBuaa Ana ocywiecTsieHUa ne-
pexBara TpaduKa cny:KebHbIX NPOTOKO/I0B U AeACTBUIA N0 YMOAYaHUIO U 6330BbiX GYHKLMIA
KOMMyTaTopa. 3TU NpaBuaa He MOryT 6biTb 0CBO6OXKAEHDI B AabHelilemM ANs NPOUUNX ce-
TeBbIX CEPBUCOB.

Mpu 06beanHEHUN YCTPOICTB B CTEK, pecypcbl TCAM yTUAU3MPYIOTCA NapasnenbHo U He
CYMMMUPYIOTCA ANA YCTPOUCTB CTEKa.

Ha kommyrtatopax MES5400-48, MES5410-48, MES5500-32, MES5600-24, MES5700-32
TCAM umeeT cermeHTapHYI0 CTPYKTYpY U Kaxkabit PCL n TTl-cepsuc pesepsupyet 610Ku no
512 craHaapTHbix TCAM-npaBua, KOTopble He MOryT 6biTb UCMO/b30BaHbl Npounmu PCL n
TTl-cepBucamm.

®YHKUMMU YyCTPOUCTBA UCNONbL3YIOT 5 pa3nnuHbix PCL-cepBUCOB:
—  AnAa obpabotku Bxogauwero Tpaduka (IPCL_O, IPCL_1, IPCL_2);
— 1 pna o6pabotkn ucxogawero tpadpuka (EPCL);
— 1 pna paboTbl ¢ cepBucamu TyHHenuposaHusa (TTI).

E EEK K

DYHKLMM KOMMYTATOpPa, ucnonb3ytowme cepsucbl PCL, TTI u UDB, a TakKe popmynbl pesep-
BMPOBAHUA PECYPCOB ANA CEeTEBbIX CEPBUCOB NpuUBeAeHbl B pasgene MpunoxkeHue . PyHK-
LMoHan KommyTaTopa, ucnonbytowmii TCAM n UDB.

Ha kommyrtatopax MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P,
MES35001-8P8F, MES3500I-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24,
MES5300-48 PCL-cepBucbl IPCL_0 u IPCL_1 o6beguHeHbl B 0gHY rpynny U Ucnonb3yrT 06-
Lwee NPOCTPAHCTBO A1 3anUCK NPaBU/ CETEBbIX CEPBUCOB.

K

¢' Mpu ucnonbsoBaHum nuueHsnpyemoro ¢pyHkumoHana EVPN/VXLAN u MPLS npoucxogut

6poHMpoBaHMe YacTh annapaTtHbix pecypcos TTI cepsucos B TCAM. OrpaHuyeHus no moge-

NAM cm. B pasgene 4.5.2.3 BbiaeneHue annapaTHbIX PecypcoB Nog, MueH3npyembii GyHK-
UMOoHan.

2.2.3 ®yHkyuu npu pabome c MAC-adpecamu
B Tabnuue 2 npuseaeHbl pyHKLUUKN YCTPOMCTB Npu paboTe ¢ MAC-agpecamu.

Tabnnuya 2 — PyHKuMKM paboTbl ¢ MAC-agpecamm

KommyTaTop coctasaseT B Namati Tabiuuy, B KOTOPOW yCTaHaBAMBAETCA COOTBET-

Tabauya MAC-adpecos
cTBme mexxay MAC-agpecamu 1 y3namu nopToB KOMMyTaTopa.

B oTcyTcTBME 06YyUEHMA AaHHbIE, NOCTYMNaloLWMe Ha Kakon-NMbo NopT, nepesatoTca Ha
BCe OCTa/ibHble MOPTbl KOMMYyTATOpPa. B pexknme 0byyeHna KOMMyTaTop aHaAM3npyeT
Pexcum obyyeHus Kagapeol n, onpesenns MAC-agpec oTnpaBuTens, 3aHOCUT ero B Tabanuy KommyTauuu.
Bnocneacteun Kagp Ethernet, npegHasHayeHHbIN gna xocta, MAC-agpec KOToporo
y¥Ke ecTb B Tabaunue, nepenaeTcs TO/bKO Yepes yKasaHHbIN B Tabanue nopr.
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Moddepxcka nepedayu

waeckonwo MAG- | i ST noweiner s coctuienns o e
adpecos (MAC rpynne, nepeAaeTca Ha KaxKabli nopT, BXO,ICI,HU.I,VIﬁIB rpynny.

Multicast Support)

AsmomamuyecKkoe

epemsa xpaHeHua MAC- | Ecnv ot ycTpoiictea c onpeseneHHbM MAC-agpecom 3a onpeaeneHHbli nepuog, spe-
adpecos MEHM He MNOCTYNalT NaKeTbl, TO 3aMMCb A8 AAaHHOIO aapeca yCTapeBaeT M yaansaeTca.
(Automatic Aging for 370 No3BONAET NOAAEPKMBATb Tab/IMLLY KOMMYTAUMK B aKTyaIbHOM COCTOSIHUW.
MAC Addresses)

CmamuuyecKue 3anucu .o

MAC (Static MAC CeteBolt KOI\CMVTaTOp Nno3Bo/IAET MO/b30BaTeN0 ONpPesennTb CTaTUdecKne 3anucu
Entries) cooTtBeTcTBUIA MAC-aApecoB, KOTOpble COXPaHATCA B TabmLe KoMMyTauuu.

2.2.4 ®yHKyuu emopo2o ypoeHa cemesoli modenu OSI|
B Tabanue 3 npuseaeHbl pyHKLUN M 0COBEHHOCTU BTOPOro YpoBHSA (ypoBeHb 2 OSl).

Tabanua 3 — OnncaHme GpyHKLUNIM BTOPOro ypoBHSA (yposeHb 2 OSI)

Peanusauua npotokona IGMP nossonseTt Ha ocHoBe MHOPMALMKM, NOAYHEHHOM
npu aHanuse coaepkmmoro IGMP-nakeToB, onpeaennTb, Kakmne yCTpoICTBa B CETU

@®yukyusa IGMP Snooping o
YYaCTBYHOT B Fpynnax MHOroagpecHOM Paccbl/iIKM, U agpecoBaTtb TpaduMK Ha cooTBeT-
CTBYIOLLME NOPTDI.
. Peanunsauma npotokona MLD nosBonseT ycTpomcTtsy MUHUMU3NPOBATb MHOroaa-
®yHkyua MLD Snooping 4 P yere y P A

pecHbIn IPve-TpaduK.

«LWTopm» — 310 pasmHoKeHue broadcast-, multicast-, unknown unicast-nakeTtos B
KaXKA0M y3/1e, KOTopoe NpMBOAUT K aBMHOOBPa3HOMY POCTY MX YnCna M napanu-
3yeT paboTy ceTn. KommyTaTopbl UMEIOT GYHKLMIO, MO3BONAIOLLYIO OFPaHUYUTL CKO-
pocCTb Nepeaaym MHOroaApPecHbIX U LWMPOKOBELLATENbHbIX KaApOoB, MPUHATbLIX U ne-

3awuma om «wmopma»
(Broadcast, multicast,
unknown unicast Storm

Control) peaaHHbIX KOMMYTaTOPOM.

3epKannpoBaHue NopToB nossosseT aybamposaTb Tpaduk Habatogaembix NOPTOB,
3epkanuposaHue nepecbiias BXogalme U/ManM UcXodawme NakeTbl Ha KOHTPOAMPYIOWMIA nopT. Y
nopmoes Nno/Ib30BaTe/IA KOMMYTATOPaA €CTb BO3MOMKHOCTb 334aTb KOHTPO/IMPYIOWMIA U KOH-
(Port Mirroring) TpoAMpyemble MopTbl M BbIbpaTb TMM TpaduKa (BXOAAWMI U/UAN NCXOAALLMIA), KO-

TOpbI ByaeT nepesaH Ha KOHTPOAMUPYIOLLMIA NOPT.

[aHHaa dyHKUMA No3BoaAeT Ha3HaunTb NopTy ero uplink-nopT, Ha KoTopbIi 6es-
YCNI0BHO ByAeT nepeHanpas/isaTbCa BECb TPAPUK, obecnednsas TeM CaMbiM U30/1A-
LU0 C APYrMMK NopTamu (B Npeaenax 0A4HOro KOMMYTaTopa), HaXoAALMXCA B 3TOM
e wupokosewaTtenbHom gomeHe (VLAN) B npeaenax oAHOro KomMmMmyTaTopa.

Uzonayua nopmos
(Protected ports)

[aHHan dyHKLMA NO3BONAET M30AMPOBATL FPYNMy NOPTOB (B Npeaenax 04HOro KOM-
MyTaTopa), HaXOAALWMXCA B OAHOM LUMPOKOBELATe/IbHOM AOMEHE MeXKay coboi,
no3B0/iIAA NPY 3TOM 06MeH TPadMKOM C APYTMMU NOPTaMM, HAXOAALMMUCA B 3TOM
e WMPOKOBeLLaTe/IbHOM AOMEHE, HO HENPUHAANEKALLMMU K 3TOM rpynne.

Private VLAN Edge

ObecneynBaeT U30NALMUIO MeXAY YCTPOMCTBAMM, HAXOLALLMMMUCS B OLHOM LUMPO-
KOBeLlaTeNbHOM AOMEHE, B Npeaenax Bcei L2-ceTn. Peann3oBaHbl TONbKO ABa pe-
XuMa paboTbl nopta Promiscuous u Isolated (Isolated-nopTbl He moryT obmeHu-
BaTbCA APYr C APYrom).

Private VLAN (light
version)

Spanning Tree Protocol — ceTeBolt NPOTOKO/, OCHOBHOW 3aZayeli KOTOPOro ABAA-
eTca npuseaeHue cetu Ethernet ¢ M36bITOYHBIMKM COEaUHEHUAMM K 4PEBOBUAHOM
TOMOJIOrUK, UCKAtOYatOLWEN NeTan. KommyTaTopbl 06MeHUBaOTCA KOHGUIypaLnoH-
HbIMW COODOLEHNAMM, UCNONb3YS Kadpbl cneunanbHoro ¢dopmarta, U BbIBOPOYHO
BK/IIOYAIOT M OTK/IOYAIOT Nepesady Ha nopTbl.

Moddepxcka npomoKona
STP (Spanning Tree
Protocol)
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Moddepxcka npomoKona
RSTP

(IEEE 802.1w Rapid
spanning tree protocol)

Rapid (6bicTpbin) STP (RSTP) — AaBnsieTcA ycoBepLlUeHCTBOBaHMEM NpoToKona STP, xa-
paKTepPU3YeTca MeHbLIMM BpeMeHEM NPUBEAEHWNA CETU K APEBOBUAHOM TONONOTMU
M MMmeeT 6onee BbICOKYH YCTOMYMBOCTD.

lpomokon ERPS
(Ethernet Ring Protection
Switching)

MpoToKoN NpeAHasHayYeH A5 NOBbIWEHUA YCTOMYMBOCTU U HALEKHOCTU CEeTU ne-
pefayn AaHHbIX, UMELWEen KoMbLLeBYO TONO/OTULIO, 3@ CYET CHUMKEHWUA BPEMEHU
BOCCTAaHOBJ/IEHMA CETU B C/ly4yae aBapuu. Bpems BocCTaHOBAEHUA He npesblwaeT 1
CEKYHZbl, YTO CYLLECTBEHHO MEHbLUE BPEMEHU NepecTPonKM CeTU NPu UCNo/b30Ba-
HUKM NPOTOKO/IOB CEMENCTBA Spanning tree.

Moddepxka VLAN

VLAN —3T0 rpynna nopToB KOMMYTaTopa, 06pasyoLmX O4HY LMPOKOBELATENbHYIO
obnacTb (aomeH). KommyTaTop noaaepKunBaeT pasanyHble cpeacTsa Kaaccuduka-
UMM NaKeToB A onpeaeneHunn ux NPUHaaNeKHoCTU K onpegeneHHon VLAN,

Moddepxcka npomoKona
OAM (Operation,
Administration, and
Maintenance, IEEE

Ethernet OAM (Operation, Administration, and Maintenance), |IEEE 802.3ah —
GYHKUMM YPOBHA KaHana nepejayn faHHbIX NpeacTaBasaloT coboit NpoToKon
MOHUTOPMHIa COCTOSHUA KaHana. B 3Tom NpoToKone ans nepeaadn nHbopmauum o
COCTOAHUW KaHana MeXay HenocpeacTBeHHO NOAKAOYEHHbIMM YCTPOMCTBAMM
Ethernet ncnonb3ytotca 610KM AaHHbIX NpoTokona OAM (OAMPDU). O6a ycTpoit-

802.3ah) CTBa [0/1KHbI NogaepxuBatb cTaHaapT IEEE 802.3ah.

Mpotokon peructpaunn GARP VLAN obecneumBaeT puHamuyeckoe pobasne-
Moddeprcka GVRP (GARP | nune/ynanenne rpynn VLAN Ha nopTtax KommyTaTopa. ECAM BKAIOYEH MPOTOKON
VLAN) GVRP, kKommyTaTop onpegenseT, a 3aTem pacnpoCTpaHAET AaHHble O NPUHaANe-

HocTu K VLAN Ha BCce NopTbl, ABNAIOLWMECA YaCTbiO aKTUBHOW TOMOIOMUN.

Moddepxka VLAN
Ha 6a3ze nopmoe
(Port-Based VLAN)

PacnpeaeneHune no rpynnam VLAN BbinoaHAeTCA No BxoAAawmMm noptam. JaHHoe
pelueHne NO3BOAET UCMNOJIb30BaTb Ha KaXXA0M NOPTY TONbKO oaHy rpynny VLAN.

Mododepxcka 802.1Q

IEEE 802.1Q — OTKpbITbIN CTAaHAAPT, KOTOPbIMA ONMCbIBAET NpoLeAypy TerMpoBaHua
Tpaduka gna nepepaum nHbopmaumm o npuHagnekHoctmn K VLAN. Mossonset umc-
nob30BaTb HECKObKO rpynn VLAN Ha ogHOM nopTy.

O6veduHeHUe KaHAn108
c ucnono3oeaHuem LACP

Mpotokon LACP obecneynBaeTt aBTomaTuyeckoe obbeanHEHNE OTAE/bHbIX CBA3EN
MeXAy ABYMS YCTPOMCTBAMW (KOMMYTaTOP—KOMMYTATOp WM KOMMyTaTop—cep-
BEP) B e4MHbIN KaHa nepeaayn AaHHbIX.

B NpoTOKONE NOCTOAHHO ONpPeAenseTca BO3MOXKHOCTb 06begMHEHNA KaHANoB, U B
C/Nly4ae 0TKa3a coeguHeHUA, BXogaLLero B o6begMHEHHbIN KaHan, ero Tpaduk aBTo-
MaTUYeCKKU nepepacnpeaenseTca no He OTKa3aBLIMM KOMMOHEHTaM 06beauHeH-
HOro KaHana.

Co3daHue epynn LAG

B ycTpovictBax nogaepxusaercs GyHKLMA CO34aHMA TPynn KaHaoB. Arperauns Ka-
Hanos (Link aggregation, trunking) nnu IEEE 802.3ad — TexHos0rMa ob6beanHeHUs
HECKONbKMX QU3MYECKMX KaHa/NoBa B OAWMH NOTMYECKMI. ITO cnocobCTByeT He
TO/IbKO YBE/IMYEHUIO NPOMYCKHOM CNOCOBHOCTM MAarucTpaabHbiX KAaHAaN0B KOMMYyTa-
TOP-KOMMYTaTOP UM KOMMYTATOP-CEPBEP, HO Y NOBBILLEHUIO UX HAAEXKHOCTU. BO3-
MOKHbI TPM TMNa 6anaHCMPOBKM — Ha ocHoBaHMKM MAC-agpecoB, Ha OcCHOBaHuM |P-
aflpecoB M Ha ocHoBaHMKM nopTa (socket) HazHayeHwus.

lpynna LAG coCTOMT 13 NOPTOB C 04MHAKOBOW CKOPOCTbIO, paboTatoLwmx B AyneKc-
HOM pexunme.

Moddepxka Auto Voice
VLAN

MpepnoctaBAseT BO3MOXHOCTb AEHTUGULMPOBATbL r0N0COBOM TPadMK HA OCHOBA-
Hum OUI (Organizationally Unique Identifier — nepsble 24 6uta MAC-agpeca). Ecnm
B MAC-Tabnnue KommyTaTopa npucytcteyet MAC-agpec ¢ OUl ronocoBoro wito3a
unn xe IP-tenedoHa, To AaHHbIM NOPT aBTOMaTM4eckn aobasnsetca B voice vian
(naeHTMOMKauma no npotokony SIP unum ke no MAC-agpecy nosy4yatens He nog-
OepKuBaetcs).

Mpomokon PRP (Parallel
Redundancy Protocol)

MpOTOKOAN MapaniesbHOro pesepBMpoBaHMA, Obecrneunsalowmnin Hylesoe Bpems
BOCCTAHOB/IEHMA 33 CYET OAHOBPEMEHHOM Nepesayn Kagpos Mo ABYyM HesaBUCU-
mbim cetam Ethernet.
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2.2.5 ®yHKyuu mpemeoezo yposHsa cemeeoii modenu OSI

B Tabaunue 4 npuseaeHbl GyHKUMN TPETbero ypoBHs (ypoBeHb 3 OSI).

Tabnnua 4 — OnucaHme GpyHKLUUIN TpeTbero ypoBHs (Layer 3)

Kaueumeol BootP

u DHCP

(Dynamic Host
Configuration Protocol)

YcTpoictBa  CrnocOobHbI

BootP/DHCP.

aBTomaTuyecknm nonyyatb IP-agpec no npoTtokony

(Address Resolution
Protocol)

CmamuyecKue AZLMMHUCTPATOP KOMMYTATOPa UMeEET BOSMOXKHOCTb A06aBAATb U yAanATb cTaTuye-
IP-mapwipymei CKMe 3anuncu B TabmLy mapLipyTmsaumm.
lpomokon ARP ARP — npoToKon conocTasneHus IP-agpeca n dusmnueckoro agpeca ycrporictsa. Coot-

BEeTCTBUE YCTaHAB/IMBAETCA Ha OCHOBE aHa/1In3a OTBETa OT Yy3/1a CeTU, agpec y3na 3a-
npawnBaeTCA B LULMPOKOBELWATE/IbHOM NaKeTe.

lpomokon RIP
(Routing Information
Protocol)

MPOTOKO/N AMHAMMYECKOW MapLLIPYTU3aLLMM, KOTOPbIA NO3BOASET MapLIPYyTU3aToOpam
06HOBNATbL MAPLUPYTHYIO MHPOPMALMIO, MO/yYas ee OT COCEAHUX MapLUPYTU3aTOPOB.
B 3aauv NPOTOKO/Ia BXOAMT OMNpeseneHne onTMmasibHoro MapLipyTa Ha OCHOBaHUU
[OaHHbIX O KO/IMYECTBE MPOMEMKYTOUHbBIX Y3/108B.

®yukyusa IGMP Proxy

IGMP Proxy — ¢yHKUMA yNpoOLWEHHOW MaplpyTU3aLMM MHOroagpPecHbIX AaHHbIX
mexagy cetamu. ns ynpaBaeHna mapLlipytusaumnein ncnonb3yetca npotokon IGMP.

lpomokon OSPF

MPOTOKON AUHAMMYECKON MapLUpPyTM3aL MK, OCHOBAHHbIA HA TEXHONOTMWN OTCAEXKM-
BaHMA cocToaHMA KaHana (link-state technology) 1 ucnonb3yowmii Ana HaxoKAeHus
KpaTyaiwero nytv anroputm Jenkctpbl. MpoTokon OSPF pacnpocTpaHaeT nHdbopma-
LMI0 O AOCTYMHbIX MapLpyTax Mexay MapLpyTu3atopamn ogHOW aBTOHOMHOM CU-
cTeMbl.

lpomokon BGP

BGP (Border Gateway Protocol — npoToKo/ rpaHMYHOrO LWK03a) ABAAETCA NPOTOKO-
IOM MapLIPYyTMU3aLMN MeXK 4y aBTOHOMHbIMM cuctemamu (AS). MapLpyTusatopbl 06-
MeHMBaoTCA MHPOPMaLLMen 0 MapLwpyTax K CETAM Ha3HaYeHMs.

lpomokon VRRP

MpoTokon VRRP npegHasHayeH gna pe3epBMpoBaHNA MapLUpyTU3aTOPOB, BbIMOAHA-
OLWMX POAb W33 MO YMOAYAHMIO. ITO AOCTUraeTca NyTém obbeanHeHus IP-uHTep-
delicos rpynnbl MapLpyTU3aTOPOB B OAMH BUPTYasbHbINA, KOTOPLIM By4eT MCNonb3o-
BATbCA KaK LW/KO3 MO YMONYAHMIO AN KOMMbIOTEPOB B CETU.

PIM-npoTOKON MHOroaApecHo maplupyTmMsaumm ans IP-ceTeid, co3gaHHbIi ana pe-
WweHua npobsiem rpynnosoi mapwpyTtusaumn. PIM 6asunpyeTtca Ha TPagUUMOHHbIX
MapLUPYTHbIX MpOTOKonax (Hanpumep, Border Gateway Protocol), BmecTto Toro,

lpomokon PIM yTOb6bI CO34aBaTb COBCTBEHHYIO ceTeByto Tonosaormto. PIM ncnonb3yeT unicast-tab-
Ay mapupyTtusaummn gna nposepku RPF. 3Ta npoBepKa BbINOAHAETCA MapLIpyTU3a-
Topamu, 4Tobbl y6eamTbea, YTO nepesadya MHOroaZpecHoro Tpaduka BbINOAHAETCA
no nytu 6e3 neteno.
MpoToKon ana obmeHa HbopmaLmeit 06 UCTOUHMKAX MYNbTUKACTA MEX asnnu-
lpomokon MSDP P A bopmay, Y Y P

Hbimun RP B PIM.

2.2.6 ®yHKkyuu e VRF

Tabnnuya 5 — PyHKuMK, nogaepxusatowme paboty ¢ VRF

OyHKyuA Mpomokon/cepsuc Moddepxcka pabomesl 8 | ModdepicKa pabomesi 8
VRF-Lite MPLS IPVPN
OOB-uHTepodeiic (Out Of + -
Band)
Unmepdpelicol dursnyeckmnit MHTEpdeic + +
VLAN (Switch Virtual + +
Interface)
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Port-Channel
loopback
IP interface

Ping

ICMP Traceroute

ICMP Type 3

+ |+ [+ |+ |+
+ |+ [+ |+ [+ ]+

CraTnyeckasn
MapLpyTM3auma

PBR (Policy-based routing)

Mapwpymu3sayusa BGP

OSPF

PIM

TACACS+ KnueHT

AAA RADIUS-knneHT

Telnet-cepsep?

SSH-knueHT/cepeep

YnpaeneHue SNMPv2/v3-cepsep

HTTP-cepsep*

HTTPS-cepsep?

sFlow

MoHumopuHa
P Syslog

BFD (ana OSPF n BGP)

VRRP

OmkKa3zoycmolivueocmeo

+ |+ [+ |F ||+ |+ [+ |+ [+ ]|+ |+

IP SLA

peer-detection (ans VPC)

NTP-kineHT/cepsep

SNTP-knnenT

Cepsucel DHCP Relay

DNS-knneHT

TFTP-knueHT/cepsep

lMepedauya ¢aiinoe SCP-knueHT/cepsep

S e e e N I A e R A R A E R A A R s

+ |+ |+ |+ |+ [+ |+

SFTP kKnneHT

2.2.7 ®yHkyuu QoS
B Tabnuue 6 npmBeaeHbl OCHOBHble PpYHKLUMM KadyecTBa obcnykmnsaHua (Quality of Service).

Tabanua 6 — OcHoBHble QYHKLMM KauecTBa 06CyKUBaHMA

Moddeprxcka YCTpOMCTBO NoAaepKMBAET NPUOPUTU3ALNIO cxoaawero TpadmKa No ovepeaam Ha
npuopumemmHsix KaXkgom nopty. PacnpeneneHune nakeTos No ovyepesam MOXKET MPOM3BOAUTLCA B pe-
oyepeoeli 3y/abTaTe KnaccudMKaLnm NaKeToB NO Pas/IMYHbIM MOIAM B 3aro/I0BKax NaKeToB.

CraHgapT 802.1p cneunduumpyeT meToq yKasaHUsa NpMopuTeTa Kaapa M anroputm
MCMNO/Ib30BaHMA NPUOPUTETA B LLENSAX CBOEBPEMEHHOMN AOCTaBKM YYBCTBUTE/IbHOTO K
BPEMEHHbIM 3aeprKkam Tpaduka. CtaHaapT 802.1p onpenensetr BOCEMb YPOBHEM
npuopuTeTos. KOMMyTaTOpbl MOTYyT MUCNONb30BaTb 3HaYeHUe npuoputeta 802.1p gna
pacnpeaeneHna KagpoB No NMPUOPUTETHLIM OYepeaam.

ModdepxKa Knacca
obcnyrcueaHusa 802.1p

! Telnet, HTTP, HTTPS-cepBepa BkatouatoTca/oTKAIOUaOTCA robanbHo ana scex VRF, skntoyas VRF no ymonyaHuio.
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2.2.8 ®yHKyuu obecnevyeHusa 6eszonacHocmu

Tabnuua 7 — PyHKUMM obecneyeHns besonacHocTn

®yHKUMA KOMMyTaTOpa, NpeAHa3HaYeHHana 41A 3aWMTbl OT aTak C MCMOb30BaHMEM
npoTtokona DHCP. O6ecneunBaet ¢ounbtpaumio DHCP-coobLieHnin, NOCTyNMBLINX C
HeHaJeXHblX NOPTOB MyTeM MOCTPOEHMA U Noaaep:aHna 6asbl 4aHHbIX NPUBA3KK
DHCP (DHCP snooping binding database). DHCP snooping BbiNonHAET aencTaus
6paHaMayapa MeKay HeHaaeKHbIMKU nopTamu U cepeepammn DHCP.

DHCP snooping

Onuma, KoTopaa nossoaseT npouHbopmmposaTe DHCP-cepsep o Tom, € Kakoro
Onyus 82 npomokona DHCP-peTpaHcaaTopa 1 Yepes Kakown nopt nFiMLuen 3anpoc. .

Mo ymonyaHMIo KOMMmyTaTop, Mcnonb3yowmin dyHKumio DHCP snooping, obHapy»Ku-
DHCP o o o

BaeT n oTbpacbiBaeT Atob6oi DHCP-3anpoc, coaeprrawmii onumio 82, KOTopbI OH No-

Jlyunn yepes HeHagE&xHbIM (untrusted) nopr.
UDP relay MepeHanpasneHne wnpokoselLaTesbHoro UDP-TpadmKa Ha yKasaHHbIN IP-agpec.
®yHKyuu DHCP- DHCP-cepBep ocyuiecTBaseT LEeHTpaAn30BaHHOE yrnpaB/ieHUe CEeTEBbIMU aZpecamu
cepsepa W COOTBETCTBYHOLMMWN KOHOUTYPALMOHHBIMM NapaMeTpaMm, aBTOMaTUYECKN Npeso-

CTaB/1AAaA UX KTNEHTaM.

IP Source address guard

PyHKUMA KOMMYyTaTopa, KOTopas orpaHmMumeaeT IP-TpaduK, dunbTpys ero Ha OCHoBa-
HUKM TabmLbl cooTBETCTBUI 6asbl gaHHbIX NpueAa3kn DHCP — DHCP snooping u ctaTn-
Yyecku cKoHdUrypmpoBaHHbIX IP-agpecos. PyHKLMA ncnonb3yeTcs aAna 6opbbbl c Nnoa-
meHoit IP-agpecos.

Dynamic ARP
Inspection (Protection)

dyHKUMA KOMMYTaTOpa, NpeaHasHavyeHHasa 415 3alMTbl OT aTak C UCMNO/b30BaHNEM
npoTtokona ARP. CoobLieHre, KOTOPOe NOCTYMNaeT C HeHaAeKHOro NopTa, Noasepra-
eTca nposepke — cooTseTcTByeT An IP-agpec B Tene npuHatoro ARP-coobuieHus
IP-agpecy otnpasutens. Ecam agpeca He COBMNagaloT, TO KOMMYTAaTOp oT6pacbiBaeT
naker.

L2 -13—-L4 ACL (Access
Control List)

Ha ocHoBe MHpOpMaLLMK, CoAEepKaLLENCA B 3aro/10BKax ypoBHen 2, 3 u 4, y agMUHK-
CTpaTopa ecTb BO3MOXHOCTb HacTPOUTb NPaBW/Ia, COrIACHO KOTOPbIM MaKeT byaer
obpaboTtaH AMb0o OTOPOLLEH.

Time-Based ACL

Mo3BonseT cKoHGUryprMpoBaTb BPEMEHHbIE PaMKW, B TEUEHWE KOTOPbIX AaHHbIA ACL
byaert nelicTBoBaTh.

Moddepxka OcHoBHaA GyHKUMA BNOKMPOBKM — NOBLICUTL H€30NacHOCTbL CeTH, MPeaoCcTaBAA 40-
306/10KUPOBAHHBIX CTYN K NOPTY KOMMyTaTopa TO/NIbKO ANA yCTpoicTs, umetowmnx MAC-agpeca, 3akpen-
nopmos NeHHble 32 3TUM NOPTOM.

lposepka Mposepka noanmMHHoctu IEEE 802.1x npeactaBaseT coboit mexaHU3M KOHTPOAA [0-

nodéauHHocMu Ha
ocHoee nopma (802.1x)

CTyNa K pecypcam Yepes BHeWHWI cepsep. lNpolweawre NpoBepKy NOAJMHHOCTM
no/ab30BaTe v NOAYHAlOT AOCTYN K pecypcam BbiGpaHHOM ceTu.
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2.2.9 ®yHKYuU ynpasseHus KoMmmymamopom

Tabanuya 8 — OcHOBHble GYHKUMM yNpaBAEHUA KOMMYTaTOpamu

3azpy3Ka u ebiepy3ka
¢gaiina Hacmpoiiku

MapameTpbl YCTPOMCTB COXpaHAOTCA B Gpaliie HAaCTPOIKN, KOTOPbINA COAEPKUT AaH-
Hble KOHPUTypaLMM KaK BCEN CUCTEMbI B LLeJIOM, TaK M onpeaesieHHOro nopTa ycTpoun-
cTBa.

Mpomokon TFTP (Trivial
File Transfer Protocol)

Mpotokon TFTP ncnonb3yetca gns onepaunini 3anmcu 1 uteHus dainos. MpoTokon oc-
HOBAH Ha TpaHCNOPTHOM npoToKosae UDP.

YcTpoiicTBa NOALEP!KMBAIOT 3arpy3ky U nepegady No AaHHOMY npoTokony ¢annos
HaCTPOMKKN M 06pa3oB NporpammHoro obecneyexus.

Mpomokon SCP (Secure
Copy)

MpoTtoKkon SCP ncnonb3yetca Ana onepaumii 3anmcy u uteHua dainos. MpoTokon oc-
HOBAH Ha ceTeBOM NpoToKose SSH.

YCcTpoiicTBa NOALEP!KMBAIOT 3arpy3Ky U nepegady no AaHHOMY npoTokony ¢annos
HacTPOWMKKM 1 06pa3oB NporpammHoro obecneyeHus.

YoaneHHoiii
MoHumopuHz (RMON)

YpaneHHbii MOHUTOPUHT (RMON) — cpeficTBO MOHUTOPUHIAE KOMMBIOTEPHBIX CETEN,
pacwupeHme SNMP. CoBMeCcTUMble YCTPOICTBA NO3BOAAIOT cobupaTb AnarHoctuye-
CKMe JaHHble C MOMOLLbLIO CTaHUMK ynpasneHua cetbto. RMON — 3710 cTaHgapTHasa
6a3a MIB, B KOTOpOU onpeaeneHbl TEKYLLAA U NpeablayLias cTaTUcTuKa yposHa MAC
N 06BbEKTLI YNPaBAEHMUSA, NPeSoCTaBAAOWME AaHHbIE B PEalbHOM BPEMEHW.

lpomokon SNMP

Mpotokon SNMP ucnonbsyeTtca gns MOHUTOPUHIA W YNPaBIEHUSA CETEBbIM YCTPOM-
cTBOM. 1A ynpaBaeHUA AOCTYNOM K cMCTEME OnpeaenfaeTca CNMCOK 3anuceit coob-
LLLeCTBA, KaXaan N3 KOTOPbIX COAEPKUT NPUBUAErUU AOCTYNa.

Unmepdpeiic
KOMAaHOHOU cmpoKu
(CLI)

YnpasneHne kKommyTaTopamu nocpeactsom CLI ocyliecTBaseTca NoKanabHO yepes no-
cneposaTtesibHbIM nopT RS-232, nnbo yaaneHHo yepes Telnet, SSH. UHTepdelic Ko-
MaHAHoOM cTpoKku KoHconwu (CLI) aBnseTca NpomblilwNeHHbIM CTaHAapTOM. MHTepnpe-
TaTop CLI NpeoCcTaBAAET CNIMCOK KOMaHA, U K/OYEBbIX C/10B A1 MOMOLLM NO/1b30Ba-
TeJ/It0 U COKPALLEHUIO 06bemMa BBOAUMbIX AAHHBIX.

Syslog — npoTokon, obecneunBatowmin nepeaady coobLLeHnii 0 NPOUCXOAALLMX B CH-

Syslog N

cTeme cobbITUAX, a TaKKe yBeJoMIEHU 06 owmMBKax yaaneHHbIM cepBepam.
lpomokon NTP MPOTOKON CUHXPOHU3ALMN BPEMEHM CeTeBbIX YCTPOMCTB C cepBepamm TOHYHOTO Bpe-
(Network Time MEHU C NOAAEPKKON aNrOPUTMOB Bbl6OPa MCTOYHUKOB CUHXPOHM3ALMMN.
Protocol)
SNTP MpoTokon SNTP — NPOTOKON CUHXPOHWU3ALMU BPEMEHMU CETU, FAPAHTUPYET TOYHOCTb
(Simple Network Time CUHXPOHM3aLMKN BPEMEHUN CETEBOTO YCTPOMCTBA C CEPBEPOM 0 MUINCEKYHADI.
Protocol)
lpomokon PTP MPOTOKON BbICOKOTOYHOW CUHXPOHM3aUMK BpemeHU. B perkume Transparent Clock

(Precision Time
Protocol, Transparent
Clock)

KOMMYTaTOp U3MepaeT 3a4epKKy NPoxoxKaeHUs PTP-NakeToB U KOPPEKTUPYET none
Correction Field gna noBbIWeHNA TOYHOCTU CUHXPOHU3ALUN.

Traceroute — cny»kebHaa pyHKUMSA, NpegHa3HaYeHHan ANa onpeaesieHns MapLupyTos

Traceroute
nepegayun gaHHbIX B IP-ceTax.
Ynpaenexue .
AZLMUHUCTPATOP MOXKET OnpesennTb YPOBHM NPUBUAEIMIA AOCTYNA ANA NO/ib30BaTe-
KOHMponupyemeoim . . .
Nef YCTPOICTBA U XapaKTePUCTUKN AN1A KAKAOro YPOBHA NpuUBUAErnin (TONbKO gnn
docmynom — ypoeHu o
. yTeHuns — 1 ypoBeHb, MNOAHbIN A0CTyn — 15 ypoBeHb).
npusuneauu
KommyTtaTop cnocobeH ycTaHaBAuBaTb 3anpeT AOCTyNa K Kaxaomy uHTepoency
npasneHunsa (SNMP, CLI). 3anpeT moxeT ObITb YCTaHOBAEH OTAENbHO ANA KaX[oro
BoKupoeKa ynp ( , CLI). 3anp y A A A
o TMNa goctyna:
UHMe, euca .
P Telnet (CLI over Telnet Session);
ynpaeneHua Secure Shell (CLI over SSH);
SNMP.
JlokanbHasa [Ona nokanbHOM ayTeHTUPUKaLMKN NoanepKMBaeTca XpaHeHMe naponen B 6ase gaH-
aymeHmudgukayus HbIX KOMMYyTaTOpa.
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dunempayus IP-

Loctyn no SNMP paspewaetca gna onpegeneHHbix |IP-agpecos, ABAAKOLWMXCA Yne-

adpecos dna SNMP Hamun SNMP-coobuiecTsa.
MpoTtokon RADIUS ucnonb3yetca ana ayTeHTMdUKaumm, asTopmsaumm u ydeta. Cep-
Bep RADIUS ucnonbsyet 6a3y AaHHbIX NONb30BaTeNEN, KOTOPAA COAEPHKUT AaHHble
Knuexm RADIUS P YeT basy A , KOTOPAA COAEPHUT A
NpoBepKW NOAJANHHOCTM A/1A KaXKA0ro nonb3osatena. KommyTtaTopbl coaepaT Kam-
E€HTCKYo YacTb npoTokoaa RADIUS.
TACACS+ YCTPOMCTBO NpefoCcTaBnAeT Noanep KKy NPOBEPKM NOAJMHHOCTU KAMEHTOB Nocpes-
. ctBom npoTtokona TACACS+. Mpotokon TACACS+ obecneynBaeT LEeHTPaIN30BaHHYO
(Terminal Access CMCTeMyp 6e3onacHocTn ans I:|)1posep|-w| nosb3osaTtenemn nonyLl:aroE_l,mx p,OCTyny K
Controller Access N ’
YCTPOMCTBY, @ TaKKe LLeHTPA/IM30BaHHYIO CUCTEMY YNpaB/ieHUa npu cobnoseHnn
Control System)
cosmectumocTtn ¢ RADIUS n apyrumun npoueccammn npoBepKu NOAMHHOCTY.
®yHKuMA cepsepa SSH nossonseT KaneHTy SSH ycTaHOBUTL C YCTPOMCTBOM 3aLUULLEH-
Cepsep SSH YHKL, psep y Yy ycTp Lni,
Hoe coeAuHeHue AN1A yNpaBaeHUA UM.
Moddepxka JaHHasa yHKLMA NpeaocTaBnAeT BO3MOXKHOCTb CO3aBaTb MaKPOKOMaHAbl, nNpea-
MOKPOKOMAHO cTasnsawowme coboli Habop KOMaHA, Y NPUMEHATb UX A7 KOHPUTYPALMKM YCTPOMCTBA.

2.2.10 fononHumenobHble pyHKyUU

B Tabsimue 9 npmseaeHbl A0NONHUTEIbHbIE GYHKLUN YCTPOMCTBA.

Tabnnua 9 — lonosHMTeNbHblE GYHKLUMM YCTPOCTBA

AuazHocmuka
onmuyYyecKoz20
mpaHcusepa

YCTPOWCTBO NO3BOIAET TECTUPOBATb ONTUYECKMIA TpaHcuBep. Mpu TeCTUPOBaHUK OT-
CNEXMBAKOTCA TakMe MapameTpbl, Kak TOK M HanpsaKeHue MuTaHuA, Temnepartypa
TpaHcueepa. [na peanusauumn Tpebyetca NoaAepsKKa 3TUX GYHKLMI B TpaHCUBEPE.

Green Ethernet

ﬂ,aHHblﬁ MeXaHU3M NOo3BONAET KOMMYTATOPY CHU3UTb 3HepFOFIOTp66/16HME 3a cyet
OTKNIOYEHNA HEAKTUBHDbIX 3/IEKTPUYHECKUX MOPTOB.

Coomeemcmeue
cmaHdapmy M3K
61850

KommyTtaTop 06/1a4aeT BceEMM HEOBXOAMMbBIMM XapaKTepUCTUKamMn gas paboTobl ¢
npotokonamu MMS, GOOSE, SV:

- Manas sBennuunHa 3agepkn GOOSE-coobuieHuns npu nepegaye;
- YmeHue pacnosHaBsaTb Ethertype GOOSE-coobuieHus;

- YmeHue paboTaTb C Terom BUPTyasibHOM ceTn 1 Terom npuopwuteta IEEE 802.1Q
GOOSE-coobueHuns;

- Nopaep»ka nepegaum multicast-coobLLeHN 1 BOSMOXKHOCTb paboTbl C onpeaeneH-
HbiM cTaHgapTom M3K 61850 gmManasoHom rpynn BeLaHus.
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2.3 OCHOBHbIE TEXHUYECKNE XapaKTePUCTUKHM

OCHOBHble TEXHMYECKME NapamMeTPbl KOMMYTAaTOPOB NpuBeAeHbl B Tabaumue 10.

Tabanuya 10 — OCHOBHbIE TEXHUYECKME XaPaKTEPUCTUKM

O6wue napameTpbl

NHTepdeichl

MES2300-08

10 x 10/100/1000BASE-T
2 x 1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300-08P

2 x10/100/1000BASE-T

8 x 10/100/1000BASE-T (RJ-45) PoE/PoE+
2 x 1000BASE-X (SFP)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300-24

24 x 10/100/1000BASE-T
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbI nopT RS-232 (RJ-45)

MES2300B-24

24 x 10/100/1000BASE-T
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300-24F

20 x 1000BASE-X/100BASE-FX (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

1 x KoHconbHbI nopT RS-232 (RJ-45)

MES2300B-24F

20 x 1000BASE-X/100BASE-FX (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300-24P

24 x 10/100/1000BASE-T (RJ-45) PoE/PoE+
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300D-24P

24 x 10/100/1000BASE-T (RJ-45) PoE/PoE+
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300DI-28

24 x 10/100/1000BASE-T

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1 x KoHconbHbIN nopT RS-232 (RJ-45)

1xUSB 2.0

MES2300-48P

48 x 10/100/1000BASE-T PoE/PoE+
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300B-48

48 x 10/100/1000BASE-T
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2310-12XU

12 x 10/100/1000/2.5G/5G/10GBASE-T PoE++

4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)/25GBASE-R
(SFP28)

1 x KoHconbHbI nopT RS-232 (RJ-45)

1 x 10/100/1000BASE-T (OOB)

MES3300-08F

4 x 1000BASE-X/100BASE-FX (SFP)
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo

25 Ethernet-kommymamopesi cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32
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1 x KoHconbHbIM nopT RS-232 (RJ-45)
1 x 10/100/1000BASE-T (OOB)

MES3300-16F

12 x 1000BASE-X/100BASE-FX (SFP)

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1 x KoHconbHbIN nopT RS-232 (RJ-45)

1 x 10/100/1000BASE-T (OOB)

MES3300-24

24 x 10/100/1000BASE-T

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x 10/100/1000BASE-T (OOB)

1 x KoHconbHbI nopT RS-232 (RJ-45)

MES3300-24F

20 x 1000BASE-X/100BASE-FX (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

1 x 10/100/1000BASE-T (OOB)

1 x KoHconbHbI nopT RS-232 (RJ-45)

MES3300-48

48 x 10/100/1000BASE-T

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x 10/100/1000BASE-T (OOB)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES3300-48F

48 x 1000BASE-X/100BASE-FX (SFP)

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x 10/100/1000BASE-T (OOB)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES35001-08P

8 x 10/100/1000BASE-T PoE/PoE+ (RJ-45)

2 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (RJ-
45/SFP) Combo

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES35001-10P

8 x 10/100/1000BASE-T PoE/PoE+ (RJ-45)
4 x 100BASE-FX/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES35001-8P8F

8 x 10/100/1000BASE-T PoE/PoE+ (RJ-45)
8 x 100BASE-FX/1000BASE-X (SFP)

2 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1xUSB 2.0

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES35001-24F

1 x 10/100/1000BASE-T (OOB)

20 x 1000BASE-X/100BASE-FX (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB 2.0

MES3510S-08P

8 x 10/100/1000BASE-T PoE/PoE+ (RJ-45)
4 x 100BASE-FX/1000BASE-X (SFP)
1xUSB 2.0

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES3510DS-24F

1 x 10/100/1000BASE-T (OOB)

16 x 1000BASE-X/100BASE-FX (SFP)

8 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
4 x 10GBASE-R (SFP+)

1 x KoHconbHbIN nopT RS-232 (RJ-45)

1xUSB 2.0

26 Ethernet-kommymamopei cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32




D ELTEX

1 x 10/100/1000BASE-T (OOB)
MES5312 12 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1 x 10/100/1000BASE-T (OOB)

16 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbI nopT RS-232 (RJ-45)
1xUSB 2.0

MES5316A

1 x 10/100/1000BASE-T (OOB)

24 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbI nopT RS-232 (RJ-45)
1xUSB 2.0

MES5324A

1 x 10/100/1000BASE-T (OOB)

32 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
1xUSB 2.0

MES5332A

1 x 10/100/1000BASE-T (OOB)

24 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
MES5300-24 6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB 2.0

1 x 10/100/1000BASE-T (OOB)

48 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
MES5300-48 6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB 2.0

1 x 10/100/1000BASE-T (OOB)

48 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
MES5305-48 6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbI nopT RS-232 (RJ-45)

1xUSB2.0

1 x 10/100/1000BASE-T (OOB)

48 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
MES5310-48 6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB 2.0

1 x 10/100/1000BASE-T (OOB)

24 x 1000BASE-X (SFP)/10GBASE-R (SFP+)/25GBASE-R
(SFP28)

2 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB 2.0

MES5320-24

1 x 10/100/1000BASE-T (OOB)

24 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
MES5400-24 6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB 2.0

1 x 10/100/1000BASE-T (OOB)

48 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
MES5400-48 6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB 2.0

27 Ethernet-kommymamopesi cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32
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MES5410-48

1 x 10/100/1000BASE-T (OOB)

48 x 1000BASE-X (SFP)/10GBASE-R (SFP+)/25GBASE-R
(SFP28)

6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)

1 x KoHconbHbI nopT RS-232 (RJ-45)

1xUSB 2.0

MES5500-32

1 x 10/100/1000BASE-T (OOB)

2 x 10GBASE-R (SFP+)

32 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbI nopT RS-232 (RJ-45)

1xUSB 2.0

MES5600-24

1 x 10/100/1000BASE-T (OOB)

2 x 10GBASE-R (SFP+)

24 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
8 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)/
400GBASE-R8 (QSFP56-DD)

1 x KoHconbHbI nopT RS-232 (RJ-45)

1xUSB 2.0

MES5700-32

32 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)/
400GBASE-R8 (QSFP56-DD)

2 x 10GBASE-R (SFP+)

1 x 10/100/1000BASE-T (OOB)

1 x KoHconbHbI nopT RS-232 (RJ-45)

1xUSB 2.0

CKopocCTb Nnepegayvn gaHHbIX

Ontuueckne nHtepdeicol 1/10/25/100 réut/c
dnekTpuyeckue nHtepdeicol 10/100/1000/10000 M6buT/c

MponyckHasa cnocobHOCTb

MES2300DI-28

56 [6ut/c

MES3300-08F

96 6ut/c

MES3300-16F

112 réumt/c

MES2310-12XU

440 Iéut/c

MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300D-24P
MES2300-24P
MES3300-24
MES3300-24F
MES35001-24F
MES3510DS-24F

128 réur/c

MES2300-48P
MES2300B-48
MES3300-48

MES3300-48F

176 réut/c

MES5700-32

25,6 Téut/c

MES35001-08P

20 Iéut/c

MES2300-08
MES2300-08P
MES35001-10P
MES3510S-08P

24 Téut/c

MES35001-8P8F

72 réut/c

MES5312

240 Iéut/c

28 Ethernet-kommymamopei cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32
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Mpoun3BoANTENLHOCTb Ha Na-
KeTax A/iMHou 64 6aiital

MES5316A 320 r6ur/c
MES5324A 480 T61T/C
MES5332A 640 [6uT/c
MES5300-24

MES5400-24 1,68 Tou/c
MES5320-24 1,6 T6uT/c
MES5300-48

MES5305-48

MES5310-48 2,16 Tout/c
MES5400-48

MES5410-48 3,6 T6uT/C
MES5500-32 6,4 T6uT/C
MES5600-24 11,2 T6ut/c
MES2300DI-28 41,6 MPPS
MES3300-08F 71,4 MPPS
MES3300-16F 88,3 MPPS
MES2300-24P 94,49 MPPS
MES2300-24

MES2300B-24

MES2300-24F

MES2300B-24F

MES2300D-24P 95,2 MPPS

MES3300-24
MES3300-24F
MES35001-24F
MES3510DS-24F

MES2300-48P
MES2300B-48
MES3300-48

MES3300-48F

130,95 MPPS

MES35001-08P 14,8 MPPS
MES35001-8P8F 53,57 MPPS
MES2300-08

MES2300-08P 17,8 MPPS
MES35001-10P

MES3510S-08P 17,75 MPPS

MES2310-12XU

327,38 MPPS

MES5312 178 MPPS
MES5316A

MES5324A 238 MPPS
MES5332A

MES5300-24 593,7 MPPS
MES5300-48 552,15 MPPS
MES5305-48 575,80 MPPS

! 3HaueHna yKasaHbl A8 OHOCTOPOHHEN nepeaayn.

29 Ethernet-kommymamopesi cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,

MES5410-48, MES5500-32, MES5600-24, MES5700-32
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MES5310-48

1028,5 MPPS

MES5320-24

406,25 MPPS

MES5400-24

878,3 MPPS

MES5400-48

1041,5 MPPS

MES5410-48

2467 MPPS

MES5500-32

1398 MPPS

MES5600-24

4944,3 MPPS

MES5700-32

5426 MPPS

O6bem bydepHoi namaTu

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F

1,5 Mb6awnt

MES5312

2 Mbant

MES2300-48P
MES2300B-48
MES2310-12XU
MES3300-48
MES3300-48F
MES3510S-08P
MES3510DS-24F
MES5316A
MES5324A
MES5332A

3 M6aut

MES5300-24
MES5300-48

6 Mb6aiT

MES5320-24

8 Mbaut

MES5305-48

10 M6awnt

MES5310-48
MES5400-24
MES5400-48

12 M6aunt

MES5410-48
MES5500-32

24 Mb6aut

MES5600-24
MES5700-32

48 Mb6ant

30 Ethernet-kommymamopei cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32
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O6bem 03Y (DDR3)

MES5312

MES5316A
MES5324A
MES5332A

1 reant!

O6bem O3Y (DDR4)

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES2310-12XU
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F
MES3510S-08P
MES3510DS-24F

2 F6ant

MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5320-24
MES5400-24
MES5400-48
MES5410-48
MES5500-32
MES5600-24
MES5700-32

8 réant

O6bem M3Y (NAND Flash)

MES2300-08
MES2300-08P
MES2300-24
MES2300-24P
MES2300-24F
MES2300B-24F
MES2300-48P
MES2300B-48
MES2310-12XU
MES3300-24
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F

512 M6aut

1 06vém 03Y gna mogeneit MES5316A rev.C, MES5324A rev.C, MES5332A rev.C — 2 l6air.

31 Ethernet-kommymamopesi cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,

MES5410-48, MES5500-32, MES5600-24, MES5700-32
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MES35001-24F
MES3510S-08P
MES3510DS-24F

MES5312

MES5316A
MES5324A
MES5332A

1réant

MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5320-24
MES5400-24 8 Ibant
MES5400-48
MES5410-48
MES5500-32
MES5600-24
MES5700-32

O6bem M3Y (embedded
ussD)

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300-48P
MES2300B-48
MES2300DI-28
MES3300-24 16384
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
Tabnnua MAC-agpecos MES35001-10P
MES35001-8P8F
MES35001-24F
MES3510S-08P
MES3510DS-24F

MES2310-12XU
MES5312
MES5316A
MES5324A 32768
MES5332A
MES5300-24
MES5300-48

MES5305-48

MES5320-24 131072

MES5310-48

MES5400-24 65536

MES5400-48 262144

32 Ethernet-kommymamopei cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32
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MES5410-48
MES5500-32
MES5600-24
MES5700-32

131072%/2621442

MES2300-083
MES2300-08P3
MES2300-243
MES2300B-243
MES2300-24F3
MES2300B-24F3
MES2300-24P3
MES2300D-24P3
MES2300DI-283
MES2300-483
MES2300-48p3
MES2300B-483

1981

MES3300-243
MES3300-08F3
MES3300-16F3
MES3300-24F3
MES3300-483
MES3300-48F3
MES3500I-08P3
MES3500I-10P3
MES3500I-8P8F3
MES3500I-24F3

4029

Konnuyectso ARP-3anuce

MES3510S-08P*

MES3510D5-24F¢ | 5123

MES2310-12XU3 8180

MES53123

MES5316A3
MES5324A3
MES5332A3

8125

MES5300-243

MES5300-483 16317

MES5305-483
MES5310-483 32701
MES5400-243

MES5400-483 131005

MES5320-243 65469

MES5410-483
MES5500-323
MES5600-243
MES5700-323

65469'/982372

! MakcmanbHoe 3HaueHWe ANs peMma pacnpeeneHms CUcTeMHbIX pecypcos mid-13-mid-12.

2 MaKcMmanbHOe 3HauYeHMe A/1A PeXMMa pacnpeaeneHns CUCTEMHbIX pecypcos min-13-max-12.

3 lna kaxporo xocta B ARP-Tabnuue co3gaeTca 3anuch B TabauLe MapLupyTM3aLmMmn. 3HaYeHNE XapaKTePUCTUKM MOXKET
N3MEHUTLCA NpU ycTaHoBKe nuueHsnin EVPN/VXLAN nan MPLS B 3aBMCMMOCTM OT TUNa IULLEH3UU U MOAENMN YCTPON-
ctBa. Cm. pasgen 4.5.2.3 BoigeneHune annapaTHbIX PecypcoB Nog AMLeH3npyemMblt GyHKUMOHaN.

4 Ana kaxporo xocta 8 ARP-Tabaunue co3paeTca AONOAHUTENbHAA 3aNMCh B TabAULLE KOMMYTaLMN.

33 Ethernet-kommymamopesi cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32



JHELTEX

Moppepxka VLAN

CornacHo 802.1Q o 4094 aktmsHbIX VLAN

MaKcMmanbHoe KOANYecTBo
VLAN c ¢pyHKumneir DHCP
Snooping?

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

246

MES3300-24
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48

374

MES3510S-08P
MES3510DS-24F

502

MES2310-12XU
MES5312
MES5305-48
MES5310-48
MES5400-24
MES5410-48
MES5500-32
MES5600-24
MES5700-32

758

MES5400-48

1526

MES5320-24

3039

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

493

L ®yHKUMM ncnonb3yioT obwue annapatHble pecypcbl TCAM, cm. pasgen 2.2.2 Ucnonb3osaHne TCAM. 3HayeHue xa-
PaKTEPUCTUKN MOMKET U3MEHUTLCA NPU ycTaHoBKe nnueH3nit EVPN/VXLAN nan MPLS B 3aBUCMMOCTM OT TUNA IULIEH-
31K U mogenu yctporictea. Cm. pasgen 4.5.2.3 BoiaeneHune annapaTHbIX PecypcoB oA ANLEH3NPYeMbI GYyHKUMOHAN.

34 Ethernet-kommymamopei cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,

MES5410-48, MES5500-32, MES5600-24, MES5700-32




D ELTEX

MES3300-24
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F 749
MES35001-24F
MES5316A
MES5324A
MES5332A
MES5300-24

MES5300-48
MakcrmanbHoe KonyecTso

VLAN c pyHKuUMelt PIM MES3510S-08P

Snooping? MES3510DS-24F 1005

MES2310-12XU
MES5312
MES5305-48
MES5310-48
MES5400-24 1517
MES5410-48
MES5500-32
MES5600-24
MES5700-32

MES5400-48 3053

MES5320-24 4058

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MakcrmanbHOe KonnmyecTso MES2300-24F
VLAN c pyHKumelt ARP MES2300B-24F 493
inspection? MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

1 dyHKUMKM ncnonbsytoT obuwme annapatHble pecypcbl TCAM, cm. pasgen 2.2.2 Ucnonb3osaHne TCAM. 3HayeHue xa-
PaKTEPUCTUKN MOXKET U3MEHUTLCA NpU ycTaHoBKe nnueHsnit EVPN/VXLAN nanm MPLS B 3aBUCMMOCTM OT TMNA ANLEH-
31K U mogenu yctporictea. Cm. pasgen 4.5.2.3 BoiaeneHune annapaTHbIX PecypcoB oA ANLEH3NPYeMbI GYyHKUMOHAN.
2 dYHKUMM Mcnonb3yloT oblme annapaTHble pecypcbl TCAM, cm. pasgen 2.2.2 Ucnonb3osaHne TCAM. 3HaueHue xa-
PaKTEPUCTUKN MOMKET U3MEHUTLCA NPU ycTaHoBKe nnueH3nit EVPN/VXLAN nan MPLS B 3aBUCMMOCTM OT TUNA IULIEH-
31K U mogenu yctporictea. Cm. pasgen 4.5.2.3 BoiaeneHune annapaTHbIX PecypcoB oA ANLEH3NPYEMbIN GYHKUMOHAN.

35 Ethernet-kommymamopesi cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32



JHELTEX

MES3300-24
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F 749
MES35001-24F
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48

MES3510S-08P

MES3510DS-24F 1005

MES2310-12XU
MES5312
MES5305-48
MES5310-48
MES5400-24 1517
MES5410-48
MES5500-32
MES5600-24
MES5700-32

MES5400-48 3053

MES5320-24 4077

MaKkcumanbHoe Konmndectso Subnet-Based VLAN? 256

MakcumanbHoe konmuectso MAC-Based VLAN? 256

MakcumanbHoe Konnyectso Protocol-Based VLANY | 12

MaKcumanbHoe Konnvectso port/LAG/VLAN c

dyHKumein IP Source Guard? >12
MES2300-08
MES2300-08P
MES2300-24
MaKcumanbHoe Koanvectso | MES2300B-24
CTAaTUYECKUX U MES2300-24F
AMHaMU4Yeckux 3anucein IP MES2300B-24F 1966
Source Guard* MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

L ®yHKUMM ncnonb3yioT obwue annapatHble pecypcbl TCAM, cm. pasgen 2.2.2 Ucnonb3osaHne TCAM. 3HayeHue xa-
PaKTEPUCTUKN MOMKET U3MEHUTLCA NPU ycTaHoBKe nnueH3nit EVPN/VXLAN nan MPLS B 3aBUCMMOCTM OT TUNA IULIEH-
31K U mogenu yctporictea. Cm. pasgen 4.5.2.3 BoiaeneHune annapaTHbIX PecypcoB oA ANLEH3NPYeMbI GYyHKUMOHAN.

36 Ethernet-kommymamopei cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32



D ELTEX

MES3300-24
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F 2990
MES35001-24F
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48

MES2310-12XU
MES5312

MES5305-48 6063
MES5310-48
MES5400-24

MES5410-48
MES5500-32
MES5600-24
MES5700-32

5082

MES5400-48 10730

MES3510S-08P

MES3510DS-24F 3539

MES5320-24 10240

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F 1973
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

MaKcumanbHoe Konn4ecTso

cynavkaHTos 802.1x MES3300-24
Multi-Session? MES3300-24F
MES3300-48

MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F 2998
MES35001-24F
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48

L ®yHKUMM ncnonb3yioT obwue annapatHble pecypcbl TCAM, cm. pasgen 2.2.2 Ucnonb3osaHne TCAM. 3HayeHue xa-
PaKTEPUCTUKN MOMKET U3MEHUTLCA NPU ycTaHoBKe nnueH3nii EVPN/VXLAN nan MPLS B 3aBUCMMOCTM OT TUMa ANLEH-
31K U mogenu yctporictea. Cm. pasgen 4.5.2.3 BoiaeneHune annapaTHbIX PecypcoB oA ANLEH3NPYeMbI GYyHKUMOHAN.

37 Ethernet-kommymamopesi cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32



JHELTEX

MES3510S-08P

MES3510DS-24F 3569

MES2310-12XU
MES5312

MES5305-48 6070
MES5310-48
MES5400-24

MES5410-48
MES5500-32
MES5600-24
MES5700-32

5068

MES5400-48 10706

MES5320-24 16310

MES2300-08
MES2300-08P
MES2300-24
MES2300-24P
MES2300B-24
MES2300-24F 2048
MES2300B-24F
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

MES2310-12XU
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F
MES3510S-08P
MES3510DS-24F
MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5320-24
MES5400-24
MES5400-48

Konnuectso rpynn L2
Multicast (IGMP snooping)

4092

MES5410-48
MES5500-32
MES5600-24
MES5700-32

2046

38 Ethernet-kommymamopei cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32



D ELTEX

Konnuectso npasmn SQinQ*

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

1320 (ingress), 654 (egress) / 654 (ingress), 1320 (egress)?

MES2310-12XU
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F
MES3510S-08P
MES3510DS-24F
MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5320-24
MES5400-24
MES5400-48
MES5600-24
MES5700-32

1320 (ingress), 1320 (egress)

Konunyectso npasun
MAC ACL input/output?

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

1974/1974

1 dyHKUMKM ncnonb3ytoT obwme annapatHble pecypcbl TCAM, cm. pasgen 2.2.2 Ucnonb3osaHne TCAM. 3HayeHue xa-
PaKTEPUCTUKN MOMKET U3MEHUTLCA NPU ycTaHoBKe nnueH3nit EVPN/VXLAN nan MPLS B 3aBMCUMMOCTM OT TUNA IULLEH-
31K U mogenu yctpoiictea. Cm. pasgen 4.5.2.3 BoiaeneHune annapaTHbIX PecypcoB oA ANLEH3NPYEMbIN GYHKUMOHAN.
2 Bcero 1974 npaswna. [lenatca B pasHbIX MPONOPLMAX MEXAY BXOAALLMMM U UCXOAALLMMM NPaBUaamu, Ho He bonee

1320 gna kaxgoro.

39 Ethernet-kommymamopesi cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32




JHELTEX

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES3500I-10P 2997/2997
MES3500I-8P8F
MES35001-24F
MES5316A!
MES5324A"
MES5332A!
MES5300-241
MES5300-48*

MES3510S-08P

MES3510DS-24F 3545/3544
MES2310-12XU

MES5312

MES5305-481 6070/6070

MES5310-48!
MES5400-241

MES5400-48" 10737/10740

MES5410-48*
MES5500-32*
MES5600-24*
MES5700-32

5089/5108

MES5320-24" 16310/16310

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
Konnyectso npasun MES2300-24F
IPv4 nnn IPv6 ACL MES2300B-24F
input/output? MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

1974/1974 1Pv4
987/987 IPv6

1 3HayeHMe xapaKTepUCTUKM MOXKET M3MEHNUTLCA NPU ycTaHoBKe anueH3nit EVPN/VXLAN nan MPLS 8 3aBMCMMOCTHM OT
TMNa IMLEH3UN U MoZenn ycTpoicTea. Cm. pasaen 4.5.2.3 BolaeneHne annapaTHbIX PeCYpCcoB NOZ NNLEH3UPYEMbIN
dYHKUMOHAN.

2 dYHKUMM Mcnonb3yloT oblme annapaTHble pecypcbl TCAM, cm. pasgen 2.2.2 Ucnonb3osaHne TCAM. 3HaueHue xa-
PaKTEPUCTUKN MOMKET U3MEHUTLCA NPU ycTaHoBKe nnueH3nit EVPN/VXLAN nan MPLS B 3aBUCMMOCTM OT TUNA IULIEH-
31K U mogenu yctporictea. Cm. pasgen 4.5.2.3 BoiaeneHune annapaTHbIX PecypcoB oA ANLEH3NPYEMbIN GYHKUMOHAN.

40 Ethernet-kommymamopei cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32



D ELTEX

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES3500I-10P
MES3500I-8P8F
MES35001-24F
MES5316A!
MES5324A"
MES5332A!
MES5300-241
MES5300-48*

2997/2997 IPv4
1499/1499 I1Pv6

MES3510S-08P
MES3510DS-24F

3545/3544 |pv4
1772/1772 I1Pv6

MES2310-12XU
MES5312*
MES5305-48*
MES5310-48*
MES5400-241

6070/6070 IPv4
3035/3035 IPv6

MES5320-242

16310/16310 IPv4
8155/8155 IPv6

MES5400-482

10737/10740 IPv4
5368/5370 IPv6

MES5410-482
MES5500-322
MES5600-242
MES5700-322

5089/5108 IPv4
2544/2554 |Pv6

Konnuectso ACL

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

2048

1 3HaueHMe XxapaKTepPUCTUKN MOXKET M3MEHNUTLCA NpU ycTaHoBKe anueH3nit EVPN/VXLAN nan MPLS 8 3aBMCMMOCTH OT

TMNa IMLEH3UN U MoZenn ycTpoinctea. Cm. pasaen 4.5.2.3 BolaeneHne annapaTHbIX PeCYpCcoB NOZ NNLEH3UPYEMbI
dYHKUMOHAN.

2 3HayeHWe XapaKTePUCTUKM MOXKET M3MEHUTLCA NPK ycTaHoBKe anueHsnit EVPN/VXLAN nan MPLS 8 3aBMcMMOCTH OT

TMNa MLEH3UN U MoZenn ycTpoicTea. CM. pasaen 4.5.2.3 BbiaeneHme annapaTHbIX PecypcoB Mog NMLEeH3Mpyembli
dYHKUMOHAN.

41 Ethernet-kommymamopesi cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,

MES5410-48, MES5500-32, MES5600-24, MES5700-32




JHELTEX

MES3300-24
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F 3072
MES35001-24F
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48

MES3510S-08P

MES3510DS-24F 4096

MES2310-12XU
MES5312
MES5305-48
MES5310-48
MES5400-24 6144
MES5410-48
MES5500-32
MES5600-24
MES5700-32

MES5320-24 9970

MES5400-48 12288

Konnyectso npasun ACL B ogHom ACL 512

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

4063 IPv4
1014 I1Pv6

MES3300-24
Konnyectso mapwpyTtos L3 MES3300-08F
Unicast? MES3300-16F
MES3300-24F
MES3300-48 13279 IPv4
MES3300-48F 3317 IPv6
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F

13280 IPv4

MES3510S-08P 3318 IPV6

13278 IPv4

MES3510DS-24F 3317 IPV6

! MapuwpyTbl IPv4/IPv6 Unicast/Multicast ncnonbsytot obLime annapaTtHble pecypcbl.

42 Ethernet-kommymamopei cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32



D ELTEX

Konnyectso mapwpyTos L3
Multicast (IGMP Proxy, PIM)?

MES5312!
MES5316A!
MES5324A! 16351 IPv4
MES5332A! 4085 IPv6
MES5300-24
MES5300-48

28639 IPv4
MES5305-48 7158 IPV6
MES2310-12XU
MES5400-24 32735 I1Pv4
MES5400-48 8181 IPv6
MES5310-48

118756 1Pv4
MES5320-24 29687 IPV6
MES5410-48
MES5500-32 294882'/163542 IPv4
MES5600-24 73718'/4086° IPv6
MES5700-32
MES2300-08
MES2300-08P
MES2300-24

MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

1981 IPv4
505 IPv6

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F

4027 IPv4
1656 IPv6

MES3510S-08P
MES3510DS-24F

1522 IPv4
1522 IPv6

MES2310-12XU

8180 IPv4
4088 IPv6

! 3HayeHme XxapaKTePUCTUKM MOXKET U3MEHWUTLCA NPU ycTaHoBKe anuer3nit EVPN/VXLAN nan MPLS B 3aBMcMMOCTH OT
TMNA NULLEH3MM N MOoAenun ycTpoicTBa. Cm. pasaen 4.5.2.3 BblgeneHre annapaTHbIX PecypcoB Mo AULLEH3UPYEMbIN

dYHKUMOHAN.

2 MapuwpyTbi IPv4/IPv6 Unicast/Multicast ucnonbsytot obLime annapaTHble pecypcbl.

43 Ethernet-kommymamopesi cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32




JHELTEX

MES5312
MES5316A
MES5324A
MES5332A1
MES5300-24
MES5300-48

8174 IPv4!
2040 IPv6!

MES5305-48

14318 IPv4
3577 IPv6

MES5400-48
MES5310-48

16336 IPv4
4088 IPv6

163701Pv4

MES5320-24 12300 IPV6

12278 IPv4

MES5400-24 4088 IPV6

MES5410-48
MES5500-32 245641/81772 IPv4
MES5600-24 245641/20442 IPv6
MES5700-32

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
Konunyectso MES2300-48P
VRRP-mapupyTt1saTopos MES2300B-48
MES3300-24
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F

255

! 3HayeHme XxapaKTePUCTUKN MOXKET MU3MEHNUTLCA NpU ycTaHoBKe anueH3nit EVPN/VXLAN nan MPLS 8 3aBMcMMOCTH OT
TMNA NULLEH3MM N MoAenun ycTpoiicTea. Cm. pasaen 4.5.2.3 BblgeneHre annapaTHbIX PeCypCcoB Mo AULLEH3UPYEMbIN
dYHKUMOHAN.

44 Ethernet-kommymamopei cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32



D ELTEX

MES2310-12XU
MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5320-24
MES5400-24
MES5400-48
MES5410-48
MES5500-32
MES5600-24
MES5700-32

127

MES3510S-08P
MES3510DS-24F

15

Konunuectso VRF

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES2310-12XU
MES3300-08F
MES3300-16F
MES3300-24
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-24F
MES3510S-08P
MES3510DS-24F
MES5312
MES5316A
MES5324A
MES5332A

16 (Bkato4an VRF no ymonuyaHuio)

MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5320-24
MES5400-24
MES5400-48
MES5410-48
MES5500-32
MES5600-24
MES5700-32

251 (Bkntoyas VRF no ymonyaHuio)

45 Ethernet-kommymamopesi cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32




JHELTEX

Konnyectso

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

2032

L3-uHTepodeincos

MES2310-12XU
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F
MES3510S-08P
MES3510DS-24F
MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5320-24
MES5400-24
MES5400-48
MES5410-48
MES5500-32
MES5600-24
MES5700-32

2050

VXLAN!?

MES5410-48
MES5500-32
MES5600-24
MES5700-32

2046

MaKcrumanbHoe Konn4ecTso

MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48

2476

MES5305-48
MES5310-48
MES5320-24
MES5400-24
MES5400-48

4093

L ®yHKUMM ncnonb3yioT obwue annapatHble pecypcbl TCAM, cm. pasgen 2.2.2 Ucnonb3osaHne TCAM. 3HayeHue xa-
PaKTEPUCTUKN MOMKET U3MEHUTLCA NPU ycTaHoBKe nnueH3nit EVPN/VXLAN nan MPLS B 3aBMCMMOCTM OT TMNA NLIEH-
31K U mogenu yctporictea. Cm. pasgen 4.5.2.3 BoiaeneHune annapaTHbIX PecypcoB oA ANLEH3NPYeMbI GYyHKUMOHAN.

46 Ethernet-kommymamopei cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32




D ELTEX

MES5316A
MES5324A 4127
MES5332A

MES5300-24

MES5300-48 4346

MaKcumanbHOe KoNMYecTBo
MPLS-TyHHenen Bcex TMNOB,
uHKancynauua/
aekancynaumal

MES5305-48
MES5310-48
MES5320-24
MES5400-24
MES5400-48 4362
MES5410-48
MES5500-32
MES5600-24
MES5700-32

MES5316A
MES5324A 2048
MES5332A

MES5300-24

MES5300-48 2032

MaKcnumanbHoe Koan4ecTso
TPaHCNOPTHbIX MPLS-TyHHe-
neu, nukancynauus/
AeKancynauma’

MES5305-48
MES5310-48
MES5400-24
MES5400-48
MES5410-48 2048
MES5320-24
MES5500-32
MES5600-24
MES5700-32

MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48

MaKcumanbHoe Konm4ecTso MES5305-48

2048/15

cepsuCHbIX MPLS-TyHHEeNEN, | \MES5310-48
WHKancynsums/ MES5400-24
AeKancynaums’ MES5400-48
MES5410-48
MES5320-24
MES5500-32
MES5600-24
MES5700-32

2048/250

MakcmumanbHoe Konnyectso GRE-TyHHenein? 16

! MoapobHyo nHpopmaumio No pacnpeseneHunio pecypcos ana MPLS-TyHHenel cm. Tabnunua 38 — BoigeneHune anna-
paTHbIX PECYpPCOB NoA, NMLEH3UPYEMbIA GYHKLMOHAN.

2 NoapobHyto nHbopmaLumio No pacnpeaeneHunio pecypcos ana MPLS-TyHHenel cm. Tabaunua 38 — BoigeneHune anna-
PaTHbIX PECYPCOB NOoA AMUEH3UpyeMbln pyHKumoHan.Tabanuya 1 — basoBble GyHKLMN YCTPOMCTBA

3 dyHKUMM Mcnonb3yloT oblme annapaTHble pecypcbl TCAM, cm. pasgen 2.2.2 Ucnonb3osaHne TCAM. 3HaueHue xa-
PaKTEPUCTUKN MOMKET U3MEHUTLCA NPU ycTaHoBKe nnueH3nit EVPN/VXLAN nan MPLS B 3aBUCMMOCTM OT TUNA IULIEH-
31K U mogenu yctporictea. Cm. pasgen 4.5.2.3 BoiaeneHune annapaTHbIX PecypcoB oA ANLEH3NPYeMbI GYyHKUMOHAN.

47 Ethernet-kommymamopesi cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32



JHELTEX

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES2310-12XU
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MakcmMmanbHoe KOAn4ecTso | MES3500I1-8PSE

ECMP-rpynn MES35001-24F

1024

MES3510S-08P

MES3510DS-24F 761

MES5312 4096
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5320-24

MES5400-24 6144

MES5310-48 8192

MES5305-48 12288
MES5400-48
MES5410-48
MES5500-32
MES5600-24
MES5700-32

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28 8
MES2300-48P
MES2300B-48
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F

MaKcumanbHoe KoamyecTso
nytei B ECMP-rpynne

48 Ethernet-kommymamopei cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32



D ELTEX

MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F
MES3510S-08P
MES3510DS-24F

MES2310-12XU
MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5320-24
MES5400-24
MES5400-48
MES5410-48
MES5500-32
MES5600-24
MES5700-32

64

MakcrmanbHoe kKonmyectso O

SPF-npoueccos

20

MaKcnumanbHoe Konn4ecTso
OSPF-coceacTs

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES2310-12XU
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F
MES5312
MES5316A
MES5324A
MES5332A

641

! Konnuectso OSPF-coceacTs ana mogeneii MES5316A rev.C, MES5324A rev.C, MES5332A rev.C — 256.

49 Ethernet-kommymamopesi cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,

MES5410-48, MES5500-32, MES5600-24, MES5700-32




JHELTEX

MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5320-24
MES5400-24 256
MES5400-48
MES5410-48
MES5500-32
MES5600-24
MES5700-32

MaKcumanbHoe KonnyecTtso IS-IS-coceacTs 32

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES2310-12XU
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F 32
MES3300-48
MES3300-48F
MES35001-08P
MaKcnmmanbHoOe KoIM4ecTso MES35001-10P
BGP-cocencts MES3500I-8P8F
MES35001-24F
MES35105-08P
MES3510DS-24F
MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48

MES5310-48
MES5320-24
MES5400-24
MES5400-48
MES5410-48
MES5500-32
MES5600-24
MES5700-32

64

MakcmmanbHoe Konnyectso BFD-cocepacts?! 128

L ®yHKUMM ncnonb3yioT obwue annapatHble pecypcbl TCAM, cm. pasgen 2.2.2 Ucnonb3osaHne TCAM. 3HayeHue xa-
PaKTEPUCTUKN MOMKET U3MEHUTLCA NPU ycTaHoBKe nnueH3nit EVPN/VXLAN nan MPLS B 3aBUCMMOCTM OT TUNA IULIEH-
31K U mogenu yctporictea. Cm. pasgen 4.5.2.3 BoiaeneHune annapaTHbIX PecypcoB oA ANLEH3NPYeMbI GYyHKUMOHAN.

50 Ethernet-kommymamopei cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32



D ELTEX

MaKcumanbHoe Konndectso RIP-nupos

64

MakcrmanbHoe kKonnyectso PIM-nupos

64

MakcmmanbHoe Konmyectso MSDP-nnpos

32

MaKcMMmanbHoe KoN4ecTso
SA-3anuceit 8 MSDP-cache

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

2048

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F
MES3510S-08P
MES3510DS-24F

6656

MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48

8192

MES5305-48

14336

MES2310-12XU
MES5320-24
MES5400-24
MES5400-48
MES5310-48

16384

MES5410-48
MES5500-32
MES5600-24
MES5700-32

147456/8192

MakcumanbHoe Koanyectso MSDP mesh-group

32

Konunyectso BupTyanbHbix Loopback-nHtepdeiicos

64

51 Ethernet-kommymamopesi cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,

MES5410-48, MES5500-32, MES5600-24, MES5700-32




JHELTEX

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES2310-12XU
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F
MES3510S-08P
MES3510DS-24F

123 rpynnbl, 40 8 NOPTOB B KaXKA0M

Arperauma KaHanos (LAG)

MES5312

MES5316A
MES5324A
MES5332A
MES5300-24 128 rpynn, A0 8 NOPTOB B KaXK40M
MES5300-48
MES5305-48
MES5310-48
MES5320-24

MES5400-24
MES5400-48
MES5410-48
MES5500-32
MES5600-24
MES5700-32

128 rpynn, 4o 32 NOPTOB B Kaxa0M

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P 64
MES2300B-48
MES2310-12XU
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P

Koanuectso aKk3emnnapos
PVST

52 Ethernet-kommymamopei cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32



D ELTEX

MES35001-10P
MES35001-8P8F

MES35001-24F

MES3510S-08P
MES3510DS-24F

MES5312

MES5316A
MES5324A
MES5332A

MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5320-24
MES5400-24
MES5400-48
MES5410-48
MES5500-32
MES5600-24
MES5700-32

255

Konnuyectso ak3emnaapos MSTP

64

Konnuectso DHCP pool

32

Konnuectso 3anucei B Tabamue DHCP Snooping

10240

Konunyectso Bbigasaembix DHCP-cepsepom

IP-apgpecos

4096

Konnyectso cratuyeckmx npueA3oK IP-agpecos

DHCP-cepsepa

1024

KauecTBo o6cnyxuBaHma QoS

8 BbIXOAHbIX 0UYepeaeit ANa Kaxaoro nopra

Ceepxa/iMHHbIE Kaapbl (jumbo frames)

MakcumanbHbIn pasmep naketos 10240 6aiT

CreknpoBaHue

o 8 ycrtpoiicte (Kpome MES35001-08P, MES3500I1-10P,

MES3510S-08P, MES3500I-8P8F)

CooTBeTcTBME CTaHA4APTaM

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1q VLAN

IEEE 802.1v

IEEE 802.3 ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)
IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)
IEEE 802.1x Authentication

M3K 61850

YnpasneHue

NokanbHoe ynpasnexHue

Console

YaaneHHoe ynpasneHue

SNMP, Telnet, SSH, web

53 Ethernet-kommymamopesi cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,

MES5410-48, MES5500-32, MES5600-24, MES5700-32
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du3nueckne XxapaKTepUCTUKM U YCI0BUA OKpYIKatoLel cpeabl

MCTOYHMKN I'IVITaHMﬂl

MES2300-08

CeTb NnepemeHHOro Toka: 100-240 B, 50-60 I'y,

MES2300DI-28
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-24
MES3300-48
MES3510DS-24F

CeTb nepemeHHOro Toka: 100-240 B,

47-63 'y, ana PM65-220/122

CeTb NnepemeHHOro Toka: 100-240 B,

47-63 Ty, ans PM160-220/12

CeTb NnepemeHHoOro Toka: 100-240 B,

47-63 Ty, ans PM165-220/12

CeTb NocTOAHHOrO ToKa: 120-370 B gna PM65-220/122
CeTb NOCTOAHHOrO TOKa: 36—72 B ana PM100-48/12
BapuaHTbl nuTaHuA:

- OZVH UCTOYHUK NUTAHUA NOCTOAHHOTO UAN NEPEMEHHOIo
TOKaQ;

- ABa UCTOYHMKA NUTaHWUA NOCTOAHHOIO WM NEePEeMEHHOro
TOKa C BO3MOXKHOCTbH ropsyeit 3aMmeHbl.

MES35001-24F

CeTb nepemeHHOro Toka: 100-240 B,

47-63 Ty, ans PM165-220/12

CeTb NnepemeHHOro Toka: 100-240 B,

47-63 Iy, ana PM65-220/122

CeTb NocToAHHOrO Toka: 120-370 B ana PM65-220/122
CeTb NOCTOAHHOTO TOKa: 36—72 B ana PM100-48/12
BapuaHTbl nUTaHuA:

- OAVH UCTOYHUK NUTaHMA NOCTOAHHOTO AW NepeMeHHOoro
TOKa;

- ABa UCTOYHMKA NUTaHUA NOCTOAHHOIO WN NepemMeHHOro
TOKa C BO3MOXKHOCTbH ropsyeli 3aMeHbl.

MES2300-24

CeTb nepemeHHoOro Toka: 100-240 B, 50-60 I'y,
CeTb NOCTOAHHOrO TOKa: 36—72 B

MES2300-24F
MES2300-24P DC

CeTb NOCTOAHHOIO TOKa: 36—72 B

MES2300-08P
MES2300-24P AC
MES2310-12XU

CeTb nepemeHHoOro Toka: 200-240 B, 50-60 I'y,

MES2300B-24
MES2300B-24F
MES2300B-48

CeTb nepemeHHOro Toka: 100-240 B, 50-60 I'y,
CeTb NOCTOAHHOrO TOKa: 12 B
XapaKTepUCTUKM 3apsAaHOIo YCTPOMNCTBA:
- TOK 3apAaja:
1+0.1 A — MES2300B-48.
- HanpsAXeHne cpabaTbiBaHWUA pacLenUTensa Harpyskn —
10-10,5 B;
- MOPOroBoOe HanpAXXeHMe MHANKALUM HU3KOro 3apaga —
118B.
/! CeueHue nposopa Ana noakntoueHnn AKB He meHee
«’ 1,5 mm. Ana MES2300B-48 pekomeHAyeTcsA UCNO/b-
3o0BaTb AKB emkocTblo He meHee 9 Ah.

! Nlna ycrporicte MES2300-08 AC, MES2300-24 AC, MES2300B-24 AC, MES2300B-24F AC, MES2300B-48 AC gonycka-
€TCA 3/IeKTPONMUTaHME OT NOCTOAHHOIO HanpAXKeHua, gManasoH 120-370 B DC

2 lna 6noka nutaHma PM65-220/12 gonyckaeTca aneKTPonuTaHme oT CeTM NOCTOAHHOTO TOKa C HaMpAXKeHMeM B Aua-

nasoHe 120-370 B DC
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CeTb NnepemeHHOro Toka: 200-240 B,

47-63 'y, ana PM450-220/12

CeTb NnepemeHHOro Toka: 200-240 B,

47-63 'y, ansa PM380-220/12

CeTb NOCTOAHHOrO TOKa: 36—72 B ana PM380-48/12
BapuaHTbl NUTaHMA:

- OAVH UCTOYHUK NUTAaHMA NOCTOAHHOTO AN NEPEMEHHOr0
TOKaQ;

- ABa UCTOYHMKA NUTaHWUA NOCTOAHHOIO WN NEePEeMEHHOro
TOKa C BO3MOXKHOCTbIO ropayeit 3aMeHbl.

MES2300D-24P

CeTb NnepemeHHOro Toka: 200-240 B,

47-63 'y, ansa PM950-220/56

CeTb NOCTOAHHOrO TOKa: 36—72 B ana PM950-48/56
BapunaHTbl NUTaHuA:

- 0 ABYX UCTOYHMKOB NMUTAHWUSA C BO3MOXHOCTbIO ropsayei
3aMeHbl

MES2300-48P

MES35001-08P
MES35001-10P
MES35001-8P8F
MES3510S-08P

CeTb MOCTOAHHOrO TOKa:
C BK/ItOYEHHOM dyHKumel PoE: 45-57 B;
C OTKNtOYEHHOM dyHKumel PoE: 20-57 B

CeTb nepemeHHoOro Toka: 100-240 B,
47-63 Ty, ans PM165-220/12

MES3300-48F CeTb nepemeHHOro Toka: 100-240 B,

MES5312 47-63 'y, ana PM160-220/12

MES5316A CeTb NOCTOAHHOrO TOKa: 36—72 B ana PM100-48/12
MES5324A BapunaHTbl nUTaHuA:

MES5332A - OAMH UCTOYHUK NUTAHMA NepemMeHHOro ToKa;

- ABa UCTOYHUKA NMUTaHNA NepemMeHHOro TOKa C BO3MOXHO-
CTbiO ropﬂqeﬁ 3aMeHbl.

CeTb NnepemeHHOro Toka: 100-240 B,
47-63 'y, ana PM165-220/12
CeTb nepemeHHoOro Toka: 100-240 B,
47-63 'y, ansa PM160-220/12

MES5300-24 CeTb NOCTOAHHOTO TOKa: 36—72 B ana PM160-48/12
MES5400-24 BapuaHTbl nUTaHuA:
- OAMH UCTOYHMK NMUTAHUA MOCTOAHHOIO WUAW NepemeHHOro
TOKa;

- ABa UCTOYHUKA NMUTAaHNA NOCTOAHHOTO UAN NepemMeHHOro
TOKa C BO3MOXHOCTbIO ropﬂqeﬁ 3aMeHbl.

CeTb nepemeHHOro Toka: 200-240 B,
47-63 'y, ans PM350-220/12

MES5300-48 CeTb NMOCTOAHHOrO TOKa: 36—72 B ana PM350-48/12
MES5305-48 BapuaHTbl NUTaHMA:

MES5310-48 - OAWH UCTOYHUK NMUTAHMA MOCTOAHHOIO MAN NEePeMeHHOro
MES5400-48 TOKaQ;

- ABa UCTOYHUKA NMUTAaHNA NOCTOAHHOTO AN NnepemeHHOro
TOKa C BO3MOXHOCTbIO ropﬂqeﬁ 3aMeHbl.

CeTb NnepemeHHOro Toka: 200-240 B,

ES5410-
méigoggi 47-63 'y, ans PM600-220/12
CeTb NMOCTOAHHOrO TOKa: 36—72 B ana PM600-48/12
CeTb nepemeHHoro Toka: 100-240 B, 50-60 I'y,
CeTb NOCTOAHHOrO TOKa: 36—72 B
MES5320-24 BapuaHTbl nUTaHuA:

- O4MH UCTOYHUK NUTAHWUA NEPEMEHHOTO TOKA;
- B UCTOYHMKA MUTAHWUA NEePEMEHHONO TOKA C BO3MOXKHO-
CTblo ropAYet 3ameHbl.

55 Ethernet-kommymamopesi cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32




JHELTEX

CeTb nepemeHHOro Toka: 100-240 B, 50-60 I'y,
BapuaHTbl NnUTaHmA:

lyckoBble TOKK

ME55600-24 - OANH UCTOYHUK MNTaHUNA NepeMeHHOro TOKa,
MES5700-32 A P ’
- ABa UCTOYHUKA NUTAaHNA NepemMeHHOro TOKa C BO3MOXHO-
CTbHO ropﬂl-lef/'l 3aMeHbl.
MES2300-08 AC: SPM30-220/12, 50 A, 5 mc

MES2300-08P

AC: SPM270-220/56, 36 A, 5 mc

MES2300-24

AC: SPM35-220/12, 34 A, 6 mc
DC: SPM30-48/12, 120 A, 0,6 mc (72 B)

MES2300B-24

AC: SPM45B-220/12 rev.B, 15 A, 6 mc

MES2300B-24F AC
MES2300-24F DC

AC: SPM60B-220/12, 40 A, 1 mc
DC: SPM100-48/12, 150 A, 0,6 mc (72 B)

MES2300-24P AC

AC: SPM380-220/56, 25 A, 8 mc
DC: SPM380-48/56, 200 A, 0,5-1,0 (72 B)

MES2300D-24P

AC: PM380-220/56, 16 A, 15 mc
AC: PM450-220/56, 15 A, 4 mc

MES2300B-48

AC: SPM60B-220/12, 40 A, 1 mc

MES2300-48P

AC: PM950-220/56, 41 A, 10 mc
DC: PM950-48/56, 52 A, 4 mc (72 B)

MES2300DI-28

AC: PM65-220/12, 30 A, 4 mc

AC: PM160-220/12, 50 A, 8 mc

AC: PM165-220/12, 23 A, 5 mc

DC: PM100-48/12, 200 A, 4 mc (72 B)

MES3300-08F
MES3300-16F
MES3300-24
MES3300-24F
MES3300-48

AC: PM65-220/12, 30 A, 4 mc

AC: PM160-220/12, 50 A, 8 mc

AC: PM165-220/12, 23 A, 5 mc

DC: PM100-48/12, 200 A, 4 mc (72 B)

MES3300-48F
MES5312
MES5316A
MES5324A
MES5332A

AC: PM160-220/12, 50 A, 8 mc
AC: PM165-220/12, 23 A, 5 mc
DC: PM100-48/12, 200 A, 4 mc (72 B)

MES35001-08P
MES35001-10P
MES35001-8P8F
MES3510S-08P

DC: DRS-270-56, 300 A, 1 mc

MES35001-24F
MES3510DS-24F

AC: PM65-220/12, 30 A, 3 mc

DC: PM100-48/12, 140 A, 4 mc (48 B)
DC: PM100-48/12, 200 A, 4 mc (72 B)
AC: PM165-220/12, 50 A, 8 mc

AC: PM160-220/12, 50 A, 8 mc

MES5300-24 DC: PM160-48/12, 250 A, 0,2 mc (72 B)
AC: PM160-220/12, 27 A, 5 mc

MES5320-24 DC: PM160-48/12, 180 A, 0,2 mc (48 B)
DC: PM160-48/12, 250 A, 0,2 mc (72 B)

MES5300-48

MES5305-48 AC: PM350-220/12, 100 A, 4 mc

MES5310-48 rev.B | DC: PM350-48/12, 320 A, 0,14 mc (72 B)

MES5400-48
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AC: PM160-220/12, 50 A, 8 mc

MES5400-24 AC: PM165-220/12, 23 A, 5 mc

DC: PM160-48/12, 250 A, 0,2 mc (72 B)
MES5410-48 AC: PM600-220/12, 18 A, 17,5 mc
MES5500-32 DC: PM600-48/12, 40 A, 4 mc (72B)
MES2300-08 He 6onee 13 BT

MES2300-08P

He 6onee 267 BT

MES2300-24

He 6onee 20 Bt

MES2300-24F
MES35001-24F

He 6onee 35 Bt

MES2300B-24

He 6onee 50 BT

MES2300-24P AC

He 6onee 445 BT (c yyeTom Harpysku PoE)

MES2300-24P DC

He 6osee 480 BT (c yueTom Harpysku PoE)

MES2300D-24P

He 6osee 850 BT (c yueTom Harpysku PoE)

MES2300DI-28

He 6onee 31 Bt

MES2300-48P

He 6onee 1600 BT (c yueTom Harpysku PoE)

MES2300B-24F
MES2300B-48

He 6onee 55 Bt

MES2310-12XU

He 6onee 1050 BT (c yuyeTom Harpysku PoE)

MES3300-24

He 6onee 33 Bt

MES3300-08F

He 6onee 29 Bt

MES3300-16F

He 6onee 37 Bt

MES3300-24F

He 6onee 45 Bt

I'IOTpe6nﬂemaﬂ MOLWHOCTb MES3300-48

He 6onee 45 BT

MES3300-48F

He 6onee 89 BT

MES35001-08P
MES35001-10P
MES35001-8P8F

He 6onee 270 BT (c y4uéTom Harpysku PoE)

MES3510S-08P

He 6onee 260 BT (c yuéTom Harpysku PoE)

MES3510DS-24F

He 6onee 39 Bt

MES5312

He 6onee 25 BT

MES5316A

He 6onee 58 BT

MES5324A

He 6onee 73 Bt

MES5332A

He 6onee 85 Bt

MES5300-24

He 6onee 118 Bt

MES5300-48

He 6onee 157 Bt

MES5310-48

He 6onee 170 Bt

MES5320-24

He 6onee 155 Bt

MES5305-48
MES5400-24

He 6onee 150 BT

MES5400-48

He 6onee 170 BT

MES5410-48

He 6onee 360 BT

57 Ethernet-kommymamopesi cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32




JHELTEX

MES5500-32 He 6onee 400 BT

MES5600-24 He 6onee 900 BT

MES5700-32 He 6onee 1350 Bt

MES2300B-24 24 Bt
MoTpebnseman MOLWHOCTb
6e3 yyeta 3apsga AKB MES2300B-24F 40 BT

MES2300B-48

MES2300-24P 380 Bt

MES2300D-24P 720 Bt

MES2300-48P 1450 BT

MES2310-12XU 800 Bt

MES2300-08P
BiogseT PoE MES35001-08P

MES35001-10P 24087

MES35001-8P8F

MES2300-08P

MES35001-08P

MES35001-10P 240 Bt

MES35001-8P8F

MES3510S-08P

[NAa CMeHHbIX UICTOYHMKOB
AC, W DC, W
2x AC, W 2x DC, W

MES35001-08P DC - 8 - -

MES35001-10P DC - 9 - -
MakcumanbHas notpebnse- MES35105-08P B 16 B B
MaAa MOLWHOCTb bes y4yeTa MES2300-08P 11 _ _ _
Harpy3ku PoE

MES2300-24P AC 12 - - -

MES2300D-24P 18 i 27 i

rev.Cl

MES2300-48P AC 31 30 34 40

MES2310-12XU - - 60 -

MES2300-08 13 Bt

MES2300-24

MES35105-08P 20 B1

MES2300-08P

MES23008B-24 27 8Bt

MES2300-24F 35 BT
Tennosblgenexune! MES3500I1-24F

MES2300-24P AC 70 Bt

MES2300-24P DC 100 Bt

MES2300D-24P 130 Bt

MES2300DI-28 31 BT

MES2300-48P 150 Bt

! YkaszaHo TennosbigeneHme npu noaHoM HarpyskKe.
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MES2300B-24F

MES2300B-48 43 Br
MES2310-12XU 1050 BT
MES3300-24 33 BT
MES3300-08F 29 BT
MES3300-16F 3787
vissooss | 45T
MES3300-48F 39 BT
visasoo10p | 20T
MES35001-8P8F 50 BT
MES3510D5-24F | 39 BT
MES5312 25 B
MES5316A 58 Br
MES5324A 73 Br
MES5332A 85 Br
MES5300-24 118 Br
MES5300-48 157 Br
MES5310-48 170 BT
MES5320-24 155 BT
Viessaos | 150"
MES5400-48 170 BT
MES5410-48 360 BT
MES5500-32 400 BT
MES5600-24 900 Br
MES5700-32 1350 BT
MES2300-08

AnnapaTHan noAAepKa MES2300-08P
MES2300-24 ecTh

Dying Gasp

MES2300B-24F
MES2300B-48
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MES2300B-24
MES2300-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2310-12XU
MES3300-08F
MES3300-16F
MES3300-24
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F
MES3510S-08P
MES3510DS-24F
MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5320-24
MES5400-24
MES5400-48
MES5410-48
MES5500-32
MES5600-24
MES5700-32

HeT

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300DI-28
MES35001-08P NaccMBHOE OXN1aXKaeHune
MES35001-10P
Bentunauma MES3500I-8P8F
MES35001-24F
MES3510S-08P
MES3510DS-24F

MES2300-24P
MES2300B-48 Front-to-Back, 2 BeHTUAsATOpA
MES3300-08F
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MES2300-24F
MES2300B-24F
MES2300D-24P
MES2300-48P
MES2310-12XU
MES3300-24
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5320-24
MES5400-24
MES5400-48

Front-to-Back, 4 BeHTMNATOpaA

MES5310-48

Front-to-Back/
Back-to-Front!, 4 sBenTunaTtopa

MES5410-48
MES5500-32

Front-to-Back/
Back-to-Front?, 5 cABOEHHbIX BEHTUAATOPOB

MES5600-24
MES5700-32

Front-to-Back/
Back-to-Front!, 6 c4BOEHHbIX BEHTUAATOPOB

MaKcumanbHbIi ypoBeHb
aKyCTMYECKOro Wyma

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300DI-28
MES35001-10P
MES35001-08P
MES35001-8P8F
MES35001-24F
MES3510S-08P
MES3510DS-24F

C nepegHen naHenu, max < 33 ab
c 3aagHen naHenu, max < 33 ab

MES2300-24P
MES2300D-24P

c nepepgHen naHenu, max < 49,5 gb
C 3afiHei naHenu, max < 54 ab

MES2300B-48

c nepegHen naHenn, max < 52,1 ob
C 3aAHen naHenu, max < 53,7 ab

MES2300-48P

c nepegHen naHenn, max < 52,1 ab
C 3afiHel naHenu, max < 53,7 nb

MES2310-12XU

c nepepgHen naHenu, max < 47,1 gb
C 3afiHei naHenu, max < 54,2 nb

MES2300-24F
MES2300B-24F
MES3300-08F
MES3300-16F
MES3300-24
MES3300-24F

c nepegHen naHenu, max < 53,9 gb
C 3afiHei naHenu, max < 54,2 nb

! Mo ymonyaHuio yctaHoBAeHa BeHTUAAUMA Front-to-Back. [na yctaHoBKM moayneli seHTunaumum Back-to-Front o6pa-

TUTECb B KOMMEpPYECKUI oTaen.
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MES3300-48 C nepegHen naHenn, max < 53,9 ab
MES3300-48F C 3aHen naHenu, max < 54,2 nb
MES5312
MES5316A C nepegHen naHenu, max < 65,6 gb
MES5324A C 3afiHei naHenu, max < 71,2 nb
MES5332A
MES5300-24 c nepep,?em naHenn, max < 62,8 ab
C 3agHen naHenu, max < 69,1 ob
MES5300-48 c nepegHen naHenu, max < 61,4 gb
MES5305-48 C 3agHei naHenn, max < 69,3 ab
MES5320-24 c nepep,?em naHenu, max < 55 ab
C 3agHen naHenu, max < 62 gb
MES5400-24 c nepeﬂ,ﬁem naHenu, max < 65 ab
c 3agHen naHenu, max< 71,2 ab
MES5310-48 C nepegHen naHenu, max < 62,5 gb
MES5400-48 C 3afHei naHenu, max < 70,8 nb
Front-to-back:
c nepepgHelt naHenn, max < 73,5 gb
MES5410-48 c 3agHen naHenn, max < 85,1 ab
Back-to-Front:
c nepegHen naHenn, max < 78,8 ob
C 3aaHeil naHenu, max < 85,4 ab
Front-to-back:
c nepepgHelt naHenn, max < 75,9 gb
MES5500-32 c 3agHen naHenu, max < 87,6 ab
Back-to-Front:
c nepegHei naHenn, max < 80,4 nb
C 3aAHeil naHenu, max < 85,4 ab
c nepegHen naHenu, max <91 ab
MES5600-24

C 3aaHen naHenu, max < 109 ab

Front-to-back:
MES5700-32 c nepegHei naHenn, max < 80,3 ob
C 3aAHeil naHenu, max < 89,2 ab

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300D-24P
MES2300B-48
MES2300-24P
MES2310-12XU

OT1-20 go +50 °C

MES2300-24F

MES2300B-24F Ot-20 po +65°C

NHTepBan paboumnx
TemnepaTyp

MES2300DI-28 Ot -40 po +60 °C

MES2300-48P Ot1-10 po +50 °C

MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F
MES3510S-08P
MES3510DS-24F

OT1-40 po +70 °C
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MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES5312
MES5316A
MES5324A
MES5332A

OT1-10 po +45 °C

MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5320-24
MES5400-24
MES5400-48
MES5410-48
MES5500-32
MES5600-24
MES5700-32

O10 go +45 °C

MHTepBan TemnepaTypbl XpaHeHuUA

MHTepBan Temnepatypbl xpaHeHusa ot -50 go +70 °C (oT -50
go +85 °C gna  MES35001-08P, MES3500I-10P,
MES35001-8P8F, MES3510S-08P, MES3510DS-24F,
MES35001-24F)

«, MNepep nepsbiMm BKAOYEHMEM NOCNAE XPaHEHUA

npu TemnepaTtype meHbLiei, yem -20 °C, uau npu
6onbleit, yem +50 °C, Tpebyerca BbiAep}KaTb
KOMMYyTaTop npu KOMHaTHOW Temnepatype He
MeHee YeTbIpEX 4acos.

OTHOCKTeNbHAA BNAXKHOCTb npuv akcnayatTaumm

(6e3 obpaszoBaHKNs KOHAeHcaTa)

He 6onee 80 % (ot 5 mo 95% pana MES35001-08P,
MES35001-10P, MES3500I-8P8F, MES3510S-08P,
MES3510DS-24F, MES3500I-24F)

OTHOCUTEIbHasA BNAXHOCTb MPU XpPaHEHUN

(be3 obpasoBaHMA KOHAEHCcaTa)

Ot 10 po 95 % (o1 5 go 95% ana MES35001-08P, MES3500I-
10P, MES35001-8P8F, MES3510S-08P, MES3510DS-24F,
MES35001-24F)

FabapuTHble pasmepsbl
(lWxBxT)

MES2300-08

310 x 44 x 159 mm

MES2300-08P

430 x 44 x 159 mm

MES2300-24

430 x 44 x 204 mm

MES2300B-24

430 x 44 x 158 mm

MES2300-24F
MES2300B-24F
MES3510DS-24F

430 x 44 x 305 mm

MES2300-24P

430 x 44 x 203 mm

MES2300D-24P

440 x 44 x 425 mm

MES2300-48P

440 x 44 x 490 mm

MES2300B-48

440 x 44 x 280 mm

MES2310-12XU

440 x 44 x 342,7 mm

MES3300-24

430 x 44 x 330 mm

63 Ethernet-kommymamopesi cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES3510S-08P,
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MES5410-48, MES5500-32, MES5600-24, MES5700-32
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MES2300DI-28
MES3300-08F
MES3300-16F
MES3300-24F
MES35001-24F

430 x 44 x 305 mm

MES3300-48
MES3300-48F

440 x 44 x 330 mm

MES35001-08P

85x 152 x 115 mm

MES35001-10P

85x175x 115 mm

MES35001-8P8F

150 x 175 x 124 mm

MES3510S-08P

87 x 175 x 115 mm

MES5312 430 x 44 x 230 Mm
MES5316A
MES5324A 430 x 44 x 275 mm
MES5332A
mg:gggg:éj 440 x 44 x 309 Mm
MES5400-24 440 x 44 x 321 Mm
ME -4
MES??S?AZ 440 x 44 x 425 mm
mgiiég:j: 440 x 44 x 447 mm
MES5410-48 440 x 44 x 536 MM
MES5500-32 440 x 44 x 534 mm
mg:gggg:gi 440 x 44 x 530 Mm
MES2300-08 1,61 kr
MES2300-08P 2,6 Kr
MES2300-24 2,94 kr
MES2300B-24 2,79 kr
MES2300-24F 4,03 Kr
MES2300B-24F 4,08 Kr
MES2300-24P 3,2 Kr
MES2300D-24P 6, 85 Kr

Macca MES2300DI-28 4,95 kr
MES2300-48P 9,98 Kkr
MES2300B-48 4,1 kr
MES2310-12XU 6,45 Kr
MES3300-24 5,13 kr
MES3300-08F 4,64 Kkr
MES3300-16F 4,89 Kkr
MES3300-24F 5,04 kr
MES3300-48 5,67 Kr
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MES3300-48F 5,68 Kkr
MES35001-08P 1,4 kr
MES35001-10P 1,76 kr
MES35001-8P8F 2,8 kr
MES3500I1-24F 5,5 Kkr
MES3510S-08P 1,87 kr
MES3510DS-24F 5,56 Kr
MES5312 3,8 Kr
MES5316A 3,6 Kkr
MES5324A 3,7 kr
MES5332A 3,8 kr
MES5300-24 6,11 kr
MES5320-24 6,1 kr
MES5400-24 6,36 Kr
MES5300-48

MES5305-48 87 kr
MES5310-48 ’
MES5400-48

MES5410-48 12,1 kr
MES5500-32 11,8 kr
MES5600-24 12,22 kr
MES5700-32 12,23 kr

CpokK cnyKbbl

He meHee 15 net

«; Tun nuTaHuA ycTpoiicTBa onpepenaeTca npu 3aKase.
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2.4 KOHCTPYKTMBHOE UCMONIHEHUe

B AaHHOM pasaesie ONMcaHo KOHCTPYKTUBHOE UCMOIHEHWE YCTPOICTB. MpeacTaBieHbl U306paskeHnn
nepeaHein, 3agHei 1 6OKOBbIX NaHe1ei YCTPOMCTBA, ONMCaHbl Pasbembl, CBETOANOAHbIE MHAMKATOPbI U Op-
raHbl ynpaB/ieHus.

Ethernet-kommyTaTopbl MES2300-08, MES2300-08P, MES2300-24, MES2300B-24, MES2300-24F,
MES2300B-24F, MES2300-24P, MES2300D-24P, MES2300DI-28, MES2300-48P, MES2300B-48,
MES2310-12XU, MES3300-24, MES3300-08F, MES3300-16F, MES3300-24F, MES3300-48, MES3300-48F,
MES3500I-24F, MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48,
MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5600-24, MES5700-32 BbINOAHEHbI B METaN/IMYECKOM KOPMNyCe C BO3MOMKHOCTbIO YCTaHOBKM B 19”
KapkKac, BblcoTa Kopnyca 1U.

Ethernet-kommyTtatopbl MES35001-08P, MES3500I-10P, MES3500I1-8P8F, MES3510S-08P Bbinon-
HeHbl B META/I/IMYECKOM Kopnyce ans KpenaeHna Ha DIN-peiky.

2.4.1 BHewHuii 8ud u onucaHue nepedHeli naHenu ycmpolicmea
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B Ta6nmu,e 11 npmueeneH nepedyeHb pa3bemoB, CBETOANOAHbBIX UHOWKATOPOB U OPraHoOB ynpas/eHUA,
PaCNO/I0OXKEHHbIX Ha rlepe,u,Heﬁ naHe/In KOMMYTaTOpPOB.

Tabanuya 11 — OnucaHue pa3beMOB, MHANKATOPOB M OPraHoOB ynpaBaeHus nepeaHei naHenm MES2300-08,
MES2300-08P, MES2300-24, MES2300B-24, MES2300-24F, MES2300B-24F, MES2300-24P, MES2300D-24P,
MES2300DI1-28, MES2300-48P, MES2300B-48, MES2310-12XU, MES3300-24, MES3300-08F, MES3300-16F,
MES3300-24F, MES3300-48, MES3300-48F, MES3500I-24F, MES3510DS-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24,
MES5400-48, MES5410-48, MES5500-32, MES5600-24, MES5700-32

Ne dNnemMeHT nepeaHeln naHenm Onuncanue
Unit ID NHAMKaTop HOMepa YCTPOMCTBA B CTEKE.
Power NHAMKATOp NUTaHMA YCTPOMCTBA.
Master MHAMKaTop pexrMma paboTbl yCTPOICTBA B COCTaBe CTeKa (master — sBeay-
wmii, backup — Begomblit).
1
Fan NHanKaTop paboTbl BEHTUAATOPOB.
RPS NHOMKATOp pe3epBHOro 3/1eKTPONUTAHUA.
PS1 MHauKaTop cocToAHMA nepBoro 610Ka NuTaHmA
PS2 MHauKaTop cocToAHMA BTOporo 610Ka nuTaHuA
dyHKLMOHaNbHAA KHONKA ANA nepes3arpysku ycTponcTea u cbpoca K 3a-
BO/ZCKMM HaCTPOMKam:
) P - NPU HAXKaTUM HA KHOMKY AUTeNbHOCTbI0O MmeHee 10 ¢ npoucxoauT nepe-
3arpyska ycTpoWcTBa;
- NPV Ha*KaTUK Ha KHOMKY AnuTenbHocTbio 6onee 10 ¢ nponcxoamnt cbpoc
HACTPOEK YCTPOMCTBA A0 3aBOACKOM KOHOUIypaumum.
KoHCObHbIV NOPT ANA NOKANBHOTO YNpaBAeHUA YCTPONCTBOM.
PacnnHoBKa pa3bema cnegytowian:
1 He ncnonbsyetca
2 He ucnonb3yeTcA
3 RX
4 GND
5 GND
3 | Console 6 TX
7 He ucnonb3yeTca
8 He ucnonb3syetca
Pacnaiika KoHconbHOro Kabena npusegeHa B pasgene «lpunoxeHune b.
KoHconbHbIl Kabenby.
) NogknioueHne Ethernet-kabensa B KOHCO/MbHbLIM NOPT 3anpe-
= weHo! Bo3amoKHO BAMaHME Ha paboTocnocob6HOCTb yCcTpoiicTBa
W/ ero BbIXopA, U3 CTPOA.
MopT (out-of-band) 10/100/1000BASE-T (RJ-45) ana yaaneHHoro ynpasne-
4 00B HUA YCTPOMUCTBOM.
YnpaBneHue ocCyLLEeCTBAAETCA MO CETU, pa3fe/ibHO C KaHaNoM nepenayu
OaHHbIX.
[1-12] MES5312
[1-16] MES5316A
5 Cnotbl gna yctaHoBKM TpaHcueepos 10G SFP+/1G SFP.
[1-24] MES5324A
[1-32] MES5332A

72 Ethernet-kommymamopei cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32
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[1-24]

MES5300-24
MES5320-24
MES5400-24

[1-48]

MES5310-48
MES5400-48

[XG1-XG2]

MES5500-32
MES5600-24

[XG1-XG4]

MES2300-24F
MES2300B-24F
MES2300-24P
MES2300-48P
MES2300B-48
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES35001-24F
MES3510DS-24F

[XG1-XG2]

MES5700-32

MES5316A
MES5324A
MES5332A
MES5320-24
MES5400-24
MES5500-32
MES35001-24F
MES3510DS-24F
MES5700-32

USB-nopr.

[HG1-HG6]
[HG1-HG32]

MES5310-48
MES5320-24
MES5400-24
MES5400-48
MES5410-48
MES5500-32

CnoTbl ana yctaHoBKM TpaHcusepos 40G QSFP+/100G QSFP28.

[1-20]

MES2300-24F
MES2300B-24F
MES3300-24F
MES35001-24F

(1-4]

MES3300-08F

[1-12]

MES3300-16F

[1-48]

MES3300-48F

[1-16]

MES3510DS-24F

CnoTbl ana ycTaHoBKM TpaHcnsepos 1000BASE-X/100BASE-FX (SFP).

[5-8]

MES3300-08F

[13-16]

MES3300-16F

[21-24]

MES2300-24F
MES2300B-24F
MES3300-24F
MES35001-24F

[17-24]

MES3510DS-24F

MopTbl 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo.
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MES2300-24
MES2300B-24
[1-24] MES2300DI-28
MES3300-24
10 18] MES2300B-48 Moptbl 10/100/1000BASE-T.
MES3300-48
MES2300-08
[1-10] MES2300-08P
MES2300-08
100-240V AC MES2300-08P Pasbem AnAa NOAKNIOYEHUNA K UCTOYHUKY 31EKTPONUTAHUA NepeMeHHOro
50-60 Hz MES2300-24 TOKa.
11 MES2300B-24F
36-72 VDC MES2300-24 Pazbem Ona NOAKAOYEHUA K UCTOYHWUKY INEKTPOMNUTAHMA NOCTOAHHOMO
MES2300-24F TOKa.
[1-24] MES2300-24P
12 MES2300D-24P | noprbi 10/100/1000BASE-T (RJ-45) POE/POE-+.
[1-48] MES2300-48P
[1-4] MES2310-12XU
1 1G SFP/1 FP+/2 FP28.
3 [1-48] MES5410-48 CnoTbl Ana ycTaHOBKM TpaHcueepos 1G SFP/10G SFP+/25G SFP28
14 | 12V DC MES2300B-24F Knemmbl gns NogKNo4YEHMA aKKYMYIATOPHOM 6aTapen 12 B.
15 200-240V AC MES2300B-24 Paszbem Ana NOAKNIOYEHUA K UCTOYHUKY S/1IEKTPONUTAHUA NepemMeHHOro
50-60 Hz MES2300-24P TOKa.
16 | Link/Speed MES2300DI-28 CBeToBaA MHAMKALMA COCTOAHUA ONTUYECKMX HTEPdENCOoB.
MES2300-08
—tm 4
17 — MES2300-08P Knemma ana 3asemneHua ycTpoicTaa.
MES2300-08
18 | [11-12] MES2300-08P Cnotbl Ana yctaHoBKM TpaHcneepos 1000BASE-X (SFP).
19 | [(1-32] MES5600-24 Cnotbl gna yctaHoBKM TpaHcusepos 40GBASE-R4 (QSFP+)/100GBASE-R4
MES5700-32 (QSFP28)/400GBASE-R8 (QSFP56-DD).
20 | [1-12] MES2310-12XU Egg:il ANA yCTaHOBKM TpaHcueepos 10/100/1000/2.5G/5G/10GBASE-T

(=1
(L]
B
P
PoE
1
(L1 [ —
| e Q)
seD O ’
3
o @I
n
sPD
e Q)
e @I B 1
Console
e O
— 0 @ ’ 2
1. - 10/100/1000BASE-T PoE+
9..12 - 100BASE-FX / LO00BASE-X

PucyHok 39 — NepeaHas naHenb MES35001-08P
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PucyHok 41 — MepeaHaa naHeno MES35001-8P8F
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PucyHok 42 — NepeaHas naHenb MES3510S-08P

B Tabaunue HUXKe NpuBeaeH nepevyeHb pa3bemMoB, CBETOANOAHbIX MHAMKATOPOB U OPraHoB ynpas/e-
HUWA, PACMOJIOXKEHHbIX Ha NepegHel naHenn kommytatopos MES35001-08P, MES3500I-10P,

MES3500I1-8P8F, MES3510S-08P.

Tabnuua 12 — OnncaHne pa3bemMOoB, UHAMKATOPOB U OPraHOB YNpaB/ieHUA NnepeaHen naHenun
MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3510S-08P

Ne dnemeHT nepesHeln naHenm

OnucaHue

dyHKLMOHaNbHAA KHONKA ANA nepes3arpysku ycTponctea u cbpoca K 3a-
BOACKMM HaCTPOMKaM:

- MPVY HA*KaTMM HA KHOMKY A/ INTeIbHOCTbi0 MeHee 10 ¢ nponcxoanT nepe-
3arpyska ycTpoWcTBa;

- NPW HaXaTlKW Ha KHOMKY AnuTenbHocTbio 6onee 10 ¢ nponcxoamT cbpoc
HaCTPOEK YCTPOMCTBA [0 3aBOACKOM KOHOUIypaLuuu.

2 Console

KOHCONbHbII NOPT ANA NOKANBbHOIO YNpaB/ieHNUA YCTPONCTBOM.

PWR1, PWR2 NHAMKaTOpbl NUTAHWUA YCTPOICTBA.
3 Alarm MHAnKaTop aBapuu.
Temp MHanKaTop Temnepartypbl.
4 [1-8] CseToBasn MHAMKauua PoE.
5 [1-8] MopTbl 10/100/1000BASE-T PoE/PoE+ (RJ-45).
MES3500I1-10P
6 [9-12] MES35105-08P MopTbl 100BASE-FX/1000BASE-X (SFP).
7 [9-10] MES35001-08P MopTbl 10/100/1000BASE-T/100BASE-FX/1000BASE-X (RJ-45/SFP) Combo
8 [XG1-XG2] MES35001-8P8F | CnoTbl ANs yCTaHOBKM TpaHcuBepoB 10G SFP+/1G SFP.
MES35001-8P8F
9 = MES3510s-08p | DB TOPT:
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MES5410-48, MES5500-32, MES5600-24, MES5700-32
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BHewHW BUA BepxHel naHenu kommytatopoB MES35001-08P, MES35001-10P, MES3500I-8P8F u
MES3510S-08P npunseaeH Ha pUCYHKe HUXKe.

e A
- e

KOGO000GC

I:ISIN

K000
Efi% MAC

It

é VB BT=

PucyHok 44 — BepxHAaa naHenbs MES35001-8P8F

Tabnnua 13 — OnucaHWe pasbemoB, MHAMKATOPOB W OPraHOB YMpPaB/ieHWs BepXHer naHenu
MES3500I1-08P, MES35001-10P, MES3500I-8P8F, MES3510S-08P.

Ne dnemeHT nepegHen naHem OnucaHue
1 b — Knemma gns 3asemneHumn yCTpomncTaa.
Pasbembl A5 NOAKAOHYEHWUA K UCTOYHMKAM 3/1EKTPONUTAHUA MOCTOAHHOTO
2 | PWRL, PWR2 ANANOA P
TOKa.
PeneWHbIi Bbixog, curHanmnsaumm 1 A, 24 B DC ¢ HOpMasibHO 3aMKHYTbIM
3 Dry contact (NC — Normal Closed) n HopmanbHo pa3omkHyTbiM (NO — Normal Open)
KOHTaKTaMu.

77 Ethernet-kommymamopesi cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,

MES5410-48, MES5500-32, MES5600-24, MES5700-32




JHELTEX

2.4.2 3adHaa naHenb ycmpoiicmea

BHewHMn BUA 3agHeM naHenu KommyTtatopoB MES2300-08, MES2300-08P, MES2300-24,
MES2300B-24, MES2300-24F, MES2300B-24F, MES2300-24P, MES2300D-24P, MES2300DI-28,
MES2300-48P, MES2300B-48, MES2310-12XU, MES3300-24, MES3300-08F, MES3300-16F, MES3300-24F,
MES3300-48, MES3300-48F, MES35001-08P, MES3500I-10P, MES35001-8P8F,  MES3500I-24F,
MES3510S-08P, MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-
48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5600-24, MES5700-32 npuBeaeH Ha PUCYHKAX HUMKe.
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PucyHok 47 —3agHAaa naHenb MES2300-24, MES2300B-24
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PucyHok 49 — 3agHaa naHenb MES2300-24P
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PucyHok 55 — 3agHaa naHenb MES3300-08F
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PucyHok 58 —3agHaa naHenb MES3300-48, MES3300-48F
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100-240 V AC -
S50-80 Hz

100-240'V AC
50-60 Hz

@

1 3 4

PucyHok 60 — 3agHaa naHenb MES35001-08P, MES3500I1-10P
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PucyHok 61 —3agHaa naHenb MES35001-8P8F
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PucyHok 63 —3aaHAaa naHenb MES5312, MES5324A, MES5332A

81 Ethernet-kommymamopesi cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32



2 ELTEX
-9
N Yo ) RN @
100240 ¥ A =
ggg 5060 B %_l

3 2 2 7586 1 2 2

100-240V AC p—
50-60 Hz

3

@

000

2 67 5 1 2 2
PucyHok 67 —3agHaa naHenb MES5400-48

3 1 2

PucyHok 69 — 3aagHaa naHenb MES5500-32

82 Ethernet-kommymamopei cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES3510S-08P,

MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32



B B

St = JF)
eee

O L -
Osgogd|||| = i@

@I s |

|

1 4

PucyHok 70 — 3agHaa naHenb MES5600-24, MES5700-32

B tabnvue 13 npuBepeH nepevyeHb PasbeMOB, PACMOJIONKEHHbIX Ha 3agHeiN MaHesn KOMMYTaTopoB
MES2300-08, MES2300-08P, MES2300-24, MES2300B-24, MES2300-24F, MES2300B-24F, MES2300-24P,
MES2300D-24P, MES2300DI-28, MES2300-48P, MES2300B-48, MES3300-24, MES3300-08F, MES3300-16F,
MES3300-24F, MES3300-48, MES3300-48F, MES35001-08P, MES35001-10P, MES35001-8P8F, MES35001-24F,
MES3510DS-24F, MES3510S-08P, MES5312, MES5316A, MES5324A, MES5332A, MES5300-48, MES5305-
48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5600-24,
MES5700-32.

Tabnvua 14 — OnucaHue pa3bemMoB 3a4Hel NaHe I KOMMYTaTOPOB

Neo D/IeMEHT 3a4Hel naHenun Onuncanue

1 Knemma 3asemnenuna = Knemma g 3a3eMneHus ycTponcTsa.

2 BeHTMAATOPDI BeHTUANATOPbI ANA OXNaXKAEHUA YCTPOICTBA.

3 CNOTbI 4N YCTAHOBKM 610KOB CnoT gns ycTaHoBKM pe3epBHOro 61oka nutaHma AC nam DC.

4 nuTaHnA CNoT ANA yCTaHOBKM OCHOBHOTO 610Ka nuTaHua AC nam DC.

5 Console KOHCONbHbIV NOPT ANS TOKANIbHOTO YNpaB/ieHWs YCTPOUCTBOM.
m:i;gg:ﬁ: II']I::;';Oli:-o;‘;:;r;gll\lo/loo/loooBASE-T (RJ-45) pna yaaneHHoro ynpas-

6 008 MES5310-48 yn asnyeHEe oc E(;TBIIHETCH no ceTu, pa3genbHo C KaHaioM nepesayn
MES5410-48 aﬁHbIX i + P33A PeA
MES5400-48 | AaHHE

7 L USB-ropr.

MES35001-08P KpoHLWTelH ans ycTaHoBKK ycTponcTea Ha DIN-peliky.
MES35001-10P

MES35001-8P8F
MES3510S-08P

8 KpoHwTeliH

2.4.3 bBokoevble naHenu ycmpolicmea

COCOS0g8H0E0

OO
So20

(=)
®

PucyHok 72 — /leBas 6okoBasa naHesnb MES2300-08P

83 Ethernet-kommymamopesi cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32
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PucyHok 74 — lesasa 6okoBan naHenb MES2300-24F
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PucyHok 75 — NpaBas 6okoBan naHenb MES2300-24F
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PucyHok 77 — Jlesasa 6okoBan naHenb MES2300D-24P, MES2310-12XU
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PucyHok 78 — JleBas 60KoBan naHenb MES2300DI-28
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PucyHok 80 — JleBasa 6oKkoBan naHenb MES2300B-48

84 Ethernet-kommymamopei cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32
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PucyHok 82 — Jlesaa 60koBaa naHenb MES3300-08F
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PucyHok 83 — JleBas 6okoBan naHenb MES3300-16F, MES3500I-24F, MES3510DS-24F
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PucyHok 84 — Jlesasa 6okoBan naHenb MES3300-24F
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PucyHok 85 — JleBas 6oKkoBan naHenb MES3300-48
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PucyHok 88 — JleBas 6okoBasa naHesib MES5312

85 Ethernet-kommymamopesi cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32
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PucyHok 89 — /leBas 6okoBasa naHenb MES5300-24
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PucyHok 90 — fleBasa 6okoBas naHenb MES5300-48, MES5305-48, MES5310-48
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PucyHok 92 — NpaBasa 6okoBas naHenb MES5300-24, MES5320-24, MES5400-24, MES5400-48

@ o| o eatewnaismbeeco LI ¢ o o o °
[elels TCO00OC00000
OO0 COOODE DR 000 [” ’I
@ o a o @ o o o o @ 3
@ ] ®
PucyHok 93 — NpaBasa 6okoBas naHenb, MES5410-48, MES5700-32
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PucyHok 95 — MpaBas 60KkoBan naHenb MES5500-32

Ha 60KoBbIX naHenax yCTpOIzCTBa PacnoNnoXeHbl BEHTUNALMOHHbDbIE PELLETKN, KOTOPbIE CAyXaT ON1A
oTBoAa Tennaa. He 3aKprBal‘/J|Te BEHTUNAUNOHHbIE OTBEPCTUA MOCTOPOHHMMU NpeameTamm. 3TO MoKeT
npumeecTn K neperpesy KOMMNOHEHTOB yCTpOﬁCTBa M BbI3BATb HapyweHuA B €ro paGOTe. PekomeHaauum no
YCTaHOBKe YCTpOﬁCTBa PacnonoXeHbl B pa3gene «YCTaHOBKA M NOAKOYEHMEN.

86 Ethernet-kommymamopei cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,

MES5410-48, MES5500-32, MES5600-24, MES5700-32
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2.4.4 Ceemoeasn uHOUKayusa

CocTonAHue nHtepdeiicos Ethernet nHaMumpyeTcs Asyms ceeToanmoaHbIMU MHAMKaTopamm, LINK/ACT
3esieHoro ugeta u SPEED aHTapHOro ugeTta. PacnosoxeHne CBETOANOA0B NOKA3aHO Ha PUCYHKAX HUXKe.

Link @ @ Speed

T T

L

PucyHok 96 — BHeluHuMIA BUA oamMHapHoOro pasbema SFP/SFP+

o

VAVA

LINK/ACT SPEED

PucyHoK 97 — BHelUHMI1 BUA, caBOeHHOro pasbema SFP/SFP+/SFP28

LINK/ACT SPEED

PucyHok 98 — BHelwHM BMA pasbema RJ-45

LINK/ACT ~ SPEED

00 AV 00

PucyHok 99 — BHewHMI Bug, pasbema QSFP28 ana MES5300-48, MES5305-48, MES5310-48, MES5400-xx,
MES5410-48

87 Ethernet-kommymamopesi cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32
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Ons  momenn MES5500-32 coctosiHMe uHTepdeincoB QSFP28  uHauumpyeTcs  YeTbipbmsa
CBETOANOAHBIMU MHANKATOPAMM 3€/1€HOT0 U AHTAPHOIO UBETOB: AaHHble MHAMKATOPbI MOTYT NPUHUMATb
Kak posb LINK, Tak u SPEED, ux coctonaHuMA onucaHbl B Tabauuax 22 1 23. [Ana Kaxaoro pexnma pabotsbl
nopTa MHAMKATOPbl UMEIT PasanYHOe HasHauyeHue. Benagy storo B Tabnuuax 22, 23 gaHHble MHAUKATOPDI
6yayT NPOHYMepoOBaHbl KaK «UHAMKATOP 1», «UHAMKATOP 2», «UHAMKATOP 3», «UHAMKATOp 4».
PacnonoxeHune cBeToANOA0B NOKA3aHO Ha pUcyHKe 99.

CocTtoAiHne wHTepdelicoB XG-NOpPTOB MHAMUMPYETCA ABYMA CBETOAMOAHLIMU WMHAMKATOPaMM,

LINK/ACT 3eneHoro useta u SPEED sHTapHOro useTa. Pacnoso»eHne cBeToAnMoA0B NOKa3aHO Ha PUCYHKe
95.

WHpukarap 1 O (I:) CI) o WHonKeTop 4

WHauKkaTop 2 WHOnKaTop 3

WHaukaTop 1 WHgukeTop 4

WHaukaTop 2 O C') C') o WHoukaTop 3

PucyHok 100 — BHewHuMi BUA, pasbema QSFP28 ana MES5500-32

WMramkaTop 1 | WHuauvkaTop 1

NuaukaTop 2 § WHoukaTop 2

WHomkaTtop 3 [ WHpukaTop 3

Wnoukatop 4 [ WnaukaTop 4

PucyHok 101 — BHewHuin BuA, pazbema QSFP-DD ana MES5700-32

88 Ethernet-kommymamopei cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32
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Tabnnua 15 — CeeToBan MHAMKaLMA cOCTosHUA MHTepdeincoB QSFP56-DD ana MES5700-32

MopT BbIKAOYEH

YCcTaHOB/IEHO CO-

YCcTaHOB/IEHO CO-

YCcTaHOB/IEHO CO-

Mpet nepepava

WU COefMHEHWE | edUHeEHMe Ha | eAnHeHne Ha | eAnHeHne Ha | OaHHBbIX.
He ycTaHoBAeHO. | ckopoctn 40 nam | ckopoctm 200 | ckopocTn 400
100 réwur/c. réut/c. réut/c.
BbikntoyeH lopur lopur loput MwuraHue
NOCTOAHHO NOCTOAHHO NOCTOAHHO
BbikntoueH loput loput loput -
NOCTOAHHO NOCTOAHHO NOCTOAHHO
BbikntoueH BbikntoueH loput loput -
NOCTOAHHO NOCTOAHHO
BbikntoueH BbikntoueH BbikntoueH loput -
NOCTOAHHO

89 Ethernet-kommymamopesi cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,

MES5410-48, MES5500-32, MES5600-24, MES5700-32
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Tabnnua 16 — CeBeToBan MHAMKaLMA cOCTOoAHMA MHTepdeicoB QSFP28 ana MES5300-48, MES5305-48,
MES5310-48, MES5400-xx, MES5410-48

BbikntoueH

BbikntoueH

BbikntoueH

MopT BbIKAOYEH MAN cCOeauHe-
HMWe He YCTaHOB/IEHO.

BbikntoueH

FopnT NnocToAHHO

FopuT nocToAHHO

[opnT NnocToAHHO

YcTaHOBNAEHO coeguHeHue Ha

BbikntoueH
ckopoctu 40 réut/c.

lopuT nocToAHHO

lopuT nocToAHHO

lopuT nocToAHHO

YCTaHOBNEHO coeauMHeHune Ha

r
OPUT NOCTOAHHO ckopocTn 100 réut/c.

Mwuranune

- NpoeT nepegaya gaHHbIX.

Tabnunua 17 — CBeToBan MHAMKALMA COCTOAHUA MHTepdeicoB SFP28

BbikntoueH BbikntoyeH MopT BbIKNOYEH AN COeAUHEHNE HE YCTAHOB/IEHO.
lopwuT nocTtoAHHO BbikntoueH YcTaHOBMEHO coeanHeHne Ha ckopoctu 1 Iéut/c.
lopwuT nocTtoAHHO BbikntoueH YcTaHOB/IEHO coeanHeHne Ha ckopoctu 10 Méut/c.

FopnT nocToAHHO

FopuT NnocToAHHO

YcTaHOBNEHO coeAnHeHMe Ha ckopocTu 25 Meut/c.

Mwuranue

MpeT nepepayva AaHHbIX.

Tabnunua 18 — CBeToBan MHAMKaALMA COCTOSHUA UHTepdelicoB SFP+

BbikntoueH

BbikntoyeH

MopT BbIKNOYEH AU COEANHEHME HE YCTAHOBNEHO.

lopwuT nocTtoAHHO

BbikntoyeH

YcTaHOBEHO coeanHeHne Ha ckopoctu 1 IFéut/c.

lopwuT nocTtoAHHO

[opuT noctoAHHO

YcTaHOB/IEHO coeanHeHne Ha ckopoctv 10 Féut/c.

Mwuranue

MpeT nepegaya AaHHbIX.

Tabnnuya 19 — CeBeToBan MHAMKaLMA cOCTOSHMA UHTepdelicoB SFP

BbikntoueH

BbikntoyeH

MopT BbIKAOYEH AU COeANHEHME He YCTaHOBAEHO.

[opuT NOCTOAHHO

BbikntoueH

YcTaHOBMEHO coeAnHeHmne Ha ckopocTu 100 MéuT/c.

[opuT NOCTOAHHO

[opuT NOCTOAHHO

YcTaHOB/IEHO coeanHeHne Ha ckopoctu 1 Feut/c.

Mwuranue

MpeT nepesaya AaHHbIX.

90 Ethernet-kommymamopei cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32
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Tabanua 20 — CeeToBasA HANKaUMA coctosHua Ethernet-noptos 10/100/1000BASE-T

BbikntoueH

BbikntoyeH

MopT BbIKAOYEH AN COEANHEHME HE YCTAHOBAEHO.

lopuT nocToAHHO

BbIkntoueH

YCcTaHOB/EHO coeAnHeHne Ha ckopocTti 10 M6uT/c uam
100 M6wuT/c.

lopuT nocToAHHO

[opuT nocToAHHO

YcTaHOB/IEHO coeanHeHne Ha ckopocty 1000 MéuTt/c.

Mwuranue

MNpeT nepesaya AaHHbIX.

Tabnuua 21 — CeeToBasA MHAMKaLmMA coctoaHua Ethernet-nopTtos 10/100/1000/2500/5000/10000BASE-T

BbikntoueH

MopT BbIKNOYEH MW COeANHEHUE HEe YCTaHOBAEHO.

FopnT nocToAHHO

3e/1eHbIMm

YcTaHOB/IeHO coeAnHeHne Ha ckopocTty 10 M6uT/c nam 100 Méut/c.

[OpWUT NOCTOAHHO AHTAPHbLIM

YcTaHoB/IeHO coeanHeHne Ha ckopocTty 1000 M6uT/c.

lfopwuT NnocTtosiHHO HebecHo-roNy6bIm

YCTaHOB/IEHO coeanHeHue Ha ckopocTu 2500 M6ut/c.

FopuT NOCTOAHHO GUONETOBLIM

YcTaHOB/IEHO coeanHeHne Ha ckopocty 5000 M6uT/c.

FopWUT NOCTOAHHO CUHUM

YcTaHOB/IeHO coeAnHeHne Ha ckopocTy 10000 M6uT/c.

Mwuranue

MpoeT nepepaya gaHHbIX.

Tabnunua 22 — CBeToBan MHAMKALMA COCTOAHMA NHTepdeicoB QSFP28

MopT BbLIKNOYEH WAU COegMHEHMEe He
BbikntoueH BbikntoueH BbikntoueH BbikntoyeH

YCTaHOB/EHO.
loput loput loput

YCTaHOB/IEHO COeaMHEHNE HA CKOPOCTU
NOCTOAHHO NOCTOAHHO NOCTOAHHO BbikntoueH 40 r6ut/c
3e/1eHbIM AHTAPHbIM AHTAPHbIM ’
lfoput loput loput Foput

YCTaHOBNEHO coeAMHEHUE Ha CKOPOCTH
NOCTOAHHO NOCTOAHHO NOCTOAHHO NOCTOAHHO

100 réwmr/c.
3e/1eHbIM AHTAPHbIM AHTApPHbIM AHTAPHbIM
MwuraHune - - - MaeT nepenaya AaHHbIX.

Tabnnua 23 — CeeToBan MHAMKALMA cOCTOAHMA MHTepdeincoB QSFP28 B pexkmme paclienneHus

MopT BbIKAOYEH WAM cOoefuHeHue He
BbikntoueH BbikntoveH BbikntoveH BbikntoyeH

YCTaHOB/EHO.
foput Foput foput Foput

YcTaHOBNEHO coeaMHEeHMe Ha CKOpOCTU
NOCTOAHHO NOCTOAHHO NOCTOAHHO NOCTOAHHO

1/10/25 réut/c.
3e/1eHbIM 3e/ieHbIM 3e/1eHbIM 3eneHbim
Mwuranue Mwuranue Mwuranune Mwranne MaoeT nepepava gaHHbIX.

91 Ethernet-kommymamopesi cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32
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[na ycTpoicTe ¢ AByMA MHAMKATOpamu Ha noptax QSFP28 uMHAMKauuMA ocyliecTBaaeTca
TONIbKO UHAMKaTopom 1.

Tabnuvua 24 — CBeToBasA MHAMKALMA COCTOAHUA MHTepdelricoB QSFP56-DD B pexkMme pacluensieHuns

MopT BbIKNOYEH WAKM CcO- | YCTaHOBNEHO coeauHeHWe | MaeT nepepava AaHHbIX
eANHEeHWNe He yCTaHoBNAeHO | Ha ckopoctn 40 mam 100
réut/c
BbikntoueH [opuT noctoaHHO Muwuraet
BbikntoueH FopuT nocToAHHO Muwuraet
BbikntoueH [opuT noctoAaHHO Muwuraet
BbikntoueH opuT NnocToAHHO Mwuraet

92 Ethernet-kommymamopei cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32
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Tabnnua 25 — CBeToBan MHAMKaLMA COCTOSHUA UHTepdencos SFP+

CeeyeHue uHOUKamopa
LINK/ACT

CeeyeHue uHOUKamopa
SPEED

CocmosHue uHmepdelica Ethernet

BbikntoueH

BbikntoueH

MopT BbIKAOYEH MAN COeANHEHNE He YCTAaHOB/IEHO.

FopuT NOCTOAHHO

fopuUT NOCTOAHHO

YcTaHOBEHO coeamHeHne Ha ckopoctu 10 MeuTt/c.

Mwuranune

NaeT nepenaya AaHHbIX.

NHankatop Unit ID (1-8) cayxut gnsa obo3HayeHUa HOomMepa YCTpomcTBa B cTeke. CUCTEMHble
nHamnkatopbl (Power, Master, Fan, RPS) cnyxat ana onpeaeneHmsa cocTosHUs paboTbl y310B KOMMYTaTOPOB.

Tabnunua 26 — CBeToBan MHAMKALMA CUCTEMHbIX UHANKATOPOB

HaszeaHue DyHKYuA o
CocmosHue uHOuKamopa CocmosaHue ycmpoiicmea
uHOukamopa uHOukamopa
BbikntoyeH MuTaHMe BbIKAOYEHO.
. MuTaHue BKAOYEHO, HOpMasibHaA
3eneHblii, rOPUT NOCTOAHHO o
paboTa ycTpoicTea.
OTcyTCTBME NEPBUYHOIO NMUTaHMA
MES5312 . | ocHoBHOro MCTOUYHMKa (NpY NUTaHUK
MES5316A Oparixesbii YCTPOWCTBa OT pe3epBHOro
MES5324A MCTOYHMKa).
MES5332A .
KpacHbin ABapusa BTOPUYHOTO UCTOYHMKA.
MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F KpacHbin ABapuAa BTOPUYHOIO NCTOYHUKA.
MES2300DI-28
MES2300B-24F
CocTossHUe MES2300-24P
Power WCTOYHWKOB MES2300B-48
nuUTaHuA MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES5300-24 OTcyTCcTBME NEPBUYHOIO NUTaHMA
MES5300-48 OCHOBHOIO MCTOYHMKA (NpW NUTAHWUK
MES5305-48 KpacHbii o
MES5310-48 YCTPOICTBA OT pe3epBHOro MCTOYHMKA)
MES5320-24 VAW aBapuA BTOPUYHOTO NCTOYHMKA.
MES5400-24
MES5400-48
MES5410-48
MES5500-32
MES5600-24
MES5700-32
Mpu3Hak . YCTpolCcTBO ABNAEGTCA «MacTePOM» B
3eneHbliA, ropuT NOCTOAHHO
Master Be,u,yu.iero CTeKe.U
yCTpOKCTBa Npwm YCTPOWNCTBO He ABNAETCA KMacTepomM»
BbikntoyeH
paboTe B cTeke B CTEKeE.
MHpukarop MES2300-24F 3enenoii, Bce BHYTpeHHWe cuctembl paboTaioT B
Status coCToAHMA MES2300B-24F roput LUITATHOM peXKVMe.
yCTpoMcTBa MES2300-24P NOCTOAHHO
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MES2300D-24P BO3moXKHaA HencnpaBHOCTb
MES2300B-48 KpacHbii, BEHTUNATOPOB, BbICOKAA Temnepatypa
MES2300-48P ropur Ha O4HOM U3 TepMOJaTYMKOB.
MES2310-12XU NOCTOAHHO OwwnbKkn PoE (TonbKko gnn
MES2300-48P).
3enenbii, Bce BHYTpeHHWe cnuctembl paboTaioT B
MES2300-08 ropur LITaTHOM peXUMe.
MES2300-08P NOCTOAHHO
MES2300-24 BbicoKkaa TemnepaTtypa Ha O4HOM M3
MES2300B-24 KpacHbii, TepMOAaTYMKOB.
MES2300DI-28 roput HencnpaBHOCTb BTOPMYHbIX
MES3510DS-24F | nocTtosiHHO WUCTOYHWKOB NUTaHMUSA (TONIbKO ANs
MES3510DS-24F).
CocTosiHune 3enieHbli, FOPUT NOCTOAHHO Bce BEHTUIATOPBI UCNPABHbI.
Fan BEHTMIATOPA . OTKa3 ogHoro nau bonee
KpacHbIn, ropuT NOCTOAHHO
oxnaxaeHusa BEHTU/IATOPOB.
Pe3epBHbIN MCTOYHUK YCTAHOB/EH,
3eneHbliA, ropuT NOCTOAHHO nuTaHue BKAOYEHO, paboTaeT
Pexum paboTbl
HOPMANbHO.
RPS pesepsHoro OTcyTCTBME NEPBUYHOIO NUTAHUA
WCTOYHMKA .
KpacHbIn, ropnt NOCTOAHHO pe3epBHOro UCTOYHUKA UK ero
nuTaHnA
HEeUCNPaBHOCTb.
BbikntoueH Pe3epBHbIN UCTOYHUK HE MOAK/IOYEH.
fs;;:bm, MogkntoyeH notpebutens PoE xoTa 6bl
PoE B OAMH MNOPT.
MES2300-08P MOCTOAHHO
CocTosHme PoE MES2300-24P :‘:;;:b”’" Asapus POE (MOpT B COCTORHMN
HOCTOAHHO neperpysku, rnobanbHas aBapua PoE).
BbIkntoyeH MoTtpebutenu PoE He NoaKNtOYEHbI.
3eneHsbin, AKB nogKntouyeHa, NUTaHWe B HOpPMe.
roput
NOCTOAHHO
3eneHbll, AKB 3apsakaeTtca.
muraet
KpacHbiii- HOBHOE NUTaHMe oTKAto4YeHo, AKB
MES23008-24 3:/?;:”2, S;::m::m. e OTITErS,
Battery CocTtoaHune AKB MES2300B-24F MUraeT
MES2300B-48 " .
KpacHbin, Hu3kunin yposeHb 3apaaa AKB.
muraet
KpacHbii, ABapus PTB (pacuenuTtens Toka
roput 6artapenm).
NOCTOAHHO
BbikntoyeH AKB oTKnto4eHa.
3eneHbln,
BAOK NUTaHMA yCTaHOB/IEH B C/IOT,
roput
MES2300-48P | noctosmHo | | or1€ BRIOHEHO.
Cocrostme 610Ka MES2300D-24P BNOK NUTaHWA yCTaHOB/EH B C/10T, HO
PSs1 vTaHua Main MES2310-12XU KpacHbli, nUTaHne OTKAYEeHO; BNOK NMTaHKA
MES35001-24F roput YCTaHOB/IEH B CNOT, MUTaHUE
MES3510DS-24F | noctoAaHHO BK/IOYEHO, HO UMeeTCs
HEeWCNpPaBHOCTb.
BbIkntoyeH BAOK NUTaHMA He YCTAHOB/EH B C/OT.
CoctosiHue 6n10ka | MES2300-48P 3eneHsbin, BOK MUTaHMA YCTaHOBAEH B CIOT
PS2 nuTaHua MES2300D-24P roput !
Redudant MES2310-12XU NOCTOAHHO MATAHNE BRIIOYEHO.
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MES35001-24F

BNOK NUTaHWA yCTaHOB/EH B C/IOT, HO

MES3510DS-24F | KpacHbii, NUTaHMUE OTKAYEHOo; 610K NnTaHKuA
ropur YCTQHOB/IEH B CNOT, MUTaHME
NOCTOAHHO BK/IHOYEHO, HO UMeeTcA
HencnpasHOCTb.
BbikntoyeH BNOK NUTaHWA He YCTaHOB/IEH B CNOT.
3eneHbln,
roput MNopgaHo nutaHue Ha BBog PWR1.
PWR1 WMHauKaTopbI MOCTOAHHO
COCTOAHMA BbikntoyeH MutaHue Ha BBog PWR1 He nogaHo.
nnTaHnA 3eneHbln,
ycTpoiicTsa roput MopaHo NuTaHwWe Ha BBog PWR2.
PWR2 NOCTOAHHO
BbikntoyeH MNMuTtaHme Ha BBog PWR2 He nogaHo.
KpacHbii,
prop | VESIOOL087 ot | oo s oo rponrrs
Alarm - P MES35001-10P NOCTOAHHO
MES35001-8P8F
MES3510S-08P BbikntoyeH HopmanbHasa paboTa ycTpoicTaa.
KpacHbii,
NHankaTop ropur Meperpes ycTpoicTea.
Temp TemnepaTypbl NOCTOAHHO
BbikntoueH HopmanbHana paboTa, neperpesa Her.
fs;;:bm, MogKkntoyeH I'IOTpr‘6MT€‘J1b PoE B
PoE NHaukaTopsl HOCTORHHO COOTBETCTBYHOLMI NOPT.
coctoaHua PoE
MoTpebutens PoE He nogKkntoyeH B
BbikntoyeH

COOTBETCTBYIOLLMI NOPT.
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2.5 KomnaeKTt noctraBku

B 6a30BbIii KOMMNAEKT NOCTAaBKM BXO4AT:

— Ethernet-kommyTatop;

— KomnnekKT Kpenexa B CTOMKY;

— WHyp nuTaHms EBpoBunka-C13, 1.8m (Tonbko ana MES2300-08, MES2300-08P, MES2300-24,
MES2300B-24, MES2300B-24F, MES2300-24P, MES2300B-48);

—  WHyp nutaHus NBC 2x1.5, 2m (Tonbko ana MES2300B-24, MES2300B-24F, MES2300B-48,
MES3500I1-08P, MES35001-10P, MES3510S-08P);

— Pa3bem KabenbHol Yactu 2EDGK-5.08-02P-14-00AH — 2 wrT. (Tonbko ans MES35001-08P,
MES3500I1-10P, MES35001-8P8F, MES3510S-08P);

— Pa3bem KabenbHol Yactu 2EDGK-5.08-03P-14-00AH — 1 wrT. (Tonbko ana MES35001-08P,
MES3500I-10P, MES35001-8P8F, MES3510S-08P);

— MamAaTKa 0 AOKYyMeHTaumu;

— CepTudurKat COOTBETCTBUS;

— MNacnopr.

Mo 3aKa3y nokynatena B KOMNAEKT MOCTAaBKM OMUMOHAIbHO MOTYT 6bITb BK/HOYEHDI:

— PyKkoBopacTBO No aKcnayatauum Ha CD-gucke;

— KoHconbHbIN Kabenb;

— Mogaynb nutaHma PM65-220/12 (ans MES2300DI-28, MES3300-24, MES3300-08F,
MES3300-16F, MES3300-24F, MES3300-48, MES3500I-24F, MES3510DS-24F);

— Moaynb nutaHma PM160-220/12 (gna MES3300-08F, MES3300-16F, MES3300-24,
MES3300-24F, MES3300-48, MES3510DS-24F, MES5312, ana cepun MES53xxA, MES5300-24,
MES5320-24, MES5400-24);

— Mogaynb nutaHua PM165-220/12 (gna MES2300DI-28, MES3300-08F, MES3300-16F,
MES3300-24, MES3300-24F, MES3300-48, MES3300-48F, MES35001-24F, MES3510DS-24F,
MES5300-24, MES5312, MES5316A, MES5324A, MES5332A, MES5400-24);

—  Moaynb nutaHmua PM350-220/12 (ans MES5300-48, MES5305-48, MES5310-48, MES5400-48);

—  Moaynb nutaHma PM600-220/12 (ans MES5410-48, MES5500-32);

—  Moaynb nutanua PM450-220/56 (ans MES2300D-24P);

—  Moaynb nutaHmua PM950-220/56 (ans MES2300-48P);

—  WHyp nuTaHua EBposuaka-C13, 1.8m (B c/iy4ae KOMMIEKTALMM MOLYEM NMUTAHUSA
PM160-220/12, PM350-220/12, PM600-220/12 nan PM950-220/56);

—  Moaynb nutaHmua PM100-48/12 (ana MES3300-08F, MES3300-16F, MES3300-24, MES3300-24F,
MES3300-48, MES3510DS-24F, MES5312, ana cepun MES53xxA);

—  Moaynb nutanma PM160-48/12 (ana MES5300-24, MES5320-24, MES5400-24);

—  Mogaynb nutaHma PM350-48/12 (ans MES5300-48, MES5305-48, MES5310-48, MES5400-48);

—  Mogaynb nutaHma PM600-48/12 (ans MES5410-48, MES5500-32);

—  Mogaynb nutaHma PM950-48/56 (ans MES2300-48P);

—  lUHyp nuTaHusa MNBC (B ciyyae KomnaekTauum moaynem nutaHna PM100-48/12,
PM160-48/12, PM350-48/12, PM600-48/12 unn PM950-48/56);

—  SFP/SFP+/SFP28/QSFP+/QSFP28/QSFP56-DD TpaHcusepbl.
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3 YCTAHOBKA U NOAKNIOYEHUE

B ngaHHOM pasgene onucaHbl NpoLeaypbl YCTAaHOBKM 060pyA0BaHUA B CTOMKY M NOAKAOUYEHUSA K NK-
TaloLlen cetu.

3.1 KpenneHue KPOHWTENHOB

B KOMNAEKT NOCTaBKW YCTPOMCTBA BXOAAT KPOHLUITENHDbI A5 YCTaHOBKM B CTOMKY M BUHTbI 414 Kpen-
JIEHMA KPOHLUTEMHOB K KOPNYCY YCTPOMCTBA. Ha KpOHLWTEMNHAX PacnoNoXKeHbl LWECTb KPeneKHbIX OTBEPCTUN
ON15 Pa3HbIX BAPUAHTOB KPEMIEHWUA, YTO NO3BONAET PErYIMPOBATb PACCTOAHME MEXAY NepesHelr NaHenbto
n ABepuel cepeepHoro wkagda. [aa ycTaHOBKM KPOHLITENHOB BbibepuTe 04AMH U3 BapMAHTOB KpenaeHua:

PucyHok 103 — BapuaHT KpenseHusa KpoHwTeiHoB No2

1. CoBmecTtuTe BblibpaHHble YeTblpe OTBEPCTUA A1 BUHTOB Ha KPOHLUTEMHE C TAKMMMU }Ke 0TBep-
CTUAMM Ha BOKOBOW NaHen YCTPOMCTBaA.

2. CnomoLLblo OTBEPTKM NPUKPENUTE KPOHLUTEMH BUHTAaMM K KOpMycy.

3. ToBTopuTe AencTema 1, 2 Ana BTOPOro KPOHLWTEMHa.
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PucyHok 104 — BapuaHT KpenneHua KPOHWTEeNHOB AN ME55410-48, MES5500-32

Ons petaneit KpoHWTeMHa NPeaycCMOTPEHO HECKO/IbKO MOJIOXKEHUN, 3aBUCALLMX OT TAyOUHbI
NCNosb3yeMon CTOMKU. MuHMManbHas rnybuHa, Ha KOTOPYH PacCcymMTaH KPOHWTeNMH — 537.5 mm,
MaKcumanbHaa — 787.5 mm.

1. BblbepuTe He0bX04MMOE NONOXKEHME AeTanu 1 (4Ba BapmaHTa nosioxeHus). Coemectute ye-
Tblpe OTBEPCTMA HA AeTanun 1 ¢ YeTblpbMA OTBEPCTUAMM Ha BOKOBOW NaHenu yctpoictea. C
NMOMOLLbIO OTBEPTKU NPUKPENUTE AeTaslb KPOHLITENHA BUHTAMM K KOpMycy.

2. BblbepuTte He0bXx0AMMOE NONOXKEHME AeTanu 2 (4,Ba BapmaHTa nosoxeHus). CoBmectute Bo-
CeMb OTBEPCTUIA Ha AeTann 2 C BOCEMbIO OTBEPCTUAMM HA BOKOBOM NaHenwu ycrpoiictea. C
NMOMOLLbIO OTBEPTKU NPUKPENUTE AeTaslb KPOHLITENHA BUHTAMM K KOpMycy.

3. BblbepuTe HeEObX0AMMOE NONOXKEHME AeTanu 3 (YeTbipe BapuaHTa nosioxeHus). CoBmectute
TPM OTBEPCTMA Ha AEeTanu 3 C TaKUMMU e BbIOpPaHHbIMU OTBEPCTMAMK Ha aeTaau 4. C nomo-
b0 OTBEPTKU COEAUHUTE AETaNN BUHTAMU C BHYTPEHHEWN CTOPOHbI KPOHLWWITEMHA, 3aKpyym-
Bas TOJIbKO KPaHWE BUHTbI.

4. MNostopute warn 1-4 c apyroit 6GOKOBOWM NaHENbIO YCTPOMCTBA.

5. [anee npou3BoAUTCA YCTaHOBKa YCTPOWCTBA B CTOMKY (CcM. pa3gen 3.2).
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3.2 YcTaHOBKA YCTPOMCTBA B CTOMKY

3.2.1 Ycmaroeka ycmpoiicme MES2300-xx, MES3300-xx, MES5312, MES53xxA,
MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-xx

% YcTpoicTBa YyCTaHAaBAMBAKOTCA B CTOUKM ry6uHoi ot 600 mm g0 1000 mm.

[nAa yCTaHOBKM YCTPOICTBA B CTOMKY:

1. TpunoxnTe yCTPOICTBO K BEPTMKANbHBIM HanpaBASAOLWMUM CTOMKMU.

2. CoBMeCTUTE OTBEPCTMA KPOHLUTEMHOB C OTBEPCTUAMM Ha HaNpPaBAAOWMX CTOMKKU. Ucnonb-
3yliTe OTBEPCTMA B HaNpaBAAOWMX HA OAHOM YpOBHe C 06enx CTOPOH CTOWMKM, NS TOro
YTObbI YCTPOMCTBO PAcnoarasiocb ropn3oHTasIbHO.

3. Cnomoulbio OTBEPTKM MPUKPENUTE KOMMYTATOP K CTOMKE BUHTAMMU.

o 7 O O )

PucyHok 105 — YcTaHOBKA YCTPOMCTBA B CTOMKY

3.2.1 YcmaHoeka ycmpoiicme MES5410-48, MES5500-32, MES5600-24, MES5700-32

Ona yctaHoBKM ycTporicte MES5410-48, MES5500-32, MES5600-24, MES5700-32 B CTOMKY:

3aduKcnpyiite getanb 4 Ha HanpaBAAOLWEN CTOMKU C NOMOLLbIO BUHTOB.

BcTaBbTe YCTPOMCTBO B CTOMKY, MCMOJIb3YA AeTasb 3 KaK HAaNpaBAAoLLYHO.
3aduKcnpyiite getanb 1 Ha HanpasBAAOLWEN CTONKN.

Ncnonb3ysa oTBePTRY, 3aPUKCUPYNTE LIEHTPAIbHBIN BUHT, COeMHAOWMI aeTanmn 2 u 3.

PwnpE
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PucyHok 106 — YcTaHOBKa yCTPOMCTBA ME55560-32 B CTOMKY

3.2.2 PasmewjeHue KOMMymamopoe 8 cmolike

Ha puCcyHKe HUKe NpuBeaeH Npumep pasmeLleHms KommyTaTopos MES5312 B cToitke.

o MES-5312 N1 o
] KabenoHbii opraHansep o
o]  WESs5312N2 o
] KabenbHuii opraHaiizep o
[¢] MES-5312 N3 o
] KaBenbHbli opraHanaep o
o MES-5312 N4 o
] KabenbHkIiA opranaiiaep o]
o _ MES 5312 N5 o
] KabenbHblit opranaiisep o

PucyHok 107 — PasameweHne KommyTtaTopoB MES5312 B cToiMke
« AHaNIOrMYHO NPOUCXOAUT Pa3MeLL,eHMe OCTa/IbHbIX KOMMYTaTOPOB B CTOMKE.
He 3akpbiBaiiTe BEHTUNALMOHHDbIE OTBEPCTUSA, A TaK}Ke BEHTUIATOPDbI, PaCNON0MKeHHble Ha

3aAHel NnaHenu, NOCTOPOHHUMMU NpeamMeTamMmu Bo M3berxkaHue neperpesa KOMNOHEHTOB KOM-
MyTaTopa M HapyLweHuA ero paboTbl.

"
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3.2.3 YcmaHoeka ycmpoiicme MES35001-08P, MES35001-10P, MES3500I-8PS8F,
MES3510S-08P Ha DIN-peliky

"j“ Ycrpoiictea MES35001-08P, MES35001-10P, MES35001-8P8F, MES3510S-08P ycraHaBauBa-
- IOTCA BEpPTUKA/IbHO, TaK KaK 60KoBble NaHenu obecneuymBaloT Tenao0o0TBOA. YCTAaHOBKA
ycTpoiicTB BO3MOXKHa Ha DIN-peiiky ctaHpapTta IEC60715 — nopaepXuBatoTcA TONIbKO Npo-

¢unmn TS35x7,5 n TS35x15.

[ns yctaHoBKM ycTpolicTBa Ha DIN-peliky:

1. Hak/IOHUTb Kopnyc YCTPOMCTBA BepXHel YacTbio OT cebs n npunokutb K DIN-peitke Tak,
4yTOObI €€ BEPXHAA KPOMKa OKa3anacb 3a NPOBOJIOYHOM NPYXKUHOM KpenaeHus.

2. HagaBuTb Ha KOPMYC YCTPOMCTBA CBEPXY, KaK NpeAcTaBaeHo Ha pucyHKe 108 — MNepsbiii aTan
nHctannaumm MES Ha DIN-peiky.

3. He cHMMas gaBneHus, NPUXKATb HUMKHIOK YacTb Kopnyca ycTpoicTea K DIN-peitke go 3a-
LLLe/IKUBAHUA, KaK NpeacTaBAeHo Ha pucyHKe 109 — Bropow atan nHctanasumm MES Ha DIN-
pemnky.

PucyHok 108 — MepBbliit aTan nHctannauum MES Ha DIN-peiky

PucyHok 109 — Bropoit atan uHctannsaumm MES Ha DIN-peiiky
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[Ons pemoHTaxa ycrporictea ¢ DIN-peliku:

1.
2.
3.

HazasuTb Ha KOpnyc yCTPOMCTBA CBEPXY.
He cHMMas gaBieHus, NOTAHYTb HUXKHIOKO YacTb YCTPOCTBA Ha cebA.
MpunoaHaB Kopnyc, CHATb ycTpoicTeo ¢ DIN-peliku.

MoakntoueHne NPOMbILWIEHHbIX KOMMyTaTopos MES35001-08P, MES35001-10P, MES3500I-8P8F,
MES3510S-08P K 610Ky nuTaHusa DRS-270-56

1.
2.

w

Y6eauTbcea, uto nuTaHMe 230 B oTKatodeHo oT 610Ka nuTtaHusa DRS-270-56.

CoeauHUTb Kabenem oTpuLaTeNbHbIA NOAOC 610KA NUTAHUS U OTPULATE/NbHBIN NOJIOC
KOMMYTATOpa Yepes KNeMMHble KONOAKM.

AHaNOrMYHbIM 06PaA3OM COEAMHUTL NOOKUTENbHbIE NOHOCHI.

HapeXHo 3aTAHYTb BUHTbI HA KNEMMHbIX KONOAKAX U YCTAHOBUTb UX B COOTBETCTBYHOLLME
pa3bembl Ha 6/10Ke NUTAaHWA U KOMMyTaTope. Pe3ynbTaT npeactasneH Ha pucyHke 110 —
MoakntoveHne NUTaHMA KommyTtaTtopa ot DRS-270-56.

MoaKntounTb Kabenb nutaHua 230 B K kKnemmHon Konogke DRS-270-56 ¢ cobaogeHnem
dasbl (L), Hyna (N) n 3a3emnenuns (). HagexHo 3aTAHYTb BUHTbI HA KIEMMHOMN KONOKe U
YCTAHOBMUTb €€ B pa3beM C MapKkuposkoit 110-240V~ 3A 50-60Hz Ha 610Ke NUTaHWUS B COOT-
BETCTBUM C puCcyHKOom 111 — MNogKntoyeHmne nutaHua K DRS-270-56.

Y6eaunTbCa, YTO BCE KOHTAKTbl NOAKAIOYEHbI BEPHO M UCK/IIOYEHO 3aMblKaHWE HUMU, Nocae
yero nogaTtb NUTaHmMe Ha DRS-270-56.

PucyHok 110 — MNogxkntodeHne nutaHnAa kommyTtatopa oT DRS-270-56
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PucyHok 111 — MNoakntoveHue nutaHmna K DRS-270-56

Mpumep MNOAKNIOYEHWUS MPOMBbILWJIEHHONO KOMMYyTaTtopa OT ogHoro 6s0Kka nutaHua DRS-270-56
npeacTaB/ieH Ha PUCYHKE HUXKe.

PucyHok 112 — MNogKkntoyeHne nutaHnAa kommyTtatopa oT DRS-270-56
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Mpumep NOAKNIOYEHMA MNPOMBILJIEHHOIO KOMMyTaTopa OT AByX 6/710KoB nuTaHua DRS-270-56
NpeacTaB/eH Ha PUCYHKE HUXKeE.

PucyHok 113 — MogKntodeHne NpomMblWIEHHOTO KOMMYyTaTopa OT AByX 6/J10K0B NUTaHMA
DRS-270-56
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3.3 YcraHOBKa mogynein NnUTaHUA

KommyTaTtop moxKeT paboTaTb C OAHUM UM ABYMA MOAYAMMU NUTAHKUA. YCTaHOBKA BTOPOro Moayns
NUTaHMA HeobxoAMMa B C/ly4ae WCMNONb30BaHUSA YCTPOWMCTBA B YC/NOBUAX, TPeOYHOLWMX MOBbIWEHHON
Ha4EeKHOCTMU.

MecTa gns yCTaHOBKM MOAYNeN MUTAHUA C SNEKTPUYECKOM TOYKM 3PeHUA pPaBHOLEHHbI. C TOYKM
3pEeHUA UCNOJIb30BAHMA YCTPOMCTBA, MOAY/1b MUTaHMA, HaXo4AWMNCA BAMIKE K Kpato, CYUTAETCA OCHOBHbIM,
6/1MKe K LLeHTPY — pe3epBHbiM. Moayau NUTaHnA MOTyT YCTaHaBAMBATbCA U U3BEeKaTbCA 6e3 BbIKAOYEHUA
ycTpoicTea. [pu  yCTaHOBKE WAM  U3BAEYEHUW AOMNOJIHUTE/IBHOTO MOAYAS MNUTAHUA KOMMYTaTop
npoaonxaet paboty 6e3 nepesanycka.

’ Mepea 06cnyKUBaHMEM M3AENNA, PEMOHTOM UM A4PYFMMU aHANOFUUYHBIMU [EeINCTBUAMM OT-
- K/IlOUMTE U3genmne ot BCeX UCTOYHMKOB NUTaHUA.

BAOKU NUTaHKUA A0NKHbI GbITb BCTaBNEHbI B KOMMYTaTOp A0 ynopa. Mpu nogkatoueHnn 610-
I KoB nutaHua PM600-48/12, PM600-220/12, PM950-48/56, PM950-220/56 pomxeH 6biTb
.

C/IbllLUEH WeN4yoK.

PucyHoK 114 — YcTaHOBKa moayneni NUTaHuA

CoctosiHMe Moaynel MUTaHUSA MOXKET ObiTb NMPOBEPEHO MO MHAMKAUMM Ha NepeaHeir naHenu
KommyTaTopa (cm. pasgen 2.4.4) wav no OMarHoCTMKe, AOCTYMHOM yepe3 MHTepdeicbl ynpasieHus
KOMMYTaTOPOM.

UHauKauma asapum moayna NnUTaHUA MOXKeT 6bITb BbI3BaHA HE TO/IbKO OTKA3oMm mopayna, Ho
- n OTCyTCTBMEM NepBUYHOIo NUTaHuA.

3.4 MNopKnoueHUe NUTAIOLWEN CEeTU

1. MMpexae 4em K yCTpOMUCTBY OyAeT NOAKAKOYEHA NUTaOWAA CeTb, HEOBXOANMMO 33a3eMANTb
KOpMyC yCTPOMCTBa. 3a3emMsieHne HeobXxoAMMO BbIMOJHATL M30/IMPOBAHHBLIM MHOTOXWU/b-
HbIM MPOBOAOM. YCTPOMCTBO 3a3eM/IEHUA U CeYEHME 3a3eM/IAIOLLEFO NPOBOAA AOJIXKHbI CO-
oTBeTCTBOBaTb TpeboBaHMaAM Y. PyHKUMOHANBHOIO 3a3eMNeHMA Ha KommyTaTtopax MES
HeT. HeobxoaMmMo NoAKAoYaTb TONbKO 3aWMTHOE 3a3eM/IEHME B COOTBETCTBUM C PEKOMEH-
Jaumamu.

105 Ethernet-kommymamopei ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES35105-08P,

MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
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MoaknoueHUe AO0MKHO OCYLLLEeCTBAATLCA KBanMdJMU,MpOBaHHbIM cneynanncTtom.

Ecnm npepnonaraetca NogKAOMEHWE KOMMbIOTEPA UM MHOTO 0OOPYAOBAHMA K KOHCOJb-
HOMY NMOPTY KOMMYTaTopa, 3TO 060pyA0BaHME TaKKe AO0NKHO BbITb HaEXKHO 33a3eMNEeHO.
MoaKAtouMTE K YCTPOMCTBY Kabenb NUTaHMA. B 3aBMCMMOCTM OT KOMMNEKTaLMK YCTPOMCTBA,
NMUTaHME MOXKET OCYLLLECTBAATLCA OT CETU MEPEMEHHOIO TOKA MO0 OT CETU MOCTOAHHOTO TOKa.
Mpn NOAKNIOYEHUN CETU NMEPEMEHHOTO TOKA C/AeAyeT MCMNO/Ib30BaTb Kabenb, BXOAALLNIA B
KOMNAEKT ycTponcTBa. Mpu NOAKAOYEHMM K CETU MOCTOAHHOFO TOKA MCMO/b3yMTe NPOBOA,
ceyeHrem He meHee 1 Mm% 1 cobntoaaiTe NONAPHOCTb, YKa3aHHYIO Ha 6/10Ke NUTaHuA.

Ha ycTpoiicTBax co cMeHHbIM 610KOM NUTaHMA PEKOMEHAYETCA 3a3eMAATb KaK Kopnyc ca-
MOro KOMMYTaTopa, Tak U 610K NuTaHuA. 3To obecneunsaeT 3awWwMUTy OT Npoboa Ha Kopnyc.
3asemneHne 610Ka NUTAHUA OCYLLECTBAAETCA NYTEM NOAK/IOUEHUA TPEXKUNbHOro Kabena
B PO3ETKY C 3a3eM/IAIOLLMM KOHTAaKTOM.

Bo nsbekaHme BO3HMKHOBEHUSA KOPOTKOro 3amMblKaHMA NPU NOAK/TIOYEHUN K CETU NOCTOAH-
HOro TOKa peKoMeHAyeTCcA NPOM3BECTU 3a4YUCTKY NPOBOAA HA A/IMHY 9 MmM.

Llenb NUTaHMA NOCTOAHHBIM TOKOM A0/1XKHa COAEep’KaTb YCTPOUCTBO OTKAIOUEHUA NUTAHUA C
dusnueckum pasbeguHeHMemM coeanmHeHUA (BbiKAloYaTe b, pa3bem, KOHTAaKTOP, aBTOMaTH-
YyecKuii BbIKNloYaTe b U T.0.).

4. BK/OYMTE NUTAHME YCTPOMCTBA U ybeauTechb B OTCYTCTBUM aBapwUii NO COCTOSIHUIO MHAMKATO-

pOB Ha nepeaHen NaHe un.

3.5 YcraHoBKa u yganeHue SFP-tpaHcuBepoB

Tonbko ana MES5500-32: Bo u3bexkaHue NnoBpeXxXAeHUA YCTPOMCTBA NPpU OAHOBPEeMEHHOM
ucnonb3oBaHuM noptoB XG1 n XG2 Heob6xoaMMO 1cnonb3oBaTb SFP+ TpaHcuBepbl € TMNOM
pasbema LC unun SFP+ Direct Attached Cable (DAC).

YcTaHOBKa ONTUYECKUX MOAY/eii MOXKeT NPOU3BOAUTLCA KaK NPU BbIKAOYEHHOM, TaK U NpU
BK/IDYEHHOM YCTpoiicTBe.

1. BcraBbTe BepxHuit SFP-moay/1b B CIOT OTKPbLITOM YacTbio pa3bema BHU3, @ HUXKHUIA SFP-mo-

[AY/ib OTKPbLITOM YaCTblo pa3bema BBEpX.

PucyHok 115 —YcraHoBKa SFP-TpaHcmBepos
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2. Hapasute Ha moaynb. Koraa oH BCTaHET Ha MECTO, Bbl YC/bILIWUTE XapaKTEPHbIN LWENYOK.

PucyHok 116 — YcTtaHoBneHHble SFP-TpaHcmBepbl

[na yapaneHus TpaHcueepa:

1. OTKpoiiTe 3alenky moayna.

PucyHok 117 — OTKpbITHe 3awenkun SFP-TpaHcueepos

2. W3BnekuTe Mmogynb U3 cNoTa.

PucyHok 118 — N3BneveHune SFP-TpaHcuBepoB
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4 HAYANBbHAA HACTPOMKA KOMMYTATOPA

4.1 HacTpoiiKa TepMmuHana

Ha KomnbloTepe 3anycTuTb Nporpammy amynsaumm tepmuHana (HyperTerminal, TeraTerm, Minicom)
N NPOU3BECTMU CAeayroLme HaCTPOMKM:

— Bbl6paTb COOTBETCTBYHOLMI NOCAEA0BATE/bHbIN NOPT;

—  YCTaHOBMTb CKOPOCTb Nepeaaym AaHHbix — 115200 60g4;

—  3agaTtb GopMaT AaHHbIX: 8 BUT AaHHbIX, 1 CTONOBbLIM 6UT, 6e3 KOHTPOAA YETHOCTY;

—  OTK/KOYUTb annapaTHoe 1 NPorpammHoe yrnpasaeHMe NOTOKOM AaHHbIX;

— 334aTb pPeXMM 3myaAaumu TepmmHana VT100 (MHorme TepMWHanbHble MPOrpPaMmbl
NCMNONb3YIOT AaHHbIA PEXMM IMYNALMM TEPMMHA/A B KAaYECTBE PEKMMA MO YMOIYAHUIO).

4.2 BKAlO4YeHMe yCTPOMUCTBA
YCTaHOBUTb COeAUHEHUE KOHCON KoMMyTaTopa (NopT «console») c pasbeMom nociesoBaTelbHOro

nHTepdelica KomnbloTepa, Ha KOTOPOM YCTAaHOB/IEHO MPOrpaMMHOe obecrnevyeHme sMmyIaLnun TeEpMUHaa.

BKAoUUTb  ycTpoicTBo. [pM  KaXKOoM BKAOYEHMM KOMMyTaTOpa 3anycKaetcs npoueaypa
«TeCTUPOBAHMA CUCTEMbI NpU BKAOYeHMM» (POST), KoTopasa nosBoaseT onpeaenuTb paboTocnocobHoCTb
YCTpOICTBa Nepes 3arpy3Koit UCNOIHAEMOM NPorpammbl B onepaTMBHYo NnamaTs (0O3Y).

OTobpaxkeHue xoaa BbiNnonHeHUs npoueaypbl POST Ha kKommyTaTopax MES5312:

BootROM 1.43
Booting from SPI flash

General initialization - Version: 1.0.0

Serdes initialization - Version: 1.0.2

PEX: pexIdx 0, detected no link

PEX: pexIdx 0, detected no link

PEX: pexIdx 0, detected no link

DDR3 Training Sequence - Ver TIP-1.55.0

DDR3 Training Sequence - Switching XBAR Window to FastPath Window
DDR3 Training Sequence - Ended Successfully

BootROM: Image checksum verification PASSED

ROS Booton: Jun 13 2018 17:16:12 ver. 1.0
Press x to choose XMODEM...
Booting from SPI flash

Tuned RAM to 512M

Running UBOOT...

U-Boot 2013.01 (Jun 22 2018 - 10:36:009)

Loading system/images/active-image
Uncompressing Linux... done, booting the kernel.

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.
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CnycTa gBe CekyHAbl Noc/ie 3aBepLieHns npoueaypbl POST HaunHaeTcs aBTo3arpysKa nporpaMmHoOro
obecneyeHna KommyTaTopa. [/1A BbIMOJAHEHUS cneuManbHbIX NpoLeayp MCnonb3yetca MeHto Startup,
BOMTM B KOTOpPOE MOXHO, NMpepBaB 3arpysKy Haxkatmem Knasuwwu <Esc> wnu <Enter> B TeuyeHuWe 3TOro
BPEMEHMU.

Mocne ycnewHoOW 3arpy3kM KomMMmyTaTopa MOABUTCA CUCTEMHOE npurialeHne uHTepdelica
KOMaHAgHoM cTpoku CLI.

>lcli

Console baud-rate auto detection is enabled, press Enter twice to complete the
detection process

User Name:
Detected speed: 115200

User Name:admin
Password: ***** (admin)

console#

/ [na 6bicTporo Bbi30Ba CNPaBKM 0 AOCTYNHbIX KOMAHAAX UCNO/Ib3YUTe KOMBUHALMIO KNaBULL
<Shift>n <?>.

4.3 3arpy3o4yHoe MeHIo

[na Bxoda B 3arpy3oyHoe MeHI0 ciefyeT MOAKAUUTLCA K YCTPOMCTBY Yepes uHTepdelic RS-232,
nepesarpysuTb YCTPOMCTBO U B TeYeHMe ABYX CeKyHA noc/e 3aBeplueHns npoueaypbl POST HaxaTb «ESC»
mnn «<ENTER»:

U-Boot 2013.01 (Jul 05 2021 - 13:21:16) Eltex version: 2014 T3.0 eng dropvé6 6.2.2

Loading system/images/active-image
Uncompressing Linux... done, booting the kernel.

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

Bupg, 3arpy3o4yHoro mMmeHto:

Startup Menu

[1] Image menu

[2] Restore Factory Defaults

[3] Boot password

[4] Password Recovery Procedure

[5] Back

Enter your choice or press 'ESC' to exit:

Tabnnua 27 — PyHKUMKN MHTepdeica 3arpy304HOro MeHHo

dyHKyua OnucaHue
Image menu BbibpaTb akTMBHbIM 06pa3za cuctemHoro MO.
Restore Factory Defaults BoccTaHOBUTL 3aBOACKNE HACTPOMKW.
Boot password YCcTaHOBUTL/YAaNUTb Naposb Ha bootrom.
Password Recovery Procedure COpOoCUTb HAaCTPOMKM ayTEHTUPUKALUM.
Back MpoAoNKNTb 3arpy3Ky.
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4.4 Pexunm paboTbl KOMMyTaTOpa

KommyTtatopbl cepuit  MES2300-xx, MES2310-12XU, MES3300-xx, MES3510DS-24F, MES5312,
MES53xxA, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-xx,
MES5410-48, MES5500-32, MES5700-32 paboTatoT B peXkume CTEKMPOBAHUSA.

CteK QYHKLUMOHMPYET KaK egMHOe YCTPOMCTBO M MOXKET 00beANHATb A0 8 KOMMYTAaTOPOB OAHOM UAN
pasHbIX Mogenei (pernameHTUPOBaHO MATPULEA CTEKMPOBAHUA), MMEOWUX Ccaeaytlowme ponu,
onpeaensemble Ux nopsaxkosbimm Homepamu (UID):

—  Master (UID ycTtpoiictBa oT 1 g0 8) — ¢ Hero npoucxoamT ynpasaeHne BCEMU YCTPOMCTBAMM B
cTeke. Ponb MOXHO Ha3HAYUTb BCEM YCTPOMCTBAM, HO aKTMBHbIM master npu stom byget
OAMH, ocTanbHble byayT GyHKLMOHUPOBaATL B posin backup.

—  Backup (UID ycTpoiictea oT 1 ao 8) — ycTpoiicTeo, noaumHaAoweecs master. lybanpyer sce
HaCTPOMKMK, W, B C/lyd4ae BbIXOAa YNpaB/AlOLWEro ycTpolhcTBa M3 cTpos, bepeT Ha cebs
dYHKUMKM yipaBaeHUA CTEKOM. Po/ib MOXKHO Ha3HaYMTb MaKCUMYM CEMW YCTPOMCTBaM.

— Slave (UID ycTtpoiicTts oT 1 ao 8) — ycTpoiicTBO, NoaunHstolleeca master. He moskeT paboTtaTtb
B aBTOHOMHOM peXXunme (ecnm oTcyTcTByeT master). Ponb MOMKHO HasHauyMTb MaKCMMyM
LecTun ycTpoicTeam. Jonyctuma KoppeKTHasa paboTa cTeka 6e3 yCTponCcTB ¢ AaHHOM POblO.

’ DOnsa KOppeKTHOI paboTbl cTeKa HeobXxoauMm XOTA 6bl OAWH IOHUT C PONbI0O Master U 0AUH
H OHUT ¢ ponbto backup.

Mo ymonyaHuio KOMMYTaTOP y}Ke COCTOUT B CTEKe, MMEeeT pPoJib MmacTep, HO Npu 3TOM Bce
NOopPTbl YH4ACTBYIOT B Nnepeagaye AaHHbIX 40 TOr0O MOMEHTa, NOKa He GV,D,VT HAaCTPOEHbI CTEKO-
BbiMMU.

UHTepdeiicbl B perkMme CTEKUPOBAHMA PaboTaloT TO/IbKO Ha MAaKCUMa/IbHO CKOPOCTU UH-
Tepdeiica.

Mpwu cteknposaHMn KommyTtatopos mogenu MES2300-xxP ¢ oTanyaloWmMmnUca Bepcuamm
MO Heo6X0AMMO YUUTbLIBATD, YTO CTEK BO3MOKHO COBPaThb TONIbKO B CNeAYIOWUX CAydanX:
- Bce pobaBnsemble B cTeK IOHUTbI umetoT Bepcuio MO 6.6.9.3 1 HoBee;
- Bce pobaBnsemble B CTEK IOHUTbI umetoT Bepcuio MO Huxke 6.6.9.3.

Mpu creknposaHum kommyTtatopos MES3300-XX B cneayrowmx KOM6MHaUMAX, A TaKKe Npu
CMELLUBaHUU JaHHbIX KOMOUHaUMI:

- MES3300-24 + MES3300-48

- MES3300-24 + MES3300-48F

- MES3300-24F + MES3300-48

- MES3300-24F + MES3300-48F

CTeK BO3MOXXHO cOb6paTb TO/NIbKO MPU YC/IOBMMU, YTO KaXKAbl OHUT umeet Bepcuio MO
6.6.13.5 1 HoBeE.

E EE K

B pekvme CTEKMPOBAHMA A/ CUHXPOHU3AUMKM KOMMYTATOPbI SOJ/IKHbI UCMO/Ib30BaTh C/ieayoume
nopTbl:

1. MES2300-08, MES2300-08P: 1G (1000BASE-T u/mnan 1000BASE-X);
2. MES2310-12XU: 25GE (ucnonb3oBaTh TONbKO 25G TpaHcusepbl/DAC/AQC);

3. MES2300-24, MES3300-24, MES3300-24F, MES3300-48, MES3300-48F, MES3510DS-24F,
MES5312, MES5316A, MES5316A rev.C, MES5316A rev.C1, MES5324A, MES5324A rev.C,
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MES5324A rev.C1, MES5332A, MES5332A rev.C: XG (ncnonbsoBatb 10G nam 25G TpaHcu-
Bepbl/DAC/AQC);

4. MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24,
MES5400-48, MES5410-48, MES5500-32, MES5600-24: HG (ncnonb3oBatb Tonbko 100G
TpaHcusepbl/DAC/AOC);

5. MES5700-32: FO (ncnonb3osaTb ToNbKo 400G TpaHcueepbl/DAC/AQC).

Mpn 3TOM yKasaHHble MOPTbl He y4yacTBYHOT B nepegadvye AaHHbiX. CTeKMpOBaTb KOMMYyTATOpbl
MES53xxA ¢ KommyTtatopamm MES53xxA rev.C nu MES53xxA rev.Cl HeBO3MOKHO BBMAY annapaTHbIX
pasnnunin 3TUX MoAeNen YCTPOMCTB. BO3MOMHbI ABE TOMONOMMU CUHXPOHU3UPYIOLLUXCA YCTPOMUCTB —
KOMbLEBAA W NMHENHaA. PeKoMeHAyeTCA WMCNONb30BaTb KO/bLEBYH TOMOMOIMIO ANA  MOBbIWEHMA
OTKa30yCTOMYMBOCTM CTEKA.

Mpwu ncnonb3oBaHUn JINHEeMHOM TONONOTMN B CXEME U3 ABYX OHUTOB CTEKOBbIE€ NOPTbI O6'beLI,VIHFHOTCFI
B8 LAG, 4TO N03BO/IAET NOBbLICUTL NPONYCKHYIO CNOCobHOCTb KaHana.

J‘ [Ona o6beguHEeHNA CTEKOBbIX NOPTOB B LAG Npu MHEHOM TONOAOrMM Ha KOMMYyTaTopax

MES3300-48, MES3300-48F, MES2300B-48 1 MES2300-48P HeobxoaMmo Mcnosb3oBaTb

napbl uHtepdeliicos tel-8/0/1, tel-8/0/2 unu tel-8/0/3, tel-8/0/4. NMpu nobbIX Apyrux
KOMBUHaUMAX 0AUH M3 NOPTOB byaeT HaxoaUTbeA B pe3epse U uMeTb cratyc Standby.

KommyTaTtopbl nogaep:kusatoT ¢yHKkumoHan NSF (Non-Stop Forwarding) B cTeke. [daHHbIn
dYHKUMOHaAN no3BOAIAET MUHMMM3MPOBATL MOTEPU TPAH3UTHONO HEMApPLIPYTU3MPYEMOro TpaduKa B
MOMEHT NepeKItOYEHNA POAN KOMMYTaTOpa ¢ master Ha backup.

MpuHumn pabotbl NSF: B MOMeHT, Korga backup 6epet ynpasneHue Ha cebs 1 3anycKaeT npouecc
OOVHMUMAAM3aUMKM 40 poan master, 3anyckaetca Taimep NSF u pukcmpytotca STP-cTaTycbl NOPTOB, NOPThI
B LACP, uneHctBo noptoB Bo VLAN, cKopocTb nopTtoB M T.4. OcTasibHble HAaCTPOMKU NPUMEHAIOTCA Ha
KOMMyTATOpe, CTaBLLIEM master, B peasibHOM BPEMEHMU.

Mpu stom Bo Bpema npouecca NSF mameHeHue cratyca noptoB B STP Ha cTeKke NONHOCTbIO
urHopupyeTtca. TaKkKe 3anpeLLaeTca BbIMOJHEHWE KOMaHZ, NpocmMoTpa KoHoUrypaumm (KomaHabl “show
running-config, show startup-config” B peskume EXEC), M3MeHeHMe COCTOSIHMS MOPTOB (KOMaHAp!
“shutdown, no shutdown” B KOHTEKCTHOM MeHI0 KOHOUTypaumu uHtepoderica) n VLAN (komaHaa “vian 2” B
KOHTEKCTHOM MeHo “vlan database”), ckopocTu noptoB (“negotiation, speed” B KOHTEKCTHOM MEHIO
KOHoUrypaumm wuHtepdeiica), ounctka FDB (“clear mac address-table dynamic” B pesxkume EXEC),
nepesarpyska yctpoinctea (“reload” B pexume EXEC), uameHeHWe umeHu ycTpoictBa (“hostname” B
pexume rnobanbHoOM KoHoUrypauumu), BrAoYeHue/BbiknoyeHne STP (“no spanning-tree” B pexume
rno6anbHoM KoHbUrypaumm).

Koraa uctekaet Taiimep NSF, Bce paHee 3adMKCUMPOBaHHbIE HACTPOMKM MPUMEHSIOTCA K CTEKY B
peanbHOM BPEMEHM.,

J‘ NoapepkaHa npoueaypa aBToo6HoBAeHMA Ha Bepcumio MO ¢ master-kommyTtaTopa npu
B[,06aBNAEHNN HOBbIX IOHUTOB B YXKe CYLLLEeCTBYIOLLMUMA CTEK.

J‘ Ona kommyratopos MES2300/3300 pa6ota creka u3 4-8 IOHUTOB noaaep>KaHa C BEPCUn

: 6.6.5.5.

V dyHkumnoHan NSR (Non-Stop Routing) 6yaet peanusosaH B 6yaywmnx sepcuax NO.
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Mpwu BbikntovyeHHOM NSF B cteke KommyTtaTtopos MES3510DS-24F Bo3MOXHbI cneaytowme
ol ocobeHHOCTU:
- Npy nepexsaTe MacTepcTBa 6yaer nponcxoauTb nepesarpyska KOMmMyTaTopa ¢ Po/iblo
backup;
- NpY NOBTOPHOM MOAK/IIOYEHUUN B CTEK KOMMYyTaTopa ¢ posablo slave 6yaet npoucxo-
AUTb Nepe3arpysKa AaHHOro yCcTpoiicTBa.
Ona ncknouyeHna nogo6Horo nosegeHUA peKoMeHAyeTca UCcnonb3oBaTtb GyHKLUMoHan NSF
B CTEKe ANA AAHHOW MOoAeNn KOMMYTAaTOpPOB.

Tabnunuya 28 — MaTtpuua ctekmpoBaHus gna MES2300-xx, MES2310-12XU
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Tabnuua 29 — MaTtpuua ctekmposaHua ana MES3300-xx
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Tabnnuya 30 — MaTtpuua ctekmpoBaHua gna MES35001-24F, MES3510DS-24F
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Tabnunua 31 — MaTtpuua ctekmpoBaHua ans MES53xxA
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Tabnunua 32 — MaTtpuua ctekmpoBaHua ana MES5300-xx, MES5400-xx, MES5500-32, MES5700-32
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MES5700-32 | MES5600-24 | MES5500-32 | MES5410-24 I!

Hacmpolika cmeKuposaHuUs KOMMymamopos

3anpoc KoMaHAHOW CTPOKM MMEET c/ieayoLmnin Bua;

console (config) #

Tabnuua 33 — ba3oBble KOMaHAbl

KomaHda

3HayeHue/3HayeHue
Mo yMmon4YaHuo

Aelicmeue

stack configuration links te
te_port | hu hu_port

Ha3HauuTb UHTepdeichbl ANA CMHXPOHU3aLUUKM PaboTbl KOMMYTa-
Topa B cTeKke. MUHMManbHOE KoNn4ecTBo — 1, MakcumanbHoe —
2.

stack configuration unit-id

Ha3HauMTb HOMep YCTPOIACTBA «unit-id» NOKasbHOMY YCTPOMCTBY

unit_id unit_id: (1..8, (Ha KoTopoMm BbINosHEHA KOMaHAa). CMeHa Homepa yCTpoMncTBa
auto)/auto npou3onagéT nocne nepesarpy3knm KOMMyTaTopa.

no stack configuration YAanuTb HaCTPOMKM CTeka.

stack unit unit_id unit_id: (1..8, all) Mepexon, K KOHOUTYPUPOBAHUIO IOHUTA B CTEKE.

stack configuration role {slave
| master}

no stack configuration role

role: (master/slave)/1-
2 loHUTblI — master, 3-8
HOHUTbI — slave

Ha3HauuTb posib KOMMyTaTopa B cTeke. Ponb master npegnona-
raeT BO3MOXHOCTb IOHUTY CTAaHOBUTBLCA MacTepom B cTeke. Mpu
STOM B CTEKE MOET bbITb TOJIBKO OZHO YCTPOWCTBO C POJIbIO Mas-
ter. Bce ocTasibHble C HAaCTPOEHHOM POJbI0 Master BO3bMYT Ha
ceba ponb backup.

Ponb master nonyuut ycTpoictBO € Haubonbwmm

. uptime. Ecnm uptime 6yaer oauHaKoBblii (pasHuua

MeXay loHUTamu meHee 20 ceKyHA), TO posib master noayuut
IOHWUT C HAUMEHbLUMM HOMEPOM.

YCTaHOBUTb 3HaYeHue no YMOANYaHUIO.

stack nsf

no stack nsf

-/BbIK/IOYEHO

PaspewnTb HenpepbiBHYO nepefavy AaHHbix (NSF) npu cmeHe
master-ycTpoiicTea.

3anpeTuTb HenpepbiBHYO nepepady AaHHbix (NSF) npu cmeHe
master-ycTpoicTBa.

stack nsf timer value

no stack nsf timer

value: (60..600) ¢/120 ¢

3agatb Bpems, B TedeHune Kotoporo anutca NSF.

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHWUIO.

[Ona noaaep:KaHMa KOppeKTHOU paboTbl cTeKa Npu cmeHe master-ycTpoucTsa npu Mcnosb-
ol 30BaHUK Boablue ABYX IOHUTOB C ponblo master/backup HacToaTenbHO pekomeHayeTca uc-

nonb3oBatb NSF.
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’ MwuHMmanbHoO pekomeHgyemoe 3HaueHune NSF timer coctaBnsaer 120 cekyHa.
-

[pumep

O6begMHUTL B CTEK ABa KommyTaTopa MES5312. HasHaunTb BTOPbIM FOHUTOM, UCMOJ1Ib30BaTb MHTepdeNichI
tel-2 B KayecTBe CTEKUPYIOLLUX.

console#config
console (config) #stack configuration unit-id 2 links tel-2

console (confiqg) #

KomaHObI pexcuma Privileged EXEC

3anpoc KOMaH/AHOM CTPOKM UMEET cneaytowmnin BUa;:
console#

Tabnvua 34 — ba3oBble KOMaHApl, AOCTYMNHble B pexxnme EXEC

3HavyeHue/3HayeHue ”
KomaHda / Aelicmeue
no ymon4aHuio
show stack - OtobparkaeT nHpopmaLmio 06 yCTPOCTBAX, BXOAALMX B CTEK.
show stack configuration OTobparkaeT MHPOPMALMIO O CTEKMPYIOLLUX MHTepdencax oHK-
TOB B CTeKe.
show stack configuration role ) OTtobparkaeT pacliMpeHHy WUHPOPMaLMIO O POSIAX OHUTOB B
cTeke.
show stack links [details] i PaclumpeHHoe oTobpaxkeHne MHPOPMALMKN O CTEKUPYIOLLMNX WH-
Tepodelicax.
Mpumep ncnonb3osaHMA KomaHAabl show stack links:
console# show stack links
Topology is Chain
Unit Id Active Links Neighbor Links Operational Down/Standby
Link Speed Links
1 tel/0/1 te2/0/2 10G tel/0/2
2 te2/0/2 tel/0/1 10G te2/0/1

YcTpoicTBa ¢ oagMHaKoBbIMU uaeHtTudukaropamm «Unit ID» He moryT paboTaTtb B 0gHOM
il cTeKe.

4.5 Hacrpoiika PyHKUMiIA KoOmmyTaTopa

®YHKUMM NO HaYaIbHOMY KOHPUIYPUPOBAHUIO YCTPOMCTBA MOXKHO pasaennTb Ha ABa Tvna.

— bas3oBas HacTpoMKa — BK/OYaeT B ceba onpeaeneHne 6a3oBbix GyHKUMI KOHPUrypaumm m
HACTPOMKY ANHAaMM4YecKux IP-agpecos.

— Hactpoiika napameTpoB cuctembl 6€30MacHOCTM — BK/IOYAET YyNpaBieHWe CUCTEMOM
6e3onacHOCTU Ha ocHoBe mexaHn3ama AAA (Authentication, Authorization, Accounting).
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’r“-_ Mpwu nepesarpysKe ycTPOICTBA BCe HECOXPaHEHHbIe AaHHble ByayT yTepaHbl. AnA coxpaHe-
HUA N06bIX BHECEHHbIX U3MEHEHUI B HACTPOIKY KOMMYTaTOpPa UCMOJb3yeTcA creaylowas
KOMaHAa:

console# write

4.5.1 ba3osasa Hacmpolika Kommymamopd

Ona Hayana KOHPUIrypaLmum ycTpoiicTBa HE06X0AMMO NOAK/OYUTL YCTPOMCTBO K KOMMbIOTEPY Yepes
nocaefoBaTeIbHbIN NOPT. 3aNyCTUTb HA KOMMbIOTEPE NPOrpamMmy 3IMYNALMM TEPMUHANA COFNACHO MYHKTY
4.1 «HacTpolika TepmuHana».

Bo Bpemsa Haya/bHOM HAaCTPOMKN MOXKHO onpeaenntb MHTepdeic, KOTopblii ByaeT MCNob30BaTbCA
ONA NOAKNOYEHNS K YCTPOMCTBY YAaNeHHO.

ba3oBadA HaCTpoliKa BKAOYAET c/ieaytollee:

1. 3apgaHue naposa ans nonbsosatens «admin» (c ypoBHem npusunernin — 15).
Co3zaHue HOBbIX MNO/Ib30BaTENEN.
HacTtpoikKa ctatnyeckoro IP-agpeca, Macku NOACETU U1 LWIJIKO3a MO YMOJIYaHUIO.
Monyyenune IP-agpeca ot cepsepa DHCP.
Hactpoika napameTtpoB npotokona SNMP.

vk wnN

4.5.1.1 3adaHue napona 014 nonv3osamesns «admin» u co30aHue HoB8bIX NMoss3osamerel

[Ona o6ecneyeHus 3almULLEHHOrO BX0o4a B cCUCTEMY He0b6X04MMO Ha3HAuUMTb Napo/ib NPUBHK-
- nernposaHHOMY nosb3oBaTtento «adminy».

MmAa nonb3oBatenda W naponb BBOAUTCA MpU  BXoAe B CUCTeMy BO BPemA CeaHCoB
AAMUHUCTPUPOBAHUA yCTpOVICTBa. [na co3gaHmMAa HOBOro Nonb3oBaTeNA CUCTEMbI MU HaCTpOVIKM noboro
M3 NapameTpoB — MMEHU NO/1b30BaTENA, MAPO/A, YPOBHA anvaerMﬁ, MCNONb3YHOTCA KOMaHAbI:

console# configure
console (config) # username name password password privilege {1-15}

f YpoBeHb npuBuaeruii 1 paspewaeT 40CTyN K YCTPOMCTBY, HO 3anpeLyaeT HacTPoiKy. Ypo-
BeHb NpuBuaerunii 15 paspelwaer Kak A0CTyN, TaK U HACTPOMKY YCTPOMUCTBA.

Mpumep KomaHa, Ana 3ajaHuna noab3osatento «admin» naponsa «eltex» v cosgaHua nonb3osarens
«operator» c naponem «pass» 1 ypoBHeM npusunernin 1:

console# configure

console (config) # username admin password eltex

console (config) # username operator password pass privilege 1
console (config) # exit

console#

4.5.1.2 PacwupeHHaa Hacmpolika yposHsa docmyna

Ha ycTpoicTBe cylecTByeT BO3MOXHOCTb pacnpeneneHums npae nosib3osaTteneil B 3aBUCMMOCTM OT
YPOBHA MNPUBWUAETMIA, Ha KOTOPOM KaKAblii M3 Mnonb3oBaTenei 6bin co3gaH. KOHKpeTHOMY YPOBHIO
npuBMAEernii NpuceansaeTca Habop KoMaH4, KOTOPbIE MOTYT BbIMOAHATLCA MO/1b30BATENAMM C YPOBHEM He
HUKe 3a4aHHOrO.

KommyTtaTop nogaeprKMBaeT cucTemy HacnepoBaHuUs Habopa KomaHA oT 6osee HU3KMX
s YPOBHe npuBuneruii.
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MpusBunernn BbICTPaMBalOTCA TOJIbKO ONA KOHKPETHO 3aAaHHoro y3na. Kaxkayio KomaHay
- Heo6X0AMMO NPONUCbIBaTb ABHO, HE UCMO/Ib3YyA COKPaLLeHHble GopMbl.

KomaHObI pexcuma 2106a0716H020 KOHU2YPUPOBAHUS

3anpoc KOMaHAHOW CTPOKK B pPeXXMMeE r106aNbHOro KOHPUIYPUPOBaHUSA UMEET Cleayowmnin BUA,:

console (confiqg) #

Tabanuya 35 — KomaHab! gnA HAaCTPOIMKM paclUMpPEHHOro J0CTyna

KomaHda

3HayeHue/3HayeHue
o ymon4aHuro

Aelicmeue

privilege context level
command

no privilege context level
command

level: (1..15);
/ypoBeHb npusunernii
KOoMaHA perknma EXEC
— 1, BCeX OCTaNbHbIX

KomaHg — 15

MpucBaMBaeT yKasaHHOMY YPOBHIO NPUMBUAEINIA 3aaHHYIO KO-
maHay.

- context — peum paboTbl KOMaHLHOW CTPOKM;

- level — ypoBeHb nNpuBWaernii, Ha KoTopom byaeT AoCTynHa
HacTpavBaemas KOMaHzaa;

- command — KomaHaa.

YpanseT 4OCTYN K KOMaHAE C YPOBHSA, Ha KOTOPOM KOMaHAa 6blna
paspelueHa.

Mpumep HacTpoiKkmn Habopa KoMaHA anA Noab3osaTens «admin» ¢ 4 ypoBHeM nNpuBuAeruii n Habopa
KOMaHZA, oA nonb3oBaTtens «user» ¢ 10 ypoBHeM NpuBUIErni:

console# configure
username admin password passl privilege 4
username user password pass? privilege 10

console (confiqg) #
console (confiqg) #
console (config)
console (config)
console (config)

( )

#
#
#
console (config) #

privilege
privilege
privilege
privilege

exec 4 configure terminal
exec 4 show running-config
config 10 vlan database
config-vlan 10 vlan

Tenepb ANA NOKaNbHbIX NOJb30BATe/NEN, Yell YPOBEHb NPUBWUAEMMIA Bbllle MAW paBeH 4, CTaHeT
AOCTyneH BblBOA, KomMaHabl show running-config, Ho He 6yaeT pgocTynHa HacTpoika vlan. [na
noNb3oBaTesIei, ypoBEHb NPUBUAETMIA KOTOPbIX cooTBeTcTBYeT 10 U Bbiwe, ByaeT AOCTYNHA HAacTpoliKa u
vlan, v BbiBog KomaHabl show running-config.

4.5.1.3 Hacmpolika cmamuyeckozo IP-adpeca, macku nodcemu U Wwist03d 1o yMoa4YaHuio

[na BO3MOXHOCTU yMNpaBNeHUA KOMMYTaTOPOM U3 CETU HeobXOoAMMO HasHauuTb ycTpoMnctsy IP-
ajpec, MacKy NOACeTU U, B Cay4ae ynpasBiaeHUAa M3 APYroi cetu, W3 No ymoadaHuto. IP-agpec moxHO
HasHauuTb Ntobomy uHTepdeicy — VLAN, ¢usmueckomy nopTy, rpynne rnopToB (MO yMOSYaHUIO Ha
nHtepdelice VLAN 1 HasHaueH IP-agpec 192.168.1.239, macka 255.255.255.0). IP-agpec wnio3a AONKEH
NPUHAANEXKATb K TON e NOACETH, UTO U 0AMH U3 IP-uHTepdeincoB ycTpolicTBa.

¢ B cnyyae ecam IP-aagpec HacTpanBaetca gna UHTepdeiica ¢pusnyeckoro nopta uam rpynnbi

: J nopToB., 3TOT uHTepdeic yaanaetca us rpynnbl VLAN, KOTOpOii OH NpuHagaexan.

« IP-agpec 192.168.1.239 cywecTByeT A0 Tex Nop, NOKa Ha nt0b6om uMHTepdeice cTaTUHecKu
uam no DHCP He co3aaH apyroii IP-agpec.

¢ Mpu yganeHun Bcex IP-agpecoB KommyTaTopa A0CTYN K Hemy 6yaeT ocywecTenaTbca no IP-
agpecy 192.168.1.239/24.
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Mpumep KomaHA HacTpolKku IP-agpeca ana nHtepoeica VLAN 1.

MapameTpbl NHTEPEliCa:

IP-adpec, HazHavyaembili 019 uHmepgpelica VLAN 1 —192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec winto3a no ymonyaHuro — 192.168.16.1

console# configure

console (config) # interface vlan !

console (config-if)# ip address 192.168.16.144 /24
console (config-if) # exit

console (config) # ip default-gateway 192.168.16.1
console (config)# exit

console#

[na Toro utobbl yoeanTbea, UTo agpec 6bin HasHayYeH UHTepdECY, BBEAUTE KOMaHAY:

console# show ip interface vlan 1

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
192.168.16.144/24 wvlan 1 UP/DOWN Static disable No enable Valid

4.5.1.4  [ony4eHue IP-adpeca om cepeepa DHCP

Ona nonyyeHusa IP-agpeca moxeT ucnonb3oBatbcA npotokon DHCP, B cnyyae ecan B cetu
npucytcteyeT cepsep DHCP. IP-aapec oT cepsepa DHCP moxKHO nony4atb Yepes ntoboin nHtepdenc — VLAN,
dusnYeckmnii NopT, rpynny NnopTos.

V Mo ymonuaHuio DHCP-KAKeHT BKAtOYEH Ha uHTepdeiice VLAN 1.

Mpumep HaCTPOMNKM, NpegHa3HaYeHHON ANA NOAyYeHUs AnHammyeckoro IP-agpeca ot DHCP-cepsepa
Ha uHTepdelice vlan 1:

console# configure

console (config) # interface vlan I
console (config-if)# ip address dhcp
console (config-if) # exit

console#

[ns Toro ytobbl ybeantbea, 4to agpec bbin HazHavyeH nHTepdeiicy, BBeauTe KomaHay:

console# show ip interface vlan 1

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
10.10.10.3/24 vlian 1 UP/UP DHCP disable No enable Valid

4.5.1.5 Hacmpolika napamempos npomokosa SNMP 0aa docmyna k ycmpolicmsy

YCTPOWCTBO COAEPKMUT BCTPOEHHbIM areHT SNMP 1 noaaepusaeT Bepcun npoTtokona vl/v2c/v3.
AreHT SNMP nogaepkmBaeT Habop cTaHAAPTHbIX NepemeHHbix MIB.
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[NA BO3MOXKHOCTM aAMUHUCTPUPOBAHMA YCTPOWCTBA NOCpeacTBOM NpoTokosia SNMP Heobxoanmo
C0o34aTb XOTA 6bl 04HY CTPOKY coobliecTBa. KoMmyTaTopbl NOAAEPKMBAOT TPY TUMA CTPOK coobLecTBa:

— ro-—onpegenaeT A4OCTYyMN TO/IbKO Ha YTeHUe,;
— rw-—onpegenaet 4OCTyN HA YTEHWE M 3anucb;
— su-—onpegensaet goctyn SNMP-agmuHucTpaTopa;

Hanbonee pacnpocTpaHeHO MCMo/b30BaHWEe CTPOK coobulectBa public — ¢ gOCTynom TOAbKO Ans
yTeHMA obbekToB MIB U private — ¢ foCTynom Ha 4YTeHuMe U nameHeHwe obvekToB MIB. [na Kaxkaoro
coobliecTBa MOXKHO 3a4aTb IP-agpec cTaHUMM ynpasBaeHus.

Mpumep co3paHua coobluecTBa private ¢ AOCTYNOM Ha 4YTeHMe M 3anucb M IP-agpecom CTaHuuM
ynpasneHna 192.168.16.44:

console# configure

console (config) # snmp-server server

console (config)# snmp-server community private rw 192.168.16.44
console (config) # exit

console#

[na npocmoTpa co3gaHHbIX CTPOK coobluectBa M HacTpoek SNMP ncnosb3yetca KomaHaa:

console# show snmp

SNMP is enabled.

SNMP traps Source IPv4 interface:
SNMP informs Source IPv4 interface:
SNMP traps Source IPv6 interface:
SNMP informs Source IPv6 interface:

Community-String Community-Access View name IP address Mask
private read write Default 192.168.16.1
44
Community-String Group name IP address Mask Version Type

Traps are enabled.
Authentication-failure trap is enabled.

Version 1,2 notifications
Target Address Type Community Version Udp Filter To Retries

Version 3 notifications
Target Address Type Username Security Udp Filter To Retries
Level Port name Sec

System Contact:
System Location:
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4.5.2 JluyeH3uposaHue

KommyTatopsbl cepun MES nogaepKnsatoT MUeH3npoBaHme GyHKUMOHaNa, Takoro Kak BGP, EVPN,
MPLS.

daiin AMUEeH3NN MOXKET coaepKaTb MHPOPMaLMIO Kak 06 0aHOM GYHKLUMK, TaK M 06 MX KOMBUHALMN,
Hanpumep, BGP/EVPN.

JlnueHsmna solgaeTca Ha KOHKpeTHOoEe yCTpOﬁCTBO.

,ﬂ,flﬂ 3arpy3ku IMUEH3NN NPUMEHAETCA KOMaHAa:
console#boot license tftp://X.X.X.X/{name}
MpoCcMOTp 3arpyeHHbIX B NaMATb YCTPOICTBA INLEH3NIH BO3MOXKEH C MOMOLLbIO KOMaHAbI:

console#show license

Features installed:
Licenses Licenses
Feature installed used Active

Licenses installed:

License name: ES7A001107
License version: 1.0
This license has no limited expiration date
Valid for device: ES7A001107 (e4:5a:d4:40:46:80)
Status: Active
Features:

BGP

B namATK yCTpOMCTBA MOMYT O4HOBPEMEHHO XPAHUTLCA Kak aKTUBHbIE, TaK U HEAKTUBHbIE JINLLEH3NN,
MN3meHeHun cTaTyca INLEH3MIA BCTYNAtOT B CMAY TONbKO NOC/e Nepesarpyskun ycTponcTea.

B Tekywen Bepcun MO ¢yHKLuMM EVPN u MPLS aBnAtoTca B3aMMoUCKAOYaoWwmMmmn npy pabote Ha
ofHOM ycTporicTBe. OgHOBPEMEHHAA YCTAaHOBKA ABYX B3aMMOMCK/IIOHAOLWNX IULEH3UN AW NNLEH3UN C
KOombuHaumelr ¢yHKUMA EVPN u  MPLS Bo3mMoO)KHa. J[lonyckaeTrcA ofHOBpPeMeHHas YCTaHOBKaA
COOTBETCTBYHOLUMNX JIULLEH3UIM UK IULLEH3UM C KOMBUHaLMel 3TUX GYHKLMI, HO Npu 3arpy3Ke Takoro ¢anna
cucTema BbiBeaeT cooblieHme 0 KOHOAUKTE:

%LICENSE-I-FEATURE-CONFLICT: Feature conflict: EVPN and MPLS. To choose a feature, use the command
"system vpn-encapsulation" after reload the device.

Mocne nepesarpysku ycTponicTBa akTMBHOW Bceraa byaet BbibpaHa anueHsma EVPN.
BblbOp aKTMBHOW AMUEH3MM NPOM3BOAUTCA C MOMOLLLID KOMaHAbl ynpasiaeHua pexmmom VPN-
MHKancynaumm. [laHHaa KomaHaa aoctynHa B CLI ToNbKO Npy HaAWuMKM ANLEH3UIA C BSUMOMUCKIOYAIOLLMM

dYHKLMOHaNoM.

JIMueH3nmM pasaenatoTca No BpemMeHn paboTbl U MOTYT BbITb BpEMEHHbIMM (4eMO) 1 NOCTOAHHbIMMU.

122 Ethernet-kommymamopei ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32



D ELTEX

KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexkmme rnobanbHoOM KOHPUTypauum MMeeT caeayowmii Bua,:

console (confiqg) #

Tabanua 36 — KomaHabl ynpaBaeHns cucteMomn B pexkmme rnobanbHoi KoHpurypaumum

3HayeHue/3HayeHue .
KomaHoa Aelicmeue

no ymosn4aHuro
system vpn-encapsulation { YCTaHOBUTb PEXUM UHKANCYNALMUK:
vxlan | mpls } - EVPN: ycTaHOBUTb aKTUBHOM NMLeH3uio Ha EVPN;

- MPLS: yCTaHOBWUTb aKTUBHOW NLEH3UI0 Ha MPLS/
vxlan, mpls/vxlan .
HacTpoiika BCTynuT B cMNy TONbKO Nocae nepesarpysku
- ycTpoiicTea.

no system vpn-encapsulation YCTaHOBUTb PEXUM MHKANCYAALUN MO YMOYAHMIO.

KomaHOb1 pexcuma EXEC

3anpoc KOMaHAHOM CTPOKK B pexkume EXEC cneaytowmii Bua;

Console>

Tabnunua 37 — KomaHabl ynpaBneHus cuctemom B pexkmme EXEC

3HaveHue/3HavyeHue ”
KomaHoa / Aelicmeue

no ymon4YaHuro
show system 0OT06pa3unTb pexknumbl VPN-UHKancynaumm:
vpn-encapsulation - TEKYLMIA;

- BOCTYMHbIN;
- yCTaHaB/AMBaeMbI Noc/ie nepe3arpysKku.

4.5.2.1 YnpaeneHue spemeHHbIMU (demo) nuueH3uamu

®YHKUMOHAN NO BPEMEHHOMN NNLEH3UN AOCTYMEH NoC/ae ee aKTMBaUMWU. Bpems KU3HU NULEH3UN
ymeHbLIaeTcsa npu paboTe ycTpoicTea. Nepesarpyska He 06HOBASET AaHHbIV TaliMep, TaKXKe Kak U npoLecc
yAaNeHUA NIMLEH3UU U NOBTOPHAA ee 3arpyska. Mocsie UCTeYEHUSA BPEMEHU KU3HWU IULLEH3UN B CUCTEME

6yAaeT BbiBeAEHbl yBEAOMIEHUA U KOMMYyTaTop byeT NpUHYAUTENBHO NepesarpyKeH, Nocae nepesarpysKku
BPEMEHHAA NNLLEH3MA ByaeT yaaneHa.

Mpumep oTobparkeHnUsa BpeMEHHOMN NULEH3UN:

Licenses installed:
License name: ESHF000793.demo
ELM License
Trial license with time-limited expiration
Total duration: 2 months, 10 days
Time to expire: 2 months, 8 days, 14 hours, 54 minutes, 13 seconds
Valid for device: ESHF000793 (90:54:b7:16:d4:c0)
Status: Active
Features:
BGP
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4.5.2.2 YnpasneHue 6eccpovHbIMU AUUEH3UAMU

®yHKUMOHAN no 6eccpoyHOW /ULLEH3MM AOOCTYMeH fnocile ee aKTuBauuu. Bpemsa KU3HM He
ymeHblaeTca npu paboTe ycTpoWcTBa. JIMLEH3UIO MOXKHO YA3AUTb M NOBTOPHO 3arpysuTb Ha 3TO Ke
YCTPOICTBO.

Mpumep oTobparkeHMAa 6eccpoYHOM NULLEH3NN:

Licenses installed:
License name: constant-ESHF000793
ELM License
This license has no limited expiration date
Valid for device: ESHF000793 (90:54:b7:16:d4:c0)
Status: Active
Features:
BGP, EVPN

4.5.2.3 BbideneHue annapamHbix pecypcos noo aAuyeH3upyemsili hyHKYUOHA

BblgeneHue 1 3aHATME PECYPCOB NPOUCXOAMUT Ha 3Tane MHULMAAN3aLMN YCTPOMCTBA B NpoLecce ero
3arpysku. ®OyHkumoHan EVPN/VXLAN u MPLS, npeaoctasnsembiii C COOTBETCTBYIOWMUMWU JANLEH3UAMM,
TpebyeT ana ceoelt paboTbl NpeaBapUTENbHOTO BPOHMPOBAHMA YacTW annapaTHbIX PECYpPCOB.

Ona obecneyeHna oyHKumoHnpoBaHnsa VXLAN u MPLS TyHHenen BblAensaloTca M 3aHMMAOTCA
pecypcbl TCAM 1 ARP-TabnuLbl - 3TO OTPaXKaeTcsa Ha KOIMYECTBEHHbIX XapPaKTEPUCTUKAX APYIMX CETEBbLIX
CepBu1CoB.

3aHATME PecypCcoB BbINONHAETCA ABYMA METOAAMM:

— CraTuyecku, M3 pacyeTa Ha MAKCMMAJIbHblE KONNYECTBEHHbIE XaPaKTEPUCTUKM QYHKLMIA
TYHHE/IMPOBaHMA U 6e3 BO3MOXKHOCTM COBMECTHOrO MCMO/b30BaHUA NPOYUMU CETEBLIMM
cepBucamu;

— [MHamuyeckM, C BO3MOXKHOCTbHO COBMECTHOFO MCMO/b30BaHWUA MNPOYMMU  CETEBbIMM
cepBuCcCamMMm.

Tabnnua 38 — BolgeneHre annapaTHbIX PECYPCOB NOA, IMLEH3MPYEMbIN GYHKLMOHAN

Tun nuyeH3uu
X Modensb EVPN/VXLAN MPLS
apakmepucmuka
KomMmmymamopa| bes nuyeH3uu VXLAN
VXLAN co30aH (LDP omknioueH|LDP exknioueH
lomcymcmeyem
MES5316A
MES5324A
MES5332A 374 374 310 374 76
MES5300-24
MES5300-48
MakcmmanbHoe
KONMYECTBO MES5305-48 758 758 694 758 588
VLAN ¢ dyHKumeln MES5310-48
DHCP 758 758 694 758 758
' MES5400-24
Snooping
MES5410-48
MES5500-32
758 758 694 758 421
MES5600-24
MES5700-32
MES5400-48 1526 1462 1462 1526 1362
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MES5320-24

3039

3039

2943

3039

2562

MakcmmanbHoe
KO/INYecTBO
VLAN c dyHKumen
PIM
Snooping

MES5316A

MES5324A

MES5332A

MES5300-24

MES5300-48

749

749

621

749

152

MES5305-48

1517

1517

1389

1517

1176

MES5310-48

MES5400-24

1517

1517

1389

1517

1517

MES5410-48

MES5500-32

MES5600-24

MES5700-32

1517

1517

1389

1517

843

MES5400-48

3053

2925

2925

3053

2725

MES5320-24

4058

4058

3930

4058

3421

MakcmmanbHoe
KOJINYECTBO
VLAN c dyHKumen
ARP
inspection

MES5316A

MES5324A

MES5332A

MES5300-24

MES5300-48

749

749

621

749

152

MES5305-48

1517

1517

1389

1517

1176

MES5310-48

MES5400-24

1517

1517

1389

1517

1517

MES5410-48

MES5500-32

MES5600-24

MES5700-32

1517

1517

1389

1517

843

MES5400-48

3053

2925

2925

3053

2725

MES5320-24

4058

4058

3949

4058

3437

MakcmmanbHoe
KO/IMYeCTBO
port/LAG/VLAN c
dyHKuMen IP Source
Guard

MES5316A

MES5324A

MES5332A

MES5300-24

MES5300-48

512

512

512

512

452

MES5305-48

512

512

512

512

512

MES5310-48

MES5400-24

512

512

512

512

512

MES5410-48

MES5500-32

MES5600-24

MES5700-32

512

512

512

512

512

MES5400-48

512

512

512

512

512

MES5320-24

512

512

512

512

512

MakcmmanbHoe
KO/INYecTBo
CTaTUYECKUX U
OMHaMUYECKNX
3anuceit IP
Source Guard

MES5316A

MES5324A

MES5332A

MES5300-24

MES5300-48

2990

2499

2476

2990

451

125 Ethernet-kommymamopei ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES35105-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32




JHELTEX

MES5305-48 6063 5572 5549 6063 3523
MES5310-48
6063 6063 5549 6063 6063
MES5400-24
MES5410-48
MES5500-32
5082 5082 4570 5082 2523
MES5600-24
MES5700-32
MES5400-48 10730 10218 10218 10730 8172
MES5320-24 10240 10240 10240 10240 10240
MES5316A
MES5324A
MES5332A 2998 2505 2485 2998 457
MES5300-24
MES5300-48
MES5305-48 6070 5565 5523 6070 3529
MakcumanbHoe
MES5310-48
KONIMHECTBO 6070 6070 5523 6070 6070
cynaunkaHtos 802.1x MES5400-24
Multi-Session
MES5410-48
MES5500-32
5068 5068 45515 5068 2520
MES5600-24
MES5700-32
MES5400-48 10706 10194 10194 10706 8172
MES5320-24 16310 16310 15798 16310 13750
MES5316A
MES5324A 1320 (ingress), | 1320 (ingress),
MES5332A 1320 (ingress), | 1185 (egress)/ | 1162 (egress)/ | 1320 (ingress), | 456 (ingress)/
1320 (egress) 1185 (ingress), | 1162 (ingress), 1320 (egress) 456 (egress)3
MES5300-24 1320 (egress)! | 1320 (egress)?
MES5300-48
MES5305-48
KoauuyecTso npasun MES5310-48 1320 (ingress), 1320 (egress)
SQinQ MES5400-24
MES5410-48 .
1320 (ingress),
MES5500-32 1320 (ingress), | 1320 (ingress), | 1320 (ingress), | 1320 (ingress), | 1209 (egress)/
MES5600-24 1320 (egress) 1320 (egress) 1320 (egress) 1320 (egress) | 1209 (ingress),
1320 (egress)*
MES5700-32 (egress)
MES5400-48
1320 (ingress), 1320 (egress)
MES5320-24
MES5316A
Konunuectso npasun MES5324A
MAC ACL input/ MES5332A 2997/2997 2505/2505 2484/2484 2997/2997 457/457
output MES5300-24
MES5300-48

1 Bcero 2505 npasua. [enartca B pasHbiX NPONOPLMUAX MEXAY BXOAAWMMU U UCXOAALLMMM NPaBUaAaMu, Ho He 6osee

1320 pgna Kaxkgoro.

2 Bcero 2482 npaswuna. [lenatca 8 pa3HbIX MPONOPLMAX MEXAY BXOAALLMMMU U UCXOAALLMMM NPaBUAamu, Ho He bonee

1320 gna kaxgoro.

3 Bcero 456 npasus. [lenatca B pasHbIX NPONOPLMAX MEXAY BXOAALMMMU U UCXOAALLMMMU MPaBUAAMM.
4 Bcero 2529 npasuna. [lenatca B pasHbiX NPONOPLIMAX MEXAY BXOAALMMM U UCXOAALLMMM NpaBuaamm, Ho He bonee

1320 gna kaxgoro.
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MES5305-48 6070/6070 5577/5577 5556/5556 6070/6070 3529/3529
MES5310-48
6070/6070 6070/6070 5556/5556 6070/6070 6070/6070
MES5400-24
MES5410-48
MES5500-32
5089/5108 5089/5108 4577/4596 5089/5108 2529/2548
MES5600-24
MES5700-32
MES5400-48 10737/10740 | 10225/10228 10225/10228 10737/10740 8177/8180
MES5320-24 16310/16310 | 16310/16310 15798/15798 16310/16310 | 13750/13750
MES5316A
2997/2997 IPv4 | 2505/2505 IPv4 | 2484/2484 |Pv4 | 2997/2997 IPv4 | 457/457 IPv4
1499/1499 IPv6 | 1252/1252 IPv6 | 1242/1242 IPv6 | 1499/1499 IPv6 | 228/228 IPv6
MES5324A
MES5332A
MES5300-24
MES5300-48
6070/6070 IPv4 | 5577/5577 IPv4 | 5556/5556 IPv4 | 6070/6070 IPv4 [3529/3529 IPv4
ME -4
Konuuecrso npasun 5530548 | 3135/3035 IPve | 2788/2788 IPv6 | 2778/2778 1Pv6 | 3035/3035 IPv6 |1764/1764 IPV6
IPv4 unn IPv6 ACL
input/output MESS310-48 | 6070/6070 IPv4 | 6070/6070 IPv4 | 5556/5556 IPv4 | 6070/6070 IPv4 |6070/6070 IPv4
MES5400-24 | 3035/3035 IPv6 | 3035/3035 IPv6 | 2778/2778 IPv6 | 3035/3035 IPv6 |3035/3035 IPv6
MES5410-48
MES5500-32 | 5089/5108 IPv4 | 5089/5108 IPv4 | 4577/4596 IPv4 | 5089/5108 IPv4 |2529/2548 IPv4
MES5600-24 | 2544/2554 IPv6 | 2544/2554 IPv6 | 2288/2298 IPv6 | 2544/2554 IPv6 [1264/1274 IPv6
MES5700-32
10225/ 10737/
wissiooss [T orzsin (RS o e (ST P
5112/5114 IPv6 5368/5370 IPv6
16310/ 16310/ 16310/ 13750/
MES5320-24 16310 IPv4 16310 IPv4 1%2%;3?;524 16310 IPv4 13750 IPv4
8155/8155 IPv6 | 8155/8155 IPv6 8155/8155 IPv6 |6875/6875 IPV6
MES5316A
MES5324A 8125 6085 8183
MES5332A
MES5300-24
16317 14277 16375
MES5300-48
MES5305-48
MES5310-48 32701 30661 15317
ARP-3anucu
MES5400-24
MES5410-48
MES5500-32
65469/98237 63421/- 48085/-
MES5600-24
MES5700-32
MES5400-48 131005 128965 113621
MES5320-24 65468 63420 48084
MES5316A
Multicast, IPv4 MES5332A
MES5300-24 8174 8174 8174
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MES5300-48
MES5305-48 14318 14318 14318
MES5310-48 16366 16366 15317
MES5400-24 12278 12278 12278
MES5410-48
MES5500-32
VIESS600.24 24564/8100 24564/- 24564/-
MES5700-32
MES5400-48 16366 16366 16366
MES5320-24 16370 16371 16371

XX X

iy

Dna pekancynaumm tyHHenen VXLAN n MPLS ucnonb3ytorca pecypcbl TCAM. Bnoku no 512
CTaHAAPTHbIX NPABU/ 3aHUMAKOTCA CTAaTUYECKU Cpa3y ANA BCeX TYHHenel U He moryT 6biTb
pasaeneHbl C NPOYUMU CETEBbIMU CEpPBUCaAMMU.

Ona nakancynaummn VXLAN-TyHHe et ucnonbaytorca pecypcbl TCAM, KoTopble BblAeNaTca
M 3aHMMAIOTCA AMHAMUYECKU U MOTYT BbITb pa3aeneHbl C NPOYMMU CeTEBbIMU CepBUCaMMN.
Ana vHkancynaummn VXLAN-TyHHenel ucnonb3sytorca pecypcbl ARP-Tabaunubl, 3KBMBaNeHT-
Hble 2040 ARP-3anucam, KoTopbie 3aHMMAIOTCA CTaTUYECKU Cpa3y AAA BCex TYHHene u He
MOryT 6bITb pa3geneHbl C NPOYUMU CeTEBbIMU CEPBUCAMMU.

Ona nHkancynauum MPLS-TyHHenen ucnonb3ytorca pecypcbl ARP-Tabaunubl, KOTopble 3aHu-
MaloTCA KaK CTaTUUYECKM, Cpasy ANA BCeX TYHHeNen, Tak U guHamudecku: 1 TyHHenb notpeb-
NAeT pecypcbl, 3KBMBaNeHTHble 4 ARP-3anucaim B 3aBMCMMOCTM OT MOAENAN YCTPOMUCTBA
(cm.Tabnunuy Bbiwe — BblgeneHne annapaTHbIX PecypcoB Nog AvueH3upyembid GyHKLMO-
Han).

Ona kommytatopos MES5410-48, MES5500-32, MES5600-24, MES5700-32 pa6oTta ¢yHKUuMMA
TYHHEe/IMPOBaHUA OrpaHUYeHa HacTPoiiKoi npoduas nepepacnpeseneHna annapaTHbIX pe-
cypcos. Mpu ncnonbsosaHumn npodpuna min-13-max-12 pabora pyHKUMOHaANA TYHHENUPOBaA-
HUA B TeKyweii Bepcuu MO HeBO3MOXKHa.

4.5.3 Hacmpoiika napamempos cucmemol 6e3onacHocmu

Ona obecneyeHna 6e30MaCHOCTU CUCTEMbI MCMOAbL3YETCA MexaHusm AAA (ayTeHTUdUKaLms,
aBTopu3aums, ydyeT). Ana wmudpoBaHMA AaHHbIX UCNOAb3yeTca mexaHu3m SSH.

Authentication (ayTeHTUPMKaAUMA) — COMOCTaBAEHME 3anpoca CYLLECTBYIOLLEN YYETHOM
3anucu B cucteme 6e30MacHOCTH.

Authorization (aBTopusauma, NpoBepKa YPOBHA A0CTyNa) — conocTaBaeHMe yY4ETHOM 3anncK
B cucTeme (npowealiein ayTeHTMOUKALMIO) U onpeaeiéHHbIX NOJHOMOYUIA.

Accounting (y4€T) — cnekeHue 3a noTpebieHreM pecypcoB NoJib30BaTe/ieM.

MpK MCNONb30BAHNN HACTPOEK YCTPOMCTBA MO YMOAYAHUIO UMA Nosib3oBaTena — admin, naponb —
admin. Maponb Ha3HayaeTca Nonb3oBaTeseM. B ciyyae ecnn Maposnb yTpayeH, MOXHO NepesarpysuTtb
YCTPOMCTBO M Yepes cepuiiHblIii NOPT NpepBaTb 3arpy3Ky, Haxkas Knasuwy <Esc> unu <Enter> B TeueHue
nepBbiX ABYX CEKYHZ Moc/e nosBieHns cooblieHus aBTo3arpysku. OTKpoeTcs meHto Startup, B KOTOPOM
HY»KHO 3aMyCTUTb NpoLEeAypY BOCCTaHOBAeHUA naponsa ([2] Password Recovery Procedure).

Y
Y

Monb3osaTtenb no ymonuauuio (admin/admin) cywectsyeT Ao Tex nop, NoKa He co3aaH Aio-
601 gpyroii nonb3oBaTeNb C ypoBHeM npusunerui 15.

Mpwu ypaneHnmn Bcex Co3gaHHbIX NoJib3oBaTesiel ¢ 15 ypoBHeM NpuBUAErnii 4ocTyn K KOm-
myTaTopy byaeT ocywecTBaATbCA NOA nosb3osartesniem no ymonuyawuio (admin/admin).
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Ana obecneyeHus nepBOHaqaanoﬁ 6esonacHoCcTH napo/Jib B CUCTEME MOXHO 3a4aTb ANA CEPBUCOB!

— KoHconb (noakntoueHme yepes cepuinHbIn NopT);
— Telnet;
— SSH.

4.5.3.1 YcmaHoeKa rnaposs 0718 KOHCoAuU

console (config) # aaa authentication login default line
console (config) # aaa authentication enable default line
console (config)# line console

console (config-line)# login authentication default
console (config-line)# enable authentication default
console (config-line)# password console

B oTBeT Ha NpurnalleHne BBECTU Napo/ib BO BPEMS PErMcTpaLMm B YCTPOMCTBE Yepes CeaHC KOHCO/M
BBEAWTE Napob — console.

4.5.3.2 YcmaHoska naposs 004 Telnet

console (config)# aaa authentication login default line
console (config)# aaa authentication enable default line
console (config)# ip telnet server

console (config)# line telnet

console (config-line)# login authentication default
console (config-line)# enable authentication default
console (config-line)# password telnet

B oTBET Ha MpuraaweHre BBECTU Napo/ib BO BPEMS PEFUCTPALLMM B YCTPOMCTBE Yepes ceaHc Telnet
BBeauTe naponb — telnet.

4.5.3.3 YcmaHoska napons onsa SSH

console (config) # aaa authentication login default line
console (config)# aaa authentication enable default line
console (config)# ip ssh server

console (config) # line ssh

console (config-line)# login authentication default
console (config-line)# enable authentication default
console (config-line)# password ssh

B oTBeT Ha nmpuraaweHne BBECTM Napo/ib BO BPems Perncrpaumm B yCTPOMCTBe yepes ceaHc SSH
BBeguTe naposb — ssh.

4.5.4 Hacmpoiika 6aHHepa

[na ynobcTBa aKCnyaTaumm yCTPoCTBa MOXKHO 3a4aTb 6aHHep — cooblieHne, cogepkallee nobyio
nHdopmaumto. Hanpumep:

console (config) # banner exec;

Role: Core switch

Location: Objedineniya 9, str.
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5 YNPABJ/IEHUE YCTPOUCTBOM. UHTEP®ENC KOMAHAHOW CTPOKU

Ons KoHUrypaLMmM HaCTPOEK KOMMYTaTOPa UCMNONb3YETCA HECKO/IbKO PEXMMOB. B KaXKaAoM pexxnme
[OCTyrneH onpeaeneHHbln CMMCOK KOMaHA. BBoa cMMBOIa «?» CAYKUT ANA NPOCMOTPa Habopa KomaHa,
AOCTYMHbIX B KaXKA0M U3 PEXKNUMOB.

[na nepexoda M3 0A4HOrO pe)kMMa B APYroi MUCMO/b3YIOTCA CreuuanbHble KomaHAabl. MepedyeHb
CYLLECTBYIOLMNX PEXMMOB M KOMaHS BXOAA B PEXUM:

KomaHOHbili pexcum (EXEC), paHHbIN pexxum AOCTyrneH cpasy Nocae yCrnewHoi 3arpy3ku KommyTa-
TOpa 1 BBOAA MMEHW No/b30BaTeNs U NAapons (4N8 HENPUBUIErMPOBAHHOIO Noab3oBaTens). MpurnaweHue
CUCTEMbI B 3TOM PEXMME COCTOMT U3 MMeHM ycTpolicTBa (host name) u cumsona “>”.

console>

MpueuneauposaHHbiii KOMaHOHbIi pexcum (Privileged EXEC), naHHbIN peknMm AOCTYNeH cpasy no-
c/le yCnewHoW 3arpy3knM KOMMyTaTopa, BBOAa MMEHM NoNb30BaTeNa W napoasd. MpurnaweHme cucTemMbl B
3TOM peXkuUme COCTOUT U3 MMeHU ycTpolicTBa (host name) u cumsona “#”.

console#

Pexcum 2no6anwbHoli KoHpu2ypayuu (global configuration), naHHbIV peXknum npeaHasHayeH Ans 3a-
OaHMA 06LWMX HAacTpoeK KommyTaTopa. KomaHapl pexxnuma rnobanbHON KOHOUrypaLmm AOCTyNHbl U3 Nto-
60ro nogpexunuma KoHdUrypaumun. Bxog B perknm ocyLLecTBaseTcA KOMaHAOM configure.

console# configure
console (confiqg) #

Pexcum KoHgpuzypayuu mepmuHana (line configuration), paHHbli pexxMm npeaHasHayveH aa KoH-
¢burypauum, ceasaHHoM ¢ paboToin TepmuHana. Bxoa B perrmMm ocyLLecTBAAETCA U3 pexmnma rnobanbHom

KOHUrypauum.

console (config)# line {console | telnet | ssh}
console (config-line)#

5.1 ba3oBble KOMaHAbI

KomaHObl pexcuma EXEC

3anpoc KomaHAHoOM CTPoKM B pexxnume EXEC nmeet cneaytowmin sua;
console>

Tabnnua 39 — basosble KOMaHAbl, AOCTYMNHblE B pexxunme EXEC

Komanda 3HayeHue/3Ha4yeHue eiicmeue
no ymon4aHuio
enable [priv] priv: (1.15)/15 MepekNoUnTLCS B NPUBUAETMPOBAHHDBIN PEXUM (€CN 3HaYEeHNe
He yKa3aHo — TO YpoBeHb npusuneruit 15).

login - 3aBeplueHuWe TeKyLLel CeccMmn 1 CMeHa Nob30BaTeNs.

exit - 3aKpbITb aKTUBHYIO TEPMUHA/IBHYIO CECCUIO.

help 3anpoc cnpaBo4HoOW MHPopmauum o paboTe mHTepdeiica Ko-

i MaHZHOW CTPOKM
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show history

MoKa3aTb UCTOPUIO KOMaHA, BBEAEHHbIX B TEKYLLEN TEPMUHANb-
HOM ceccum.

show privilege

MoKasaTb ypOBEHb NPUBUAETUIA TEKYLLETO NOAb30BATENS.

terminal history

terminal no history

-/dYHKLMA BKAOYEHA

BKAOUNTL OYHKLMIO COXPAHEHUA UCTOPUM BBEAEHHbIX KOMaHA,
08 TEKyLLeN TEPMUHANbHOW CECCUU.

OTKNIOUNTb GYHKLMIO COXPAHEHUA UCTOPUN BBEEHHbIX KOMAHA,
08 TEeKyLLeN TEPMUHAIbHOW CECCUU.

terminal history size size

terminal no history size

size: (10..207)/10

N3meHUTb pasmep Bydepa UCTOpUM BBEAEHHbIX KOMaHZ ANA Te-
Kylien TEpMUHANbHOM ceccuu.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

terminal datadump

terminal no datadump

-/BblBOA, KOMaHA,
pasgenseTca no
cTpaHuLam

OT06pa3nTb BbIBOA KOMaHA, 6e3 pa3aeneHusa Ha cTpaHuubl (pas-
OeneHune BbIBOAA CNPaBKM NO CTPAHMLAM OCYLLECTBAAETCA CTPO-
Koi: More: <space>, Quit: q or CTRL+Z, One line: <return>).

YCTaHOBUTb 3HaYeHME N0 YMONYAHMUIO.

terminal prompt

terminal no prompt

-/dYHKLMA BKAKOYEHA

BKNOUNTL NOATBEPKAEHNE Nepes, BbINOJHEHNEM HEKOTOPbIX KO-
MaHZ.

OTK/NIOYUTL MOATBEPNKAEHME Nepes, BbINOJHEHUEM HEKOTOPbIX
KOMaHA,

show banner [login | exec]

OTobparkaeT KoHdUrypauuto 6aHHepoB.

KomaHOwb1 pexcuma Privileged EXEC

3anpoc KoMaHAHOW CTPOKM UMEET C/ieayoLmnin BuA,

console#

Tabnunua 40 — basoBble KoMaHAbl, 4OCTYMNHblE B pexkume Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

disable [priv]

priv: (1, 7, 15)/1

BepHyTbCA B KOMaHAHbIM pexkum (EXEC) M3 npuBmMaernpoBaHHoro
KOMaHAHoro pexkmma (Privileged EXEC).

configure[terminal]

MepeiTn B pemm KoHOUrypaumm.

debug-mode

MepeiTn B peXXMM OTNALKM.

KomaHObI, 0ocmyrnHbie 80 8Cex pexumax KOH@dua2ypayuu

3anpoc KOMaHAHOW CTPOKM MMEET OAMH M3 CleayoLLmMX BUOOB:

console#

console (config) #

console (config-line) #

Tabnnua 41 — ba3oBble KOMaHAbI, AOCTYMHbIE BO BCEX PEKMMaX KOHOUTypaLumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymona4aHuio

exit BbINTK 13 Ntoboro pexknuma KoHGUrypaumm Ha ypoBeHb Bblille B
i mnepapxmmn komang, CLI.

end BbIliTV U3 nt06oro perkmma KoHOUrypauum B KOMaHAHbIN perum
i (Privileged EXEC).

do BbINONHUTL KOMaHAY KomaHgHoro ypoBHa (EXEC) 3 noboro pe-
i KUMa KOHOUIypaLmm.

help - BbIBOAWT CpaBKy MO UCMNOJIb3yeMbIM KOMaHAAM.
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KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

3anpoc KOMaHAHOM CTPOKM MMeeT cneayoLwmii Bua;

console (confiqg) #

Tabnunua 42 — basoBble KOMaHAbl, 4OCTYMHbIE B peXXnme KoHdUrypaumm

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aelicmeue

banner exec d message_text d

no banner exec

3apaTb TeKCT coobLLeHUa exec (Mpumep: NoNb3oBaTeNb yCNewHo
BOLLEN B CUCTEMY) U BKIIOYUTL BbIBOZ, HAa IKPaH.

- d — pa3genutens;

- message_text — TEKCT coobuieHnn (B cTpoke 4o 510 cMmBo/I0B,
obuee 2000 cumBoioB).

MoapepKnBaemble NepemeHHble U UX 3HaYeHUA B KOHUrypa-
umnn:

- $(hostname) — hostname;

- S(domain) — ip domain name;

- S(location) — snmp-server location;

- $(contact) — snmp-server contact;

- $(mac-address) — MAC-aapec ycTpolicTBa;

MNoapepxnsaemble GopmaTpoBaHMe TeKCTa:

- S(inverse)<TEXT>S(inverse) — no3sonseT MHBEPTMPOBATbL LiBET
CUMBONA;

- $(bold)<TEST>S(bold) — yTonwgset cumson.

Y8anuTtb TeKCT coobLLeHns exec.

banner login d message_text d

no banner login

3apaTb TeKcT coobuieHun login (MHPopmaumoHHoe coobuyeHme,
KoTopoe oTobpakaeTca nepes BBOAOM MMEHM MOMb30BaTeNA U
Napona), N BKKOYUTb BbIBOA HA IKPaH.
- d — pasgenutens;
- message_text — TeKCT coobuieHun (B cTpoke 4o 510 cMmBoI0B,
obuee 2000 cumBONOB).
MoafepKrBaemble MepemeHHble M UX 3HaYeHWUa B KoHoUrypa-
unu:
- $(hostname) — hostname;
- $(domain) — ip domain name;
- $(location) — snmp-server location;
- S(contact) — snmp-server contact;
- $(mac-address) — MAC-agpec ycTpoicTsa.
MNoapepxnsaemble GopmaTUpOBaHME TEKCTaA:
- $(inverse)<TEXT>S(inverse) — no3sonseT MHBEPTUPOBATH LIBET
CUMBOAA;
- S(bold)<TEST>$(bold) — yTonwsaer cumson.
’ Mpu noaknioueHun no SSH popmaTtnpoBaHue TeKcrta
H He pabortaert.

Y8anuTb TekcT coobuieHun login.

KomaHObI pexcuma KoHgu2ypayuu mepmuHana

3anpoc KOMaHAHOW CTPOKM B PeXKMME KOHPUTYpaLMM TEPMUHANA UMEET CAeAyIoW M BUA;:

console (config-line) #

Tabauua 43 — ba3oBble KOMaHAbI, AOCTYMHbIE B PEXUME KOHPUTYpaLMM TepMUHANA

Aeiicmeue

3HayeHue/3HayeHue
KomaHoa
no ymoa4aHuro
history
- -/OYHKLMA BKAKOYEHA
no history

BK/OUMTL DYHKLMIO COXPaHEHWUA UCTOPUM BBEAEHHbIX KOMaHA,

BbIKNOUNTL GYHKLMIO COXPaHEHWA UCTOPUM BBEAEHHbIX KOMaHA,

history size size

size: (10..207)/10

no history size

M3meHuTb pasmep bydepa UcTopun BBEAEHHbIX KOMAHA,

YCTaHOBWTb 3HaYeHMe MO YMOJIHAHUIO.
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exec-timeout timeout timeout: (0..65535)/10 | 3apaTb TaliM-ayT TeKylLelt TEpPMUHANbHOW CECCUU B MUHYTaX.

no exec-timeout MUHYT YCTaHOBUTb 3HAYeHue no YMOI4aHUIO.

5.2 ®unbrpauyma coobuieHnii KoOmaHAHOM CTPOKKU

dunbTpaumna coobuieHMin N03BONAET YMEHbLLIUTb 06beM 0ToOBparkaeMblX AaHHbIX B OTBET HA 3aNPOChl
nosib3oBaTens U 061er4nTb NOUCK Heobxoanmon nHbopmaunn. 4na punbTpaumm MHopmaumm TpebyeTcs
[06aBUTb B KOHEL, KOMaHAHON CTPOKM CMMBOJI «|» M MCMONb30BaTb OAHY M3 onuuid GuabTpaLuu,
nepeyncieHHbIX B Tabauue.

5.3 TepeHanpasneHue BbiBOoga KomaHA CLI B nponsBonbHbIii paiin Ha M3Y

NHTepdelric KomaHAHOW CTPOKKU NPeaoCcTaBAsET BO3MOMXKHOCTb NepeHanpaBieHna BbIBOAA KOMaHA,
B NPOM3BOAbHbIM dalin Ha M3Y.

[ns Toro 4ytobbl KONMPOBaTb BbIBOA, KOMaHAbl B dhaitn (Nnepesanucatb ¢pai, ecnm Takol yKe cy-
ecTeyer), TpebyeTtcsa nocne Habopa KoMaHAbl 0TobpaXKeHUsa MHGoOpMaLMK 406aBUTb CUMBOA «>» U YKa-
3aTb Mma daiina. [as Toro, YTobbl KONMPOBATL BbIBOA KOMaHbl B KOHeL, ¢painna, nocie Habopa KomaHAbl
oTobpaxKeHua nHdopmaumnm 4o06aBUTb CUMBOA «>>» U YKa3aTb Msa daiina. NMpumep MCNosib3oBaHUA:

console# show system >> flash://directory/filename

MepeHanpaBaAaTb BbiBOA, KOMaHA B $paiin MOXKeT TO/IbKO No/sib3oBaTesb ¢ 15 ypoBHem npu-
BUNIETUM.

"

Tabnnua 44 — KomaHab! perkmma rnobanbHom KoHGUrypaumm

Memod 3HayeHue/3HayeHue Nleiicmeue
o ymMmon4aHuro
begin pattern MweT nepeoe coBnageHue ¢ lWwabaoHOM B Hayasie CTPOKM U BblBO-
OWT BCE CTPOKM 3a Hell.
include pattern i BblBOAUT BCe CTPOKM, cofeprKalume WwaboH.
exclude pattern BbIBOAMT BCE CTPOKM, HE coaeprKalyme WwabaoH

5.4 HacTpoiKa MaKpOKOMaHS,

[aHHas dyHKUMA no3BoaseT co3gasatb YHUOMUMPOBAHHbIE HABOPbl KOMaHA — MaKpOoChl, KOTOpble
MOXHO BNOCNeACTBUN NPUMEHATbL B MPoLEecce KoHOUrypaumum.

KomaHObI pexcuma 2a06asab6Hol KoOHuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHOM KOHOUrypaumm:

console (config) #
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Tabnnua 45 — KomaHabl perkmma rnobanbHoM KOHGUrypauum

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aeiicmeue

macro name word [ track
object-id [ state _
activation_state_]]

no macro name word

word: (1..32)
CUMBO/IOB;
object: (1..64);
activation_state:
(any, up, down)/any

Co3paeT HOBbI Habop KOMaHA, ecnn Habop C TaKUM UMEHEM Cy-
LecTByeT — nepesanucbiBaeT ero. Habop KomaHg, BBOAMTCA MO-
CTPOYHO. 3aKOHYMTb MaKPOC MOMKHO C NMOMOLLbIO cMMmBOAa “@”.
MakcumanbHaa anvHa makpoca — 510 cumBonos. B Tene mak-
poca MOXHO MCNO/Ab30BaThb A0 TPEX NepeMeHHbIX B KOHUrypa-
unn. Ecnam 3agaH napametp track, makpoc bygeTt akTMBMpPOBaH
npu nameHeHmm TRACK-ob6bekTa ¢ Homepom object-id B cooTBeT-
CTBMM C NnapameTpom state (Up — aKkTMBaUMA NpU nepexoae 13
coctossHna DOWN B coctosHue UP, down — aKTuauus npu ne-
pexoge u3 coctoaHua UP B coctoaHne DOWN, any — akTtuBauusa
npv Ntobom M3MeHeHUM coCToAHUA). MaKpoC He MOXKET bbITb aK-
TMBMPOBAH M3MeHeHMem TRACK-ob6bekTa npu Hanuumm nepe-
MEHHbIX B Tene.

YpanseT ykasaHHbIM MaKkpoc.

macro global apply word

word: (1..32) cumBonos

MpymeHAeT yKa3aHHbI MaKpoc.

macro global trace word

word: (1..32) cumBonos

MpoBepseT yKasaHHbI MaKpOC Ha BaANAHOCTb.

macro global description word

no macro global description

word: (1..160)
CMMBO/IOB

Co34aeT CTPOKY-AECKPUNTOP rNobanbHOro makpoca.

YpanseT cTpOKy-AeCcKpmnTop.

KomaHOb1 pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnnua 46 — KomaHab! perkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

macro apply word

macro trace word

word: (1..32) cumBonos

MpumeHAeT yKazaHHbIN MaKkpoc.

MpoBepaeT yKasaHHbIM MaKpoC Ha BaIUAHOCTb.

show parser macro [{brief |
description [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}]
| name word}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
word: (1..32) cumsonoB

OTo6paskaeT napameTpbl HACTPOEHHbIX MaKPOCOB Ha YCTPOICTBe.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

Bupg 3anpoca KOMaHAHOM CTPOKU perknma KOHbUrypauum nHtepdeica:

console (config-if)#

Tabnnua 47 — KomaHabl perknma KoHourypaumm nHtepdeitca

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

macro apply word

word: (1..32) cumsonos

MpumeHseT yKasaHHbIN MaKpoc.

macro trace word

word: (1..32) cumsonos

MpoBepseT ykasaHHbI MaKpPOC Ha BaNUAHOCTb.

macro description word

YcTaHaB/MBaeT CTPOKY-AECKPUNTOP MaKpoca.
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no macro description

word: (1..160)
CMMBOJIOB

YpanseT cTpoKy-4ecKpmnTop.

5.5 KomaHpgbl ynpaBaeHUA cuctemom

KomaHObl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnunua 48 — KomaHabl ynpaBaeHus cuctemomn B pexkmme EXEC

KomaHda

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

ping [ip] {A.B.C.D | host} [vrf
vrf_name] [size size] [count
count] [timeout timeout]
[source A.B.C.D] [df]

vrf_name: (1..32) cumsona;
host: (1..158) cumBoNOB;
size: (64..9000)/64 6aiT;
count: (0..65535)/4;
timeout: (50..65535)/
2000 mc

KomaHaa cnyxut ana nepegaum 3anpocos (ICMP Echo-Request)
npotokona ICMP yKaszaHHOMY y3/1y ceTW, a TaKKe A KOHTpoAnA
nocrynatowmx otsetos (ICMP Echo-Reply).

- vrf_name — uma BUpPTyanbHOM 061acT MapLLpyTU3aLLNK;

- A.B.C.D — IPv4-agpec y3na cetu;

- host — pomeHHOEe UMA y31a ceTu;

- Size — pa3mep NakeTa ANA OTNPaBKK, KoandecTso BanT B NakeTe;
- count — KONNYECTBO NaKeTOB ANA Nnepefayn;

- timeout — Bpema OXMAaHUA OTBETa Ha 3anpoc;

- df — oTMeHUTb pparmeHTaLMIO NAKETOB.

ping ipv6 {A.B.C.D.E.F | host}
[size size] [count count]
[timeout timeout] [source
A.B.C.D.E.F]

host: (1..158) cumBonoB;
size: (68..1518)/68 6aiT;
count: (0..65535)/4;
timeout: (50..65535)/2000
MC

KomaHga cnyuT ans nepegaym 3anpocos (ICMP Echo-Request)
npotokona ICMP yKazaHHOMY y3/1y CeTW, a TaKKe ANA KOHTpOoANA
noctynatowux oteetos (ICMP Echo-Reply).

- A.B.C.D.E.F —IPv6-aapec y3na cetu;

- host — pomeHHOE UMA y3na ceTu;

- Size — pa3mep NakeTa ANA OTNPaBKK, KOAMYecTBO BaWT B NakeTe;
- count — KONNYeCcTBO NaKeToB ANA Nnepenayu;

- timeout — BpemA 0XKMAaHWA OTBeTa Ha 3anpoc.

traceroute ip {A.B.C.D | host}
[vrf vrf_name] [size size] [ttl
ttl] [count count] [timeout
timeout] [source ip_address]

vrf_name: (1..32) cumBona;
host: (1..158) cumBoN0B;
size: (64..1518)/64 6aur;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60)/3 ¢;

OnpegeneHve mapupyTa TpaduKa 40 y3na Ha3HauyeHus.
- vrf_name — ums BUpTyanbHOM 061aCTM MapLLpyTU3aLUK;
- A.B.C.D — IPv4-agpec y3na cetu.
- host — LOMeHHOE UMsA y3N1a ceTu;
- Size — pa3mep NakeTa gas OTNPaBKKU, KOIMYECTBO BaWT B MakKeTe;
- tt/ — MaKCcMManbHOE KOIMYECTBO Y4aCTKOB B MapLUPYTE;
- count — KO/NMYECTBO MOMbITOK Mepefayn MaKeTa Ha KaxKaoMm
yyacTke;
- timeout — Bpema 0XXUAaHMA OTBETA Ha 3anpoc;
- IP_address — IP-appec uHTepdeiica KOMMyTaTopa, UCMOJb3ye-
MbIi1 4NA Nepesayn NakeTos;
V OnucaHue oWwM60K NpU BbINOJIHEHUU KOMAHA U pe3yb-

traceroute ipv6

{A.B.C.D.E.F | host} [size size]
[ttl tt/] [count count]
[timeout timeout] [source
ib_address]

host: (1..158) cumBonos;
size: (66..1518)/66 baiiT;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 c;

TaToOB NpuBeAeHo B Tabamuyax 50, 51.
OnpegeneHve mapupyTa Tpaduka A0 y3na HasHavyeHus.
- A.B.C.D.E.F — IPv6-appec y3na cetu.
- host — pomeHHOE UMA y3a ceTu;
- Size — pa3mep NakeTa ANs OTNPABKKU, KOAUYECTBO BalT B NakeTe;
- tt/ — MaKCcMManbHOE KOIMYECTBO Y4aCcTKOB B MapLUPyTe;
- count — KONWYeCTBO MOMbITOK Mepefayn MakeTa Ha Kaxkgom
yyacTke;
- timeout — BpemMA 0XK1AaHWA OTBETa Ha 3anpoc;
- IP_address — |P-agpec uHTepdeiica KommyTaTopa, Ucnoab3lye-
MbIi AN Nnepeaayn NakeTos.

OnucaHue oWwn60K NPK BbINOHEHUN KOMAHA, U pe3yb-
V TaToB NpuBeaeHo B Tabaunuyax 50, 51.
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telnet {A.B.C.D | host} [port]
[keyword1...]

host: (1..158) cumBonos;
port: (1..65535)/23

OT1kpbiTMe TELNET-ceccumn gns y3na cetu.
- A.B.C.D — IPv4-appec y3na cetu;
- host — LOMeHHOE UMsA y3Na ceTu;
- port — TCP-nopT, no KoTopomy paboTaeT cnyxba Telnet;
- keyword — KntoyeBoe cnoBso.
V OnucaHue cneuuanbHbiXx KomaHga Telnet u KnloueBbIxX

ssh {A.B.C.D | host} [port]
[vrf vrf_name] [keyword1...]

host: (1..158) cumBonos;
port: (1..65535)/22;
vrf_name: (1..32) cumBonos

cnoB npuBegeHo B Tabamnuax 52, 53.
OTkpbITMe SSH-ceccumn ans ysna cetu.
- A.B.C.D — IPv4-appec y3na cetu;
- host — LoMeHHOE UMsA y3Na ceTu;
- port — TCP-nopT, no KoTopomy paboTaet cnyxb6a SSH;

- vrf_name — ums BUPTyanbHON 061acTN MapLIpyTU3aLmm;
- keyword — kntoueBoe cnoso.

V OnucaHue KNYEBbIX C/10B NpUBeAeHo B Tabanue 53.

resume [connection]

connection:
(1..5)/nocnegHnsn
YCTaHOB/IEHHaA ceccua

MepekntoyeHne Ha gpyryto ycTaHosaeHHyto Telnet-ceccuto.
- connection — HoMep ycTaHOB/IeHHOM telnet-ceccum.

show users [accounts]

OTobparkeHne MHPOpPMALMM O NOJIb30BATENAX, UCMOb3YOLWMX
pecypcbl yCTpoicTBa.

show sessions

OTobparkeHne MHPopMaLKM 06 OTKPBITLIX CECCUAX K YAANEHHbIM
ycTpoicTBam.

show system

BbiBOA, CUCTEMHOWN MHPOPMALUN.

show system id [unit unit]

OTtobparkeHne cepmitHOro Homepa yCTPOMCTBa.

unit: (1..8)/- . o
- unit — HoMep yCTPOWCTBa B CTEKe.
show system [unit unit] unit: (1..8)/- OTobparkeHne cucTeMHOM MHPOPMaLLMKM KOMMYTaTOpa.
- unit — HOMep yCTPOKCTBa B CTEKe.
show system fans [unit unit] unit: (1..8)/- OTo§pameHme l/IHCbOEME]LI,VIVI 0 COCTOAHUU BEHTUNATOPOB.
- unit — HoMep yCTPOICTBa B CTEKe.
show system power-supply - OTobparkeHne MHGOPMALMU O COCTOAHUN UCTOYHUKOB MUTAHUA.
show system sensors - OtobparkeHne nHGopMaL MU TEMMNEPaTYPHbIX A4aTYMKOB.
show version OTobparkeHne TekyLLel BEPCUM CUCTEMHOTO NPOrpammHoro obec-
i neyeHunsa ycTpomncTea.
show hardware version - OTobparkaeT nHdopmaLmio 06 annapaTHOW Bepcum nnatbl
show system router OTobparkeHne pasmepa M 3aHATOCTM annapaTHbIX Tabauu, ycTpon-
resources CTBa (MapLupyTU3auum, cocesiein, nHtepodelicos).
show system tcam utilization OTobparkeHne 3arpysku pecypcoB namsatm TCAM (onpepeneHHo
[unit unit] unit: (1..8)/- afpecyemas namsTb).

- unit — HOMep YCTPOICTBa B CTeKe.

show tasks utilization

OTo6pakeHWe ypoBHA 3arpy3Kku pecypcoB LEeHTPasbHOro npotec-
COpa KOMMYTaTOpa AR KaXKA0ro CUCTEMHOTO NpoLecca.
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show tech-support [config | OTobparkeHne nHdopmaLmm 0b ycTpolicTee, Heobxoanmon gns
memory] HavyanbHOM AMArHOCTUKKM Npobaem.
BbiBOA KOMaHADbI NpeacTaBaseT coboi KombuHauuo

V BbIBOAOB NepPeyYnCNeHHbIX HUXKe KOMaHA:

e  show clock

e show system

e show version

e  show bootvar

e  show running-config

e show ip interface

e  show ipv6 interface

e show spanning-tree active

e  show stack

e  show stack configuration

e  show stack links details

e show interfaces status

e show interfaces counters

e show interfaces utilization

e show interfaces te1/0/xx

e show fiber-ports optical-transceiver

e show interfaces channel-group

e show cpu utilization

e show cpu input-rate detailed

e show tasks utilization

e show mac address-table count

e showarp

e show errdisable interfaces

e showvlan

e  show ip igmp snooping groups

e  show ip igmp snooping mrouter

e show ipv6 mld snooping groups

e  show ipv6 mld snooping mrouter

e show logging file

e show logging

e show users

e show sessions

e show system router resource

e  show system tcam utilization

show system forwarding OT06pPa3nTb TEKYLLMIN, YCTAHABIMBAEMbI NOCNE Nepe3arpysKku u
resources - [OCTyrHble A1A UCNONb30BaHMA PEXUMbI pacnpeseneHuns anna-
paTHbIX pecypcos.

KomaHpa «show sessions» 0T06pa)K38T BCe yAaJieHHble COoeAUHEHUA TOJIbKO U3 'reKyu.l,eﬁ
- ceccuu. [laHHaA KOMaHAA UCNOb3yeTCA Cneayowmum 06pa30M:

1. BbINOAHUTb NOAKNIOYEHUE K YAANEHHOMY YCTPOMCTBY C KOMMYTaTOpa C NOMOLLbIO
Telnet nnn SSH;

2. BepHyTbcAa B poaUTeNnbcKylo ceccuio (Ha KommyTtatop). [As 3TOro HaxKarb
Kom6uHauuio Knasuw <Ctrl+Shift+6>, oTnycTuTb M Ha)KaTb <x> (MKc). Mpounsongér
nepexoa B poAUTENbCKYIO CeCCUlo;

3. BbinonHuUTb KomaHgy «show sessions». B Tabnuue [0AXHbI NPUCYTCTBOBaTb BCe
ucxoaaLiMe coegUHEHUA B TEKYLLLEN ceccum;

4. Ona TOro u4TOObI BEpPHYTbCA K CeccMM YAANEHHOro YCTpoicTBa, Heobxoaumo
BbINO/JIHUTb KOMaHAY «resume N», rae N — Homep coegUHEHUA U3 BbIBOAA KOMaHADI
«show sessions».
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KomaHObi pexcuma Privileged EXEC

3anpoc KomaHAHoM cTpoku B pexmme Privileged EXEC umeeT cnegytowmii sua;:

console#

Tabanua 49 — KomaHabl ynpasneHus cuctemon B pexkmme Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

reload [unit unit_id]

unit_id: (1..8)/-

KomaHpaa cnyxuT ana nepesanycka ycTpoucTsa.
- unit_id — Homep ycTpoicTBa B CTeke.

reload in {minutes | hh:mm}

minutes: (1..999);
hh: (0..23), mm: (0..59).

YcTaHOBKa NPOMEKYTKa BPeEMEHU, Yepe3 KOTopblii npousonaer
OT/I0XKEeHHas nepesarpysKa ycTponcTea.

reload at hh:mm

hh: (0..23), mm: (0..59).

YcTaHOBKa BpemMeHM nepesarpysKku yCTponcTsaa.

reload cancel

OTmeHa OTNI0KeHHOro nepesanycka.

boot password password

no boot password

YcTaHoBKa napos Ha bootrom.

YpaneHnve naponsa Ha bootrom.

show cpu utilization

OTOob6parkeHne CTaTUCTMKM NO YPOBHIO 3arpy3KkuM PecypcoB LieH-
TpanbHOro npoveccopa.

show cpu input rate

OTobparkeHWe CTaTUCTUKM MO CKOPOCTU BXOAALLMX Kagpos, obpa-
6aTbiBaeMbIx MPOLLECCOPOM.

show cpu input-rate detailed

OTobparkeHUe CTaTUCTUKM MO CKOPOCTU BXOAALLMX Kagpos, obpa-
6aTbiBaeMbIX MPOLLECCOPOM MO TUNY TpaduKa.

show cpu thresholds

OTobparkeHne cn1cka HacTpoeHHbIX noporos aas CPU.

show memory thresholds

OTobparkeHWe cN1cKa HacTPOEeHHbIX Noporos aasa RAM.

show sensor thresholds

OTO6parkeHne cnuncka Noporos 419 AaTYMKOB.

show storage thresholds

OTobparkeHWe cn1cKa Noporos 415 pa3fenioB YCTPOUCTB.

show storage devices

OTobparkeHne 3HayeHut ob6bema 1 ceoboaHoi namaTtu MN3Y.

Mpumep Mcnonb3oBaHWA KOMaHApI traceroute:

console# traceroute ip eltex.com

Tracing the route to eltex.com (148.21.11.69)
Type Esc to abort.
1 gateway.eltex (192.168.1.101) O msec 0 msec 0 msec

2 eltexsrv (192.168.0.1) 0 msec 0 msec 0 msec
3 *x  x ok

form , 30 hops max, 18 byte packets

Ta6nv|u,a 50 — OnucaHune pe3ynbTaTtoB BbINOAHEHNA KOMaHAbI traceroute

lMone OnucaHue

1 MopaaKoBbI HOMEpP MapLLPYTM3aTopa B MYTU K YKasaHHOMY Y37y CeTH.

gateway.eltex CeTeBoOe MMsA 3TOro MapLipyTM3aTopa.

192.168.1.101 IP-agpec aToro maplipyTtusatopa.

Bpems, 3a KoTopoe nakeT 6bln NepeaaH M BepHYACA OT MapLipyT1saTopa. YKasbisaetcs

0 msec 0 msec 0 msec .
ONA KaXKAoW NonbITKM Nepesayn nakeTa.
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an BbINOJIHEHUWN KOMaHAbI traceroute moryt I'IpOM3OI71TM OLLIM6KVI, onucaHue ownboK npmeeneHo B

Tabnuue 51.

Tabnmua 51 — OWwmMbKM Npm BbINOSHEHUN KOMaHAbI traceroute

Cumeon owubku OnucaHue
* Tanm-ayT Npu NONbITKE Nepeaayn naketa.
? HeunsBecTHbIM TN NakeTa.
A AZLMUHUCTPATUBHO HepocTyneH. O6bIYHO NponcxoanT npu 6J10KMPOBAHUN UCXOLALLEFO
Tpaduka no npasuaam B Tabanue goctyna ACL.
F TpebyeTcs pparmeHTaums n yctaHoBka 6umTos DF.
H Y3en cetm HeAOCTyNeH.
N CeTb HegoCTyMHa.
P MpoTOKON HeaOoCTyNEH.
Q NCTOYHMK NnoaasneH.
R McTekno Bpems NoBTOpPHOM cbopkM pparmeHTa.
S OwwnbKa ncxogaLLero mapLupyTa.
U MopT HepocTyneH.

MporpammHoe obecneyeHne Telnet KOMMyTaTOpPOB NOAAEPKMBAET CneuuasbHble KOMaHabl —
DYHKLMN KOHTPOAIA TePMUHaNA. [lna BXO4a B PEKMM CNeUManbHbIX KOMaHZL BO Bpema akTuBHoW Telnet-
Ceccum Ucnosbayetca KombunHauma knasmw <Ctrl+shift+6>.

Tabnuua 52 — CneunanbHble KomaHabl Telnet

CrieyuanbHAA KOMAHOA Ha3HayeHue
A b Mepepatb no telnet paspbiB coeguHeHUs.
A C Mepepatb no telnet npepbiBaHne npouecca (IP).
AN Mepeaatb no telnet yaaneHme cumsona (EC).
Ao Mepeaatb no telnet npekpalyeHne Bbisoaa (AO).
AN Mepenatb no telnet coobuwieHne «Are You There?» (AYT) ANA KOHTPOAA NOAKNIOYEHMSA.
ANy Mepeaatb no telnet ctpanue cTpoku (EL).
AN x Bo3BpaT B peXXMmM KOMaHAHOM CTPOKMU.

TaKye BO3MOKHO MCNONb30BaHME AONONHUTEbHBIX ONLUMIA NpK OTKPbITUKM Telnet- n SSH-ceccnii:

Tabnnua 53 — Kntouesble cnoBa, Mcnosibayemble Npu oTKpbITUK Telnet- n SSH-ceccuit

Onyus OnucaHue
/echo JlokanbHO BKAtoYaeT GpyHKUMIo echo (NogasaeHMe BbiIBOAA Ha KOHCO/Ib).
/password Onpegendaet naponb Ana Bxoaa Ha SSH-cepsep.
/quiet He ponycKaet BbIBOA Bcex coobuieHnin nporpammHoro obecneveHns Telnet.

/source-interface

OnpeaensieT MHTePdENC-UCTOYHMK.

BkatoyaeT 06paboTKy MOTOKa, KOTOPbIN paspeliaeT HesawmweHHoe TCP-coeguHeHne
6e3 KoHTpona nocnegosatensvHoctei Telnet. MoTokoBoe coegnHeHue He obpabaTbiBaeT

/stream Telnet-onumn 1 MoXKeT NCNONB30BaTbLCA ANA NOAKAOYEHMA K NOPTAM, HA KOTOPbIX 3any-
WweHbl nporpammsl KonuposaHua UNIX-to-UNIX (UUCP) nubo gpyrve npoToKObI, He B-
naowmecs Telnet-npoTokonamm.

Juser OnpegenAaeTt ma Nonb3oBaTena gnda Bxoga Ha SSH-cepsep.
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KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexkmme rnobanbHoOM KOHPUTypauum MMeeT caeayowmii Bua,:

console (confiqg) #

Tabanua 54 — KomaHabl ynpaBaeHns cucteMomn B pexkmme rnobanbHom KOHPUrypaumum

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
o ymon4aHuio

hostname name name: (1..160) KomaHza cnyxuTt AN 3aaHus ceTeBoro MMeHM yCTPOMCTBA.

no hostname CMMBO/I0B/- BepHyTb ceTeBOe MMA YCTPOMCTBA B 3HAYEHUE MO YMOYAHUIO.

service tasks-utilization PaspewnTb yCTPOMCTBY NPOrPaMMHO M3MEPATb YPOBEHb 3arpy3ku
pecypcoB LEHTPaNbHOro NPoLeccopa KOMMyTaTopa 418 KaxK4oro
CUCTEMHOrO npoLiecca.

- — -/BK/IOYEHO —

no service tasks-utilization 3anpeTuTb YCTPOWCTBY MPOrPAaMMHO M3MEPATb YPOBEHb 3arpy3ku
PecypcoB LEHTPaNbHOrO MpoLeccopa KoMMyTaTopa A Kax4oro
CUCTEMHOrO npouecca.

service cpu-utilization PaspewnTb yCTPOMCTBY NPOrPaMMHO U3MEPATb YPOBEHb 3arpy3Ku
pecypcoB LLeHTPanbHOro NpoLeccopa KOMMyTaTopa.

- —— -/BKAtOYEHO —

no service cpu-utilization 3anpeTuTb YCTPOWCTBY MPOrPAaMMHO U3MEPATb YPOBEHb 3arpy3ku
PecypcoB LLEHTPaNbHOrO NPOLEeccopa KOMMYTATOPa.

service cpu-input-rate Pa3spewnTb yCcTpoNCTBY NPOrpamMMHO U3MEPATb CKOPOCTb BXOAA-
LWMX Kagpos, obpabaTbiBaeMbIX LEHTPANbHbIM MPOLECCOPOM KOM-
myTaTopa.

-/BKOYEHO

no service cpu-input-rate

3anpeTuTb YCTPOMCTBY NPOrPaMMHO U3MEPSATb CKOPOCTb BXOAALMX
Kagpos, o6pabaTbiBaemMbix LLEHTPaIbHbIM NPOLLECCOPOM KOMMYTa-
Topa.

service cpu-rate-limits traffic
pps

no service cpu-rate-limits
traffic

traffic: (http, telnet,
ssh, snmp, ip, link-local,
arp, arp-inspection,
stp-bpdu, routing,
ip-options, other-bpdu,
dhcp-snooping,
igmp-snooping,
mld-snooping, sflow,
ace, ip-error, other,
vrrp, multicast-routing,
multicast-rpf-fail, tcp
syn, tcp-other);

YctaHoBKa Ha CPU orpaHuyeHua CKOPOCTM BXOAALMX KagpoB AnA
onpeaeneHHoro Tuna Tpadpuka.
- pps — NaKeTOB B CEKYHAY.

V Peanusyet ¢pyHkuuio CoPP (Control plane protection).

BoccTaHaB/IMBAET 3HAaYEHUE pPS MO YMOYAHUIO ANA OnpeneneH-
Horo TpaduKa.

pps: 8..2048
service password-recovery PaspewnTb BOCCTaHOB/IEHWE MApPONsA 4Yepe3 3arpy3ouHoe MeHHo
«password recovery procedure» ¢ coxpaHeHnem KoHbUrypauum.
no service password-recovery /enabled Pa3pewnTb BOCCTaHOB/IEHWE MApPONA 4Yepe3 3arpy3ouHoe MeHHo
«password recovery procedure» ¢ yaaneHmem KoHoOUrypauuu.
link-flap prevention enable BKntounTb NpegoTepalieHme GaannuHra IMHKa.
link-flap prevention disable /enabled OTKNOYUTL NpeaoTBpalleHne GaannuHra MHKa.
service mirror-configuration Co34aBaTb pe3epBHYIO KOMUIO TEKYLWEN KOHPUTypauun.
no service -/enabled OTKNOYUTL KONUPOBaHWUE TeKyLLEe KoHbUTypauuu.

mirror-configuration
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cpu threshold index index inter-
val relation value [flap-interval
[severity level]
[notify {enable | disable}] [re-
covery-notify {enable | disa-

flap_interval]

ble}]

no cpu threshold index index

index:
(0..4294967295);
interval: (5sec, 1min,
5min);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..100) npoueH-
TOB;
flap_interval:
(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3apatb nopor gas 3arpysku CPU.

- index — NPou3BO/IbHbIN MHAEKC NOPOra;

- interval — nHTepBan nsmepeHus 3arpysku CPU. 3HauyeHue 3a-
rpy3ku CPU 3a 3T0OT MHTEpBan byaeT cpaBHMBATLCA C NMOPOrOBbIM;
- relation — oTHOWeHWe mexay 3arpy3koit CPU 1 noporoebim 3Ha-
YeHuem, Heobxoanmoe ana cpabaTbiBaHMA NOPOra;

- value — 3HayeHwWe nNopora;

- flap_interval — 3Ha4yeHwue, onpegensatoLLee MOMEHT BOCCTaHOB-
NleHuns nopora nocne cpabaTbiBaHUS;

- Severity — ypOBeHb BaXHOCTM TPanoB A1a 3TOro nopora;

- notify — BK/ItoYaeT/oTKAOUaET OTNPABKY Tpanos o cpabaTbiBa-
HWUK nopora;

- recovery-notify — BK/lo4aeT/oTkNOUAET OTNPABKY TPAnos o BOC-
CTaHOBNEHMM Mopora.

YanuTb Nopor ¢ 3a4aHHbIM UHAEKCOM.

memory threshold index in-
dex relation value [flap-in-
terval flap_interval] [sever-
ity /level] [notify {enable |
disable}] [recovery-notify
{enable | disable}]

no memory threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,

equal-to, not-equal-to);
value: (0..100) npoueH-

TOB;

flap_interval:

(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3agatb nopor ans obbema ceobogHOM namatv RAM.

- index — NPOW3BO/IbHBIN MHAEKC NOPOra;

- relation — oTHoweHWe mexay o6bemMom cBOH6OAHOM NaMATU U
NoporoBbiM 3HaYEHNEM, Heobxoanmoe ana cpabaTtbiBaHMA MO-
pora;

- value — 3HayeHue nopora;

- flap_interval — 3HauveHune, onpeaensaowee MOMEHT BOCCTAHOB-
NeHuA nopora nocne cpabatbiBaHUA;

- severity — ypoOBeHb BaXXHOCTM TPaANoB A1a 3TOro Nopora;

- notify — BK/loYaeT/oTK/AOYaEeT OTNPABKY TPanoB o cpabaTbiBa-
HWUW Nopora;

- recovery-notify — BKntouYaeT/oTKOUaET OTNPaBKY TPanos O BOC-
CTaHOBNEHMW NOpOra.

Y4anunTb NOPor ¢ 3a4aHHbIM UHAEKCOM.

sensor threshold fan
fan_num unit-id unit_id in-
dex index relation value
[flap-interval flap_interval]
[severity level] [notify {ena-
ble | disable}] [recovery-
notify {enable | disable}]

no sensor threshold fan
fan_num unit-id unit_id in-
dex index

fan_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..1000000000)
060pOoTOB/MUH;
flap_interval:
(0..1000000000)/0
060pOTOB/MUH;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3apaTtb Nopor AnA faTyMKa CKOPOCTU BpaleHUA BEHTUAATOPA.

- fan_num — Homep BEHTUNATOPA;

- unit_id — Homep OHWUTA, Ha KOTOPOM HAaXO0AUTCA BEHTUAATOP;

- index — NPOW3BO/bHBIN MHAEKC NOPOra;

- relation — OTHOWEHWE MeX Y CKOPOCTbIO BPALLEHUA BEHTUAA-
TOpa M NOPOroBbIM 3HaYeHMeM, Heobxoanumoe gna cpabaTbiBaHUA
nopora;

- value — 3Ha4YeHue Nopora;

- flap_interval — 3HauyeHuWe, onpeaensaow,ee MOMEHT BOCCTAHOB-
NeHnA nopora nocne cpabatbiBaHus;

- severity — ypOBeHb Ba*HOCTU TPanos A/1A 3TOro Nopora;

- notify — BK/Il04aeT/OTKAOYaET OTNPABKY TPanos o cpabaTbiBa-
HUM Nopora;

- recovery-notify — BKtouYaeT/oTKAOUaET OTNPABKY TPanoe o BOC-
CTaHOBNEHMW NOpoOra.

YpanuTb Nopor ¢ 3a4aHHbIM UHAEKCOM 1A BEHTUAATOPA fan_num
Ha toHuTe unit_id.

sensor threshold thermal-

sensor sensor_num unit-id

unit_id index index relation
value [flap-interval flap_in-
terval] [severity level] [no-

tify {enable | disable}] [re-

covery-notify {enable | dis-
able}]

no sensor threshold ther-
mal-sensor sensor_num
unit-id unit_id index index

sensor_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (-1000000000..
1000000000) °C;
flap_interval:
(0..1000000000)/0 °C;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3afaTb Nopor AN AaTyMKa TeMnepaTypbl.

- sensor_num — HOMep TEPMOAATUMNKA;

- unit_id — Homep 1oHWTa, Ha KOTOPOM HaXOAUTCA TePMOAATUNK;

- index — NPoOW3BO/bHbIV MHAEKC NOPOra;

- relation — OTHOLEHWE MeXKay TemMMnepaTypoi U NOPOroBbIM 3Ha-
YyeHuem, Heobxoanmoe ana cpabaTbiBaHWUA NOPOra;

- value — 3Ha4eHue nopora;

- flap_interval — 3HayeHwue, onpeaenstoLLee MOMEHT BOCCTaHOB-
NeHus nopora nocne cpabaTbiBaHuUs;

- severity — ypoBeHb Ba)KHOCTU TPanoB A/11 3TOro Nopora;

- notify — BKAtouaeT/oTK/IOYaET OTNPABKY TPanos o cpabaTbiBa-
HWW nopora;

- recovery-notify — BK/l04aeT/0TKNOYAET OTNPABKY TPANos O BOC-
CTaHOB/IEHMM Nopora.

Y8anuTb NOpor ¢ 3a4aHHbIM MHAEKCOM A/1A TepmogaTymKa sen-
SOr_num Ha oHuTe unit_id.
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storage threshold index in-
dex interval relation value
[flap-interval flap_interval]
[severity level] [notify {ena-
ble | disable}] [recovery-
notify {enable | disable}]

no storage threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..100) npoueH-
TOB;
interval: (0..100)/0
NPOLEHTOB;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert;

3agatb nopor ans obvema cBobogHOM NamaTh Ha M3Y.

- index — NPoOW3BO/IbHbIV MHAEKC NOPOra;

- relation — oTHoweHWe mexay o6bema cBob6oAHOM NamMATM U No-
pPOroBbiM 3HaYeHUem, Heobxoammoe a5 cpabaTtbiBaHWA NOPOra;

- value — 3Ha4yeHue nopora;

- flap_interval — 3HayeHue, onpeaensatoLLee MOMEHT BOCCTaHOB-
NleHuns nopora nocse cpabaTbiBaHuMs;

- severity — ypoBeHb BaXKHOCTM TPanos 4/11 3TOro Nopora;

- notify — BKAtouaeT/oTK/IKO4aET OTNPABKY TPanos o cpabaTbiBa-
HWW Nopora;

- recovery-notify — BKAtoYaeT/oTKAOUaeT OTNPABKY TPanos o BOC-
CTaHOB/IEHMM Nopora.

Y4anunTb NOPOr € 3alaHHbIM UHAEKCOM.

reset-button {enable | disable
| reset-only}

-/enable

HacTpoiika peakuymn KoMMyTaTopa Ha HaXKaTne KHonku F.

- enable — npu HaXKaTUW Ha KHOMKY ANTeNbHOCTbIO MeHee 10 cek,
NPOUCXOAUT nepesarpyska yCTPOMCTBa; NPU HaXKaTUM Ha KHOMKY
anvtenbHocTblo 6osee 10 cek, nponcxoguT cOpoC yCTpoICTBa 40
3aBOACKOM KOHOUrypaumm;

- disable — He pearnpoBaTb (OTKAtOYEHA);

- reset-only — TonbKO nepesarpyska.

system forwarding resources
mode {mid-I13-mid-12 | min-I3-
max-12}

mode:
mid-I3-mid-12,
min-13-max-12/
mid-I13-mid-12

YcTaHOBUTb pecypcos
mid-13-mid-12:

- 06bvem Tabanubl MAC po 128K agpecos;

- 06bem Tabnaunupl FIB go 288K mappyTos;

- 06bem Tabaumubl ARP oo 64K 3anuceit.
min-13-max-12:

- 06bem Tabanubl MAC ao 256K agpecos;

- 06bem Tabanupl FIB ao 16K mapLupyTos;

- 06bem Tabaumubl ARP oo 96K 3anuceit.

’ KomaHaa nopgepXaHa TONMbKO Ha

H MES5500-32, MES5600-24, MES5700-32.

peMM pacnpegesieHus  annapaTHbIX

MES5410-48,

’ HacTpoiika BCTynuT B cMAy TONIbKO Moc/ie nepesarpysku
H ycTpoiicTBa.

’ Ansa KoppeKTHoI paboTbl ycTpoiicTBa C nepepacnpege-

H NEeHHbIMU pecypcamu B COOTBETCTBUU € npoduniem min-
I13-max-I2 HacTpoiiku TyHHenuposaHua (GRE/VXLAN/
MPLS) A0nHbI OTCYTCTBOBATb B KOHGUrypaumu.

no system forwarding
resources

YCTaHOBWTb PEXUM pacnpegeneHus annapaTtHbiX PecypcoB nNo
YyMONYaHuIO.

5.6 KomaHAbl 4NA HAaCTPOMKM NapamMeTpPoB ANA 3a4aHUA Naponei

,ﬂ,aHHblﬁ KOMMIEKC KOMaHA npegHa3sHa4vyeH onAa 3aaHnA MWHUMA/IbHOM C/TIOXKHOCTH napoiAa, a Takxke
AnAa 3aaHnAa BpeMmeHun AGVICTBMH naponAa.

KomaHObI pexcuma 2a06asnb6Hol KoOHpuU2ypayuu

3anpoc KOMaHAHOM CTPOKK B pexkume rnobanbHo KOHOUTypaLMn MMeeT CaeayoLnin Bua;

console (config) #
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Tabnnuya 55 — KomaHabl ynpaBaeHus cucteMon B pexkmme rnobanbHol KOHPUrypaumnm

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

passwords aging age

no passwords aging

age: (0..365)/180 aHei

3apaeT Bpemsa KU3HW naponei. Mo ucteyeHUn 3aflaHHOrO CPOKa
6yaeT NpeasioKeHO CMEeHUTb Naposb. 3HaveHne 0 roBOPUT O TOM,
YTO BPeMsA KM3HW Naponei He 3afaHo.

BoccTaHaBnvBaeT 3HaueHue no YMONYaHUIO.

passwords complexity enable

no passwords complexity
enable

-/BbIK/IOYEHO

BK/itoyaeT orpaHuyeHve Ha dopmart napons.

BbIK/lOYaEeT orpaHuyeHne Ha popmat napons.

passwords complexity
min-classes value

no passwords complexity
min-classes

value: (0..4)/3

BK/iloYaeT orpaHuyeHue, 3ajalolee MUHUMANAbHOE KOJ/IMYECTBO
KNaccoB CMMBOJIOB (CTPOYHble BYKBbI, 3ariaBHble 6yKBbI, LUbPbI,
CMMBO/b).

BoccTaHaBnmBaeT 3HavyeHMe No YMOHAHWUIO.

passwords complexity
min-length value

no passwords complexity
min-length

value: (0..64)/8

BkAtoyaeT orpaHUyYeHne Ha MMHUMANbHYIO ANNHY NaponAa.

BoccraHaBnunBaeT 3HaYeHMe MO YMONYAHMUIO.

passwords complexity
no-repeat number

no passwords complexity
no-repeat

number: (0..16)/3

BknitouaeT orpaHuyeHue, 3ajatowiee MaKCMMabHOE KOJNYEeCTBO
nocnenosaTe/ibHO NOBTOPAKOWMXCA CUMBO/1I0B B HOBOM Mapone.

BocctaHaBnmBaeT 3HavyeHMe No YMOIYAHMUIO.

passwords complexity
not-current

3anpewaeT NpM CMeHe Napo/if UCMNO/b30BaTh B KayecTBe HOBOTO
CTapblii.

no passwords complexity /enabled PaspelaeT ncnonb3oBaTh CTapbli NAPO/b NPU CMEHE.

not-current

passwords complexity 3anpeLyaeT UCNOb30BaTh B KAYECTBE NApO/IA UM NOb30BaTENS.

not-username Jenabled

no passwords complexity PaspeluaeT MCNOb30BaTh B KaYecTee Napois MMA NoNb30BaTeN .

not-username

passwords lockout value 3afaeT orpaHuUYeHme Ha KOIMYECTBO HEeBEPHbIX MOMbITOK BXOAa Ha
value: KommyTaTop. Mocne nocnegHeit HenpaBWUAbHOM MOMbITKM BBECTU

no passwords lockout

(1..5)/BbIKNtOYEHO

naposib Nonb3osaTens 6A0KMpyeTCs.

BbIK/lOYaET OrpaHMYeHMe Ha KONMYECTBO HEBEPHbIX MOMbITOK BXO-
aa.

passwords time block seconds

no passwords time block

seconds: (0..7200)/0

YcTaHaBAnBaeT Bpems OJIOKMPOBKM JIOKA/IbHOW YYETHOM 3anucu
nonb3osaTens.

BoccTaHaBnAuBaeT 3HaYeHME MO YMONYAHUIO.

Tabnunua 56 — KomaHabl ynpaBneHus cuctemom B pexkmme Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

show passwords configuration

OT06parkaeT MHPopMaLUuto 06 orpaHUYEHUAX Ha Napoaun.

set username name active

name: (1..20) cumBosioB

Pa36n0KMpyeT nonb3osaTtena, 3a6ﬂOKMDOBaHHOFO nocne Heypgad-
HbIX MOMNbITOK BXOA4a HAa KOMMYTATOP.

5.7 Pa6borta c pannamm

5.7.1 OnucaHue apeymeHmoe KOMaHO

Mpu ocylecTBeHUN onepaunin Hag darinamu, B KayecTBe apryMeHTOB KOMaHZ, BbICTyMatoT agpeca

URL -

onpegennTenn MeCToOHaxoXaeHUA pecypca.

onepauusx, npuseaeHo B Tabauue 57.

OnucaHue KAk4YeBbIX CNOB, MCcnonb3yemblX B

143 Ethernet-kommymamopei ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES35105-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32




JHELTEX

Tabnuua 57 — CNMCOK KNto4YeBbIX CNOB U UX ONUCaHKUe

Knroyesoe cnoso OnucaHue
McxoaHblv agpec Uan agpec Mecta HasHauyeHUa AN SHepProHe3aBMCMMOM NamaATK. IHeproHesasu-
flash:// CUMasn NamMATb UCNOb3YETCs N0 ymonvaHuio, ecam agpec URL onpeaeneH 6e3 npedukca (npeduk-
camu snstoTca: flash:, tftp:, scp:...).
running-config Paiin TekyLen KOHPUrypaumm.
mirror-config Konusa dalina Tekyliein KoHourypaumm.
startup-config ®aiin nepBoHa4YanbHON KOHGUIypauuu.
active-image ®alin ¢ akTMBHbIM 06pasom.
inactive-image ®daiin ¢ HeaKTUBHbIM 06pasom.
UcxopHbIV agpec unv agpec HasHavyeHua ana USB-Hocutens.
ush:// CunTakcuc: usb://[directory/]/filename
- directory — katanor;
- filename — vma davina.
UcxopHbI agpec unm agpec mecta HazHadeHua ana FTP-cepsepa.
Cuntakcuc: ftp://[username[:password]@host/[directory/] filename
- username — UMA NoO/b30BaTENS;
ftp:// - password — naponb nonb3oBaTens;
- host — IPv4-agpec unu ceteBoe MMA YCTPOMCTBA;
- directory — Katanor;
- filename — uma daiina.
UcxopHbI agpec unm agpec mecta HasHadeHua ana TFTP-cepsepa.
Cuntakcmc: tftp://host[:port]/[directory/] filename [ vrf vrf_name]
- host — IPv4-agpec unm ceTeBoe MMa yCTPOMCTBA;
- port — NOPT Ha3Ha4YeHwus;
tftp:// - directory — katanor;
- filename — vma dalina;
- vrf_name — Ha3BaHwe vrf.
V Ecam vrf He ucnonb3yetca, KomaHay vrf name MOXHO He YKa3blBaTb.
McxoaHbIvi agpec nam agpec mecta HasHadveHus gna SSH-cepeepa.
CunTakcuc: sftp://[username:[password]@]host[:port][directory/]/filename [ vrf vrf_name]
- username — UMs NoNb30BaTENS;
- password — naponb Nonb3oBaTens;
sftp:// - host — IPv4-agpec nnm ceTeBoe MMsA yCTPOWUCTBA;
- port — NOpT Ha3Ha4YeHus;
- directory — kaTanor;
- filename — vma danna;
- vrf_name — Ha3BaHwe vrf.
McxoaHbIvi agpec nav agpec mecta HasHadveHus gna HTTP-cepeepa.
CuHtakcmc: http://host[:port]/filename [ vrf vrf_name ]
http:// - host — IP-aapec nau ceTeBoe UMA YCTPOWCTBA;
- port — NOPT Ha3HaYeHwus;
- filename — ums daina;
- vrf_name — Ha3BaHue vrf.
McxoaHbIvi agpec nam agpec mecta HasHadeHus ana SSH-cepeepa.
CuHTakcuc: scp://[username[:password]@]host[:port]/[directory/] filename [ vrf vrf_name]
- username — UMA NoOJb30BaTeNA;
scp:// - password — napoab NoNb3oBaTeNs; 5
- host — IPv4-aapec unu ceteBoe UMA YCTPOMCTBA;
- directory — KaTanor;
- filename — ums daina;
- vrf_name — Ha3BaHue vrf.
logging daiin c uctopmeit KomaHa,
IPv6-agpec UCTOUHMKA O0/KeH YKasblBaTbCA B KBaApaTHbIX CKOO6Kax B dopmarte
rralie [XXXX:XXXX::XXXX].

144 Ethernet-kommymamopei ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,

MES5410-48, MES5500-32, MES5600-24, MES5700-32




D ELTEX

5.7.2 KomaHObl dna pabomei ¢ halinamu

3anpoc KomaHAHoM cTpoku B pexmme Privileged EXEC umeeT cnegytowmii sua;:

console#

Tabnunua 58 — KomaHabl ans pabotbl ¢ pannamu B pexkmme Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

copy source_url
destination_url

copy source_url {running-
-config| candidate-config}

copy running-config
destination_url

copy startup-config
destination_url

source_url: (1..160)
CMMBOJIOB;
destination_url: (1..160)
CMMBOJIOB;

KonuposaHue ¢daitna n3 mectononoxeHna UCTOYHNKA B MecTomMo-
NOXKeHWe HasHavyeHus.

- source_url — mectononoxeHune Konvpyemoro aiina;

- destination_url — appec mecTa Ha3Ha4yeHus, Kyaa daiin byaeT cko-
nMpoBaH.

KonuposaHune daiina KoHoUrypaumum c cepsepa B TeKyLLyo KOHOK-
rypauumio.

CoxpaHeHue TeKyLei KoHdMrypaLmm Ha cepsepe.

CoxpaHeHue nepBoHa4YanbHoW KoHOUrypaLun Ha cepsepe.

copy running-config
startup-config

CoxpaHeHwue TekyLe KoHOUTypauumn B NnepBoHavanbHyt KOHOUry-
pauutio.

copy running-config file

CoxpaHeHue TeKywen KOoHPUrypaumm B 3afaHHbI pe3epBHbIN
daiin KoHduUrypauum.

copy startup-config file

CoxpaHeHWe NepBOHAYa/IbHOM KOHPUTYpPaLIMM B 3alaHHbIN pe3eps-
HbI Gain KoHPUrypaumu.

delete candidate-config

YpaneHue daiina KaHguMaaT-KoHPUrypaumm.

boot config source_url

KonuposaHune dalina KoHdUrypauum c cepsepa B ¢paitn nepBoHa-
YanbHOM KOHUTypauuu.

dir [flash:path | dir_name]

OTobparkaeT cnucok ¢painnos B ykasaHHOM KaTasore.

more {flash:file |
startup-config |
running-config |
mirror-config | active-image
| inactive-image | logging |

file}

file: (1..160) cumBonos

OTobparkaet cogeprkumoe dalina.

- startup-config — oTobparkaeT coaepkumoe daiina nepsoHavanb-
HOW KoHUrypaumm;

- running-config — otobparkaeT cogeprkumoe daina TekyLLen KoH-
durypaunu;

- flash: — oTobparkaeT dainbl ¢ dnew-namaTh yCTpPoOMCTBa;

- mirror-config — oTobpakaer cogepxumoe daina TeKywen KoH-
durypauuu c 3epkana;

- active-image — otobpakaeT Bepcuto Tekyuiero ¢alina obpasa NO.
- inactive-image — otobparkaeT Bepcuio HeaKTUBHOro ¢darina ob-
pasa no.

- logging — oTobpaxkaeT cogepunmoe daina xypHana.

- file — ums daiina.

’ daiinbl otobpaxkarorca B popmate ASCII.
-

delete ur/

Ypanenue ¢aiina.

delete startup-config

YpaneHun daiina nepsoHavanbHOM KoHdUrypaumu.

boot system source_url

KonupoBsaHue daitna MO c cepBepa B HeakTMBHYO 061acTb NaMATH
Ha mecTo pe3epsHoro MNO.

boot system inactive-image

3arpysuTbCca ¢ HeakTUBHOrO 06pasa MOo.
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show {startup-config |
running-config | candidate-
config} [brief | detailed |
interfaces

{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | oob | port-channel
group | vlan vlan_id | tunnel
tunnel_id | loopback
loopback_id}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094);
tunnel_id: (1..16);
loopback_id: (1..64)

OTobparkaeT cogepRnmoe palina nepBoHayanbHOM KOHOUIypauum
(startup-config) unu Tekywei KoHpurypaumm (running-config).

- interfaces — koHdUrypaums uHTepdeicos KommyTaTopa - dpusmnye-
CKux MHTepdeicos, rpynn uHtepdeiicos (port-channel), VLAN-uH-
Tepdelicos, oob-nopTa, nHTepdelica 3ambikaHuA Ha cebn, TyHHe-
new.

Cnegylowme onumm AOCTYyNHbI NPU BbIBOAE TeKylein KoHburypa-
Luu:

- brief — BbIBOA, KOHUTYpaLMKM 6E3 ABOUYHBIX AaHHbIX, HANPUMED,
SSH u SSL Kkntouen.

- detailed — BbIBOA, KOHOUIYpALUK C BKNHOYEHUEM ABOWYHbIX AaH-
HbIX

show bootvar

MoKa3blBaeT akTUBHbIN dalin cuctemHoro MO, KOTOPbIA YCTPONCTBO
3arpy)aeTt npu 3anycke.

write [memory]

CoxpaHeHWe TeKywenh KoHourypaumum B ¢aiin nepBoHaYaNbHOM
KOHUrypaumm.

boot license source_url [unit
unit_id] [vrf vrf_name]

unit_id: (1..8);
vrf_name: (1..32)
cumBona

3arpyykaeT Ha yCTPOMCTBO Galin NULLEH3UN.
- unit_id — Homep lOHUTa B CTEKE;
- vrf_name — ma BUPTyanbHOM 061aCT MapLIpyTU3aALLUN.

) ®aiinbl AMLEH3UU MOTYT BbITb YCTaHOBNEHbI HA YCTPOWA-
- CTBO C posibto master u backup.

delete license [ word ] [unit
unit_id]

word: (1..160) cumsona;
unit_id: (1..8)

Ypansaer c ycTpoWCTBa BCe YCTaHOBAEHHbIE Galiibl INLEH3UN.
- word — uma daina NMLEeH3nn, KOToPbIN A0KEH BbITb yaaneH;
- unit_id — Homep tOHWTa B CTEKe.

show license [unit unit_id]

unit_id: (1..8)

MoKa3blBaeT ycTaHOBAEHHble Gaibl INLEH3UN.
- unit_id — Homep OHUTA B CTEKe.

rename url new_url

url, new_url: (1..160)
CMMBO/I0B

N3meHeHne umeHu daiina.
- url — Tekyuwee umsa daiina;
- new-url — HoBoe uma daiina.

Cepep TFTP He MoOKeT 6biTb agpPecomM MCTOYHMKOM M aApPecoM Ha3HaueHUa ANA OAHOWM
il KOMaHAbl KONUPOBaHUA.

[pumepbl UCI016308AHUA KOMAHO

Yaanutb ¢ann test N3 sHeproHe3aBUCMMOMN NaMATH:

console# delete flash:test

Delete flash:test?

[confirm]

Pe3yanaT BbIMOJIHEHNA KOMaHAbI: NoC/sie noATBepAEeHUNA ¢a17|n 6YFI,ET yYAaneH.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

3anpoc KoMaHAHOW CTPOKM B pexkmnme rnobanbHoM KOHGUrypaumum MMeeT creayowmnin Bua;

console (config) #

Tabnnua 59 — KomaHabl ansa paboTbl ¢ pannamm B pexkmme rnobanbHOM KOHGUrypauum

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

ip tftp source-vrf vrf_name

vrf_name: (1..32)

no ip tftp source-vrf

CMMBOJIOB

MNepeBos cuctembl KonMpoBaHus yepes TFTP B onpeaeneHHbin VRF.
- vrf_name — ums BUPTyasbHOM 061aCTM MapLLPyTM3aLUu.

MNepesop cuctembl KonuposaHua vyepes TFTP B VRF no ymonyaHutio.
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ip ftp source-interface {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet OnpeaenseT IP-uHTepdelic UcTouyHMKa ana naketos FTP IPv4.
hu_port | -/BbIKNOYEHO
_p
fourhundredgigabitethernet
fo_port | port-channel group |
loopback /loopback_id | tunnel
tn_port | vlan vian_id }

no ip ftp source-interface YcTaHaB/MBaET 3HaYEHWE N0 YMOYAHUIO.

5.7.3 KomaHObI 0na pe3epsuposaHua KoOHgu2ypayuu

B [OaHHOM pasgene onucaHbl KOMaHApbl, NpeAHasHayYeHHble AN HACTPOWMKWM pe3epBMPOBaHMSA
KOHdUrypaLmm no TaliMmepy AN Npu COXpaHeHUn TekyLen KoHdurypaumm Ha flash-Hakonutene.

KomaHObI pexcuma 2a06ana6Hol KOHguU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexxume rnobanbHON KOHOUTypaLMmM MMEET CeayoWnin BUA,:
console (config) #

Tabanua 60 — KomaHabl ynpaBaeHWsA CUCTEMOM B perKMMe rnobanbHOM KOHUrypaLmm

3HaveHue/3Ha4yeHue "
KomaHoa / Aelicmeue
o ymon4arHuro

YKasaHue cepBepa, Ha KOTopbli byaeT NpoM3BOANTLCA Pe3epBMpo-
BaHWe KOHdUrypaumm.

Ctpoka B popmare:

server: (1..22) cumsonos | «tftp://XXXXXX.XXX.XXX»

«scp://[[username][:[password]]]host»
«sftp://[[username][:[password]]]host»

backup server server format

no backup server YpaneHue cepsepa AnA pe3epBUpoBaHUA.
YKasaHuWe cepBepa, Ha KOTopblil byaeT Npon3BOAUTLCA pe3epBUpPO-

server: (1..22) BaHMe KOHOUrypaumm.
backup server server port port [ CMMBO/IOB, - server — cTpoka B popmate «tftp://XXX.XXX.XXX. XXX»,
vrf vrf_name ] port: (0..65535)/nopt no | «scp://username:password@XXX.XXX.XXX.XXX» u

YMONYaHUIO «sftp://username:password @XXX. XXX XXX.XXX»

(tftp — 69, scp u sftp — | - vrf_name — nma BMpTyanbHoI 061aCT MapLIpyTU3aLMu.

no backup server [ vrf vrf_name 22)

YpaneHue cepeepa ANA pe3epBuMpoBaHus.

]

YKasaHMe nyTu pacnosnoxeHua ¢aiina Ha cepepe M npedukca
backup path path darina. Mpu coxpaHeHnn K npeduKkcy byaeT f06aBNATLCA TeKyLwan
path: (1..128) cumsonos
faTa v Bpemsa B bopmare rrrrmmaaq4mMmmcec.

no backup path YaaneHve nytu gas pesepBupoBaHus.
backup history enable / BKNtOUYNTL COXPaHEHWE NCTOPUU pe3epBHbIX KOMUNA.
- -/BbIKAOYEHO —
no backup history enable OTKNOYUTb COXPAaHEHUE UCTOPUM PE3EPBHbBIX KOMUN.
. . . YKasaHWe MpoMe}KyTKa BpemeHu, Mo UCTeYeHuW KoToporo byaer
backup time-period timer timer: P ¥ P ! P yA
OCYLLLECTBNATLCA aBTOMATUUYECKOE pe3epBupoBaHME KOHOUIypaLmm.
- - (1..35791394)/720 muH
no backup time-period BoccTaHaB/IMBaEeT 3HaUYeHMe Mo YMOAYAHUIO
backup auto / BK/ItOYEHME aBTOMATUYECKOTO Pe3epBUPOBaHUA KOHOUTYpaLMMK.
-/BbIKNOYEHO
no backup auto YcTaHOBKa 3Ha4YeHWA N0 YMOAYaHMIO.

BK/toueHWE pe3epBUPOBAHUA KOHOUIypaLuM MpU  COXPAHEHUU

backup write-memor
P 4 -/BbIKNIOYEHO nonb3osaTenem KoHdurypauun Ha flash-Hakonurens.

no backup write-memory YcTaHOBKa 3Ha4YeHMA MO YMOAYaHUIO.

HacTpolika BO3MOXXHOCTM ncrnonb3oBaHua USB-nopTta kommyTaTopa.
usb {enable/disable} -/enable - enable — ncnonb3osBaHme USB-nopTa paspeLleHo;
- disable — ncnonbsoBane USB-nopTa 3anpeLueHo.
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Tabnunuya 61 — KomaHabl ynpaBneHus cuctemon B pexkmme Privileged EXEC

Komanoa 3HayeHue/3HayeHue Neiicmeue
o ymoa4aHuro
show backup OTob6parkaeT UHGOPMALLMIO O HACTPOLKaxX PE3EPBUPOBAHUA KOH-
) durypauun
show backup history ) OTOb6parKaeT UCTOPUIO YCNELLIHO COXPAaHEHHbIX Ha cepBep KOHOU-
rypaumi.

5.7.4 KomaHObiI 0na pabomesil kKaHOUAamM-KoHgu2ypayuu

B AaHHOM pasaenie onvcaHbl KOMaHAbl, NpegHa3HaueHHble ana paboTbl ¢ KaHAMAAT-KOHOUTYpauun
un rollback-Taiimepom.

B cucTteme cyuiecTByeT HeCKOAbKO TuNoB KoHdurypaumin: CANDIDATE — pepaktupyemas
KoHdurypauma. RUNNING — peicreyrowan KoHpurypaums. MNog ynpasaeHnem sto KoHGUrypauum ysen
poctyna pabotaer B AaHHbIM MomeHT. BACKUP — XpaHWUT AeNCTBOBAHHYIO paHee KOoHUrypauuio u
NCnosb3yeTcsa A1A OTMEHbl MPUMEHEHUA KOHOUIYpaL K.

Ons Toro 4ytobbl BHECEHHble B KOHPUIypauMio M3MEHEHWs BCTYMWAM B CWUAY, [OAXKHA ObiTb
BbIMOJIHEHA OMepauns MPUMEHeHUA KOoHourypauum commit. MNpu aTom aenctsytowas KoHdurypauma
ctaHoBuTCA pesepsHoit, a RUNNING konupyetcsa 8 BACKUP. 119 0oTMeHbl BHECEHHbIX USMEHEHWI MO KaKoW-
nbo npuymHe ncnoabyetca onepauusa rollback.

Ona noaTBepXKAeHUA KOPPEKTHOCTUM NPUMEHEHHOW KOHUrypaLmm oT onepaTopa TpebyeTcs BBOA
KOMaHAbl noATtBep:kaeHusa confirm, ecnM nogTeBepKaeHWe He MOCTYMUT B TeYeHMe AeilcTBuA Taimepa
noATBEPXKAEHUA (MO YMONYAHMIO YCTAHOB/IEHO 5 MMHYT), TO KOHUIypaumus ycTpoiicTBa aBTOMATUYECKU
BEPHETCA K COCTOAHUIO, KOTOPOE HbINO A0 BBOAA NOC/AeAHEN KOMaHAbl commit.

3anpoc KomaHAHOM cTpoKu B pexxume Privileged EXEC nmeeT cneayolwmin BuAa;
console#

Tabnnua 62 — KomaHabl ansa paboTbl ¢ pannamm B pexkmme Privileged EXEC

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymon4aHuro
show candidate-config status OTtobpaxkaeT MHbOpPMaLMIO O COCTOAHMM commit, Tamepa
rollback n coctoaHMM 6NOKMPOBKM KaHAMAAT-KOHOUTYpaLuu.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B peXKUME KaHANAAT-KOHPUTYpaLMn UMEET CaeayIoWnit BUA;:
console (config) #

Tabnnuya 63 — KomaHabl ansa paboTbl ¢ dannamm B pexkmume KaHanAaT-KOHPUrypaumum

KomaHda 3HayeHue/3HayeHue Aelicmeue
o ymMmoa4aHuio
commit [at timer ] timer: MpumeHsaeT KoHdUrypaumio 3 candidate-config.
(1...1200)/600 - timer — pNUTENbHOCTb TallMepa OTKaTa B CEKyHAaX. 3HayeHue

«0» yKasblBaeTca ANA NOATBEPKAEHWUA NMPUMEHEHUSA KOHOUry-
pauun 6e3 HeobxoamMmocTu BBoAa confirm.

confirm - MNoateepkpaetr npumeHeHune candidat-config, yaanset rollback
Tanmep.
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5.7.5 KomaHObi 013 asmomamuyecko2o0 ob6HoeneHUs u KOHgu2ypayuu

[Mpouecc asmomamu4yecko2o 0b6Ho8nEHUA

KommyTaTop 3anyckaeT npoLecc aBTomatnydeckoro obHosneHuna, 6asmnpytowmiica Ha DHCP, ecam oH
BK/IlOYEH U uMA TeKcToBoro ¢anna (DHCP-onuma 43, 125), cogepskauiero umsa obpasa MO, 6bino
npegocrasneHo cepsepom DHCP.

Mpouecc aBTOMaTUYECKOro 0BHOBIEHMA COCTOUT U3 CeAYIOLLMX 3TAMNOoB:

1. KommyTaTop 3arpyKaeT TeKCTOBbIN dain 1 yMTaeT us Hero nmsa daina obpasa MO Ha TFTP-cep-

Bepe;

2. KommyTaTop ckaumBaeT nepsblii 610K (512 6aiiT) obpasa MO c TFTP-cepBepa, B KOTOPOM CO-
nepxutca sepcuma lMO;
3. KommyTtaTop cpaBHuMBaeT Bepcuio daiina obpasa MO, nonyyeHHoro ¢ TFTP-cepsepa, ¢ Bepcuei
aKTUBHOro obpasa MO KommyTaTopa. Ecnm oHM oTanyaloTca, KommyTaTop 3arpy*aeT obpas MO
¢ TFTP-cepBepa BMecTo HeakTMBHOro obpasa N0 KommyTaTopa n genaeT AaHHbIM 06pa3 akTUB-

HbIM;

4. Ecnv obpa3s MO 6bin 3arpyKeH, TO KOMMYTaToOp Nepe3arpyraertcs.

[pouecc asmomamu4ecko20 KOHU2YyPUPOBAHUS

KommyTaTop 3anycKaeT NpoLecc aBTOMaTMYeCKOro KOHGUrypuposaHus, 6asupytowmiicas Ha DHCP,
NP BbINOJHEHUN CeAYHOWMX YCAOBUIA:

— B KOHOUIypaumm paspeLleHo aBTOMATMYeCKoe KOHOUTYPUPOBaHME;
— otBeT DHCP-cepBepa cogepxut IP-agpec TFTP-cepsepa (DHCP-onuua 66) u uma daiina
KoHdurypaumm (DHCP-onuma 67) B dopmate ASCIL.

! MonyuyeHHbIN dpaitn KoHPUrypauum gobasnseTtca K TeKyLwei (running) KoHourypauum.

KomaHObI pexcuma 2a06anb6Hol KoOHpu2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexxume rnobanbHo KOHOUTYpaLMN MMeEeT CAeayoLWnin Bua,;

console (config) #

Tabauua 64 — KomaHabl ynpaBaeHWA CUCTEMOM B perKMMe rnobanbHOM KOHGUrypaLmm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

boot host auto-config

BK/toueHMe aBTOMATMYECKOM KoHUrypauum, Hasmpytolierica Ha
DHCP.

no boot host auto-update

- -/BKNIOYEHO — —
no boot host auto-config BbIKNtoUEHME aBTOMATUYECKON KOHOUTypaumm, 6asupyroLLeincs Ha
DHCP.
boot host auto-update BKkAtoyeHWe aBTomMatuyeckoro obHosneHusa MO, 6asupytowerocs
Ha DHCP.
-/BKAOYEHO

BbIkntoyeHMe aBTomaTnyeckoro obHosneHus MO, 6asumpytoweroca
Ha DHCP.

KomaHObI pexcuma Privileged EXEC

3anpoc KomaHgHoM cTpoKu B pexxume Privileged EXEC nmeet cneayrowmin BuAa;

console#
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Tabnnua 65 — KomaHabl ynpaBneHus cuctemon B pexkmme Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

show boot

MpocMoTp HacTpoeK aBTOMaTU4eCKoro o6HOBAEHMS U KOHdUrypa-
uum.

Mpumep KoHourypaumm ISC DHCP Server:

unsigned integer 8,
unsigned integer 8,
unsigned integer 8,
text

}i

host mes2124-test {

filename

option image-filename code 125 = {

unsigned integer 32, #enterprise-number.

35265 (Eltex)
#data-len.

option-data + 2.
#sub-option-code.

#sub-option-len. InmHa crTpoku sub-option-data

#sub-option-data.
obpaza IO

hardware ethernet a8:£f9:4b:85:a2:00;
"mesXXX-test.cfg";
option image-filename 35265 18 1 16 "mesXXX-40l.ros";

next-server 192.168.1.3;
fixed-address 192.168.1.36;

InrHa BCeX OaHHBIX OINILUUN.

VoeHTHOMKaTOP NPOM3BOOUTEJNIsI, BCeIIa paBeH

PaBHa OJMHE CTPOKM sub-—

Kon nopmonumm, BCeTrma praBeH 1

VMg TekCTOBOTO daiya, comepXamero MM

#mac-agpec KoMMmyTaTopa

#rMsa KOHQUIYpaALUM KOMMYyTaTOpa

#1IMS TEKCTOBOTO
comepxamero mMsa obpaszsa 10
TFTP ceprBepa

KOMMYyTaTopa

banna,
#IP-ampec
#IP-ampec

5.8 Hactpoiika cuctemHOro BpemeHu

Mo ymonuyaHuio aBTOMATUYECKUii Nepexos Ha ieTHee Bpemsa OCYLLeCcTBAAeTCA B COOTBeT-
cTBUM co cTaHgapTamu CLLUA n Esponbl. B KOHGUrypauum moryt 6biTb 3aaaHbl Ntobble gaTta

M Bpemsa ANA NepexoAa Ha fieTHee BpemMs 1 06paTHo.

KomaHOwbl pexcuma Privileged EXEC

3anpoc KomaHAHOM cTpPoku B pexxunme Privileged EXEC nmeet cnegytownin Bua;:

console#

Tabnunua 66 — KomaHabl HACTPOMKM CUCTEMHOIO BpeMeHU B pexxume Privileged EXEC

month: (Jan..Dec);
year: (2000..2037)

Komanda 3HayeHue/3HayeHue Neiicmeue
Mo ymon4aHuio
clock set hh:mm:ss day month hh: (0..23); Py4Has ycTaHOBKa CUCTEMHOrO BpPeMeHM (KoOMaHAa AOCTynHa
year mm: (0..59); TO/IbKO A1 NPUBMIEIMPOBAHHOTO NOJIb30BaTeNA).
ss: (0..59); - hh —4acbl, mm — MUHYTBI, SS — CEKYHAbI;
day: (1..31); - day — peHb; month — mecau; year — roa.

show sntp configuration
[ vrf {vrf_name | all}]

vrf_name:(1..32)
CMMBOJIOB

MNMokasbiBaeT KoHOUrypaunio npotokosaa SNTP.
- vrf_name — ums BUPTyanbHOM 061aCTM MapLLpPYTU3aLUu.

show sntp status
[ vrf {vrf_name | all}]

vrf_name:(1..32)
CMMBOJIOB

MNMoKa3biBaeT cTaTyc NnpoTtokoaa SNTP.
- vrf_name — ums BUpPTyanbHOM 061aCTM MapLLpyTM3aLUm

show ntp

MNoKa3sbiBaeT TeKyLLee COCTOAHNE U CTAaTUCTURY CyKbbl NTP.

show ntp status

MNoKa3blBaeT cTaTyc NPOTOKOAA CUHXpPOHM3aLmn BpemeHn NTP no
ceTu.

show ntp associations [ vrf
vrf_name | all ]

MokasbiBaeT MHPOpPMaALMIO O coriacoBaHMM ycTpoictBa ¢ NTP-
cepBepamu U 04HOPaAHTOBbIMU Y3/1aMu.
- vrf_name — ums BUpTyanbHoOW 061aCTM MapLLpyTM3aLuu.
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| show ntp statistics

MNoKa3blBaeT CTaTUCTUKY pa6OTbI NpPOTOKOANa.

KomaHObi pexcuma EXEC

3anpoc KoMaHAHOM CTpoKK B pexkume EXEC umeet cnepyowmii Bua;

console>

Tabnvua 67 — KomaHApbl HACTPOIMKM CUCTEMHOIO BpemeHu B pexknume EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuio

Aelicmeue

show clock

show clock detail

MoKa3bIBaeT cMCTEMHOE Bpems 1 AaTy.

JononHutenbHo 0To6pa>+(aeT napameTpbl 4acoBOro noAaca u nepe-
XO04a Ha neTHee BpemaA.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexxume rnobanbHoM KOHOUTYpaLMN MMEET CAeayioLWnin BUA,

console (config) #

Tabanua 68 — CNMCOK KoMaHA, 4N1A HAaCTPOMKN CUCTEMHOTO BPEMEHM B PeXKMME rNobanbHOM KOHOUTypauum

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clock source {sntp | ntp |
browser}

no clock source {sntp | ntp |
browser}

-/BHELWHUIA UCTOYHNK
He nucnonb3yerca

Mcnonb3yeT BHEWHMWI UCTOYHMK A1 YCTaHOBKM CUCTEMHOrO Bpe-
MeHMU.
B cnyyae HasHauYeHUA UCTOYHUKOM htp ycTpoiicTBo GyaeT
V No YMO/IYaHUIO BbINOIHATb POb ntp-cepsepa,
OTBeYas Ha 3anpocbl KIMEHTOB.

3anpeu.|,aeT MCNoNb30BaHUE BHELWHEro NCTOYHUKa ONnA YCTaHOBKU
CUCTEMHOIO BpeMEHMN.

clock timezone zone
hours_offset [minutes
minutes_offset]

no clock timezone

zone: (1..4) cumsonos/
HeT onNncaHuaA 30HbI;
hours_offset:
(-12..+13)/0;
minutes_offset:
(0..59)/0;

YcTaHaBAMBaET 3HaYeHMe YacoBOro nosca.

- zone — cnoBo, cPOPMUPOBAHHOE M3 NepPBbIX BYKB CNOBOCOYETA-
HUSA, KOTOPOE OHO 3ameHAEeT (onNncaHue 30Hbl);

- hours-offset — yacoBoe cmelLeHMe OTHOCUTENbHO HYJIEBOrO Mepu-
amana UTGC;

- minutes-offset — MUHYTHOE CMeLLeHNE OTHOCUTENIBHO HYNEBOTO
mepuamnaHa UTC.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

date month year hh:mm date
month year hh:mm [offset]

clock summer-time zone date

date year hh:mm [offset]

clock summer-time zone date
month date year hh:mm month

zone: (1..4) cumsona/
HeT onmncaHua 30HbI;
date: (1..31);
month: (Jan..Dec);
year: (2000 ..2037);
hh: (0..23);
mm: (0..59);
week: (1-5);
day: (sun..sat);
offset: (1..1440)/60
MUH;

3agaer gaty v Bpema 418 aBTOMATMUYECKOro nepexoaa Ha fetHee
Bpems 1 Bo3BpaTa 06paTHO (4ns onpeaeneHHoro roaa).

MepBbiM B KOMaHAE YKa3blBaeTcA OnMcaHne 30Hbl, BTOPbIM Bpems
014 Nepexoaa Ha nNeTHee BPems 1 TPETbUM BPeEMA AN BO3BpaTa.

- zone — cnoBo, chopmMmMpoBaHHOE M3 NepBbix BYKB CA0BOCOYETa-
HWA, KOTOPOE OHO 3aMeHseT (onMcaHme 30Hbl);

- date —uncno;

- month — mecau;

- year —rop;

- hh —4acbl, mm — MUHYTbI;

- offset — KoAMYeCcTBO MUHYT, 06aBAAEMBIX MPU Nepexoae Ha feT-
Hee Bpems.
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clock summer-time zone
recurring {usa | eu | {first |
last | week} day month hh:mm
{first | last | week} day month
hh:mm} [offset]

no clock summer-time

Mo ymonyaHuio
nepexon, Ha neTHee
BPeMsA BbIK/OYEH

3agaeT gaty u Bpema Aaa aBTOMaTUYeCcKoro nepexoga Ha /eTHee
Bpems 1 Bo3BpaTa 06paTHO B peXxmnme exxerogHo.

- zone — cnoBo, chopMMpoBaHHOE U3 NepBbiX BYKB COBOCOYETa-
HWSA, KOTOPOE OHO 3ameHsAEeT (onuncaHue 30HbI);

- usa — yCTaHOBMUTb NpaBuJa Nepexoaa Ha sieTHee Bpems, UCMOJb-
3yemble B CLLA (nepexop, BO BTOpOe BOCKpeceHbe MapTa, obpaTHO
B NepBoe BOCKpeceHbe HoAbpA, B 2 Yaca yTpa N0 MeCTHOMY Bpe-
MeHH);

- eu — yCTaHOBUTb NpaBu/Ia Nepexosa Ha NeTHee Bpemsa, UCNOoJb3y-
emble EBpocoto3om (nepexos B nociegHee BOCKpeCeHbe MapTa,
06paTHO B NocnegHee BOCKpeceHbe OKTAbpa, B 1 yac yTpa no MpuH-
Buy);

- hh —y4acbl, mm — MUHYTbI;

- week — Hepena mecaua;

- day — peHb Hepenw;

- month — mecau;

- offset — KonnuecTBo A06aBAAEMbIX MUHYT NPU Nepexone Ha NeT-
Hee Bpems.

OTKtOYAET aBTOMATUYECKUI nepexoj Ha NeTHee spema.

sntp authentication-key number: YcTaHaBAMBAET K4 MPOBEPKU MNOAJMHHOCTA A/1A MPOTOKONa
number md>5 value (1..4294967295); SNTP.
encrypted sntp value: (1..32) - number — Homep KAtoya;
authentication-key number CMMBOJI0B; - value — 3HaYeHne KNou4a;
md5 value Mo ymonyaHuto - encrypted — 3a4aTb 3HaYeHWe KNtoYa B 3aWMdpPoOBaHHOM BUAE.
no sntp authentication-key nposepka Ypanaer KN4y NpoBepPKU NOANMHHOCTY s npoTokoaa SNTP.
number NoANNHHOCTU
OTKNIOYEHa
sntp authenticate -/npoBepka TpebyeT NpoBepKy NOAANHHOCTM AN NOAYYeHUA UHPopmaLumn ot
NOA/IMHHOCTU He NTP-cepBepoB.
no sntp authenticate TpebyeTca YcTaHaBAMBAET 3HAYEHME MO YMOYAHUIO.
sntp trusted-key key _number key_number: OcyuiecTBnseT NpoBepKy Nog/MHHOCTU CUCTEMbI, OT KOTOPOW CUH-

(1..4294967295);
Mo ymon4yaHuio

XpoHM3npyeTca ¢ nomoLbio SNTP no 3agaHHOMY KAakody.
- key_number — Homep Kntova.

no sntp trusted-key npoBepKa YcTaHaBAMBAET 3HAaYEHME MO YMOMYAHMIO.
key_number Nnoa/IMHHOCTM
OTK/IlOYEHA
sntp broadcast client enable PaspewaeT paboTy wupokosewaTenbHbix SNTP-KnMeHTOB.
{both | ipv4 | ipv6} : /sanpetseno
no sntp broadcast client YcTaHaBAMBAET 3HAaYEHME MO YMOMYAHMIO.
enable
sntp anycast client enable Paspewaet paboty SNTP-KAvMeHTam, MoAfepKMBAOLMM METOL
{both | ipv4 | ipv6} PaccbiIKM MaKeToB, NO3BONAOWMIA MNOCbINATb AaHHble 6aunXkKali-
-/3anpelueHo

no sntp anycast client enable

Lemy yCTPOWCTBY U3 rpynnbl NoayyaTenei.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

sntp client enable
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
oob | vlan vian_id}

no sntp client enable
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
oob | vlan vian_id}

gi_port: (1..8/0/1..48);

te_port: (1..32);
twe_port:
(1..8/0/1..120);

hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);

group: (1..128);
vlan_id (1..4094)
/3anpelyeHo

Paspewaet paboty SNTP-KAvMeHTam, MoALEPKMBAOLMM METOL,
PAcCbIIKM MaKeTOB, NO3BO/AKOLWMIA MOCbINATh AaHHble OaMKal-
Lemy yCTPOMCTBY U3 rpynmnbl NOAyYaTenel, a TakxKe LMPOKoBeLLa-
TeNbHbIM SNTP-KAMeHTam ans BblbpaHHOro UHTepdelica.

- noapobHoe onucaHue MHTephENCcoB U3NOKEHO B pasaene «KoH-
durypauus nHTepdpencos».

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHUIO.

sntp unicast client enable

no sntp unicast client enable

-/3anpelueHo

PaspewaeT paboTy ogHoaapecHbix SNTP-KAMEHTOB.

YcTaHaBAMBaeT 3HaYeHne Mo YMONAYaHUIO.
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sntp unicast client poll

no sntp unicast client poll

-/3anpelueHo

PaspeluaeT nocnenosaTeNbHbIN ONPOC 3a4aHHbIX O4HOAAPECHbIX
SNTP-cepBeposB.

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

sntp server {ipv4_address |
ipv6_address |

ipv6_link local_address%{vian
{integer} | ch finteger} | isatap
{integer} |
{physical_port_name}} |
hostname} [poll] [key keyid]

[ vrf vrf_name]

no sntp server {ipv4_address |
ipv6_address |

ipv6_link local_address%{vlan
{integer} | ch {integer} | isatap
{integer} |
{physical_port_name}} |
hostname} [ vrf vrf_name]

hostname: (1..158)
CUMBO/IOB;
keyid: (1..4294967295);
vrf_name: (1..32)
CMMBO/I0B

3apaet agpec SNTP-cepsepa.

- ipv4_address — IPv4-agpec y3na cetu;

- ipv6_address — IPv6-agpec y3na ceTv;

- ipv6z-address — IPv6z-appec y3na cetv ans ping.

dopmar agpeca ipv6_link_local_address%interface_name:
ipv6_link local_address — nokanbHbI IPV6 agpec KaHana;
interface_name — numa ucxogsuiero nHTepdeiica 3agaerca B cne-
aytowem popmarte: vian {integer} | ch {integer} | isatap {integer}
| {physical_port_name}

- hostname — pomeHHOe MMA y3/1a ceTw;

- poll — BKAtoyaeT onpoc;

- keyid — vaeHTUdUKATOP KAtoYa;

- vrf_name — ums BUPTyanbHOM 061aCTM MapLLpyTU3aLNN.

YpaneHue cepsepa us cnucka NTP-cepsepos.

sntp source-interface

{ gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
loopback loopback_id | tunnel
tn_port | vlan

vlan_id | oob} [ vrf vrf_name]

no sntp source-interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
loopback_id: (1..64)
tn_port: (1..16);
group: (1..128);
vlan_id: (1..4094)
vrf_name: (1..32)
CMMBOJI0B/BbIK/IIOHYEHO

OnpegenseT IP-untepdelic uctoyHrKa ana naketos NTP IPv4.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

sntp source-interface-ipvé

{ gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group
| loopback loopback_id |
tunnel tn_port | vlan
vlan_id}

no sntp source-interface-
ipv6

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
loopback_id: (1..64)
tn_port: (1..16);
group: (1..128);
vlan_id: (1..4094)
/BbIK/IOYEHO

Onpegaenset IPv6-uHTepdeiic McTouHnKa ana naketos NTP IPv6.

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.

sntp source-port [udp_port]

no sntp source-port

udp_port: (1..65535)/
no yMO/lYaHuIo
ucnonb3yetcs
C/lyYaiHbIi nopT

YcraHasnausaeT SRC UDP-nopt gna naketos NTP.
Mpu ncnonbzosaHum UDP-nopTtoB U3 auanasoHa 1-1024
npeaBapuUTeNbHO HYXXHO y6eauTbecA, YTO AaHHbIM nopT
cBoboseH u He nconbsyerca gpyrumu cepsucamu. Mopt
50000 sBnsetca pedontHbim pAna (PyHKUMOHana peer
detection ipaddr.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

clock dhcp timezone

no clock dhcp timezone

-/3anpelleHo

PaspelwaeT nonyyeHme TakUxX AaHHbIX KaK 4acoBOM NOAC U fieTHee
BpemsaA ot DHCP-cepsepa.

3anpelyaeT NONyYeHMA TaKMX AAHHBIX KaK YacOBOW NOAC U NieTHee
spemsa ot DHCP-cepsepa.

153 Ethernet-kommymamopei ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES35105-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32




JHELTEX

ntp {server | peer}
{ipv4_address | ipv6_address
| hostname } [ version version ]
[ vrf vrf_name ]

no ntp {server | peer}
{ipv4_address | ipv6_address |
hostname } [ vrf vrf_name ]

version: (1..4)/4
hostname: (1..158)
CUMBO/IOB;
vrf_name: (1..32)
CUMBO/I0B

3apaet agpec NTP-cepBepa UM 04HOPAHIOBOrO y3na.

- ipv4_address — IPv4-aapec y3na cetu;

- ipv6_address — IPv6-aapec y3na cetu;

- hostname — pomeHHOE UMA y3na ceTu;

- version — onpegenaeT Bepcuio NPoToKoa ntp;

- vrf_name — ums BUpPTyanbHOM 061aCTM MapLIpyTU3aALNN.

Ypanset cepsep u3 cnmucka NTP-cepsepos.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

3anpoc KOMaHAHOM CTPOKK B pexume KOHPUrypauum nHtepdeiica MMeeT cieayowmn Bua,:

console (config-if)#

Tabanua 69 — CNMCOK KOMaHA ANA HACTPOMKM CUCTEMHOTO BPEMEHU B PEKMME KOHPUTYpaLumm nHTepdelica

KomaHda

3HayeHue/3HayeHue

1o ymon4yaHuro

Aelicmeue

sntp client enable

no sntp client enable

-/3anpelueHo

PaspewaeT paboTy SNTP-KAMEHTY, KOTOpbI NoAAEepPKUBAET METOA,
PacCblIKM MaKeToB, NO3BONAIOLWMI NOCbINATb AAHHbIE YCTPOMCTBY
6aunkanwemy 13 rpynnbl NosyyaTenen, a TakKe WNPOKoBeLLaTe /b-
Homy SNTP-KkAMeHTy Ha HacTpamBaemom uHTepdeice (Ethernet,
port-channel, VLAN).

YcTaHaBAMBaEeT 3HaYeHue no YMOYaHUIO.

[pumepbl 8bINMN0AHEHUS KOMAHO

OT06pa3nTb CUCTEMHOE BPEMS, AaTY M AaHHbIE N0 YaCoBOM 30He:

console# show clock detail

Time source is SNTP

Time zone:
Acronym is PST
Offset is UTC-8

Summertime:
Acronym is PDT
Recurring every year.

15:29:08 PDT (UTC-7) Jun 17 2009

Begins at first Sunday of April at 2:00.

CTaTyC npouecca CUMHXPOHU3aLUMN BpeEMEHN OT06pa)'KHETCFI C NOMOLWbHO AONO/IHUTE/IBHO CMMBO/1a

nepen sHa4eHnem BpemeHu.

[pumep:

‘ *15:29:08 PDT(UTC-7) Jun 17 2009

MCI'IOﬂb3YI-OTCﬂ cnegywouimne o0b03HayeHuA:

— TOYKa (.) 03HauaeT, YTo BpeMs AOCTOBEPHO, HO HET CMHXPOHMU3aLMK C cepBepom SNTP;
—  OTCYTCTBME CMMBOJIa O3HAYaET, YTO BPEMSA LOCTOBEPHO U CUHXPOHU3ALMA eCTb;
— 3Be3a04Ka (*) o3HauyaeT, UTo Bpems HeOCTOBEPHO.
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3agaTb AAaTy M BPeEMA Ha CUCTEMHbIX Yacax: 7 mapTa 2009 roga, 13:32
console# clock set 13:32:00 7 Mar 2009
OT1obpa3nTtb cTaTyc npoTokosaa SNTP:

console# show sntp status

Clock is synchronized, stratum 3, reference is 10.10.10.1, unicast

Unicast servers:

Server : 10.10.10.1
Source : Static
Stratum : 3
Status :up
Last Response : 10:37:38.0 UTC Jun 22 2016
Offset : 1040.1794181 mSec
Delay : 0 mSec

Anycast server:

Broadcast:

B npumepe Bblle CUCTEMHOE BPEMA CMHXPOHM3MpPOoBaHO OT cepeepa 10.10.10.1, nocnegHuit oTeeT
nony4veH B 10:37:38, HecoBnageHne CUCTEMHOIO BPEMEHMU C BpemMeHeM Ha cepepe coctasmno 1.04 c.

5.9 KoHdurypauma BpemeHHbIX MHTepBanos time-range

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM B pexknume rn1o6anbHoM KoHGUrypaumm:
console (config) #

Tabnuua 70 — KomaHabl pexnma rnobanbHo KoHOUrypaumm

Komanda 3Ha4yeHue/3Ha4yeHue Neiicmeue
no ymon4aHuro
time-range time_name Co3gaHue time-range v BXo4 B PEXMM KOHOUIypaumum BpeMeHHbIX
time_name: MHTEpBasoB.
(0..32) cumBona - time_name — umsa npoduna HacTpoek time-range.
no time-range time_name Y4anutb BpeMeHHOM HTepBa.
KomaHOwbi pexcuma KOHd)UZVDGL{UU BPEMEHHbLIX UHMepeasioe
console# configure
console (config) # time-range range name
console (config-time-range) #
Tabnunua 71 — KomaHapl pernma KoHbUrypaumMm BpemeHHOro MHTepBeana
Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro
absolute {end | start} hh:mm hh: (0..23); 3agaTb Havyano U (MAK) KoHel, BpeMeHHOro nHTepsana B ¢popmare:
date month year mm: (0..59); Yyac: MUHYTa AeHb MecsL, rof.
no absolute {end | start} date: (1..31); YanuTb BpeMeHHOM UHTepBan.
month: (jan..dec);
year: (2000..2097)
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periodic list hh:mm to hh:mm
{all | weekday}

no periodic list hh:mm to
hh:mm {all | weekday}

hh: (0..23);
mm: (0..59);
weekday: (mon...sun)

3afaTb BPeMEHHOM MHTEPBas B TeYEHWE OLHOTO U3 LIHEW Heaenun unm
Kak4Ooro AHA Hepenu.

YAanuTb BpeMeHHOM UHTepBa.

periodic weekday hh:mm to
weekday hh:mm

no periodic weekday hh:mm to
weekday hh:mm

hh: (0..23);
mm: (0..59);
weekday: (mon...sun)

3afaTb BpEMEHHOWN MHTEPBaA/ B TEYEHUE HELENN.

YAanuTb BpeMeHHOM UHTepBa.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicos Ethernet u Port-Channel

Bug, 3anpoca KOMaHAHOM CTPOKM B peXMme KOHUrypauumn nHTepdeincos:

console (config-if) #

Tabnnuya 72 — KomaHabl perxknma KoHourypaumm nHtepdeicos Ethernet n Port-Channel

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

operation time time_name

no operation time

time_name: (0..32)
cumBona

3apatb time-range, onpeaensAoWmii BpeMeHHOW UHTepBas, B KOTO-
pom uHTepdeic byaet HaxoauTca B coctosHum Up.
- time_name — uma npoduna HacTpoek time-range.

Y0anutb BpeMeHHOM MHTepBa.

5.10 KoHdurypauua untepdencos n VLAN

5.10.1 NMapamempeol Ethernet-unmepdpelicos, Port-Channel u Loopback-unmepdpelicoe

KomaHObI pexcuma KoHgpu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos)

console# configure

console (config) # interface {gigabitethernet gi port | tengigabitethernet

te port |
hu port |
range {..}

twentyfivegigabitethernet twe port |
fourhundredgigabitethernet fo port | oob | port-channel group |
| loopback lIoopback id }

console (config-if)#

hundredgigabitethernet

[aHHbIN pekMm A0CTyneH U3 pexkMma KoHOUrypauum u npegHasHadeH Aaa 3a4aHua napameTpos

KoHdUrypaummn uHTepdeica (nopta KommyTaTopa WU

rpynnbl NOpPTOB, paboTaloWMx B peume

pasaeneHus Harpysku) ainbo guanasoHa MHTepdencos.

Bbibop MHTepdeica ocyLwecTBASETCA NPY NOMOLLM KOMAHZ U3 Tabanubl HUXKe.

Tabnnua 73 — KomaHabl Bbibopa MHTepdeica gas KOMMYTaTOpPOB

KomaHoa

HasHayeHue

interface gigabitethernet gi_port

[na HacTponikn 1G-uHTepdericos.

interface tengigabitethernet te_port

[na HacTponkn 10G-nHTepdelicos.

interface twentyfivegigabitethernet twe_port

[na HacTponikn 25G-nHTepdelicos.

interface hundredgigabitethernet hu_port

Ona HacTpolikm 100G-uHTepdelicos.

interface fourhundredgigabitethernet fo_port

Ona HacTpolikm 400G-uHTepdelicos.

interface port-channel group

[N HaCTPOWKM rpynn KaHaAoB.

interface oob

[na HacTpoiKKu nHTepderica ynpasneHns (MHtepdeic ynpasaeHus
NPUCYTCTBYET HE Ha BCEX KOMMYTaTOpax).

interface loopback loopback_id

[na HacTpoiKu BUPTYyanbHbIX MHTepdecoB.
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roe:

—  group —nopsAKoBbI HOMep rpynnbl, obliee KOAMYeCTBO cornacHo Tabauue 10 (cTpoKa «Arperaums
KaHanos (LAG)»);

— gi_port—nopaaKkosbiit Homep 1G-nHTepdeiica, 3agaerca 8 suae: 1..8/0/1..48;

— te_port — nopagKosbli Homep 10G-nHTepdeliica, 3agaetca B suae: 1..8/0/1..48;

— twe_port — nopAaaKoBbIit Homep 25G-uHTepdeiica, 3agaeTca B suge: 1..8/0/1..120;

—  hu_port — nopaakosblii Homep 100G-mHTepdeiica, 3apaeTca B suge: 1..8/0/1..32;

— fo_port — nopaakossbiit Homep 400G-uHTepdelica, 3agaetca B suae: 1..8/0/1..32;

— loopback_id — nopsaakoBbIt HOMep BUPTYyanbHOro MHTepdeiica, obLliee KoMYecTBO COrnacHo Tab-
nnue 10 (ctpoKka «Konnuectso BupTyanbHbix Loopback-uHtepdeiicos»).

3anucb nHtepdeiica

1..8/0/1..N

HOMEp YCTPOMCTBA B CTEKE HOoMep c/oTa HOomep uHTepodeica

KomaHapl, BBeAeHHble B pexkume KoHpurypaumm uHTepdelica, NPUMEHSIOTCA K BblbpaHHOMY
nHTepdelicy.

HuKe npmBeaeHbl KOMaHAb! A1 BXO4a B peXMM HacTponku gecatoro Ethernet-uHtepdeliica nep-
BOTO YCTPOWCTBA B CTEKE U BXOAA B PEXKMUM HACTPOWMKK rpynnbl KaHanos 1.

console# configure

console (config) # interface tengigabitethernet 1/0/10
console (config-if) #

console# configure

console (config) # interface hundredgigabitethernet 1,/0/10
console (config-if) #

console# configure

console (config)# interface port-channel I

console (config-if) #

Bbibop gManasoHa nHTepdencoB ocyLLecTBAAETCA NPU MOMOLLM KOMaHA,:

— interface range gigabitethernet portlist — pna HacTpolikm pauanasoHa gigabitethernet-
nHTepdelicos;

— interface range tengigabitethernet portlist — pna HacTpolikm gmanasoHa tengigabitethernet-
nHTepdelicos;

— interface range twentyfivegigabitethernet portlist — gns HacTpolikn gmnanasoHa twentyfivegiga-
bitethernet-untepdeliicos;

— interface range hundredgigabitethernet portlist — gna HacTpolikm gmanasoHa hundredgiga-
bitethernet-untepdeliicos;

— interface range fourhundredgigabitethernet portlist — pna HacTpoikn ananasoHa fourhundredgi-
gabitethernet-untepdeiicos;

— interface range port-channel grouplist — nna HacTpoMKK AmManasoHa rpynn NopToB.
KomMaHgbl, BBeieHHble B JaHHOM peXxunme, NPUMEHSAIOTCA K BbiIbpaHHOMY Anana3oHy nHTepdeiicos.

Hue npuBeaeHbl KOMaHAbI 415 BXOAA B PEXMUM HACTPOMKM ananasoHa Ethernet-uHtepdeiicos ¢ 1
no 10 scex rpynn NopToB.
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console# configure
console (config) # interface range gigabitethernet 1/0/1-10
console (config-if) #

console# configure
console (config) # interface range tengigabitethernet 1,/0/1-10
console (config-if) #

console# configure
console (config) # interface range twentyfivegigabitethernet 1/0/1-10
console (config-if)#

console# configure
console (config) # interface range hundredgigabitethernet 1/0/1-10
console (config-if)#

console# configure
console (config) # interface range fourhundredgigabitethernet 1/0/1-10
console (config-if)#

console# configure

console (config)# interface range port-channel 1-10
console (config-if) #

Tabnunua 74 — KomaHapl pexknma KoHourypaumm nHtepdeincos Ethernet n Port-Channel

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymMmon4aHuio
shutdown BbikntounTb  KoHdUrypupyembii  uHtepdelic (Ethernet, port-
-/BKAtOYEH channel)
no shutdown BKAtOUNTL KOHOUTYpUPYeMbIii MHTepdEeNiC.
description descr descr: (1..64) [ob6asuTb onucaHue nxHtepoetlica (Ethernet, port-channel).
no description cumsonos/er Ypanutb onucaHue nHtepdelica.
onuncaHua
speed mode mode: (10, 100, 1000, 3apaTb CKOPOCTb Nepeaaun aaHHbIx (Ethernet).
no speed 10000) YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
duplex mode 3afaTb pexum aynnekca uHTepdelica (NnosHoaynneKcHoe coeau-
mode: (full, half)/full HeHuWe, NnonyaynaekcHoe coeguHenune, Ethernet).
no duplex YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.
negotiation [capl BK/ilo4aeT aBTOCOr/1IacoBaHue 419 CKOPOCTU U AynaeKca Ha HacTpa-
[cap2...cap5]] nBaeMom uHTepoerice. MoXKHO yKasaTb onpeseneHHble COBMeCTU-
cap: (10f, 10h, 100f, MOCTU NapameTpa aBTOCOr1acoBaHMA, eCAM NapameTpbl He 3a4aHbl,

100h, 1000f, 10000f) TO NoAAepiKMBatoTCa Bce coBmecTumocTu (Ethernet, port-channel).

no negotiation BbIkNtouaeT aBToCOrnacoBaHWe [AnA CKOPOCTM M Aynaekca Ha
HacTpavBaemom uHTepbelice.

negotiation bypass Pexum ycTaHOBNeHWsa cBA3M B 06x0f4 npoueaypbl aBTocorna-
COBaHWA, eCcAu NapTHep Ha BCTPEYHOW CTOPOHE He OTBevaeT co
CTaHAapTHLIM TalimayToM npouecca asTocornacosaHusa (negoti-
ation timeout long).

— -/long
negotiation bypass forced PexXnm ycTaHOBNEeHMA cBA3WM B 06Xo4 npoueaypbl aBTocorna-

COBaHWA, €C/IM NapTHep Ha BCTPEYHOW CTOPOHE He OTBeYaeT C
MMUHVMMaNbHLIM TaliMayTOM MpoLecca aBTocornacosaHms (negoti-
ation timeout short).

flowcontrol mode 3apaTb pexuMm ynpasseHua notokom flowcontrol (BkaounTh, OT-
K/IOYWTb MK aBTOCOrnacoBaHue). AstocornacosaHue flowcontrol
mode: (on, off, paboTaeT TONbKO B C/y4yae, €CAU PEXMM aBTOCOrNACOBAHUA

auto)/off negotiation BKk/AlOYeH Ha HacTpauBaemom uHTepdeice (Ethernet,
port-channel).

no flowcontrol OTKNOYNUTD PEXUM YNPABAEHMA NOTOKOM.

back-pressure BKntoyaeT GyHKUMIO «OBPATHOro AaBieHMA» Ha HACTPanmBaeMoOM
nHtepoerice (Ethernet).

-/BbIKNIOYEH
no back-pressure BbiktouaeT GyHKUMIO «06paTHOro AaBNeHUA» Ha HacTpauBaemMoM

UHTepodeiice.
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load-average period

no load-average

period: (5..300)/15

YCTaHOBWTb Nepuoa, B TeYeHMe KOTOPOro cobupaeTcs CTaTUCTUKA O
Harpyske Ha uHTepodeiice.

YCTaHOBWUTb 3HAYeHUE NO YMO/IHaHUIO.

unidirectional send-only

no undirectional

-/BbIK/IIOYEHO

BK/ItOYaeT NOPT, OCHALLEHHbIN ABYHAaNpPaB/ieHHbIMU NUemonepe-
JaT4nKamMK, B PEXUM O4HOHANPaBAEHHOM Nepesayu.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHaHUIO.

hardware profile portmode
{1x100g | 4x25g}

-/1x100g

MNepekntounTb pexkum nHTepoeincos HG.
HacTpoiika npumeHsaeTca nocie coxpaHeHUA KoHuUrypa-
V LM U NepesarpysKu ycTpoiicrTea.
« NoppepxkuBaerca pabota ¢
100G-4x25g n 40G-4x10g.

breakout-kabenamm

feccl74

fec c/91

-/BbIKNIOYEH

BKNIOUUTL peXUM MpAMON Koppekuuu ownboKk cl74 Ha uHTep-
delice (ncnonbayetca Ha 25/40G-nHTepdeiicax).

BK/IOUMTL peMM NPAMOM KoppeKkuun owunboK cl91 Ha uHTep-
delice (ncnonbsyetca Ha nHTepdeicax 100G).

fec off

OTKNIOUUTD PEXKMM NPSMOI KOPPEKLMUN OLUMBOK.

speed mode

no speed

mode: (10, 100, 1000,
10000, 25000, 40000,
100000)

3a4aTb CKOPOCTb Nepeaaun gaHHbix (Ethernet).
[ocTynHocTb KOHPUTYPUPOBAHUA CKOPOCTHBIX PEKUMOB
33aBUCUT OT TMNa UHTepdelica ycTpoiicTBa.

YCTaHOBUTb 3HaYeHMe N0 YMOIYaHUIO.

Ha MES5400-24 B pexxume paciwiensieHua moryt paboratb 100G-uHtepdeitcbi HG3-HG6.
Ha uHTtepdeiicax HG1, HG2 aaHHbIM pexxum He noaaep)kusaerca. Ha MES5400-24 rev.B

noAaAep:KKa pacwenieHuns ectb Ha Bcex 100G-uHtepdeiicax.

KomaHObI pexcuma 2a0b6aab6Hol KOHuU2ypayuu

Ha MES5500-32 B pexxume paclienneHma AoctynHo makcumym 30 100G-uHTepdeiicos.

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUMe r106anbHON KOHPUrypaunm:

console (config) #

Tabnnua 75 — KomaHabl perkmma obLmx Hactpoek nHtepdeica Ethernet n Port-Channel

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

port jumbo-frame

Paspewaet kommyTaTopy paboTaTth € Kagpamu 60NbLLIOTO pa3mepa.
V 3HaueHue maximum transmission unit (MTU) no ymonua-
Huio 1500 6aiiT.

Hactpoiika BCTynuT B cMNy TONbKO Mocne nepesarpysku
-/3anpelueHo V .
ycTpoliicTBa.
3HaueHne maximum transmission unit (MTU) npu
V HacTpoiiKke port jumbo-frame 10240 6aiir.

no port jumbo-frame 3anpelaeT KommyTaTopy paboTaTh ¢ Kagpamu 601bLIOrO pazmepa.
errdisable recovery cause {all | BK/IOUMTL aBTOMATMYECKYHO aKTUBALMIO MHTepdeiica nocae ero oT-
loopack-detection | KNIOYEHUA B CNeAYIOLLMX CAyYanaX:
port-security | - loopback-detection — 06Hapy»keHWe netenb;
dotlx-src-address | acl-deny | - port-security — HapyweHune 6e3onacHocTM Ans port security;
stp-bpdu-guard | - dotlx-src-address — HenpoxoxaeHve ayTeHTMdMKaL MM, OCHOBAH-
stp-loopback-guard | udid | HoW Ha MAC-agpecax nosib3oBaTenei;
storm-control | link-flapping | - acl-deny — HecooTBeTcTBME cnmnckam goctyna (ACL);
evpn-core-tracking} -/3anpeLyeHo - stp-bpdu-guard — aktmBauma sawmuTbl BPDU Guard (nepeaaya He-

CaHKLMOHMPOBaHHOro naketa BPDU yepes nHTepdeiic);

- stp-loopback-guard — o6HapykeHune netenb npoTokosom STP;

- udld — akTnuBauus 3awmTsbl UDLD;

- storm-control — 3aWuTa OT KWTOPMA» A/1A PA3IMYHOIO TPpadUKa;
- link-flapping — dnannuHr nnHKa;

- evpn-core-tracking — mexaHM3M 3alMTbl OT M30AAUMM AAPa B
EVPN.
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no errdisable recovery cause
{all | loopack-detection |
port-security |
dotlx-src-address | acl-deny |
stp-bpdu-guard |
stp-loopback-guard | udid |
storm-control | link-flapping |
evpn-core-tracking}

YCTaHOBWTb 3HaYeHMe Mo YMOJIHAHUIO.

errdisable recovery interval
seconds

no errdisable recovery interval

seconds:
(30..86400)/300 cekyHa,

YCTaHOBUTb BPEMEHHOW MHTepBaa ANA aBTOMATUYECKOro NOBTOp-
HOTo BK/AtOYEHUA UHTepdeiica.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHaHUIO.

snmp trap link-status

no snmp trap link-status

-/BKAOYEHO

BkntoyaeT otnpaBky SNMP trap-coobLuieHnii 0 COCTOAHUU UHTEp-
bencHbIX IMHKOB.

OTKntoyaeT otTnpaBky SNMP trap-coobuieHnin.

default interface [range] {ip
ip_address | oob |
gigabitethernet gi_port |
TenGigabitEthernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | Port-Channel group |
Loopback loopback _id | Vlan
vlan_id}

ip_address: A.B.C.D;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
loopback_id: (1);
vlan_id: (1..4094)

Cbpoc HacTpoek uHTepdelica nam rpynnsl MHTEPGENCOB Ha 3HaYe-
HWA, YCTaHOB/IEHHbIE MO YMONYAHUIO.

KomaHOb1 pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKM B pexxkume EXEC:

console#

Tabnunua 76 — KomaHab! pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aeiicmeue

clear counters

C6poc CTaTUCTMKKN ANA BCeX UHTepdeiicos.

clear counters {oob |
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

C6poc cTaTUCTMKKN ANA HTepdeiica.

set interface active {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

AKTMBMPYET NOPT MAW TPYNNY MOPTOB, BbIKAOYEHHbIX KOMaHAO0M
shutdown.
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show interfaces configuration
{oob | gigabitethernet gi_port
| tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

MoKas3aTb KOHPUTYpaLMIO MHTEpPdENCoB.

show interfaces status

MokasaTb cocToAHUE Bcex MHTepdencos.

show interfaces status {oob |
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

MokasaTb cocTosHUe Ethernet-nopTa, rpynnbl NOPTOB.

show interfaces advertise

loKa3aTb NnapameTpbl aBTOCOrNacoBaHumA, 06bABNEHHbIE AnAa Bcex

nHTepdencos.

show interfaces advertise
{oob | gigabitethernet gi_port
| tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

loKa3aTb napameTpbl aBTOCOr/1acoOBaHMA,

Ethernet-nopta, rpynnbl NopToB.

06bABNEHHbIE ana

show interfaces description

MoKa3aTb onMcaHnA Bcex UHTepPGENCcoB.

show interfaces description
{oob | gigabitethernet gi_port
| tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

lNoKasaTb onucaHune Ethernet-nopTa, rpynnbl NOPTOB.

show interfaces counters

MoKasaTb CTaTUCTUKY N5 BCEX UHTEePdEliCcOoB.

show interfaces counters
{oob | gigabitethernet gi_port
| tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

Moka3aTb CTaTUCTUKY A4NA UHTepdeiica.

show interfaces utilization

MoKa3aTb CTaTUCTMKY MO Harpyske AN Bcex MHTepdeincos.

show interfaces utilization {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

MoKasaTb CTaTUCTUKY NO Harpyske s Ethernet-untepdeiica.
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show interfaces {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

MoKasaTb CBOAHYH MHOOPMALLMIO O COCTOAHWUM, HAaCTPOIKe U CTaTu-
CTMKe nopTa.

show ports jumbo-frame

MoKasaTb HacTpoliKy jumbo-frames B KommyTaTope.

show errdisable recovery

MoKa3aTb HAaCTPOMKM AN aBTOMATUYECKOM NMOBTOPHOM aKTUBaLUK
nopra.

show errdisable interfaces {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

MoKasaTb NPUYMHY OTKIIOHMEHUA MOPTa, rPynMbl NOPTOB U COCTOA-
HWe aBTOMATMYECKOM aKTUBaLUW.

show hardware profile
portmode

MoKasaTb pekum paboTbl POAUTENLCKOTO MHTEpdeica U Homepa
NopTOB, Ha KOTOPbIEe POAUTENbCKUIA MHTepdENC pacLLenaeH.

show interfaces fec {
gigabitethernet gi_port

| tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet

fo_port '}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

MoKasaTb peKMM v cTaTyc paboTbl NPAMOI KOPPEKLMM OLNBOK Ha
MHTepoeice.

[pumepbl 8bIM0AHEHUS KOMAHO

MNMoKa3aTb cocTosiHMe UHTepdelicos:

console# show interfaces status

Flow Link Back Mdix

Port Type Duplex Speed Neg ctrl State Pressure Mode
Port Mode
tel/0/3 10G-Fiber Full 1000 Disabled Off Up Disabled Off
Access
tel/0/4 10G-Fiber -- -- -= -- Down -= -=
Access
tel/0/5 10G-Fiber -- -- -= -- Down -= -=
Access
tel/0/6 10G-Fiber -- -- -= -- Down -= -=
Access
tel/0/7 10G-Fiber -- -- -= -- Down -= -=
Access
tel/0/8 10G-Fiber -- -- -= -- Down -= -=
Access
tel/0/9 10G-Fiber -- -- -= -- Down -= -=
Access
tel/0/10 10G-Fiber -- -- -= -- Down -= -=
Access
tel/0/11 10G-Fiber -- -- -= -- Down -= -=
Access
tel/0/12 10G-Fiber -- -- -- -—- Down -- -=
Access

Flow Link
Ch Type Duplex Speed Neg control State
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Pol - - - - -— Not Present
Po2 - - - - -- Not Present
Po3 - - - - -— Not Present
Po4d -= -= -= -= -= Not Present
Pob5 -= - - - -= Not Present
Po6 — - - -— -= Not Present
Po7 -= - - - -= Not Present
Po8 — - - -— -= Not Present
Po9 - - - - -— Not Present
Pol0 — - - -— -= Not Present
Poll - - - - -— Not Present
Pol2 — - - -— -= Not Present
Pol3 - - - - -— Not Present
Pol4 -= - - - -= Not Present
Pol5 — - - -— -= Not Present
Polb - - - - -— Not Present
Pol7 — - - -— -= Not Present
Pol8 - - - - -— Not Present
Po19 —— - - -— -= Not Present
Po20 - -- -- -- - Not Present
Po21 —— - - -— -= Not Present
Po22 - -- -- -- - Not Present
Po23 —— - - -— -= Not Present
Po24 - -- -- -- - Not Present
Po25 —— - - -— -= Not Present
Po26 - -- -- -- - Not Present
Po27 —— - - -— -= Not Present
Po28 - -- -- -- - Not Present
Po29 —— - - -— -= Not Present
Po30 - -- -- -- - Not Present
Po31 -= -= -= -= -= Not Present
Po32 - -- -- -- - Not Present
Link
Oob Type Duplex Speed Neg State
oob 1G-Copper - - -= Down

MokasaTb NapaMeTpbl aBTOCOr1aCOBaHMA:

console# show interfaces advertise

Port Type Neg Preferred Operational Link Advertisement
tel/0/3 10G-Fiber Disabled -- --
tel/0/4 10G-Fiber Disabled -- -
tel/0/5 10G-Fiber Disabled -- --
tel/0/6 10G-Fiber Disabled -- -
tel/0/7 10G-Fiber Disabled -- -=
tel/0/8 10G-Fiber Disabled -- --
tel/0/9 10G-Fiber Disabled -- --
tel/0/10 10G-Fiber Disabled - -
tel/0/11 10G-Fiber Disabled -= -
tel/0/12 10G-Fiber Disabled -= -=
Ch Type Neg Preferred Operational Link Advertisement
Pol Unknown Enabled Slave --
Po2 Unknown Enabled Slave -
Po3 Unknown Enabled Slave --
Po4d Unknown Enabled Slave --
Po5 Unknown Enabled Slave -
Po6 Unknown Enabled Slave --
Po7 Unknown Enabled Slave -
Po8 Unknown Enabled Slave --
Po9 Unknown Enabled Slave -
Pol0 Unknown Enabled Slave -=
Poll Unknown Enabled Slave -
Pol2 Unknown Enabled Slave -=
Pol3 Unknown Enabled Slave -=
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Pol4 Unknown Enabled Slave -
Pol5 Unknown Enabled Slave -=
Polo6 Unknown Enabled Slave -
Pol7 Unknown Enabled Slave -=
Pol8 Unknown Enabled Slave -
Pol9 Unknown Enabled Slave -=
Po20 Unknown Enabled Slave -
Po21 Unknown Enabled Slave -=
Po22 Unknown Enabled Slave -
Po23 Unknown Enabled Slave -=
Po24 Unknown Enabled Slave -
Po25 Unknown Enabled Slave -=
Po26 Unknown Enabled Slave -
Po27 Unknown Enabled Slave -
Po28 Unknown Enabled Slave -=
Po29 Unknown Enabled Slave -
Po30 Unknown Enabled Slave -=
Po31 Unknown Enabled Slave -
Po32 Unknown Enabled Slave -
Oob Type Neg Operational Link Advertisement
oob 1G- Enabled -

MoKa3aTb CTaTUCTUKY NO UHTepdelicam:

console# show interfaces counters

Port InUcastPkts InMcastPkts InBcastPkts InOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 2 0 2176
tel/0/7 0 1 0 4160
tel/0/8 0 0 0 0

Port OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/3 0 0 0 0
tel/0/4 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 545 83 62186
tel/0/7 0 1424 216 164048
tel/0/8 0 0 0 0
tel/0/9 0 0 0 0

OOB InUcastPkts InMcastPkts InBcastPkts InOctets

oob 0 13 0 1390

0O0B OutUcastPkts OutMcastPkts OutBcastPkts OutOctets

oob 3 616 0 39616

MoKa3aTb CTaTUCTUKY MO rpynne KaHanos 1:

console# show interfaces counters port-channel 1

Ch InUcastPkts InMcastPkts InBcastPkts InOctets
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Ch OutUcastPkts OutMcastPkts OutBcastPkts OutOctets

Alignment Errors: 0

FCS Errors: 0

Single Collision Frames: O
Multiple Collision Frames: O
SQE Test Errors: O

Deferred Transmissions: 0
Late Collisions: 0
Excessive Collisions: 0
Carrier Sense Errors: 0
Oversize Packets: 0
Internal MAC Rx Errors: O
Symbol Errors: 0

Received Pause Frames: 0
Transmitted Pause Frames: 0

MokasaTb HacTpoiKy jumbo-frames B KommyTaTope:

console# show ports jumbo-frame

Jumbo frames are disabled
Jumbo frames will be disabled after reset

MokasaTb pexxnm paboTbl POAUTENBCKOrO MHTepdEca U HOMepa NOPTOB, HA KOTOPbIE POAUTENBCKUI UH-
Tepdelic pacwenneH:

console# show hardware profile portmode

Interface Port Mode after reset Port Mode Expanded interfaces
hul/0/1 4x25G 4x25G twel/0/1-4
hul/0/2 4x25G 4x25G twel/0/5-8
hul/0/3 1x100G 1x100G twel/0/9-12
hul/0/4 1x100G 1x100G twel/0/13-16
hul/0/5 1x100G 1x100G twel/0/17-20
hul/0/6 1x100G 1x100G twel/0/21-24
hu2/0/1 4x25G 1x100G twe2/0/1-4
hu2/0/2 1x100G 1x100G twe2/0/5-8
hu2/0/3 1x100G 1x100G twe2/0/9-12
hu2/0/4 1x100G 1x100G twe2/0/13-16
hu2/0/5 1x100G 1x100G twe2/0/17-20
hu2/0/6 1x100G 1x100G twe2/0/21-24
hu3/0/1 1x100G 1x100G twe3/0/1-4
hu3/0/2 1x100G 1x100G twe3/0/5-8
hu3/0/3 1x100G 1x100G twe3/0/9-12
hu3/0/4 1x100G 1x100G twe3/0/13-16
hu3/0/5 1x100G 1x100G twe3/0/17-20
hu3/0/6 1x100G 1x100G twe3/0/21-24
hu4/0/1 1x100G 1x100G twed/0/1-4
hu4/0/2 1x100G 1x100G twed/0/5-8
hu4/0/3 1x100G 1x100G twed/0/9-12
hud4/0/4 1x100G 1x100G twed/0/13-16
hu4/0/5 1x100G 1x100G twed/0/17-20
hu4/0/6 1x100G 1x100G twed/0/21-24
hu5/0/1 1x100G 1x100G twe5/0/1-4
hu5/0/2 1x100G 1x100G twe5/0/5-8
hu5/0/3 1x100G 1x100G twe5/0/9-12
hu5/0/4 1x100G 1x100G twe5/0/13-16
hu5/0/5 1x100G 1x100G twe5/0/17-20
hu5/0/6 1x100G 1x100G twe5/0/21-24
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hu6/0/1 1x100G 1x100G twe6/0/1-4
hué6/0/2 1x100G 1x100G twe6/0/5-8
hué6/0/3 1x100G 1x100G twe6/0/9-12
hu6/0/4 1x100G 1x100G twe6/0/13-16
hu6/0/5 1x100G 1x100G twe6/0/17-20
hu6/0/6 1x100G 1x100G twe6/0/21-24
hu7/0/1 1x100G 1x100G twe7/0/1-4
hu7/0/2 1x100G 1x100G twe7/0/5-8
hu7/0/3 1x100G 1x100G twe7/0/9-12
hu7/0/4 1x100G 1x100G twe7/0/13-16
hu7/0/5 1x100G 1x100G twe7/0/17-20
hu7/0/6 1x100G 1x100G twe7/0/21-24
hu8/0/1 1x100G 1x100G twe8/0/1-4
hu8/0/2 1x100G 1x100G twe8/0/5-8
hu8/0/3 1x100G 1x100G twe8/0/9-12
hug8/0/4 1x100G 1x100G twe8/0/13-16
hu8/0/5 1x100G 1x100G twe8/0/17-20
hu8/0/6 1x100G 1x100G twe8/0/21-24
Tabnuua 77 — OnNucaHMe cHeTYMUKOB

Cuemyuk OnucaHue
InOctets Konnuectso NpuHATLIX 6alToB.

InUcastPkts Konnyectso NPMHATLIX 04HOAAPECHbIX NAKETOB.

InMcastPkts KonnyectBo NPUHATLIX MHOFOaApeCHbIX MaKeToB.

InBcastPkts Konnyectso NPMHATBIX LUMPOKOBELLATENbHbIX NAKETOB.

OutOctets Konnuectso nepesaHHbix 6anTos.

OutUcastPkts Konunyectso nepefaHHbIX O4HOAAPECHbIX MAKETOB.

OutMcastPkts Konunyectso nepegaHHbIX MHOroagpecHbIX MaKeToB.

OutBcastPkts Konnyectso nepefaHHbIX LWMPOKOBeLLLaTe/IbHbIX MaKeToB.

Alignment Errors

Konnyectso NpMHATLIX KaAPOB C HAPYLUEHHOM LLeNOCTHOCTLIO (C KoAMYecTBoM HalT He
COOTBETCTBYIOLMM AJIMHE) U He NPOoLIeALWNX MPOBEPKY KOHTPObHOM cymmbl (FCS).

FCS Errors

Ko/IMuecTBO NPUHATLIX KagpOB C KOAUYECTBOM 6aiT, COOTBETCTBYIOLLMM AJIMHE, HO He
npoleaLmx NpoBepKy KOHTPOAbHOM cymmbl (FCS).

Single Collision Frames

Konnyectso KaZpoBs, BOBNEYEHHbIX B €AMHUYHYIO KOIM3MIO, HO BNOC/eACTBMMN nepe-
AaHHbIX yCneLwHOo.

Multiple Collision Frames

Konnyectso kKaapoBs, BOB/eYeHHbIX 6onee yem B OAHY KONNN3KIO, HO BMOCNEACTBUM Ne-
pefaHHbIX ycneLwHo.

Deferred Transmissions

Konnyectso Kaapos, 4158 KOTOPbIX NepBan NomnbiTKa nepeaayn oTN0XKeHa U3-3a 3aHATO-
CTU Cpeabl nepesaun.

Late Collisions

Konunyectso cnyyaes, Korga Konamsuns 3adMKCMpPOBaHA NOC/e TOTo, KaK B KaHa CBA3M
y*Ke 6bin1 nepegaHbl nepsble 64 6aiT (slotTime) nakeTa.

Excessive Collisions

Konnuectso Kagpos, KOTopble He 6blan nepenaHbl N3-3a M36bITOYHOrO KONMYECTBA KO-
NN3UN.

Carrier Sense Errors

Konunyectso cnyyaes, Korga cocTosiHME KOHTPOAA Hecyluen 6bi10 NoTepaHo, IMbo He
YTBEP}KAEHO MPKU NONbITKE Nepegaumn Kagpa.

Oversize Packets

Konnyectso NpMHATLIX NAaKETOB, Ppa3mep KOTOPbIX MPeBbILaeT MaKCUMasbHbI paspe-
LEHHbIN pasmep Kagpa.

Internal MAC Rx Errors

Konnuectso KagpoBs, KOTOPble HE BblN NPUHATLI YCNELWHO M3-3a BHYTPEHHEN OWNBKK
npuema Ha yposHe MAC.
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Symbol Errors

[na vuTtepodeiica, pabotatoulero B pexkume 100 M6/c — KonuuecTso cyyaes, Koraa
MMENCA HeZOMYCTUMbIA CUMBOJ AAHHBIX, B TO BPpEMSA KaK NpaBuibHasa HecyLas bbina
npeacTas/eHa.

[na vHuTepodelica, paboTatollero 8 noayaynaekcHom pexkume 1000 M6/c — KonnyecTso
C/ly4aeB, KOraa cpeacTBa NPMEMA 3aHATbI B TEUEHWE BPEMEHM, PaBHOMY UK Bonbluemy
yem pasmep cnorta (slotTime), n B Te4EHME KOTOPOro MMENOCh XOTs Hbl 04HO CObbITUE,
KoTopoe 3acTasnseT PHY BblgaBaTth oWwWM6BKy npvema gaHHbIX (Data reception error) nau
owmnbKy Hecyulen (Carrier extend error) Ha GMII.

[nsa nHtepdeitca, paboTatowero B noJIHOM aynaekcHom pexkume 1000 M6/c — konumde-
CTBO CNy4YaeB, KOrAa CPeACcTBA NpMeMa 3aHATbI B TEHEHWE BPEMEHU, PaBHOMY WK 60/1b-
Lemy YeM MUHUMAbHBIN pasmep Kagpa (minFrameSize), n B TeyeHMe KoToporo nme-
Nocb X0TA 6bl 04HO CObbITUE, KOTOpOoe 3acTaBnAeT PHY BbigaBaTh OWMBKY Npuema AaH-
Hbix (Data reception error) Ha GMII.

Received Pause Frames

Konunuectso npuHATbIX ynpasaatowmx MAC-kagpos ¢ Kogom onepauunm PAUSE.

Transmitted Pause
Frames

Konnuyectso nepegaHHbix ynpasaaowmx MAC-kagpos ¢ Kogom onepaumn PAUSE.

5.10.2 Hacmpolika VLAN u pexcumoe Kommymayuu uHmepgeiicoe

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexknume r1ob6asibHON KoHdUrypaumm:

console (config) #

Tabnnua 78 — KomaHabl pexkuma rnobanbHol KoHdUrypauum

KomaHda

3HayeHue/3HayeHue

Aelicmeue
10 YyMOAYAHUIO

vlan database

- MepeliTn B pexxmm KoHourypaumm VLAN.

vlan prohibit-internal-usage

{add VLANIist | remove VLAN-

list | except VLANIist | none}

- add — o6aBuTb yKasaHHble VLAN ID B nepeyeHb 3anpeLeHHbIX
ONA BHYTPEHHEr0 UCMO/Ib30BaHUA;

- remove — yaannTb yKasaHHble VLAN ID 13 nepeyHs 3anpeLueH-
HbIX A5 BHYTPEHHEro UCNoNb30BaHuA;

- except — fo6aBuTb B NepeyeHb 3aMpeLLeHHbIX ONA BHYTPEH-
Hero ucnonb3osaHua sce VLAN ID, 3a ncKntovYeHnem yKaszaHHbIX
B KauecTBe NapameTpa;

- none — ounctuTb nepeyeHb VLAN ID, 3anpeLueHHbIX AN BHYT-
PEHHEro UCcnonb30BaHUA.

VLANlist: (2..4094)

vlan mode {basic | tr101}

BKHOYMTL BO3MOXKHOCTb f,06aB/IeHMA Ha GU3UUECKOM UHTEP-
delice B pexkmme customer cpasy Asyx naeHTMdMKaTopos
VLAN.

-/basic

vlan tr101 map inner-vlan
c_vian_id interface {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel
group}

CHATb Ha ¢u3mMyeckom MHTepdeiice cpasy 2 uaeHTUdMKaTopa
VLAN (B pexkume customer), 6a3mpytonch Kak Ha s_vlan_id, Tak u
Ha c_vlan_id. Mpwu 3Tom gelicTeune BbINOSHAETCA TONbKO ANA Tpa-

c_vlan_id: (1..4094); duKa, nayuiero c HTepoeiica, ykasaHHOro B AaHHOW HaCTPOMKe.

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..123)

- c_vlan_id — naeHTMdmKauMOHHbIN Homep BHYTpeHHel VLAN.
- interface — cnncok uHTepdelicos, K Bxoaalemy Tpadpuky Ko-
TOPbIX BO3MOXHO MPUMMeHeHWe AaHHOro npaswna. [duanasoH
HOMEPOB MHTEPENCOB MOXKHO 334aTb MepedncieHnem Yepes
3anATYI0 WK YKa3aTb HayabHOE M KOHEYHOe 3HauyeHUs guana-
30Ha yepes geduc.

DOna  paboTbl AaHHOM  KOMaHAbI

HacTpoiika pexuma «vlan mode tr101».

V NoapepxaHo ana cepmit MES2300-xx/MES3300-xx.

Heobxoauma
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no vlan tr101 map inner-vlan
c_vian_id interface

{ gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | fourhundredgiga-
bitethernet fo_port | port-
channel group}

Yoanute npasuno.

KomaHOb! pexcuma KoHguaypayuu VLAN

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxknume KoHdurypaumm VLAN:

console# configure

console (config)# wvlan database
console (config-vlan) #

JaHHbINA peXknm AOCTyneH M3 pexknma ri1obasbHOM KOHPUIrypaumu 1 npegHasHavyeH aas 3agaHua
napameTpoB KoHdurypaumm VLAN.

Tabnunua 79 — KomaHabl perknma KoHourypaumm VLAN

KomaHda

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

vlan VLANIist [name
VLAN_name]

no vlan VLANIist

VLANIist: (2..4094)
VLAN_name: (1..32)
cumBosia

[o6asutb VLAN nan Heckosibko VLAN.

Ypanutbe VLAN nnaun Heckonoko VLAN.

map protocol protocol [encaps]
protocols-group group

no map protocol protocol
[encaps]

protocol: (ip, ipx, ipv6,
arp, (0600-ffff (hex)}*);
encaps: (ethernet,
rfc1042, licOther);
ethernet group:
(1..2147483647);

MpuBaAzaTb NPOTOKOAN K rpynne npoTOKO/10B, aCCOUUMPOBAHHbIX
BMmecCTe.

Ypanutb NpuBA3Ky.
*- Homep npoToKona (16 6umT).

map mac mac_address {host |
mask} macs-group group

Mpueasatb MAC-agpec unm gmanasoH MAC-agpecoB no macke K
rpynne MAC-agpecos.

no map subnet ip_address
mask

group: (1..2147483647)

mask: (9..48)
no map mac mac_address Yaanutb npusAsKy.
{host | mask}
map subnet ip_address mask MpusaszaTtb IP-agpec unn ananasoH IP-agpecos no macke K rpynne
subnets-group grou, IP-appecos.
group group mask: (1..32); AP

Y4anuTtb NpuBA3KY.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) VLAN

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexxknume KoHpurypaumm nHtepdeiica VLAN:

console# configure

console (config) # interface {vlan vlan id |range vlan VLANIlist}
console (config-if) #

[aHHbIN peXxnm OCTYNeH U3 pexkMma KOHOUrypaumm 1M npeaHasHavyeH A0 3a4aHua NapameTpos
KoHdurypaummn nutepoeiica VLAN nnbo agmanasoHa MHTepdencos.

Bbibop MHTepdeica ocyLwecTBAAETCA NPY NOMOLLM KOMaHAbI:

interface vlan vlian id
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Bbibop AnanasoHa MHTePPENCOB OCYLLECTBAAETCA NPU NOMOLLM KOMaHAbI:
interface range vlan VLANIist

Huxke npuseseHbl KOMaHAb! 415 BXOAA B PEXUM HacTpolku uHtepderica VLAN 1 1 BXo4a B peum
HacTpoiku rpynnbl VLAN 1, 3, 7.

console# configure

console (config) # interface vlan 1

console (config-if) #

console# configure

console (config)# interface range vlan 1,3,7
console (config-if) #

Tabnunua 80 — KomaHabl perknma KoHourypaumm nHtepdeinca VLAN

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

name name

Nno nhame

name: (1..32)
CMMBON0OB/MMA
COOTBETCTBYET HOMEpPY
VLAN

[No6asutb ums VLAN.

YCTaHOBUTb 3HAYEHUeE Mo YMOI4aHUIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-

¢elica 2pynnbl Mopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexunme KoHourypauum uHtepdelica Ethernet, untepdeliica

rpynnbl NOPTOB:

console (config-if) #

[aHHbIA pexnm JOCTyneH U3 pexkMma KoHOUrypaumm M npefHasHavyeH Ana 3afaHuA NapamMeTpos
KOHdUrypaumm uHTepdeiica (nopta KOMMyTaTtopa WAM Tpynnbl NOPTOB, paboTaloWwMUX B pexRMme
pasgeneHuns Harpysku) inbo ananasoHa UHTepdelicos.

MopT MoKeT paboTaTb B YETbIPEX PEXMMAX:

— access —nHTepdenc goctyna — HeTerMpPoBaHHbIN MHTepdelic ana ogHon VLAN;
—  trunk — nHTepdeinc, NPUHUMAIOLWNIN TONbKO TETMPOBAHHbLIN TPadUK, 33 UCKAOYEHUEM o4-
Horo VLAN, KOTOpbI MOKeT bbITb f06aBAEH C NOMOLLbIO KOMaHAbl switchport trunk native

vlan;

— general — nHTepdodeiic c nonHon nogaepkkon 802.1q, NPUHMMAET KaK TErMpPOBaHHbIN, TaK U
HeTerMpoBaHHbIN TpaduK;
— customer — Q-in-Q nHTepdeic.

Tabnnua 81 — KomaHabl perknma KoHourypaumm nHtepdeica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

switchport mode mode

no switchport mode

mode: (access, trunk,
general,
customer)/access

3apath pexkum paboTbl nopta 8 VLAN.
- mode — pexxum paboTbl nopta B VLAN.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

switchport access vlan vian_id

no switchport access vian

vlan_id: (1..4094)/1

Oob6asutb VLAN ansa nHtepdeica goctyna.
- vlan_id —vaeHTMdUKaumoHHbI Homep VLAN.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

switchport access accepta-
ble-frame-type {untagged-
only | all}

-/NpUHUMaTBL BCE TUMbI
Kagpos

MpUHMMaTbL Ha UHTepdelice TONbKO Kagpbl onpeaeneHHoro Tuna:
- untagged-only — To/1bKO HeTerMpoBaHHble;
- all — Bce Kagpsl.
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no switchport access ac-
ceptable-frame-type

MpUHMMaTb Ha UHTepdelice Bce TUMbI KagpoB.

switchport trunk allowed vlan
vlan_list

no switchport trunk allowed
vian

vlan_list: (2..4094)

Ykazatb cnvcok VLAN ansa uHtepodeiica.
- vlan_list — cnncok VLAN ID. Anana3oH Homepos VLAN mMOXHO 3a-
AaTb NepeyncieHnem Yyepes 3anAaTyto AN YKa3aTb Ha4yanbHOE U KO-
HeyHoe 3Ha4YeHus guanasoHa yepes geduc "-".

V‘ Tekywuii cnucok VLAN Ha uHTepdeiice 6yaeT 3ameHEH Ha

YKa3aHHbIW B KOMaHAE.
Ypanutb cnucok VLAN gns uHtepdelica.

switchport trunk allowed vlan
add vian_list

switchport trunk allowed vlan
remove vian_list

vlan_list: (2..4094, all)

Oo6asutb cnncok VLAN ansa nHtepdeica K Tekywmm VLAN.

- vlan_list — cnucok VLAN ID. inanasoH Homepos VLAN MOXKHO 3a-
0aTb NepeyncieHrem Yyepes 3anaTyto UAKN yKasaTb HavaibHOE U KO-
HeYHoe 3HayeHus AManasoHa yepes gepuc "-".

Ynanutb cnucok VLAN gns untepdeliica.

switchport trunk native vlan
vlan_id

no switchport trunk native
vian

vlan_id: (1..4094)/1

LOobasnaet Homep VLAN B Kauecte Default VLAN ansa gaHHOro nH-
Tepdelica. Becb HeTermpoBaHHbIi TpadumK, NOCTynatoWmMin Ha AaH-
HbIW NOPT, onpeaensetca B AaHHyo VLAN.

- vlan_id — vaeHTUdUKaumMoHHbI Homep VLAN.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.

switchport trunk allowed vlan
all

no switchport trunk allowed
vian all

-/BbIK/IIOYEHO

ABTOoMaTnyecku gobasnset Bce goctynHble VLAN gns gaHHOro WH-
Tepdelica.

OTKAoYaeT aBTomaTuyeckoe gobasneHme VLAN.

switchport general allowed
vlan add vian_list [tagged |
untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094, all)

LOo6asutb cnuncok VLAN ana nHtepoeiica.

- tagged — nopt 6yaeT nepepaBaTb TerMpoBaHHbIE NaKeTbl ANA
VLAN;

- untagged — nopT byaeT nepenasaTb HETEMMPOBaHHbIE MAKETbI AN1A
VLAN.

-vlan_list —cnucok VLAN ID. iana3oH VLAN moKHO 3aaatb nepe-
yncneHnem 4yepes 3anATYHO UKW yKa3aTb Haya/NbHOE U KOHeYHoe
3HaYeHuAa ananasoHa yepes geduc "-".

Ypanutb cnucok VLAN gns nntepdeliica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 -
ecnu yctaHosneH VLAN
no YMOYaHUIO

[o6aBuTb uaeHTMdmKatop VLAN nopta (PVID) gna 0CHOBHOrO MH-
Tepdelica.
- vlan_id — wpeHTndnKaumnoHHbIi Homep VLAN nopra.

YCTaHOBUTb 3HAYEHME N0 YMOHYAHWUIO.

switchport general
ingress-filtering disable

no switchport general
ingress-filtering disable

-/dunbTpaumn
BK/IIOYEHA

BbIKNOUNTL AN OCHOBHOIO MHTepdeica GuabTpaumio BXOAALLMX
NaKkeToB Ha OCHOBE NPUCBOEHHOTO MM 3HayeHuA VLAN ID.

BKOUNTb 417 OCHOBHOTO MHTepdeiica uabTpaLmio BXOAALLMX Na-
KeTOB Ha OCHOBE NPUCBOEHHOro UM 3HavyeHma VLAN ID.

Ecnu dunbTpauma BratoyeHa, U nakeT He BxoauT B rpynny VLAN c
NPUCBOEHHbIM NakeTy 3HayeHuem VLAN ID, To nakeT oTtbpacbiBa-
eTcA.

switchport general
acceptable-frame-type
{tagged-only | untagged-only |
all}

no switchport general
acceptable-frame-type

-/NpPUHUMaTb BCE TUMbI
Kagpos

MpUHMMaTL Ha UHTepdelice TONbKO Kagpbl onpeaeneHHoro Tuna:
- tagged-only — To/IbKO TErMpoOBaHHbIE;

- untagged-only — TObKO He TerMpoBaHHbIe;

- all — Bce kaapebl.

MpUHMMaTb Ha UHTepdelice Bce TUMbI KagpoB.

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1.. 2147483647)

YcTaHOBUTL NpaBuio Knaccudurkaumm VLAN ansa nHtepodeiica, oc-
HOBaHHOE Ha NPMUBA3KE K MPOTOKOAY.

- group — uaeHTUGUKaLMOHHbBIM HOMep rpynnbl;

- vlan_id — npeHTndMKaunoHHbI Homep VLAN.

YaanuTtb NpaBmao KnaccuduKkaumm.

switchport general map
macs-group group vlan vian_id

vlan_id: (1..4094)
group: (1..2147483647)

YcTaHOBUTbL NpaBuio Knaccuduraumm VLAN gns uHtepdelica, oc-
HOBaHHOe Ha npmeAaske K MAC-aapecy.

- group — aeHTUPUKALMOHHBIN HOMep rpynnbl;

- vlan_id — npeHTndMKaunoHHbI Homep VLAN.

170 Ethernet-kommymamopei ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32




D ELTEX

no switchport general map
macs-group group

Yoanutb NpaBuao Knaccudurkauuu.

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1.. 2147483647)

YcTaHOBUTbL NpaBuio kKnaccuduraumm VLAN gns untepdelica, oc-
HOBaHHOE Ha NPUBA3KE K MPOTOKOY.

- group — naeHTUGUKaLMOHHbIIN HOMep rpynnbl;

- vlan_id — vaeHTUdUKaLMOHHBbI Homep VLAN.

YoanuTb NpaBuao Knaccudurkauum.

switchport general map
subnets-group group vlan
vlan_id

no switchport general map
subnets-group group

vlan_id: (1..4094)
group: (1.. 2147483647)

YcTaHOBUTbL NpaBuao Knaccuduraumm VLAN gns untepdelica, oc-
HOBaHHOe Ha NpusA3Ke K IP-agpecy.

Yaanute npasunno Knaccudurkaumm.

switchport customer vian
vlan_id

switchport customer vilan
vlan_id inner-vlan vian_id

no switchport customer vian

vlan_id: (1..4094)/1

Oo6asutb VLAN ana nonb3oBaTeIbCKoro MHTepdeica.
-vlan_id — npeHTMdUKaLMOoHHbIN Homep VLAN.

[06aBuTb K BXOAALLMM HETEMMPOBAHHbLIM MNAaKeTam Ha KJAUEHTCKOM
nopty BHyTpeHHui 802.1g 3aronoBok — C-VLAN (inner-vlan) wn
BHelwHu 802.1q 3aro/sI0BOK, coaeprKawimii pvid foNONHUTENbHON
VLAN (S-VLAN).
’ Ans paboTbl 3TOI KOMaHAbl HEO6XOAMMO BKAOYUTD F10-
H 6anbHO pexxum «vlan mode tr101».

®

B pexume «vlan mode tr101» KoppeKTHas obpaboTKka
BO3MOXHa TOJIbKO ANA BXOAALLEro HeTerMpoBaHHOro
WU eAUHOXKADI TerMpoBaHHOro TpaduKa. Npu nocrynne-
HUM Kagpa c asymsa u 6onee VLAN-teramu VLAN-Ter po-
6aBnserca K o06oum TMnam Teros — S-VLAN u C-VLAN.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

switchport customer
multicast-tv vlan add vian_list

switchport customer
multicast-tv vlan remove
vlan_list

vlan_list: (2..4094, all)

PaspelwaeT NpUHMMATb MHOrOaZpecHbli TPadUK M3 yKa3aHHbIX
VLAN (He aBaatowmxca VLAN nonb3oBaTesnibCKoro nHtepdeiica) Ha
HacTpanBaeMom UHTepdelice, COBMECTHO C NOAb30BaATENAMW APY-
r'MX MONb30BaTE/NIbCKMX MOPTOB, NMPUHUMAIOLWMX MHOTO3aLPECHbIN
Tpaduk 13 AaHHbIX VLAN.

- vlan_list — cnucok VLAN ID. Inana3soH VLAN mM0KHO 3aAaTb nepe-
yncneHnem 4yepes 3anATYHO UKW yKa3aTb Havya/bHOE U KOHeYyHoe
3HaYeHuA ananasoHa yepes geduc "-".

3anpeTuTb NPUHUMaTb MHOFOaApecHbl TpaduK Ha HacTpavBae-
MoM uHTepdeiice.

switchport protected-port [
isolate-group group_id |
community group_id]

no switchport protected-port

group_id: (1..8)/
BbIK/OYEHO

MepeBecTy NOPT B PEXKMM U30NALUN, OOBEANHASA UX B Fpynny.
- isolate-group — pobasneHne B rpynny U30MPOBAHHBIX MEXAY
coboli nopTos.;
- community — nob6asneHue B rpynny cBA3aHHbIX mexXay coboit
NOpPTOB, HO M30/IMPOBAHHbIX OT APYIUX, C BKAOUYEHHbIM PEXKMMOM
N30M1ALMN.

’ isolate-group 1 community He moryT umeTb OAUH U TOT

. e group_id.

V MpoxoxkaeHne TpaduKa Mmexay NopTamm B pasHbIX pe-
}KMMaX M30/1ALMM YKa3aHO B MATPULLE MPOXOXKAEHUA Tpa-
duKa (cm. MpunoxkeHune E. MaTtpuua npoxoxKaeHus Tpa-
¢urKa mexay nopTamu C BKIIOYEHHOMW nsonaumnen).

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

switchport forbidden default-
vlan

no switchport forbidden
default-vlan

Mo ymon4yaHuio
yneHcTso B AedoNTHOM
VLAN pa3pelieHo

3anpetutb gobasneHune gedontHoi VLAN nopty.

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHWUIO.

switchport default-vlan tagged

no switchport default-vlan
tagged

YCTaHOBUTb NOPT KakK Ternpyowmii B gepontHon VLAN.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.
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switchport dotlq ethertype
egress stag ethertype

no switchport dotlq ethertype
egress stag

ethertype: (1..ffff)
(hex)/8100

3amenuTb TPID (Tag Protocol ID) B 802.1g VLAN-Terax nakeTos,
UCXO4AWMX C AaHHOIo nHTepdelica.
[onyctumbie 3HaueHua EtherType cm. MpunoxkeHue B.
. NoapepxuBaembie 3HaueHus Ethertype.

3ameHuTb ethertype ncxogauwero ¢ MHTepdenca nakeTa Ha 3Ha-
YyeHue No YMONYaAHWUIO.

switchport dotlq ethertype
ingress stag add ethertype

switchport dotlq ethertype
ingress stag remove ethertype

ethertype: (1..ffff)
(hex)

[ob6asutb TPID B Tabanuy KnaccudumraTopos VLAN.
[onyctumbie 3HaueHusa EtherType cm. Mpunoxenue B.
H NoapepkuBaemble 3HaueHus Ethertype.

Yaanuts TPID 13 Tabauubl kKnaccupukatopos VLAN.

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOW CTPOKK pexxkunma Privileged EXEC:

console#

Tabnnuya 82 — KomaHabl perknma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show vlan

MNokasatb uHbopmauuio no scem VLAN.

show vlan tag vian_id

vlan_id: (1..4094)

Mokaszatb uHopmauuto no VLAN, nouck no ngeHtuduKkaTopy.

show vlan internal usage

MokasaTtb cnmncok VLAN gnAa BHYTPEHHEro Mcnoib3oBaHMA KOMMY-
TaTOPOM.

KomaHOwbl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 83 — KomaHab! perkmnma EXEC

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show vlan multicast-tv vlan
vlan_id

vlan_id: (1..4094)

Mokas3aTb NOPTbI-UCTOYHUKU U MPUEMHUKN MHOTOa[pEecHoOro Tpa-
¢uKa B aaHHol VLAN. MopTbl UCTOYHMKM MOTYT Kak nepesaBath,
TaK U NPUHUMATb MHOT0aAPeCHbIN TPaduK.

show vlan protocols-groups

Moka3aTb MHPOPMALLMIO O rpynmnax NPOTOKO/IOB.

show vlan macs-groups

MNokaszatb uHopmauuto o rpynnax MAC-agpecos.

show interfaces switchport
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

Moka3aTb KOHdUrypaL Mo NopTa, rPynnbl NOPTOB.
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protected-ports
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet

gi_port: (1..8/0/1..48); private-vlan-edge-coobuwecTse.

te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);

twe_port |

—~ . hu_port: (1..8/0/1..32);
hundredgigabitethernet - ’
hu_port | fo_port: (1..8/0/1..32);

fourhundredgigabitethernet group: (1..128)

fo_port | port-channel group |
detailed]

show interfaces MNokasaTb cocTosiHMe NopToB: B pexume Private VLAN Edge, B

[pumepbl 8b1M0AHEHUS KOMAHO

MNokasatb nHdopmaumio o Bcex VLAN:

console# show vlan

Created by: D-Default, S-Static, G-GVRP, R-Radius Assigned VLAN, V-Voice VLAN
Vlan Name Tagged Ports UnTagged Ports Created by

1 1 tel/0/1-12 D

Pol-16

2 2 S

3 3 S

4 4 S

5 5 S

6 6 S

8 8 S

Moka3aTb MOPTblI UCTOYHUKM U MPUEMHUKN MHOroagpecHoro Tpadumka B VLAN 4:

console# show vlan multicast-tv vlan 4

Source ports : tel/1
Receiver ports: te0/2,te0/4,te0/8

Moka3aTb MHGOPMaLMIO O rpyNnax NPOTOKOOB:

console# show vlan protocols-groups

Encapsulation Protocol Group Id
0x800 (IP) Ethernet

0x806 (ARP) Ethernet 1
0x86dd (IPvob) Ethernet 3

Moka3saTtb KoHduMrypauuio nopta TenGigabitEthernet 1/0/1:

console# show interfaces switchport TengigabitEthernet 1/0/1

Gathering information...

Name: tel/0/1
Switchport: enable
Administrative Mode: access
Operational Mode: not present
Access Mode VLAN: 1
Access Multicast TV VLAN: none
Trunking Native Mode VLAN: 1
Trunking VLANs: 1-3
4-4094 (Inactive)
General PVID: 1
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General VLANs: none

General Egress Tagged VLANs: none

General Forbidden VLANs: none

General Ingress Filtering: enabled

General Acceptable Frame Type: all

General GVRP status: disabled

Customer Mode VLAN: none

Customer Multicast TV VLANs: none

Private-vlan promiscuous-association primary VLAN: none
Private-vlan promiscuous-association Secondary VLANs: none
Private-vlan host-association primary VLAN: none
Private-vlan host-association Secondary VLAN: none

Classification rules:

Classification type Group ID VLAN ID

5.10.3 Hacmpolika Private VLAN

TexHonorus Private VLAN (PVLAN) nossonsieT npou3BoauTb pasrpaHuydeHue Tpaduka Ha BTOPOM
ypoBHe mogenn OS| mexay nopTamy KOMMYTaTopa, KOTopble HaxoA4ATCA B O4HOM LUMPOKOBELLaTeIbHOM
OOMeHe.

Ha KommyTaTopax MOKeT 6bITb CKOHPUrypuposaHo Tpu Tuna PVLAN nopTos:

— promiscuous — MOPT, KOTOPbIA CnocobeH 06MeHMBATBCA AaHHbIMKM Mexay AbbiMu
nHTepdelicamun, Bkatoyas isolated n community-noptbl PVLAN;

— isolated — nopT, KOTOPbLIA NONHOCTBLIO M30/IMPOBAH OT APYFMX MOPTOB BHYTPU OLHOFO M TOrO
e PVLAN, Ho He oT promiscuous-nopToB. PVLANbI 610KupytoT Becb TpadukK, naywuii B
CTOpOHY isolated-nopToB, Kpome TpaduKa CO CTOPOHbLI Promiscuous-nopToB; MaKeTbl CO
CTOpPOHbI isolated-nopToB MoOryT nepeaaBaTbcsA TO/IbKO B CTOPOHY Promiscuous-nopTos;

— community — rpynna noptoB, KOTOpble MOryT 0OMeHMBATbCA AAHHbIMU MeXay cobon u
promiscuous-nopTamu, 3T nHTepdencobl oTAeNeHbl Ha BTOPOM ypoBHe moaenu OSI oT Bcex
oCTanbHbIX community nHTepdelicos, a TakxKe isolated-noptos BHyTpM PVLAN.

Mpouecc BbINONHEHMA GYHKLMN AONONHUTENBHOIO Pa3aeieHnA NOPTOB C NOMOLLLIO TexHoorMKM Private
VLAN npegctasneH Ha pucyHke 119.

Promiscuous ports

=X
Trunk ports

VLAN 108 VLAN 180
Switch A Switch B
T

. Q0

VLAN 201 VLAN 202 VLAN 201 VLAN 202

Carries VLAN 100,
201, and 202 traffic

VLAN 100 = Primary VLAN

VLAN 201 = Secondary isolated VLAN
VLAN 202 = Sacondary community VLAN

PucyHok 119 — Mpumep paboTbl TexHonorum Private VLAN
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BunAa 3anpoca KOMaHAHOM CTPOKM B perMme KoHourypauum nHtepdeiica Ethernet, nHtepdelica Vlan,
nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabanua 84 — KomaHabl pexknma KoHourypaumm nHtepdeica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

switchport mode private-vian
{promiscuous | host}

no switchport mode

3apatb pexkum paboTbl nopta B VLAN.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHaHUIO.

switchport mode private-vian
trunk {promiscuous |
secondary}

no switchport mode
private-vlan trunk

3apaTb pexkum paboTbl nopta B VLAN Trunk.

YCTaHOBUTb 3HAYEHMe Mo YMOI4aHUIO.

switchport private-vlan
mapping [trunk] primary_vlan
[add | remove secondary_vian]

no switchport private-vlan
mapping

primary_vlan:
(1..4094);
secondary_vlan:
(1..4094)

[Oo6aBuTb (y4anuTb) OCHOBHYO W BTOpocTeneHHble VLAN Ha
promiscuous uHTepdec.
71 Ha oauH promiscuous uHTepdeiic Henb3na A06aBuTL

6onbLie ogHoit primary vian.

Yaanutb OCHOBHYIO M BTOpocTeneHHble VLAN.

switchport private-vlan
host-association primary_vian
secondary_vlan

no switchport private-vlan
host-association

primary_vlan: (1..4094)
secondary_vlan:
(1..4094)

Lo6aeutb primary n secondary vlan Ha host nutepdeiic.
« Ha oauH host uHtepdeiic Henb3a fo6aBUTb 60nbLUe

oAHoi secondary vian.
Ypaanutb OCHOBHYIO M BTOpocTeneHHble VLAN.

switchport private-vlan
association trunk primary_vian

primary_vlan:

[Nobasutb primary u secondary vlan Ha wuHTepdenc trunk-
secondary.

secondary_vilan (1..4094); V Ha oauH promiscuous uHtepdgeiic trunk-secondary
secondary_vlan: Henb3a ao6asutb 6onblue ogHOM secondary vian.
no switchport private-vlan (1..4094) YAanuTb 0CHOBHYIO 1 BTopocTeneHHble VLAN.
association trunk
switchport private-vlan [No6asutb Ha PVLAN Trunk-untepdeiic VLAN, He yyacTsyioliei B
trunk allowed vlan add PVLAN.
vlan
vlan: (1..4094)

switchport private-vlan
trunk allowed vlan remove
vlan

Ypanutb Ha PVLAN Trunk-uHtepderice VLAN, He yyacTsytowielt B
PVLAN.

switchport private-vlan
trunk native vlan vlan

no switchport private-vlan
trunk native vlan

vlan: (1..4094)/1

[Oo6asntb Homep VLAN, He yyactsytoweit B PVLAN, B Kayectse
Default VLAN ana PVLAN Trunk-uHtepdeiica.

YCTaHOBWTb 3HaYeHMe N0 YMOYaHWUIO.

Tabnnua 85 — KomaHabl pexknma KoHourypaumm nHtepdeinca VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

private-vlan {primary |
isolated | community}

no private-vlan

BKkAtounTb mexaHu3m Private VLAN 1 3aaaTb TMN nHTepdeiica.

OTKNIOUNTb MexaHn3m Private VLAN.

private-vlan association [add |
remove]

no private-vlan association

secondary_vlan
(1..4094)

[o6asuTb (yaanutb) npmeasky BTopocteneHHoin VLAN K OCHOBHOIA.
HacTpolika npumeHnma TonbKo ans primary VLAN.

Yaanutb npueAsky sBTopocteneHHol VLAN K OCHOBHOIA.

Y

MakcumanbHoe Konunyectso BTopocteneHHbix VLAN — 256.
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[pumep Hacmpoliku uHmepgelicos Kommymamopa Switch A (pucyHok 70 — [lpumep pabomebi
mexHonoauu Private VLAN)

e promiscuous-nopT — interface gigabitethernet 1/0/4
e isolated-nopt — gigabitethernet 1/0/1
e community-nopt — gigabitethernet 1/0/2, 1/0/3.

interface gigabitethernet 1/0/1

switchport mode private-vlan host

description Isolate

switchport forbidden default-vlan

switchport private-vlan host-association 100 201
exit

!

interface gigabitethernet 1/0/2

switchport mode private-vlan host

description Community-1

switchport forbidden default-vlan

switchport private-vlan host-association 100 202
exit

!

interface gigabitethernet 1/0/3

switchport mode private-vlan host

description Community-2

switchport forbidden default-vlan

switchport private-vlan host-association 100 202
exit

!

interface gigabitethernet 1/0/4

switchport mode private-vlan promiscuous
description to Router

switchport forbidden default-vlan

switchport private-vlan mapping 100 add 201-202
exit

!

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2

switchport forbidden default-vlan

exit

!

interface vlan 100

name primary

private-vlan primary

private-vlan association add 201-202

exit

!

interface vlan 201

name isolate

private-vlan isolated

exit

!

interface vlan 202

name community
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Mpumep Hacmpoliku uHmMmepgelicos npu pabome mexHon02uu

e trunk-isolated nopt — interface gigabitethernet 1/0/1;
e trunk-community nopt — gigabitethernet 1/0/2, 1/0/3;
e trunk-promiscous nopt — gigabitethernet 1/0/4.

interface gigabitethernet 1/0/1

switchport mode private-vlan trunk secondary
description Trunk-Isolated

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan association trunk 100 201
exit

!

interface gigabitethernet 1/0/2

switchport mode private-vlan trunk secondary
description Trunk-Community

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan association trunk 100 202
exit

!

interface gigabitethernet 1/0/3

switchport mode private-vlan trunk secondary
description Trunk-Community

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan trunk native vlan 302
switchport private-vlan association trunk 100 202
exit

!

interface gigabitethernet 1/0/4

switchport mode private-vlan trunk promiscuous
description Trunk-Promiscuous

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan mapping trunk 100 add 201-202
exit

!

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2

switchport forbidden default-vlan

exit

!

interface vlan 100

name primary

private-vlan primary

private-vlan association add 201-202

exit

!

interface vlan 201

name isolate

private-vlan isolated

exit

!

interface vlan 202

name community

private-vlan community
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5.10.4 Hacmpoiika uimepdgeiica IP

IP-uHTepdennc cospgaétca npu HasHadveHun IP-agpeca Ha nwboit M3 MHTepdencoB YyCTPOMUCTBA
gigabitethernet, tengigabitethernet, hundredgigabitethernet, fourhundredgigabitethernet, oob, port-
channel nan vian.

BuAa 3anpoca KoOMaHAHOWM CTPOKM B pexnume KOHPUrypaumnm nHtepdelica IP.

console# configure
console (config) # interface ip A.B.C.D
console (config-ip) #

[aHHbIV peXum [OCTYNeH M3 pernma KoHOUrypaumm n npeaHasHayvyeH gas 3afaHua napameTpos
KoHduUrypaummn nutepdeiica IP.

Tabnnua 86 — KomaHapl pexknuma KoHdurypaumm nHtepodeica IP

Komanda 3Ha4yeHue/3Ha4yeHue Neiicmeue
o ymMmon4aHuro
directed-broadcast BKkntouaeT pyHKUMIo nepesoga IP directed-broadcast nakeTa B cTaH-
AAPTHbIM LWMPOKOBELLLATENbHbIM NAaKeT M pa3peLlaeT nepegady ye-
-/BbIK/IIOYEHO . .
pe3 BblbpaHHbIN MHTepbeNc.
no directed-broadcast 3anpewaeTt TpaHcaaymio IP directed-broadcast nakeTos.
helper-address ip_address BKkntouaeT nepeaspecaumio WMpoKoselaTeibHbix UDP-nakeToB Ha
onpeaeneHHbI agpec.
ip_address: A.B.C.D - ip_address — IP-agpec HazHayYeHus, Ha KoTopbi ByayT nepeHa-
NpPaBAATLCA NAKETbI.
no helper-address ip_address OTKNtOYaeT nepeagpecaunio wWnpokosewatenbHbix UDP-nakeTos.
ip redirects BkatoyaeT reHepauuio MaplpyTusatopom coobuieHnin ICMP
-/BKAtOYEHO Redirect.
no ip redirects OTkntoyaeT otnpasky ICMP Redirect.

[pumepbl 8bIM0AHEHUS KOMAHO

BkntounTb PpyHKUMio directed-broadcast:

console# configure

console (config) #interface PortChannel 1
console (config-if) #ip address 100.0.0.1 /24
console (config-if) #exit

console (config) # interface ip 100.0.0.1
console (config-ip) # directed-broadcast

5.10.5 Selective Q-in-Q
[aHHbI  QYHKLMOHAN MNO3BONAET HAa OCHOBE CKOHOUIYPUPOBAHHbIX MNpaBua GUAbBTPAUMM MO
Homepam BHyTpeHHUX VLAN (Customer VLAN) npoussoauTtb aobasneHue BHewHero SPVLAN (Service

Provider’s VLAN), nogmeHatb Customer VLAN, a TaKKe 3anpellatb NpoxoxKaeHue TpaduKa.

[lnAa ycTpolicTBa CO34aeTCca CNMCOK NPaBu/, Ha OCHOBaHMKM KOoToporo byaeT o6pabaTtbiBaThbea TPAdUK.
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KomaHObI

pexuma KoHgu2ypayuu uHmepgelica (duanaszoHa uHmepgelicog) Ethernet u

Port-Channel

Bug, 3anpoca KOMaHAHOM CTPOKM perkMma KoHdurypaumm nHtepoeiica Ethernet, uHtepdeica rpynnbl

NnopTOB:

console (config-if)#

Tabnvua 87 — KomaHabl pexxnma KoHdurypauumn nHtepdeiica (amanasoHa nHtepdeliicos) Ethernet

3HayeHue/3HayeHue
1o ymMon4YaHuro

KomaHda

Aelicmeue

selective-qinq list ingress
add_vlan vlan_id [ingress_vlan

. . vlan_id: (1..4094)
ingress_vlan_id]

ingress_vlan_id: (1..4094)

Co3paeT NpaBu/Io, Ha OCHOBAHMM KOTOPOTO K BXOAALLEMY NaKeTy
C BHelwHel meTKol ingress_vlan_id byaet gobasnaTtbca BTOpas
meTKa vlan_id. Ecam ingress_vlan_id He yKa3biBaTb — npaBuno by-
AET NPUMEHATLCA KO BCEM BXOAALLMM NAKeTam, K KOTOPbIM He
6b12IM NPUMEHEHbBI ApYyrye Npasuaa («NPaBUIo N0 YMOAYAHUION).

selective-qingq list ingress deny

[ingress_vlan ingress_vlan_id] ingress_vlan_id: (1..4094)

Co3gaeT 3anpeLyatowee NpPaBuIo, Ha OCHOBAHMM KOTOPOro BXO-
OALMe NaKeTbl C BHELWHEN MeTKoM Tera ingress_vlan_id 6yayT oT-
6pacbiBatbea. Ecam ingress_vlan_id He yka3sbiBaeTca — byayT oT-
bpacbiBaTbCA BCe BXOASALLME NAKETbI.

selective-qinq list ingress
permit [ingress_vlan

ingress_vlan_id] ingress_vlan_id: (1..4094)

CospgaeT paspeluatollee NPaBuIo, Ha OCHOBAHMMU KOTOPOro BXO-
AAlLMe NaKeTbl C BHELWHen meTKow Tera ingress_vlan_id 6yayT ne-
pepaBaTbcsa 6e3 nameHeHunin. Ecam ingress_vlan_id He yka3biBa-
eTcs — byayT nepeaaBaTbCs BCe BXOAALLME NAKeTbl 6e3 nsmeHe-
HUW.

selective-qinq list ingress
override_vlan vian_id
[ingress_vlan ingress_vlan_id]

vlan_id: (1..4094);
ingress_vlan_id: (1..4094)

Co3paaeT NpaBmao, Ha OCHOBAaHMM KOTOPOrO BHELWHAA MeTKa in-
gress_vlan_id Bxoasawero naketa byaeT 3ameHaTbcA Ha vian_id.
Ecnu ingress_vlan_id He yKasbiBaTb — npasuio 6ygeT npume-
HATbCA KO BCEM BXOAALLMM MaKeTam.

no selective-qinq list ingress

[ingress_vlan vlan_id] vlan_id: (1..4094)

Ypanset ykasaHHoe npasuo selective qing ana BxoaAwmx nake-
ToB. KomaHga 6e3 napameTtpa «ingress vlan» yaansert npasuno
NMo YMONYaHUIO.

selective-qinq list egress
override_vlan vlan_id
[ingress_vlan ingress_vlan_id]

vlan_id (1..4094);
ingress_vlan_id: (1..4094)

Co3aaeTt NpaBuio, HAa OCHOBAHWMM KOTOPOrO BHELIHAA MeTKa in-
gress_vlan_id ncxogsawero naketa byaert 3ameHATbCA Ha vlan_id.

no selective-qinq list egress

ingress_vlan vian_id vian_id: (1-4094)

YpanseT cnnucok npasua selective qing 4ns MCXOAALLMX NMaKeTOB.

KomaHOb! pexcuma EXEC

Bunpg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#

Tabnnua 88 — KomaHab! perkmma EXEC

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aeiicmeue

show selective-ging -

OTobparkaeT cnncok npasun selective ging.

show selective-ginqg interface {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);

twe_port |

= hu_port: (1..8/0/1..32);
hundredgigabitethernet - ’
hu_port | fo_port: (1..8/0/1..32);

1(1..12
fourhundredgigabitethernet group: (1..128)

fo_port | port-channel group}

OtobparkaeT cnucok npasun selective ging Ana ykasaHHoro
nopra.
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ﬂpumepb/ 8blrosHeHUd KOMaHO

Co3patb NpaBun/io, Ha OCHOBAHMM KOTOPOTO, BHELIHAA MeTKa BXoAdAllero naketa 11 6yaer 3ameHATbCA Ha
10.

console# configure

console (config)# interface tengigabitethernet 1/0/1

console (config-if) # selective-ging list ingress override vlan 10
ingress-vlan 11

console (config-if)# end

5.11 Storm Control gna pasnunuHoro Tpadpuka (broadcast, multicast, unknown
unicast)

((LUTOpM» BO3HUKaeT BCnencrtBne Y4YpesmepHoro Koamyecrtsa broadcast—, muIticast—, unknown
unicast-coo6u.|,eHm71, OAHOBpPEMEHHO NepeaaBaemblX NO CETU Hepe3 OAUNH NOPT, YTO NPUBOAUT K NEPErPy3Ke
PecypcoB CETU N NOABNEHUNIO 3a4ePHKEK. ((LUTOpM)) MOXEeT BO3HUKHYTb NPU HAa/TNYUN «3aKOJ/IbLLOBAHHbIX»
cermeHTOB B ceTu Ethernet.

KommyTaTop n3mepAaeT CKOPOCTb MNPUHMMaAeMOoro wnpokKosewaTebHOro, MHOroagpecHoro wu
HEen3BeCTHOro oaHoaapecHoro TpachKa ANnA NOPTOB C BK/KOYEHHbIM KOHTpPOJIEM WMPOKOBELWATE/NIbHOIO
«wTopma» n OT6paCbIBaeT NaKeTbl, €C/IN CKOPOCTb NpeBbIWaET 3a4aHHOE MaKCMMa/IbHOE 3Ha4YeHuUe.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM B pexunme KoHourypauum uHtepdelica Ethernet, nHtepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabanua 89 — KomaHabl pexkuma KoHourypaumm uHtepoeica Ethernet

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
no ymoa4yaHuro
storm-control multicast BK/tOYaET KOHTPOIb MHOTOaAPEeCcHOro TpaduKa:
[registered | unregistered] - registered — 3aperncTpMpoBaHHOrO;
{level level | kbps kbps} [trap] - unregistered — He3aperucTPUPOBaHHOrO.
[shutdown] - level — 06bem TpaduKa B NpoL,eHTax oT NPONYCKHOM CNocobHOCTH
level: (1..100); nHTepdeiica;
kbps: (1..10000000) - kbps - o6bem Tpaduka.

Mpu obHapyXeHUM MHoroaapecHoro TpaduKa nHTepdenc moxer
6bITb OTKAtOYeH (shutdown) nnu nobasneHa 3anmch B XXypHan co-
obueHnit (trap).

no storm-control multicast BbIKAtOYaET KOHTPO/Ib MHOrOAAPECHOro TpaduKa.
storm-control multicast BK/tOYaeT KOHTPO/Ib MHOr0aAPEeCcHOro TpaduKa:
[registered | unregistered] - registered — 3aperncTpMpoBaHHOrO;

{pps pps} [trap] [shutdown] - unregistered — He3aperucTpUPOBaHHOrO.

- pps — KOAMYECTBO MAKETOB B CEKYHAY.

Mpw 06Hapy»KeHMM MHOoroaapecHoro TpadurKa MHTepdenc moxxet
6bITb OTKAtOYEH (shutdown) nnu gobasneHa 3anucob B XKypHan co-
obLweHwni (trap).

pps: (125.. 19531250)

no storm-control multicast BbIKNtOYaET KOHTPO/Ib MHOrOaAPECHOTrO TpaduKa.
storm-control unicast {level BKtOYaeT KOHTPOJIb HEM3BECTHOTO OAHOAAPECHOTO TpadumKa.
level | kbps kbps} [trap] - level — 06bem TpaduKa B MPOLEHTAX OT NPOMYCKHOM CNocobHOCTH
[shutdown] nHTepdeiica;
level: (1..100); - kbps — 06bem Tpaduka.
kbps: (1..10000000) Mpu 06HapyKeHUU HEM3BECTHOTO OAHOAAPECHOIO TpadUKa UHTEP-

deic moxeT 6bITb OTKAtoYeH (shutdown) naun nobasneHa 3anuch B
YypHan cooblueHwuii (trap).

no storm-control unicast BbIKtOYaeT KOHTPOJIb OAHOAAPECHOTO TPpadMKa.
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storm-control unicast { pps
pps} [trap] [shutdown]

no storm-control unicast

pps: (125.. 19531250)

BK/1tOYAET KOHTPO/Ib HEM3BECTHOTO OJHOAAPECHOro TpaduKa.

- ppSs — KOJIMYECTBO NAKETOB B CEKYHAY.

Mpu 06HapyKeHUU HEU3BECTHOTO 04HOAAPECHOro TpaduKa UHTep-
deric moxeT b6biTb OTKAtOYEH (shutdown) unn nobasneHa 3anuco B
KYpHan coobuweHunit (trap).

BbIK/IOYaET KOHTPO/Ib OAHOaAPEecHOro TpaduKa.

storm-control broadcast {level
level | kbps kbps} [trap]
[shutdown]

no storm-control broadcast

level: (1..100);
kbps: (1..10000000)

BK/ItOYaeT KOHTPOIb LWMPOKOBeLLaTelbHOro TpaduKa.

- level — 06bem TpadurKa B NPOLLEHTAX OT NPOMYCKHOM cnocobHOCTH
MHTepodeica;

- kbps — o6bem TpaduKa.

Mpw 0BHapy»KeHUM WIMPOKOBELLATENbHOTO TpaduKa UHTepderic mo-
eT 6bITb oTKNto4eH (shutdown) nan gobasneHa 3anuch B KypHan
coobuieHuit (trap).

BbIK/IlOYaET KOHTPO/Ib WMPOKOBELLaTeNbHOTO TpaduKa.

storm-control broadcast {pps
pps} [trap] [shutdown]

no storm-control broadcast

pps: (125.. 19531250)

BK/ItO4aET KOHTPO/b LIMPOKOBELLATEIbHOrO TpadmKa.

- ppS — KOMYECTBO MAKETOB B CEKYHAY.

Mpw 0bHapy»KeHUM WHpoKoBeLLaTebHOro Tpaduka nHTepdeiic mo-
eT 6bITb oTKAtoUeH (shutdown) nnn gobasneHa 3anuch B XKypHan
coobueHuii (trap).

BbIK/IlOYAET KOHTPO/Ib WMPOKOBELLaTENbHOIO TpaduKa.

KomaHOwb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabanua 90 — KomaHab! perkmma EXEC

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuio

Aeiicmeue

show storm-control interface
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet |
hu_port |
fourhundredgigabitethernet

fo_port]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

MoKasbiBaeT KOHUTYpPaL MO GYHKLMU KOHTPONSA «LITOPMa» A/1S YKa-
3aHHOro nopta nnbo Bcex NOPTOB.

[pumepbl 8bIM0AHEHUS KOMAHO

BKAOUMTD KOHTPO/b LUIMPOKOBELLATENIbHOIO, MHOFOaApeCcHOro U 0AHOAAPECHOro TpaduKa Ha TPETbeM MH-
Tepodeiice Ethernet. YctaHOBUTb CKOpPOCTb AN5 KOHTPOAMPYemoro Tpaduka — 5000 K6/c: ana wmpokosella-
TenbHoro, 30% nosiocbl NPoNyCcKaHWA gNA Bcero MHoroagpecHoro, 70% Ana HEM3BeCTHOro 04HO3aAPECHOTO.

console# configure
console (config) # interface TengigabitEthernet 1/0/3

console (config-if)# storm-control broadcast kbps 5000 shutdown
console (config-if)# storm-control multicast level 30 trap
console (config-if)# storm-control unicast level 70 trap

5.12 Fpynnbl arperauum KaHanos — Link Aggregation Group (LAG)

KommyTaTopbl 06ecneymBatoT NoaAepsKKy rpynn arperauymn KaHanos LAG B KO/IMYECTBE COT/IAacHO
Tabnuue 10 (cTpoka «Arperauma KaHanos (LAG)»). Kawaaa rpynna nOpPTOB [0/KHA COCTOATb M3
nHTepdelicos Ethernet c ogMHaKoOBON CKOPOCTbIO, paboTaloWwmx B AyniaekcHOM pexume. O6beanHeHne
NOpPTOB B TrPynny YyBEAMYMBAET MPOMNYCKHYIO CMOCOOHOCTb KaHana MeXay B3aMMOAENCTBYIOLLMMMU
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yCTpOVICTBaMM M nosBblillaeT OTK33OYCTOIZ‘-IMBOCTb. I'pyrlna NOpPTOB ABAAETCA ON1A KOMMYTATOpa O4HUM
NNOTUHECKUM NOPTOM.

YCTpoiicTBO NoAAepKMBAET ABa PeXMMa paboTbl rpynnbl MOPTOB — CTAaTMYECKas rpynna v rpynna,
paboTtatowan no npotokony LACP. PaboTta no npotokony LACP onucaHa B COOTBETCTBYIOLLEM pasaesie
KOHUrypauuu.

fi' 1 Ecam ana nHtepdeiica nponsseaeHbl HACTPOIKKU, TO ANA A06aBeHUA ero B rpynny ciegyer
BEPHYTb HAaCTPOMKM NO YMONUYAHMUIO.

[obasneHne MHTepdecoB B rpynny arperauymn KaHanoB AOCTYMHO TOIbKO B peXKMMe KOHOUrypaumm
nHTepdelica Ethernet.

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumnm nntepderica Ethernet:
console (config-if) #

Tabanua 91 — KomaHabl pexkuma KoHourypaumm uHtepoeica Ethernet

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
o ymMmon4aHuio
channel-group group mode [o6asutb ethernet-nHtepdelic B rpynny nopTos.
mode group: (1..128); - on — po6aBuTb NOPT B KaHan 6e3 LACP;
mode: (on, auto) - guto — n,o6aBuUTb NOPT B KaHan ¢ LACP B pexxume «activer.
no channel-group Yaanutb Ethernet-nHtepdeiic n3 rpynnbl nopToB.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Port-Channel

Bua 3anpoca KOMaHAHOW CTPOKM perMma KoHOUrypaumm nHtepoeica:
console (config-if) #

Tabanua 92 — KomaHabl pexkuma KoHourypaumm nHtepoeiica Port-Channel

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
lacp min-links min-links 3a4aTb MUHMMA/NIbBHOE YMUCNO AKTMBHbIX JIMHKOB B COCTaBe
Port-Channel, npu KoTopom OH nepexoauT B cocTosiHue Up.
min-links: (1..32)/1 HacTpoiika Bo3MOXHa To/abKo npu pabote Port-
V Channel B pexxume LACP.

no lacp min-links YCTaHOBWTb 3HaYEHME MO YMOIHAHUIO.

KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

Bua, 3anpoca KomaHAHOW CTPOKM pexkmma rnobanbHon KoHdurypauuu:
console (config) #

Tabnnua 93 — KomaHab! perkmma rnobanbHoM KOHGUrypauum

3HayeHue/3Ha4yeHue

KomaHoa Aelicmeue
o ymon4aHuo
port-channel load-balance 3apaeT mexaHn3m 6anaHCMPOBKM HArpysku ana ctpaterun ECMP
{src-dst-mac-ip | src-dst- W A5 TPYNMbl arpervpoBaHHbIX NOPTOB.

mac | src-dst-ip | src-dst- - src-dst-mac-ip — mexaHM3m 6aNlaHCUPOBKM OCHOBbLIBAETCA Ha
mac-ip-port | dst-mac | MAC-agpece v IP-agpece;

dst-ip | src-mac | src-ip} - src-dst-mac — mexaHn3m 6anaHCMPOBKM OCHOBbIBAETCA HA
[mpls-aware] MAC-agpece;

—/src-dst-mac-ip
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- src-dst-ip — mexaHn3m H6anaHcMpoBKM OCHOBbLIBaeTCA Ha IP-aa-
pece;

- src-dst-mac-ip-port — mexaH13m 6anaHCUPOBKM OCHOBbLIBA-
etcsa Ha MAC-aapece, IP-agpece n TCP/UDP-noprTe;

- dst-mac — mexaHu3m H6anaHCMpPoBKM OCHOBbLIBaeTcs Ha MAC-
agpece nony4yartens;

- dst-ip — mexaHM3m 6anaHCUPOBKM OCHOBbLIBaeTCA Ha IP-aa-
pece nony4yartens;

- sSrc-mac — mMexaHM3m 6anaHCcUMpPOBKM OCHOBbIBaeTcA Ha MAC-
agpece oTnpasuTens;

- src-ip — mexaHu3m 6anaHCUMPOBKM OCHOBbIBAEeTCA Ha IP-agpece
oTnpasuTens;

- mpls-aware — BK/toueHuWe napcuHra L3/L4-3aronoBKoB nake-
TOB ¢ MPLS-meTKamu s BCEro yCTPOMCTBA. AKTYasIbHO TOJIbKO C
pexunmamu banaHcnposku no L3/L4-3aronoBKkam nakera.

no port-channel load-balance Bo3BpaT K HacTporiKam 6anaHCUPOBKM Harpy3Ku Nno yMmonYaHuio.
port-channel load-balance 3agaeT napameTp BbIMUMCAEHMA X3W-QYHKUMK, KOTOPbIV ByaeT uc-
hash {seed | salt} Nno/b30BaTbCA A8 U3MEHEHUA pe3ynbTaToB eé pacyéTa, 3To AacT

YCTPOMCTBY BO3MOXHOCTb D6asfiaHCMPOBKM paHee OTHanaHcMpo-
BaHHOro TpaduKa:

- salt — nocnepoBaTeNlbHOCTb AAHHbIX, KOTOPas NpubasafeTcs K
pesynbTaTy BblYMCAEHUA X3LW-OYHKLUNNK;

- seed — MHUUManM3npytoLlee 3HaYeHne AR BblYUCIEHUA X3LU-
cymmbl no anroputmy CRC32.

seed (1..4294967295);
salt (1..4294967295)
/BbIKNOYEHO

no port-channel load-balance YcTaHaBAMBaeT 3HaYeHMe N0 YMONYAHUIO.

hash {seed | salt}

port-channel load-balance 3agaeT pexmm 6anaHCMPOBKM HArpy3KuM 418 rpynn arperMpoBax-
mode static [resilient] HbIX NOPTOB.

- static — peXkum cTaTuyeckoln 6anaHCMpPOBKY;

- static resilient — pexxum cTaTyeckoi 6anaHCUPOBKM C UCNONb-
30BaHKMem anropuTtma resilient hashing ana ycroitumsoro pacnpe-
OeNeHWA HarpysKu Npu oTKasax y3/os.

no port-channel load-balance YcTaHaBAMBaET 3HaYeHMe N0 YMOAYaHMUIO.

mode

-/static

KomaHObI pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console>

Tabnunua 94 — KomaHab!l perkmma EXEC

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHda Aelicmeue

show interfaces channel-group
[group]

group: (1..128) MoKasbiBaeT MHPOPMaLMIO MO rpynne KaHaNoB..

KomaHObl uHmepaelica LAG

Bupa 3anpoca KOMaHAHOM CTPOKU perknma KoHoUrypaumnm nHtepdeiica LAG:

console# configure
console (config)# interface port-channel 1
console (config-if)# hold-time up 30

Tabnunua 95 — KomaHabl perknma KoHourypaumm nHtepdeiica LAG

3HaveHue/3HavyeHue "
KomaHoa / Aelicmeue
Mo yMoA4YaHuio
HasHauae 3a4epKK obasneHna OpTa B arpernpoBaHHyHO
hold-time up time time: (0..300) cekyHa/0 rpynny T 33AEPKKY A 4 nopt rpervp y
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no hold-time up YcTaHaBAMBAET 3HAYEHME MO YMONYAHMIO.

3afaet pexxum 6anaHCMPOBKU HarpysKu 4na rpynn arperMposax-
HbIX MOPTOB /IOKaNbHO B pamkax Port-Channel.
A Mo ymonuaHuio ucnonbsyerca pexxmm 6anaHcMpoBkum,

. HACTPOEHHDI rnobanbHO.
load-balance mode static P

[resilient] -/default - static — perkum cTaTyeckoi 6anaHCUPOBKMY;
- static resilient — pexkum cTaTyeckon 6anaHCMPOBKM C UCMONb-
30BaHMem anroputma resilient hashing gns ycroitumsoro pacnpe-
AeNeHNs Harpy3Ku nNpu oTKasax y3/oB.

no load-balance mode YcTaHaBAMBAET 3HAYEHME MO YMONYAHMIO.

Bkntouaet Micro-BFD ceccuto Ha LAG- nHtepdeiice.

f tination jp_add
bfd destination jp_address -/BbIKOYEHO - ip_address — IP-agpec cocepa .

no bfd destination YcTaHaBAMBAET 3HAYEHME MO YMONYAHMIO.

5.12.1 Cmamuyeckue 2pynnel azpe2ayuu KaHan08e

dyHKUMen ctaTnyeckux rpynn LAG siBnseTcs o6benHEHME HECKOIbKNX GU3NYECKUX KaHaN0B B OAMH,
YTO MO3BO/AET YBENNUYUTb NPONYCKHYIO CNOCOOHOCTb KaHana U NOBbICUTb €ro 0TKasoyCcTOMYMBOCTb. A
CTaTUYECKUX rPYNN NPUOPUTET UCMOJIb30BaHUA KaHa/I0B B 06beAMHEHHOM MyYKe He 3aaeTcs.

f [nsa BKAtoueHUA paboTbl MHTepdeiica B cOCTaBe CTaTUHECKOM rpyninbl UCNOb3yiiTe KOMaHAY
channel-group {group} mode on B pexkume KoHpUrypauum cooTBeTCTBYIOLLEro MHTepdeiica.

5.12.2 lpomokon azpezayuu KaHanoe LACP

dyHKumen npotokona Link Aggregation Control Protocol (LACP) siBnsetca 06beanHEHNE HECKONbKUX
dU3NYECKMX KaHANOB B OOMH. ArperMpoBaHWe KaHa/loB MCMNONb3YeTCA ANA YBEAWYEHUA MNPONYCKHOM
CNOCOBHOCTM KaHana M MOBbIWEHUA ero oTKasoycToiumsocTu. LACP nossonseT nepeaasaTtb TpaduK no
06beAMHEHHbIM KaHanaM B COOTBETCTBMM C 3a4aHHbIMU NPUOPUTETAMMU.

f Ona BKaoueHua pa6otbl MHTepdeiica no npotokony LACP wucnonb3yite KomaHAy
channel-group {group} mode auto B pexXume KoHdUrypaumum cCOOTBETCTBYIOLLErO UHTEP-
deiica.

KomaHObI pexcuma 2a0b6aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabanua 96 — KomaHabl pexkuma rnobanbHol KoHdUrypauum

3HaveHue/3HayeHue .
KomaHda / Aelicmeue
no yMmon4aHuo
lacp system-priority value YcTaHaBAMBaeT NPpUOpPUTET CUCTEMDI.
— value: (1..65535)/1
no |an system-prlorlty YcTaHaB/AMBaeT 3HaYeHue no YMON4YaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumnm nnHtepdelica Ethernet:

console (config-if)#
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Tabnunua 97 — KomaHabl perknma KoHourypaumm nHtepdeica Ethernet

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymoa4YaHuro
lacp timeout {long | short} YcTaHaBAMBaeT aAMUHUCTPATUBHBIM TaliMayT npoTokosa LACP:
Mo ymon4yaHuio o
- long — anutenbHoe Bpems TalimayTa;
ncnonb3yercs o
- short — manoe Bpemsa TaiimayTa.
- 3HaveHue long
no lacp timeout YcTaHaBAMBaeT 3HaYeHMe No YMOAYAHMIO.
lacp port-priority value YcTaHaBAuBaeT npuoputeT nHtepdeliica Ethernet.
—— value: (1..65535)/1
no lacp port-priority YcTaHaBAMBaET 3HaYeHMeE N0 YMOIHYAHMIO.
lacp force-up YCTaHOBUTb PEXMM NPUHYAUTENbHOTO Ao6aBaeHns uHTepderica B
-/BbIKNKOYEHO LACP, BHe 3aBUCMMOCTM OT Hannuus lacp pdu c 0OTBETHOM CTOPOHBI.
no lacp force-up YcTaHaBAMBaET 3HaYEHME NO YMOYAHUIO.

KomaHObi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnunua 98 — KomaHab! perkmma EXEC

Komanda 3Ha4yeHue/3Ha4yeHue Neiicmeue
o ymMmon4aHuio
show lacp {gigabitethernet MokasbiBaeT nHpopmaumto o npoTtokose LACP gns uHtepdeiica
gi_port | tengigabitethernet Ethernet. Ecav pononHUTeNbHble MapameTpbl HEe UCMO/b3Y-
te_port | oTCA, TO byAeT NnokasaHa BcA MHopmaLms.

gi_port: (1..8/0/1..48);

:vM\/l:nt\gfri;ngigabitethernet te_port: (1..8/0/1..48): ;(oizr.ameters — MOKa3blBaeT MapaMeTpbl HACTPOMKM MpOTO-

—port] twe_port: (1..8/0/1..120); -

hundredgigabitethernet - statistics — noka3bIBaeT CTaTUCTUKY paboTbl NPOTOKONA;
hu_port: (1..8/0/1..32);

hu_port | - protocol-state — noKasbiBaeT cOCTOAHWE PaboTbl MPOTOKOA.

fourhundredgigabitethernet fo_port: (1..8/0/1..32)

fo_port} [parameters |
statistics | protocol-state]

show lacp port-channel [group]

MNokasbiBaeT MHopmaumio o npotokone LACP pgns rpynnbl

group: (1..128) S

[pumepbl 8b1M0AHEHUS KOMAHO

Co3patb nepByto rpynny nopTtos, paboTtatowyto no npoTokoay LACP u BKAtovatowyo Asa MHTepdeiica
Ethernet — 3 n 4. CkopocTb paboTbl rpynnbl — 1000 M6uT/c. YcTaHOBUTL NPUOPUTET CUCTEMbI — 6, NPUOPU-
TeTbl 12 n 13 gnAa noptos 3 1 4 COOTBETCTBEHHO.

console# configure

console (config) # lacp system-priority 6

console (config)# interface port-channel 1

console (config-if)# speed 1000

console (config-if) # exit

console (config) # interface TengigabitEthernet 1/0/3
console (config-if) # speed 1000

console (config-if)# channel-group 1 mode auto
console (config-if) # lacp port-priority 12

console (config-if) # exit

console (config) # interface TengigabitEthernet 1/0/4
console (config-if) # speed 1000

console (config-if) #
console (config-if)
console (config-if)

channel-group 1 mode auto
lacp port-priority 13
exit

#
#
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5.12.3 Hacmpolika mexHonoz2uu Multi-Switch Link Aggregation Group (MLAG)

Kak 1 LAG, BupTyanbHble LAG no3BoAOT 06beAUHUTL 04HY UK HeCKobKo Ethernet-nuHnii ana
YyBE/IMYEHMA CKOPOCTM M obecneyeHns oTKasoycToiumocTn. MLAG Tak ke usBecTHa Kak VPC (Virtual
port-channel). Mpu 06blMHOM LAG arperMpoBaHHble SIMHUK AO0/MKHbI B6biITb Ha OAHOM (pU3NYECKOM
ycTpolicTBe, B c/iyyae e ¢ VPC arpernpoBaHHble IMHUM HaX0AATCA Ha PasHbIX PUINYECKMX YCTPOMCTBAX.
®dyHKumsa VPC no3BosifeT coeAnHUTL ABa PUINYECKMX YCTPOKCTBA B OAHO BUPTYasibHOE.

nporpammHoro obecneyeHus.

Mpu HacTpoiike VPC Ha 04HOPaHroBbIX KOMMYTaTopax A0MKHa bbiTb 0oaMHaKoBaa Bepcua

’ O6HoBneHue MO Ha KommyTaTopax VPC-napbl AO0NXKHO NPOU3BOAUTLCA NOC/IeA0BaATE/bHO:

i CHa4yaszia Ha 0AHOM YCTPOWCTBE, a NOC/Ie ero nepesarpyskm — Ha gpyrom. B npouecce 06-
HOBJIEHUA U Nepe3arpy3ku KOMmyTaTopa € ponblo Primary ero ¢yHKLUM aBTOMATUUYECKU
nepexoanT K yCTPOMCTBY € ponbio Secondary.

VPC Port-Channel KOHTPOAMPYIOTCA TOIBKO KOMMYTaTOPOM C Po/ibio Primary, KommyTtartop
Secondary ucnonb3yet HacTpoiku Primary.

Henb3sa ucnonbsoBatb HacTpoiKy switchport forbidden default-vlan ana peer-link, Tak Kak
TpadumK npotokona VPC xogut untagged B default vlan. B cBA3u c 3Tum, He pekomeHayeTca

NpousBOAUTb HACTPOMUKY ApYyrux NpoTtokonos u cepsucos B default vlan npu Hactpoiike

VPC napbl.

HecyuiecTBytowero 3-ro loHuTa.

KomaHObI pexcuma 2a06an6Hol KoOHuU2ypayuu

B VPC rpynne B BbiBoge show port-channel otobpa)aroTca NOKaNbHbIM U yAANEHHbI’
noptbl. B KauecTBe yaaneHHOro NopTa coriacHo aoruke pabotbl VPC ncnonbayerca ifindex

BunAa 3anpoca KOMaHAHOM CTPOKM pexunma rnobanbHOM KOHOUIypaumm:

console (config) #

Tabaunua 99 — KomaHgpl pexunma rnobanbHon KoHoUrypaumm

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

vpc domain domain_id

domain_id: (1..255)

no vpc domain domain_id

Cospaet VPC-gomeH.
Ha ogHOoMm ycTpoiicTBe MOXKeT 6biTb CO34aH TO/IbKO
V oauH gomeH VPC. Ha napHbIX yCTPOMUCTBAX A0NKEH
6bITb 0oguHaKoBbIi VPC-gomeH.

Ynansaet VPC-gomeH ¢ yCcTpoiicTBa.

vpc group group_id

group_id: (1..63)

no vpc group group_id

Coszpaet VPC-rpynny. [Jna Kax40ro arpermpoBaHHOro MHTep-
deica gonkHa bbITb co3gaHa otaensHas VPC-rpynna. Ha nap-
HbIX ycTpoWcTBax Homepa VPC-rpynn A0NKHbI COBNaAaTh.
CymmapHoe konunuyectso VPC-rpynn He moXKeT npe-
V BbiCUTb 48.

Ypanaet VPC-rpynny c ycTpoiicTBa.

vpc
—/BbIK/IIOYEHO

no vpc

BkntouaeT pexkum VPC. Ucnonb3yeTca nocne KoHdurypaumm
VPC.

Bbikntoyaet pexxkum VPC.
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KomaHOb! pexcuma KoHgu2ypayuu VPC

Bua 3anpoca KOMaHAHOM CTPOKM pexunma KoHdurypaumm VPC:

console (config)# vpc domain domain id
console (config-vpcdomain) #

Tabanuya 100 — KomaHgb! pexkuma KoHdpurypaumum VPC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

peer link group

no peer link

group: (1..48)

HasHauaet Port-Channel B kauectse peer-link.

Uckntouvaet Port-Channel us yyactua s VPC.

peer detection

no peer detection

— /BbIKOYEHO

Bkntouaet peer detection protocol.
Peer-detection — pfonNOAHUTENbHbIA MeXaHU3M,
V o6ecneunsarowmii pyHKunoHuposaHue VPC B cny-
yae o6pbiBa peer-link. Moatomy 3anpewaerca uc-
nonb3oBaHue peer-link gna opraHusaumm uHTep-
deiica peer-detection.

BbikntouaeT peer detection protocol.

peer detection interval
msec

no peer detection interval

msec: (200..4000 )/700
ms

3agaeT MHTepBan oTnpasBKK coobuieHunin peer detection pro-
tocol.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHUIO.

peer detection timeout
msec

no peer detection timeout

msec:
(700..14000)/3500ms

3afaTb BpemMsa oXKuAaHua oTeBeTa peer detection protocol.

YcTaHaBAMBaeT 3HAYeHWe no YMOANYaHULO.

peer detection ipaddr
dest_ipaddress
source_ipaddress [port
udp_port] [vrf vrf_name]

no peer detection ipaddr

udp_port:
(1..65535)/50000;
vrf_name: (1..32) cumBona

Hactpawusaer IP-agpec nonyyatena nakertos, IP-agpec otnpa-
sutens, VRF u UDP nopt gns peer detection protocol.
- vrf_name — ums BUpTyanbHOM 061aCTM MapLLpPYTU3ALNN.

YcTaHaBAUBaeT 3HaYeHUe No YMOAYAHUIO.

peer keepalive

no peer keepalive

BkntouaeT cnyxby keepalive.

BobikntovaeT cnyxoby keepalive.

peer keepalive timeout sec

no peer keepalive timeout

sec: (2..15)/5

3afaTb Bpema OXWMAaHMA OTBETa Ha 3anpoc LeS0CTHOCTU
peer-link.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHUIO.

role priority value

no role priority

value: (1..255)/100

YcTaHaBAMBaET NPUOPUTET YCTPOMCTBA. YCTPOMCTBO C MeHb-
WKM 3HaYeHnem byaeT HasHaveHo Primary.

YcTaHaBAMBaeT 3HaYeHne o YMONYaHuIo.

system mac-addr mac_ad-
dress

no system mac-addr

YcraHasnausaer MAC-agpec cuctembl ana otnpasku B VPC
nopTbl.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHUIO.

system priority value

no system

value: (1..65535)/32767

YcTaHaBAMBaeT MPUOPUTET CUCTEMbI AAA OTNpaBkuM B VPC
noptbl. JonKeH ObiTb 04MHAKOBbIN Ha 060MX YCTPOMCTBAX.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHUIO.
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KomaHObI pexcuma KoHgu2ypayuu VPC

BuAa 3anpoca KoMaHAHOM CTPOKM pexunma KoHdurypaumm VPC-group:

console (config)# wvpc group group-id
console (config-group) #

Tabanuya 101 — KomaHgb! pexkuma KoHdurypauum VPC

3HayeHue/3Ha4eHue »
KomaHoa / Aelicmesue
o yMOAYaHUIO
domain domain_id YcraHasnausaeT VPC-group uneHom VPC-gomeHa.
domain_id: (1..255)
no domain domain_id MckntouaeT VPC-group n3 VPC-gomeHa.
vpc-port group LOobasnsaet Port-Channel 8 VPC-rpynny.
group: (1..48)
no vpc-port group Mckntouaet Port-Channel us VPC-rpynnbl.

KomaHOb1 pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:
console#

Tabnnua 102 — KomaHab! pexkuma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymMoa4YaHuro
show vpc — OTobpaxkaeT uHGopmaumto o KoHourypauum VPC.
show vpc group id — OTobparkaeT MHGopmMauuio o Tekylem coctosiHum VPC Group id.
show vpc peer-detection — OTobparkaeT cocTosHMe cnyKbbl peer detection protocol.
show vpc role — OTobparkaeT UHGOPMALMIO O PO/ YCTPOICTBA.
show vpc statistics peer { OTOobparkaeT coCToAHME CHETUMKOB CAyK6bl VPC.

keepalive | link | detection}

5.13 Hacrtpoiika IPv4-agpecauyumn

B paHHOM pasgene onucaHbl KOMaHAbl 418 HAaCTPOMKM CTAaTMYECKUX MapameTpos IP-agpecauumn,
TaKKUX Kak IP-agpec, macka noaceTu, WO3 No ymondaHuto. Hactpolika npoTokonos DNS u ARP onucaHa B
COOTBETCTBYIOLMX pa3genax AOKyMeHTauuu.

KomaHObI pexcuma KoHguaypayuu uHmepagetlica Ethernet, uHmepdgelica epynnsl nopmos, VLAN,
Loopback

Bua 3anpoca KOMaHAHOM CTPOKM B pexmnme KoHourypauum uHtepdelica Ethernet, nHtepdeiica
rpynnbl nopTtoB, nHTepdeiica VLAN, uHtepdelica Loopback.

console (config-if) #

Tabnnua 103 — KomaHabl pexkruma KoHourypaumm nHtepdeiica

Komanda 3HayeHue/3HayeHue no Neiicmeue
yMoAn4YaHuio
ip address ip_address {mask | HasHauyeHue 3apgaHHOMy UHTepdelicy IP-apapeca u macku noa-
prefix_length} cetn.
prefix_length: (8..32) 3HayeHMe MacKM MOXKeT b6biTb 3anucaHo mbo B $pop-
V mate X.X.X.X, nam6o B popmare /N, rae N — Konmuecrso
eAVHUL, B ABOUYHOM NpeaCcTaBNeHUU MACKHU.
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no ip address [/P_address]

Ypanexue IP-agpeca nntepdelica.

ip address dhcp

no ip address dhcp

MNonyuyeHune IP-agpeca ana HacTpavBaemoro uHTepdeica oT
DHCP-cepsepa.
« He ucnonbsyetca gna loopback—uHTtepdeiica.

3anpeT mucnonb3oBaHMA npoTtokona DHCP gns nonyyenma IP-
appeca BblbpaHHbIM UHTEpPdEicoM.

ip unnumbered {vlan vian_id |
loopback /oop-back_id}
no ip unnumbered

vlan_id:
(1..4094);loopback_id: (1)

Paspewaet KoHdUrypnpyemomy mnHtepdeiicy 3ammcrsosatb IP-
appeca VLAN n Loopback-uHtepdeiica.

OTKAtoYaeT GyHKLMIO 3aMMCTBOBaHMUA agpeca.

ip icmp unreachables

BbikntoueHme oTnpaBku icmp unreachable.

(1..32) cumBona

no ip vrf

disable
— -/BKAtOYEHO
no ip icmp unreachables .
. BK/toueHWe oTnpaBku icmp unreachable.
disable
ip vrf {vrf_name} vrf_name: [JobaBneHune nHTepdeiica B ykasaHHbI VRF.

Ona nntepdeiica OOB u gedpontHoit VLAN nepep po-
6asneHmnem B VRF Heobxogumo BBectu «no ip address
dhcp». Take «no ip address dhcp» Hy)HO noBTOPATL
npu ouepeaHbix cmeHax VRF.

MonyyeHne IP-agpeca Ana HactpavBaemoro WHTepderica ot
DHCP-cepsepa.
V YpaneHue untepodeiica us paHee ykasaHHoro VRF.

ip tcp adjust-mss value
value:
(500..1460)/1460 6anTt

HasHauutb ¢u3smyeckomy uHTepdeiicy Ethernet pasmep TCP
Maximum segment size.

’ Ucnonb3yetca npu Hannumm IP address Ha uHTepdeiice.
L

no ip tcp adjust-mss

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHGUrypaumu:

console (config) #

Tabnunua 104 — KomaHabl perkunma rnobanbHoM KoOHGUrypauum

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

KomaHda

Aelicmeue

ip default-gateway ip_address -/Wto3 No ymonyaHuio

3apaet anAa KOMMYTATOpa agpec Wwak3a no ymonyaHuto.

no ip default-gateway He 3ajaH

Ypanser HazHa4YeHHbIN ajpec Wn3a No YMO/IHaHUIO.

ip helper-address
{ip_interface | all} ip_address
[udp_port_list]

-/BbIK/IOYEHO

BkntouaeT nepeagpecaumio WmpokosewatenbHbix UDP-nakeTos
Ha onpefeneHHbIN agpec.

- ip_interface — IP-agpec nHTepdeica, A KOTOPOro BbINOJHAETCA
HaCTpOMKa;

- all — no3sonset BbIbPaTL BCe IP-uHTepdeichl ycTponcTaa;

- ip_address — IP-agpec HazHayeHwuA, Ha KOTOPbIN ByayT nepeHa-
npasnATbcA nakeTbl. 3HavyeHue 0.0.0.0 oTKAtOYaeT nepeagpeca-
unto;

- udp_port_list — cnucok noptos UDP. LLInpoKoBewaTenbHbIi Tpa-
®UK, HanpaBAEHHbIV Ha NepeyYncieHHble B CNIMCKe NOpPTbl, No4Bep-
raeTca nepeagpecaumnun. MakcumanbHoe obluee KoamyecTso nop-

TOB M aZlpecoB Ha ycTponcTeo - 128.

no ip helper-address
{ip_interface | all} ip_address

OTMeHseT nepeagpecaumto Ha 3aAaHHbIX uHTepdelicax.
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KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM B pexume Privileged EXEC:

console#

Tabanua 105 — KomaHabl perkmma Privileged EXEC

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHoa Aelicmeue

clear host {* | word} Ypanaet U3 namaTn noay4veHHble no npotokony DHCP 3anucu co-

word: (1..158) cumBoNOB | OTBETCTBUI MMeH MHTepdeicoB u ux IP-agpecos.
* — yOanuTb BCe COOTBETCTBUA.

renew dhcp {gigabitethernet

OtnpasnseT 3anpoc kK DHCP-cepBepy Ha o6bHoBNeHMe IP-agpeca.
gi_port | tengigabitethernet

- force-autoconfig — npu obHoBNeHWM IP-agpeca 3arpykaetcs

te_port | gi_port: (1..8/0/1..48); KoHburypauus c TFTP-cepsepa.
twentyfivegigabitethernet te_port: (1..8/0/1..48);

twe_port | twe_port: (1..8/0/1..120);

hundredgigabitethernet hu_port: (1..8/0/1..32);

hu_port | fo_port: (1..8/0/1..32);

fourhundredgigabitethernet group: (1..128)

fo_port | vlan vian_id | vlan_id: (1..4094)

port-channel group | oob}
[force-autoconfig]

show ip helper-address

OTobparkaeT Tabnvuy nepeagpecauuu LWMPOKOBELLATENbHbIX
UDP-nakeToB.

show ip unnumbered interface

! vian_id: (1..4094) MokasbiBaeT KOHPUrypaumto ip unnumbered gns ykasaHHOro UH-
[vlan vian_id]

Tepdelica.

KomaHOwbl pexcuma EXEC

Bug, 3anpoca KOMaHAHOW CTPOKU B pexxume Exec:

console>

Tabnunua 106 — KomaHabl pexkuma EXEC

Komanda 3HayeHue/3HayeHue o Neiicmeue
YMOAYAHUIO
show ip interface [vrf vrf_name: (1..32) Moka3sbiBaeT KoHbUrypaumio IP-agpecaumm ANA yKasaHHOrO WH-
vrf_name | all} | CMMBONA; Tepdeiica uam obnactm BupTyanbHon mapwpyTtmsaumm (VRF).
gigabitethernet gi_port | te_port: (1..8/0/1..48);
tengigabitethernet te_port | group: (1..128);
hundredgigabitethernet twe_port: (1..8/0/1..120);
hu_port | hu_port: (1..8/0/1..32);
fourhundredgigabitethernet fo_port: (1..8/0/1..32);
fo_port | port-channel group | loopback_id : (1...64);
loopback /oopback_id | vlan tunnel: (1..16);
vlan_id | tunnel tunnel | oob] vlan_id: (1..4094)

5.14 Hacrtpowka Green Ethernet

Green Ethernet — TexHosnorMa, NO3BONAIOWAA CHU3UTL 3HEpronoTpebsieHne yCTPoMCcTBa 3a cuyeT

OTKNIKOYEHUNA NMNTaHUA ONA HEAKTUBHbIX 3/IEKTPUYHECKUX MOPTOB U U3IMEHEHUA YPOBHA NepenaBaemoro
CuUrHana B 3aBMCMMOCTU OT A/INHDbI Kabens.
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KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaumu:

console (confiqg) #

Tabnunua 107 — KomaHab! perkuma rnobanbHoM KoHpUrypauum

3HayeHue/3HayeHue
no yMmoA4aHuio

KomaHda Aeiicmeue

green-ethernet energy-detect BkAtoyaeT aHeprocbeperatoLmii pexxmm Ans HeEaKTUBHbIX NOPTOB.

no green-ethernet -/BbIKNIOYEH OTKANOYaeT aHeprocbeperaowmnin PexxMm a8 HeaKTUBHbIX Nop-
energy-detect TOB.
green-ethernet short-reach BKAtouaeT aHeprocbeperatowmnin pexXkum 4na nopToB, K KOTOPbIM
NOAK/OYAOTCA YCTPOMCTBA C ANMHOW Kabena noaKnoYeHUs
MEeHbLUE NMOPOroBOro 3Ha4YeHUs, YCTaHAaBMBAEMOTO C NMOMOLLLbIO
-/BbIKOYEH

KomaHAabl green-ethernet short-reach threshold.

no green-ethernet short-reach OTKAtoYaeT sHeprocbeperaomin pexkMm Ha OCHOBAHWUWU AJINHbI

Kabens.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdelica Ethernet:

console (config-if) #

Tabnvua 108 — KomaHap! pexxmuma KoHopurypaumnm nHtepoeliica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

green-ethernet energy-detect

BktoyaeT sHeprocbeperatowmin pexxum gna nHtepdeica.

no green-ethernet short-reach

no green-ethernet -/BRNtOYEH OTKANOYaeT sHeprocbeperaoWwunn pexxum gna nHtepdeiica.
energy-detect
green-ethernet short-reach BkntoyaeT aHeprocbeperatowmii pexxMm Ha OCHOBAHWW AJIUHbI
Kabens.
-/BKAtOYEH

OTKAloYaeT sHeprocbeperaroLmini pexnum Ha OCHOBaHMU AJUHbI
Kabens.

KomaHOwb1 pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM cTPOKK B pexume Privileged EXEC:

console#

Tabnunua 109 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show green-ethernet
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

OTobpaskaeT cTaTUCTUKY green-ethernet.

green-ethernet power-meter
reset

C6paCbIBaeT CYETYUK namepuTena MOoLHOCTU.
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[Mpumepbl 8bINOAHEHUA KOMAHO

OTobpasuntb cTaTUCTUKY green-ethernet:

console# show green-ethernet detailed

Energy-Detect mode: Enabled

Short-Reach mode: Enabled

Disable Port LEDs mode: Disabled

Power Savings: 0% (0.00W out of maximum 0.00W)
Cumulative Energy Saved: 0 [Watt*Hour]

* Estimated Annual Power saving: NA [Watt*Hour]
Short-Reach cable length threshold: 50m

* Annual estimate is based on the saving during the previous week
NA - information for previous week is not available

Port Energy-Detect Short-Reach VCT Cable
Admin Oper Reason Admin Force Oper Reason Length

tel/0/1 on off Unknown on off off NP

tel/0/3 on off LT on off off LT

tel/0/4 on off LT on off off LT

tel/0/5 on off LT on off off LT

tel/0/6 on off LT on off off LT

tel/0/7 on off LT on off off LT

tel/0/8 on off LT on off off LT

tel/0/9 on off LT on off off LT

tel/0/10 on off LT on off off LT

tel/0/11 on off LT on off off LT

tel/0/12 on off LT on off off LT

5.15 Hacrtpoiika IPv6-agpecauyumn

5.15.1 Npomokon IPv6

KommyTtaTopbl noaaep*kusatoT paboTy no npotokony IPv6. Mogaeprkka IPv6 ABnAeTca BaxKHbIM
[OCTOMHCTBOM, MOCKOJIbKY MPOTOKOA IPVv6 nNpu3BaH, B MEpPCrneKTUBE, MOJHOCTbIO 3aMEHUTb afpecaLuio
npotokona IPv4. Mo cpasHeHuto ¢ IPv4 npoTtokon IPv6 nmeeT pacwmpeHHoe agpecHoe NpocTpaHcTBo — 128
6uT BmecTo 32. Agpec IPv6 npeactaBnnet coboi 8 6/10K0B, pa3feNeHHbIX ABOETOUYMEM, B KaXKA0M b6aoke
16 61T, 3aNMCaHHbIX B BUAE YETbIpex LeCTHaALATEPUYHBIX YMCEN.

MOMMUMO YyBEAMYEHMA aAPEeCcHOro MPOCTPAHCTBA MPOTOKOA IPV6 MMeeT uepapXuMyecKkyro cxemy
afpecaunn, obecneymBaeT arperauyio MapLipyToB, YNpowaeT Tabauuy Mapwpytvsaumu, npu 3TOM
3bPEKTUBHOCTb PaboTbl MapLIPYTU3ATOPA MNOBbIWAETCA 33 CYET MEXaHU3Ma OBHaPYKEeHUA COCeQHUX Y3/10B.

NokanbHble agpeca IPv6 (IPv6Z) B KOommyTaTope HasHaualTcA MHTepdeiicam, NosTomy npu
ncnoab3oBaHuKM IPv6Z-aapecoB B CMHTAKCUCE KOMAHA, UCNOb3yeTCa caeayowmii popmar:

<ipv6-link-local-address>%<interface-name>
roe:
interface-name — vma nHTepdeica:
interface-name = vlan<integer> | ch<integer> | <physical-port-name>
integer = <decimal-number> | <integer><decimal-number>
decimal-number=0|1|2|3|4|5|6|7|8]9
physical-port-name = tengigabitethernet (1..8/0/1..32)
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Ecan 3HauyeHMe rpynnbl MU HECKONbKUX FPYNN noapaa B agpece nporokona IPvée pasHo
Hyato — 0000, To AaHHbIe rpynMnbl MOryT 6bITb ONYLLEHDI.

Hanpumep, agpec FE40:0000:0000:0000:0000:0000:AD21:FE43 moKeT 6biTb COKpALLEH A0
FE40::AD21:FE43. CoKpaleHuto He moryT 6biTb NoaBeprHyTbl 2 pasfgesieHHble HyneBble
rpynnbl u3-3a BOSHUKHOBEHUA HEOAHO3HAYHOCTM.

EUI-64 - 310 ngeHtudumKaTop, co3gaHHblii Ha 6a3e MAC-agpeca uHtepdeiica, ABnatoWwmninca
64 mnagwummn 6utamu IPv6-agpeca. MAC-agpec pasbusaerca Ha ABe 4YacTu no 24 6ura,

MeXay KoTopbimu aobasnserca KoHcTaHTa FFFE.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanuya 110 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipv6 default-gateway
ipv6_address

no ipvé6 default-gateway
ipv6_address

3apaeTt 3HayYeHue nokanbHoro agpeca IPv6-wnto3a no ymonya-
HUIO.

Ypaanser HacTpolKu IPv6-Lunt03a No yMOIYaHUIO.

ipv6 neighbor ipv6_address {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
vlan vian_id} mac_address

no ipv6 neighbor
[ipv6_address]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..12);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

Cospaet ctatnueckoe cootsetcteme mexay MAC-agpecom co-
cegHero ycTpoiicTtea u ero IPve-agpecom.

- ipv6_address — IPv6-agpec;

- mac_address — MAC-agpec.

Ypanaet ctatMyeckoe cootBeTcTBue mexagy MAC-agpecom co-
ceaHero ycTpoiicTea u ero IPvb-agpecom.

ipv6 icmp error-interval
milliseconds [bucketsize]

no ipv6 icmp error-interval

milliseconds:
(0..2147483647)/100;
bucketsize: (1..200)/10

3apaeT orpaHuyeHue ckopoctu ana ICMPv6-cooblueHuii 06
olImnbKax.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

ipv6 route prefix/prefix_length
{gateway} [metric] [distance
distance]

no ipv6 route
prefix/prefix_length [gateway]

prefix: X:X:X:X::X;
prefix_length: (0..128);
metric: (1..65535)/1;
distance (1..255)/1

[obasneHue cTatmyeckoro mapuwpyta IPvé

- prefix — ceTb Ha3HayYeHus;

- prefix_length —npeduKc macku cetm (KoNM4ecTso eguHUL, B Ma-
cKke);

- gateway — W03 ANA JOCTYNA K CETU Ha3HaYeHus;

- metric — MeTpWKa 419 AAHHOTO MapLUPYTa;

- distance — afiMUHUCTPATUBHAA AUCTAHUMA MapLUpyTa.

YpaneHue ctatnyeckoro mapuwpyta IPv6.

ipv6 unicast-routing

no ipv6 unicast-routing

-/BbIK/IIOYEHO

Bkntouaet nepeHanpasaeHne ogHOaAPECHbIX NAaKeTOoB.

OTkntovaet nepeHanpasaeHne ogHoaapeCcHbIX NAaKeTOoB.
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ipv6 distance {ospf {inter-as |
intra-as} | static} distance

no ipvé6 distance {ospf {inter-as
| intra-as} | static}

distance
(1..255)/static:1,
OSPF intra-as:30,
OSPF inter-as:110

YcTaHaBAMBAET 3HAYEHNE aJMUHUCTPATUBHON AucTaHummu (AD)
ANA BCEX MapLUPYTOB YKa3aHHOro Tmna.

- ospf inter-as — yctaHaB/nMBaeT 3HaYeHWe AD Ans MeX30Ha/b-
HbIX MapLLPYTOB, NPUHATbLIX No npoTokony OSPF;

- ospf intra-as — yctaHaBnnBaeT 3HayeHne AD gna BHYTpU30-
HaNbHbIX MAPLLPYTOB, NPUHATLIX N0 NpoToKkoay OSPF;

- static — yctaHaBnmBaeT 3HaueHne AD gna cTaTMyeckmx maplLu-
pyTOB.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

KomaHObI pexcuma KoHgpuaypayuu uHmepaeltica (VLAN, Ethernet, Port-Channel)

BuAa 3anpoca KoMaHAHOWM CTPOKM pexmnma KoHdurypaumm nHtepdeica:

console

(config-if) #

Tabnunua 111 — KomaHabl pexkuma KoHourypaumm nHtepdelica (Ethernet, VLAN, Port-channel)

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipv6 enable

no ipvé6 enable

-/BbIK/IIOYEHO

BKatouaeT noaaepkky IPv6 Ha uHtepdelice.

OTkntoyaeT noaaepky IPv6 Ha nHtepdeiice.

ipv6 address autoconfig

no ipv6 address autoconfig

Mo ymon4yaHuo
aBTOMaTU4ecKas
KOHOUrypaumsa
BK/IIOYEHA, aApeca He
Ha3HayeHbI.

BK/loueHMe aBTOMAaTMYeCKON KoHdurypauum IPv6-agpecoB Ha
nHTepoerice. Aapeca HacTPanBaTCA B 3aBUCMMOCTU OT NpeduK-
COB, KOTOpbIEe NoJIy4YeHbl B co0bLeHMAx «Router Advertisement».

YcTaHaBAMBaEeT 3HaYeHue no YMOYaHUIO.

ipv6 address
ipv6_address/prefix_length
link-local

no ipv6 address
[ipv6_address/prefix-length
link-local]

Mo ymonyaHuio
3HaYeHue NOKaNbHOro
aapeca: (FE80::EUI64)

3apaeT nokanbHbIN IPv6-agpec uHtepdetica. Crapwme 6uTbI no-
KanbHbIX IP-agpecos B IPv6 — FE8O::

Ypanset nokanbHbIn IPv6-aapec.

ipv6 nd dad attempts
attempts_number

3afaeT KO/MYecTBO COO0bOLEeHUN-TpeboBaHMI, nepeaaBaemMbix
MHTepdencom B3aMMOLENCTBYOWEMY YCTPOWUCTBY B Cayvae 06-

no ipv6 unreachables

(0..600)/1 HapyKeHuna aybaunkaumm (konnmsum) IPve-agpeca.

no ipv6 nd dad attempts Bo3BpaluaeT 3Ha4YeHWe Mo YMOUAHUIO.

ipv6 unreachables BKkntoueHue ICMPV6 coobuieHnin 0 HeAOCTUNKMMOCTM agpecaTa
-/enabled npu nepegaye NakeTos Ha onpeaeneHHbl nHTepoelic.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

ipvé mld version version

no ipvé mld version

version: (1..2)/2

OnpepeneHuve sepcum npotokona MLD ana nHtepdelica.

YcTaHaBAuBaeT 3HaYeHue no YMONYaHUIO.

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:

console#
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Tabnnua 112 — KomaHgabl perkuma Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

show ipv6 interface [brief |
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
loopback | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MoKa3sbiBaeT HAaCTPOMKM NpoToKona IPv6 ansa yKasaHHOro UHTep-
deiica.

show ipv6 route [summary |
local |connected | static |
ospf | icmp | nd |
ipv6_address/ipv6_prefix |
interface { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
loopback | vlan vian_id}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
group: (1..128);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
vlan_id: (1..4094)

MokasbiBaeT Tabanuy IPv6-mapLupyToB.

show ipv6 neighbors
{ipv6_address |
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
vlan vian_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
group: (1..128);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
vlan_id: (1..4094)

Moka3biBaeT MHPOPMALMIO O COCEeAHMX
cofepsKallytoca B Kalle.

IPv6-ycTpoicTBax,

clear ipv6 neighbors

OuMaeT Kaw, cogepxawmin uHbopMaumio O coceaHux
ycTpoicTBax, paboTatowmx no npotokony IPve. UHPopmaumsa o
CTaTUYEeCKUX 3anncAX CoOXpaHAETCA.

show ipv6 distance

loKa3aTb 3HayeHwue aAMMHMCTpaTMBHOI‘;I
Pa3/INYHbIX UCTOYHMKOB MapLlipyTa.

ANCTaHUMKM  gAAa

5.16 HacTpoiika npoToKon0B

5.16.1 Hacmpoiika npomokona DNS — cucmembl 0OMeHHbIX UMeH

OcHoBHoW 3agayeit npoTokosia DNS aBnsetcsa onpegeneHue IP-aapeca ysna cety (xocTa) no 3anpocy,

cogeprKallemy ero AomMeHHoe umA. Basa AaHHbIX COOTBETCTBUA [AOMEHHbIX MMEH Y3/10B CETU W
cooTeeTcTBYlOWMX UM IP-agpecos Begetca Ha DNS-cepsepax.

KomaHObI pexcuma 2a06asab6Hol KoOHpu2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHoM KoHdUrypaumm:

console (config) #
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Tabnnua 113 — KomaHab! perkuma riobanbHoM KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

ip domain lookup

no ip domain lookup

-/BKIOYEHO

PaspewaeT ncnonbsosaHne npotokona DNS.

3anpelaeTt ucnonb3osaHue npotokosaa DNS.

ip name-server
{serverl_ipv4 address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...] [vrf
vrf_name]

no ip name-server
{serverl_ipv4 address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...][vrf
vrf_name]

Onpegaenset IPv4/IPv6-agpeca ana goctynHbix DNS-cepsepos.
- vrf_name — ums BUpPTyanbHOM 061aCTM MapLLPYTM3aLUu.

Ypansaert IP-agpec DNS-cepBepa 13 cnucka AOCTYMHbIX.

ip domain name name [vrf
vrf_name]

no ip domain name [vrf
vrf_name]

name: (1..158)
CUMBO/I0B

Onpegenset 4OMEHHOE MMA N0 YMOYaHUIO, KoTopoe byaeT uc-
Nnonb30BaTbCA MPOrpaMMon, ANA [AOMNONHEHUS HemnpaBUbHbIX
[OMEHHbIX MMeH (LOMeHHbIX MMeH 6e3 TouKK). N AOMEHHbIX
nmeH 6e3 TOUKM B KOHeL, UMeHU byaeT A06aBAATLCA TOYKA M YKa-
3aHHOE B KOMaHAE AOMEHHOE UMS.

- vrf_name — ums BUPTYanbHOM 061aCTU MapLUpyTU3aLMK.

Yaanser 4OMeHHOE UMS MO YMOJIHaHUIO.

ip host name address1
[address2 ... address4] [vrf
vrf_name]

no ip host name [vrf vrf_name]

name: (1..158)
CUMBOJI0B

OnpepenneT cTaTU4eCcKMe COOTBETCTBUA MUMeH Y3108 ceTu IP-aa-
pecam, pobasnsaeT ycTaHOB/JEHHOE COOTBETCTBME B  K3L.
PyHKLMA noKanbHoro DNS. MoHo onpegenntb g0 BocbMu IP-
afpecoB Ha OAHO UMA.

- vrf_name — ums BUpPTyanbHOM 061aCTVM MapLLpPyTM3aLUu.

Ypanaert ctatMyeckne COOTBETCTBMA MMEH Y3/10B CeTn IP-ap,pe-
Cam.

KomaHOowbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK B pexxknume EXEC:

console#

Tabnnua 114 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHue .
KomaHda Aeiicmeue
no ymoa4aHuro
clear host {name | *} name: (1..158) Yaansaer 3anucb COOTBETCTBMA MMEHM y3na ceTu IP-agpecy Kawa
CMMBOOB nnbo Bce 3anmcu (*).

show hosts [name] [vrf
vrf_name]

name: (1..158)
CUMBOIOB

OTobparkaeT LOMEHHOE MMA N0 YMONYaHULo, cnncok DNS-cepse-
poB, CTaTUYECKME U KILMPOBAHHbIE COOTBETCTBMA MMEH Y3/10B
cetn u IP-agpecos.

Mpu NCcNoNb30BaHMM B KOMaHAE MUMEHM y3N1a CeTU, OTobpakaeTcs
cooTBeTcTBYOWMIN emy IP-agpec.

- vrf_name — ums BUpPTyanbHOM 061aCTU MapLLpyTMU3aLmu.

[pumepbl UCI016308AHUS KOMAHO

Mcnonb3zoBatb DNS-cepsepa no agpecam 192.168.16.35 1 192.168.16.38, yCTaHOBUTb AOMEHHOE UMSA

Nno YMO/Z14YaHUIO — Mes:

console# configure
console (config)# ip name-server 192.168.16.35 192.168.16.38
console (config)# ip domain name mes
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YCTaHOBUTb CTaTUYECKOE COOTBETCTBME: Y3e/ CeTH C UMmeHeM eltex.mes nmeer IP-agpec
192.168.16.39:

console# configure
console (config)# ip host eltex.mes 192.168.16.39

5.16.2 Hacmpolika npomoKona ARP

ARP (Address Resolution Protocol — npoTokon paspelleHus aapecoB) — NPOTOKOA KaHalbHOro
YPOBHA, BbINOAHAKOWMI PyHKUMIO onpegeneHma MAC-agpeca Ha OCHOBAaHMK COAeprKalLlerocs B 3anpoce
IP-agpeca.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKMUMe r106anbHON KOHPUrypaumm:

console (config) #

Tabnnuya 115 — KomaHab! perknma rnobanbHom KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aeiicmeue

arp ip_address hw_address
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
vlan vian_id | oob]

no arp ip_address
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
vlan vian_id | oob]

dopmar ip_addr:
AB.C.D;
dopmat hw_address:
H.H.H
H:H:H:H:H:H
H-H-H-H-H-H;
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

[ob6asnaeT cTaTMyecKyto 3anucb cootsetcteus IP- 1 MAC-aape-
coB B Tabnnuy ARP gna ykazaHHoro B KomaHze nHTepdeiica.

- ip_address — IP-agpec;

- hw_address — MAC-agpec.

Ypanaet cTaTMYecKyro 3anucb cooTtsetctema IP- 1 MAC-agpecos
13 Tabnunubl ARP ans yKasaHHOro B KOMaHae nHtepdeiica.

arp timeout sec sec: HacTpanBaeT Bpems KM3HM AMHAMUYECKUX 3anuceit B Tabauue
(1..40000000)/60000 ARP (cek).
no arp timeout CeK YcTaHaBAMBaEeT 3HaYEHME NO YMOIYAHUIO.
ip arp proxy disable OTKANOYaeT peXMm NpoKcupoBaHmna ARP-3anpocoB AN KoMMmyTa-
. Topa.
-/OTKNIOUEH

no ip arp proxy disable

Bkntoyaet pexum npokcmposaHna ARP-3anpocos Ana KommyTa-
TOpa.

anycast-gateway
mac-address mac_addres

no anycast-gateway mac-
address

dopmat mac_address:
H.H.H nan H:H:H:H:H:H
mnun H-H-H-H-H-H /
BUPTyanbHbI MAC-
ajpec He 3a4aH

3agaeT BupTyanbHbii MAC-agpec, KOTopblit 3ameHseT 6aso-
Bblt MAC-agpec KommyTaTopa B ucxogawmx ARP-coobue-
HUAX.
- mac_address — MAC-agpec.
B KauectBe BuptyanbHoro MAC-agpeca Henb3a MUC-
V nonb3oBatb cneaywowme MAC-agpeca: multicast,
broadcast, VRRP MAC, 6a3o8biii MAC-agpec KommyTa-
Topa, 6a3oBblii MAC-agpec Kakoro-nu6o loHUTa U3
cTeka.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.
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KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM B pexume Privileged EXEC:

console#

Tabnnua 116 — KomaHabl perkuma Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

clear arp-cache

Ypansaer Bce guHaMmMyeckue 3anucu ns ARP-tabaunubl (KomaHza go-
CTYNHa TO/IbKO 418 NPUBUAETMPOBAHHOIO NoJib30oBaTeNs).

show arp [ip-address
ip_address] [mac-address
mac_addres] [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
oob]

dopmart ip_address:
A.B.C.D
dopmaT mac_address:
H.H.H van H:H:H:H:H:H
nam H-H-H-H-H-H;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

MokasbiBaeT 3anucu ARP-Tabauubl: Bce 3anucu, ¢punbTp no IP-aa-
pecy; dounbTp Nno MAC-agpecy; duabTp no nHtepdelicy.

- ip_address — IP-agpec;

- mac_address — MAC-agpec.

show arp configuration

MokasbiBaeT rnobanbHyo KoHourypaumio ARP n KoHoUrypaumio
ARP gns nHtepdelicos.

show ip anycast-gateway

MokasbiBaeT KOHOUrypauuio anycast gateway.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

Bug, 3anpoca KoMaHAHOM CTPOKKM B pexkume interface configuration:

console (config-if) #

Tabnuua 117 — KomaHabl pexknma nHtepoeiica Ethernet, rpynnel nHTepdeicos nHtepdeica VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip proxy-arp

no ip proxy-arp

-/BKAKOYEHO

BkatouyaeT pexxmum npokcnposaHua ARP-3anpocoB Ha HacTpauBae-
MOM MHTepdeiice.

OTKAtoYaeT pexxmm npokcmposBaHuA ARP-3anpocoB Ha HacTpaunBae-
Mom uHTepdeiice.

ip local-proxy-arp

no ip local-proxy-arp

-/BbIKNIOYEHO

BkntouaeT npokcmpoBaHue ARP-3anpocoB B npeaenax ogHoro L3-
nHTepoelica.

OTKAtoYaeT NpokcmpoBaHue ARP-3anpocoB B npegenax ogHoro L3-
nHTepoelica.

anycast-gateway

no anycast-gateway

-/BbIK/IOYEHO

BkntoyaeT onumto anycast gateway Ha nHTepdeiice. B ncxoaaimx
ARP-coobuieHx 6a3oBbii MAC-azpec KOMMYyTaTopa 3aMeHseTcs Ha
BMPTyanbHbii MAC-agpec.

V BupTtyanbHbiii MAC-agpec AonKeH 6biTb 3aAaH KOMaH-
Aol anycast-gateway mac-address.

YcTaHaBAMBaeT 3HaYeHne no YMON4YaHUIO.
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[Tpumepbl UCnoAb308aHUS KOMAHO

[Job6aBuTb cTaTMyeckyto 3anucb B ARP-Tabaunuy: IP-agpec 192.168.16.32, MAC-agpec 0:0:C:40:F:BC,
YCTAHOBUTb BPEMS XKU3HU AMHAMUYecKmMX 3anucein B ARP-Tabaunue — 12000 ceKyHA;:

console# configure

console (config)# arp 192.168.16.32 00-00-0c-40-0f-bc tengigabitethernet
1/0/2

console (config)# arp timeout 12000

MoKasaTb cogepknumoe ARP-Tabnmubi:

console# show arp

VLAN Interface IP address HW address status

vlian 1 te0/12 192.168.25.1 02:00:2a:00:04:95 dynamic

5.16.3 Hacmpolika npomokona GVRP

GARP VLAN Registration Protocol (GVRP) — npoTtokon VLAN-peructpaumn. MpoToKoa nossonser
pacnpocTpaHntb no cetn maeHtuédukatopbl VLAN. OcHoBHOM ¢yHKUMel npoTokona GVRP saBnsetcs
obHapyXeHune nHpopmaumm ob oTcyTcTBYIOWMX B 6a3e gaHHbIX KommyTaTopa VLAN-ceTax npu noJsiy4eHumn
coobueHnit GVRP. Moayums nHpopmaumio o6 otcytcreyowmx VLAN, kKommyTaTop AobaBnseT ee B CBOIO
6a3y AaHHbIX.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

BunAa 3anpoca KoOMaHAHOWM CTPOKM pexxunma rnobanbHoM KoOHOUrypaumm:
console (config) #

Tabnunua 118 — KomaHabl perkuma rnobanbHoM KoOHGUrypauum

3HayeHue/3Ha4yeHue »
KomaHda / Aeiicmeue
no ymoa4YaHuro
gvrp enable / o BKkntoyaeT ncnonbsosaHune npotokona GVRP-KoMmyTaTopom.
-/BbIK/OYEH
no gvrp enable BbikntoyaeT ncnonb3osaHue npotokoaa GVRP-kommyTatopom.
gvrp static-vlan Bkntouaet pobasneHve VLAN nonydyeHHbix no GVRP so VLAN
database.
- -/BbIKNOYEH
no gvrp static-vlan OTkntovaet pobasnerne VLAN nonyyeHHbix no GVRP so VLAN
database.

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (duanaszoHa uHmepgelicos) Ethernet, uHmep-
gelica 2pynnbl MOpmMos

Bua 3anpoca KOMaHAHOM CTPOKM B pexmnme KoHourypauum uHtepdelica Ethernet, nHtepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 119 — KomaHabl pexkmma KoHourypauum nHtepdelica Ethernet, rpynnsl nHTepdelicos

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
10 yMOoA4YaHuio

gvrp enable BkntoyaeT mcnonb3oBaHne npotokosa GVRP Ha HacTpanBaemom

-/BbIK/IIOYEH .
UHTepodeiice.
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no gvrp enable

BbIKntoyaeT ncnonb3oBaHue npotokosna GVRP Ha HacTpansaemom
UHTepodeiice.

gvrp vlan-creation-forbid

no gvrp vlan-creation-forbid

-/paspelueHo

3anpelaetr gMHaMu4yeckoe nsmeHeHme nan cosganHme VLAN ana
HacTpanBaemoro nHTepoeica.

Paspewaer guHamunyeckoe mameHeHne unu cosgaHue VLAN ana
HacTpanBaemoro nHTepoeica.

gvrp registration-forbid

no gvrp registration-forbid

Mo ymonuyaHutio
cosfaHue n
pernctpauma VLAN Ha
MHTepodeince
paspelleHa

BbinonHsaeT cHATUe pernctpaumm ana scex VLAN n He gonyckaeT co-
34aHuUA unm pernctpaumm Hosbix VLAN Ha gaHHOM MHTepdeiice.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKM pexnma Privileged EXEC:

console#

Tabnunua 120 — KomaHabl perkmuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoan4YaHuo

Aelicmeue

clear gvrp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port:
(1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

OunwaeT HaKONAEHHYI CTaTUCTUKY NpoToKkona GVRP.

KomaHOowb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnunua 121 — KomaHabl pexxknma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show gvrp configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
detailed]

show gvrp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

Moka3sblBaeT KoHdUrypauuio npotokona GVRP ansa yKasaHHOro MH-
Tepdelica, iMbo ansa scex MHTepdencos.

MNoKa3blBaeT HAKOMNAEHHYK CTAaTUCTUKY Mo npoTtokoay GVRP pgna
yKasaHHoro uHTepdeliica, inbo gna Bcex nHTepdeicos.
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show gvrp error-statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group]

MoKasblBaeT CTaTUCTUKY Mo owmnbkam npu paboTe npoTokosia GVRP
ONA yKasaHHOro uHtepderica, imbo ansa Bcex MHTepdencos.

5.16.4 MexaHu3m obHapyxceHusa nemens (loopback-detection)

[aHHbI MexaHM3M MO3BO/AET YCTPOMCTBY OTC/IEXKMBATb 3aKObLLOBAHHbIE NOPTbI. [eTaa Ha nopTy
obHapyXuBaeTcs NyTEM OTCbIIKM KOMMyTaTopom Kagpa (frame) ¢ MAC-agpecom nopta KommyTaTopa B
none Source MAC v wnpoKoBeLaTenbHbIM (Mo ymondaHuto) agpecom B nose Destination MAC.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKK B pexknume r1ob6asibHOMN KoHdUrypaumm:

console (config) #

Tabnunua 122 — KomaHabl perkuma rnobanbHoM KoHGUrypauum

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

loopback-detection enable

no loopback-detection enable

-/BbIK/OYEHO

BkatouaeT mexaHU3m o6Hapy)+(eva neTenb ANAa KOMMyTaTopa.

BoccraHaBnnBaeT 3HaYeHMe N0 YMONYAHMUIO.

loopback-detection interval
seconds

no loopback-detection interval

seconds: (1..60)/
30 cekyHA,

YcTaHaBauBaeT MHTepBan mexay loopback-kagpamu.
- seconds — UHTepBan BpemeHn mexay LBD-kagpamu.

BoccTaHaBnmBaeT 3HavyeHMe No YMOYAHMUIO.

loopback-detection vlan-based

no loopback-detection vlan-
based

-/BbIK/OYEHO

BkntoyaeT pexmm obHapyxeHusa netam o VLAN. lMpu Hanuuum
netan Bo VLAN pgaHHasa VLAN 6yaeT 3abnokupoBaHa Ha nopTy, Ha
KOTOpOM bblna obHapyKeHa neTns.

OTKNOYUTD pexxum obHapyKeHua netam so VLAN.

loopback-detection vlan-based
recovery-time value

no loopback-detection vlan-
based recovery-time

value: (30..1000000)/
BbIK/IIOYEHO

3apaTb Bpems 610knposku VLAN.
- value — Bpems, No uctedyeHne kotoporo VLAN aBTOMaTMYeCKu
pa3biokupyercs.

3abnokuposaHHble VLAN He byayT BOCCTaHaB/AMBATLCA aBTOMATU-
YeCcKu.

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (QuanaszoHa uHmepgeticos) Ethernet, uHmep-

gelica 2pynnbl nIopmos

Bua, 3anpoca KOMaHAHOW CTPOKM B pexume KoHourypaumm mHtepdeiica Ethernet, nntepdeiica

rpynnbl NOPTOB:

console (config-if)#

Tabnnua 123 — KomaHabl pexuma KoHourypaumm nHtepdelica Ethernet, rpynnel nHTepdelicos, nHTep-

¢delica VLAN

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aeiicmeue

loopback-detection enable

no loopback-detection enable

-/BblKIOYEH

BkitouaeT mexaHu3m 06Hapy)+(eHVIFI neTenb Ha NopTy.

BocctaHaBnvBaeT 3HaveHue no YMONYaHUIO.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:
console#

Tabnuua 124 — KomaHap! pexkmuma EXEC

3HayeHue/3HayeHue
o ymMoA4YaHuro

KomaHda Aeiicmeue

show loopback-detection OTobparkaeT cocTosiHMe mexaHuama loopback-detection.
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port | twe_port:

- L (1..8/0/1..120);
hundredgigabitethernet i .
hu_port | hu_port: (1..8/0/1..32);

fo_port: (1..8/0/1..32);

fourhundredgigabitethernet aroup: (1..128).

fo_port | port-channel group |
detailed]

5.16.5 Cemelicmeo npomokonoe STP (STP, RSTP, MSTP), PVSTP+, RPVSTP+

OcHoBHOW 3agaveit npotokona STP (Spanning Tree Protocol) Aasnsetca npuseaeHue cetn Ethernet c
MHOYECTBEHHbIMW CBA3AMM K APEBOBUAHON TOMOOMMN, UCKOYAIOWEN LMKAbI NakeTosB. KommyTaTopbl
06MeHMBalOTCA KOHPUIYPaUMOHHbIMU COOBLLEHMAMM, UCMOAb3YA Kagpbl cneuunanbHoro d¢opmata, u
BbIBOPOYHO BK/IOYAIOT M OTK/OYAIOT Nepeaayy Ha nopTbl.

Rapid (6bicTpbiit) STP (RSTP) ABnseTcs ycoBeplleHCTBOBaHMEM MpoTOKona STP, xapaKkTepusyeTca
MEHbLWMM BPEeMeHeM NpPUBEAEHUA CeTM K AOPeBOBMAHOM TOMOAOIMM M uMeeT 60/ee  BbICOKYHO
YCTOMYNBOCTD.

MpoTtokon Multiple STP (MSTP) saBnaetcs Hambonee coBpemeHHoOM peanusauueinr STP,
nogaep:kmpatollerr ucnonb3osaHne VLAN. MSTP npeanonaraer KoHourypauuio Heobxoaumoro
KOJIMYECTBA IK3EMNASPOB CBA3YIOWEro AepeBa (spanning tree) BHe 3aBUCMMOCTM OT Yncna rpynn VLAN Ha
KommyTaTope. Kaxabi 3K3eMNAApP MOXKET coaepKaTb HecKonbKo rpynn VLAN. HegoctaTkom npoToKona
MSTP aBnsieTca To, YTO Ha BCEX KOMMYyTATOpax, B3anmogencreyrowmx no MSTP, gonxKHbl 6bITb 04MHAKOBO
CKOHOUrypuposaHsbl rpynnbl VLAN.

V MaKcMmanbHO AonycTUMOoe KOMuecTBo 3k3emnaapos MSTP ykasaHo B Tabauue 10.

MexaHn3m Multiprocess STP npegHasHaveH ana co3aaHua He3aBncumsblx gepesbes STP/RSTP/MSTP
Ha NOPTax YCTPOICTBA. MI3MeHeHMsA CoCTOSHMA OTAENbHOIO AepeBa He OKA3blBalOT BIMAHUA Ha COCTOAHMUE
OPYrvX AepeBbeB, YTO NO3BOJIAET MOBbICUTb YCTOMYMBOCTb CETU U COKPATUTbL BPEMS NepecTpoeHuns aepesa
B C/lyyae OTKa3oB. MMpu KOHPUrypupoBaHMM credyeT UCKAHUYUTb BO3MOMKHOCTb BO3HMKHOBEHMUA Konel,
MeXKay NnopTaMmn-ysieHaMn pasHbIX AepeBbeB. s 06CnyKMBaHUA U30/IMPOBAHHbIX AEPEBLEB B CUCTEME
CO03A4aéTcA oTAe/IbHbIA Npouecc Ha Kaxaoe gepeBo. C NpouLeccom COMOCTaBAAKTCA NOPTbl YCTPOMCTBA,
npuMHagnexKawme gepesy.
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5.16.5.1 Hacmpolika npomokona STP, RSTP

KomaHObI pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRnma rnobanbHoM KOHPUrypaLmm:

console (confiqg) #

Tabanua 125 — KomaHabl perknma rnobanbHom KoOHPUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

spanning-tree

PaspelwaeT ncnonb3oBaHUE KOMMYTAaTOpPOM NpoToKkona STP.

no spanning-tree mode

- -/BKAOYEHO
no spanning-tree 3anpeLaeT UCNoNb30BaHME KOMMYTAaTOPOM NpoTokona STP.
spanning-tree mode {stp | YcTaHaBAMBaET pexxum paboTbl npoTokona STP:
rstp | mstp | pvst | rapid- - stp — IEEE 802.1D Spanning Tree Protocol;
pvst} - rstp — IEEE 802.1W Rapid Spanning Tree Protocol;
-/RSTP - mstp — IEEE 802.1S Multiple Spanning Tree Protocol;

- pvst — Cisco Per Vlan Spanning Tree Protocol;
- rapid-pvst — Cisco Rapid Per Vlan Spanning Tree Protocol.

YcTaHaBAMBaEeT 3HaYeHue no YMOYaHUIO.

spanning-tree forward-time
seconds

no spanning-tree
forward-time

seconds: (4..30)/15 cek

YcTaHaBAMBAET UHTEPBaA/ BPEMEHU, 3aTPayunBaemblil Ha NPOCAYLLIN-
BaHWeE U U3yYeHWe COCTOAHUI Nepes NepeKkItloyeHNem B COCTOAHME
nepegauu.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree hello-time
seconds

no spanning-tree hello-time

seconds: (1..10)/2 cek

YcTaHaBAMBaET MHTEPBAN BPEMEHU MEXKAY Nepeaadyamm LWNPoKoBe-
LwaTenbHbIX coobweHnin «Hello» K B3anmoaencTeyowmMm KoMmmyTa-
TOpam.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

spanning-tree
loopback-guard

no spanning-tree
loopback-guard

-/3anpeleHo

PaspelaeT 3awumTy, BbIKAHOYAOWY WHTEpPdeNc npu MNoayvyeHumn
csoero BPDU.

3anpelsaeT 3awWwuTy, BbIKAOYAOWY WHTepdEnc npu noayyYeHuu
csoero BPDU.

spanning-tree max-age
seconds

no spanning-tree max-age

seconds: (6..40)/20 cek

YcTaHaBAMBaeT BpeMs XU3HU cBAsytowero gepesa STP.

YcTaHaBAMBaeT 3HAYeHue no YMOYaHUIO.

spanning-tree priority
prior_val

no spanning-tree priority

prior_val:
(0..61440)/32768

HactpaunBaet npuoputeT caAsyoLero gepesa STP.
3HayeHune NnpuopuTeTa AOMKHO HbITb KpaTHO 4096.

YcTaHaBAMBaeT 3HaYeHWe No YMOAYAHUIO.

spanning-tree pathcost
method {long | short}

YcTaHaBAMBaET METOZ OnpeseneHUn LeHHOCTU NyTu.
- long — 3HayeHuWe ueHHOCTM B gManasoHe 1..200000000;

no spanning-tree bpdu

-/long - short — 3HauYeHue LueHHOCTM B AnanasoHe 1..65535.
no spanning-tree pathcost YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.
method
spanning-tree bpdu OnpegaenseT pexxum o6paboTkn naketos BPDU-uHTepdelicom, Ha
{filtering | flooding} KOTOPOM BbIKtOYEH NpoTOKOA STP.
- filtering — Ha wHTepdelice ¢ BbIK/AOYEHHbIM NpoToKonom STP
/flooding BPDU-nakeTbl dpunbTpytoTcs;

- flooding — Ha MHTepdeiice c BbIKNOYEHHbIM MPOTOKONOM STP HeTe-
ruposaHHble BPDU-nakeTbl nepenatoTcs, TerMpoBaHHble — GUAbTPY-
toTca.

YcTaHaBAMBaeT 3HaYeHne o YMOAYaHUIO.

spanning-tree loopguard
default

no spanning-tree loopguard
default

-/BbIK/IOYEHO

BksitoyaeT dpyHKLMI0 Loop Guard ans Bcex NopTos.

Ha aaHHbI MOomeHT dyHKUMOHan Loopguard peanuso-
. BaH ana pexxumos STP, RSTP, MSTP.

OTkntoyaeT dpyHKumto Loop Guard.

Mpu 3agaHun STP napameTpos forward-time, hello-time, max-age Heo6xogumo BbiNo/NHEHUE
o ycnosua: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

203 Ethernet-kommymamopei ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES35105-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32




JHELTEX

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepaelica 2pynnsl MopmMos

Bua 3anpoca KOMaHAHOW CTPOKU B pexume KoHourypauum mHtepdeiica Ethernet, nntepdeitca

rpynnbl NOPTOB:

console (config-if) #

Tabanua 126 — KomaHabl pexkmuma KoHourypaumm nHtepdelica Ethernet, rpynnel noptos

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuio

Aelicmeue

spanning-tree disable

3anpewaeT paboTy npotokona STP Ha KOHOUTYPUPYEMOM UHTEp-
deiice.

- - -/paspelueHo
no spanning-tree disable /pasp PaspelaeT paboTy npotokona STP Ha KOHUrypupyemMom UHTep-
deiice.
spanning-tree cost cost cost: YcTaHaBAMBaeT LeHHOCTb NyTH Yepes AaHHbI UHTepdelic.
) - cOSt — LEeHHOCTb NyTH.
i (1..200000000)/cm. 4 y
no spanning-tree cost a6y 96 YcTaHaB/IMBaeT 3HauYeHWe, onpeaensemoe Ha OCHOBaHUM CKOPOCTU

nopTa U MeToa OnpeaeneHns LEHHOCTU NyTH, cM.Tabaunuy 127

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHaBAMBaeT NnpuopuTeT nHTepdeiica B cBasyolem gepese STP.

V 3HaueHue NpuopuTeTa AONKHO 6bITb KPaTHO 16.

YcTaHaBAMBaET 3HaYeHue no YMO4YaHUIO.

spanning-tree portfast [auto]

BK/tOYaeT pexknum, B KOTOPOM MOPT NPU NOAHATUM HA HEM JIMHKA
Cpa3y CTaHOBWTCA B COCTOAHME Mepeaayu, He A0XKMAAACL ucTeye-
HUA Talimepa.

no spanning-tree guard

rno6anbHOM HaCTPOKK

-/auto - auto — f06aBNAeT 3a4epPKKY 3 CeKYHAbI Nepes, Nnepexoom B co-
CTOAHUE Nepenayn.
no spanning-tree portfast BbIK/IOYAET PeXKMM MOMEHTaIbHOTO Nepexoaa B COCToAHME nepe-
434v MO NOAHATUIO «IMHKA».
spanning-tree guard {root | BK/IOYAET 3aLMTY «KOPHAY /1A BCEX CBA3YIOWMX AepeBbes STP Bbl-
loop | none} 6paHHOro nopTa.
- root — 3anpeLLaeT uHTepdeicy ObITb KOPHEBLIM MOPTOM KOMMY-
Tatopa;
-/ucnonb3osaHne - loop — BKAtOYaeT Ha MHTepdelice AONONHUTEIbHYIO 3aLLMTY OT

netenb. B cnyyae ecnmn nHtepdeinc HaxoaMTCa B COCTOAHUN, OTANY-
Hom oT Designated u npu sTom nepectaet nony4ate BPDU, nHTep-
deiic bnokumpyetcs;

- none — oTKAto4aeT Bce Guard-¢yHKUMKM Ha nHTepdelice.

Mcnonb3yeT rnobanbHyto HaCTPOWAKY.

spanning-tree bpduguard
{enable | disable}

no spanning-tree bpduguard

-/BbIK/OYEHO

PaspelaeT 3awWuTy, BbIK/AOYAtOLLYIO0 UHTEPdENC NpK NpUéMme nake-
TO0B BPDU.

3anpeLuaeT 3aLmTy, BbIK/THOYAKOLLY0 MHTepdEeC Npy NpMéme nake-
ToB BPDU.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

-/pna pynnekcHoro
nopTa «TOYKa-TOYKa,
AN NONYAYNNEKCHOro

— «Pa3BEeTB/IEHHbIN»

YctaHaBauBaeT npoTokon RSTP B nepepatolee coctosHne un onpe-
JenseT TMN CBA3M ANA BblbpaHHOro nopTa:

- point-to-point — TouKa-TouKa;

- shared — pa3BeTBNEHHbIN.

YcTaHaBAMBaeT 3HaYeHWe No YMOJYAHUIO.

spanning-tree bpdu {filtering |
flooding}

no spanning-tree bpdu

Onpegenset pexxnm obpaboTkn naketos BPDU-uHTEpdeicom, Ha
KOTOPOM BbIKAOYEH NPOTOKOA STP.

- filtering — Ha uHTepdelice ¢ BbIKAOYEHHbIM MpoTOoKo/sOM STP
BPDU nakeTbl $punbTpytoTCS;

- flooding — Ha uHTepdelice ¢ BbIKNOYEHHbIM NpPOTOKo/MOM STP
HeTerMpoBaHHble BPDU-nakeTbl nepepalroTca, TErMpoBaHHble —
dunbTpytoTCA.

YcTaHaBAMBaeT 3HaYeHne no YMONYaHUIO.

spanning-tree mac-address
{dot1d | dotlad}

no spanning-tree mac-address

-/dot1d

N3meHaeT MAC-agpec, ¢ KOTOPbIM OTNPABAAIOTCA M NPUHUMALOTCA
BPDU.

- dotld — otnpasnatoTca n npuHumatotca BPDU ¢ MAC-agpecom
01-80-C2-00-00-00;

- dotlad — oTnpasnatoTca M npuHmumatotca BPDU ¢ MAC-agpecom
01-80-C2-00-00-08.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.
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spanning-tree restricted-tcn
no spanning-tree restricted-tcn

-/npuem BPDU ¢
¢dnarom TCN paspe-
WweH

3anpewaet npvem BPDU c ¢pnarom TCN.

Paspewaet npvem BPDU c dnarom TCN.

Tabnunua 127 — LleHHOCTb NyTK, yCTaHOBAEHHAs MO YyMOAYaHUIo (spanning-tree cost)

Unmepaeiic Memoo onpedeneHus yeHHocmu nymu
Long Short
GigabitEthernet (1000 Mbps) 20000 4
TenGigabit Ethernet (10000 Mbps) 2000 2
TwentyFiveGigaEthernet (25000 Mbps) 800 1
FortygigabitEthernet (40000 Mbps) 500 1
HundredGigabitEthernet (100000 Mbps) 200 1
V DOna nntepdeiicos Port-channel HayanbHas ctroMmocTb onpegenaeTca CTOMMOCTbIO NepBOro
JNINHKa, Boweguero B coctaB Port-channel. Mpu go6aBneHnn akTUBHbIX IMHKOB, Haya/ibHasA

croumocTb Port-channel genutca Ha ux Konunuecrso.

KomaHOwb1 pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnnua 128 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
Mo yMoA4YaHuo

Aelicmeue

show spanning-tree
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

MokasbiBaeT coctoaHMe npoTokona STP.

show spanning-tree detail
[active | blockedports]

MNMokasbiBaeT Nogpo6HY MHPOPMALMIO O HACTPOMKax NPOTOKoa
STP, nHpopmaumio 06 aKTUBHbIX AN 3a6/10KMPOBAHHBIX MOPTaX.

clear spanning-tree
detected-protocols [interface {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

MepesanyckaeT npouecc MMrpaumm NpoToKkona. 3aHOBO MPOUCXO-
OUT nepecyét pepesa STP.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnnuya 129 — KomaHzabl pexkuma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

show spanning-tree bpdu
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

MoKa3sblBaeT perkum 06paboTkmn naketoB BPDU Ha uHTepdelicax.

5.16.5.2 Hacmpolika npomokona MSTP

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXkmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanua 130 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuio

Aelicmeue

spanning-tree

Pa3pelaeT ncnonb3oBaHMe KOMMYTaToOpom NpoTokona STP.

- -/paspelueHo

no spanning-tree 3anpeLaeTt UCNoib30BaHNE KOMMYTaTOPOM npoTokosa STP.

spanning-tree mode {stp | YcTaHaBAMBaET pexkmMm paboTbl npoTokona STP.

rstp | mstp} -/RSTP

no spanning-tree mode YcTaHaBAMBaEeT 3HaYeHME N0 YMONYAHUIO.

spanning-tree pathcost YcTaHaBAMBaET METOZ OnpeseneHUn LeHHOCTU NyTu.

method {long | short} - long — 3HaueHue LeHHOCTM B AManasoHe 1..200000000;
-/long - short — 3HayeHMe ueHHOCTU B AMana3oHe 1..65535.

no spanning-tree pathcost
method

YcTaHaBAMBaeT 3Ha4YeHue no YMO4YaHUIO.

spanning-tree mst instance_id
priority priority

no spanning-tree mst
instance_id priority

instance_id: (1..63);
priority:
(0..61440)/32768

YcTaHaBanBaeT npuvopuTeT ANA AAHHOTO KOMMyTaTopa nepej,
OCTaNbHbIMK, UCNONb3YIOLWMMM 0BLWMIA 3K3emnnap MSTP.

- instance_id —ak3emnnap MST;

- priority — npuopuTeT KOMMyTaTopa.

V 3HaueHMe NpUopUTeTa A,O0/MKHO 6bITb KpaTHO 4096.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

spanning-tree mst max-hops
hop_count

no spanning-tree mst
max-hops

hop_count: (1..40)/20

YcTaHaBAMBaEeT MaKCMMalbHOE KONMYECTBO TPAH3UTHbIX Y4aCTKOB
ana naketa BPDU, Heobxoammbix ans GOpMUPOBAHUA AepeBa U
yAepKaHua nHdopmaLmm o ero ctpoeHun. Ecam naker yxke npowen
MaKCMMaNbHOE KO/IMYEeCTBO TPAH3UTHbIX Y4aCTKOB, TO Ha creayto-
LLeM yyacTKe OH oTbpacbiBaeTcs.

- hop_count — MaKCcMManbHOE KOJIMYECTBO TPAH3UTHbLIX Y4aCTKOB
ans naketa BPDU.

YcTaHaBAnBaeT 3HaYeHWe No YMOIYAHUIO.

spanning-tree mst
configuration

Bxopg, B pexkum KoHdurypauum npotokona MSTP.
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KomaHObI pexcuma KoHgu2ypayuu npomokoada MSTP

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexxknume KoHurypaumm npotokona MSTP:

console# configure

console (config)# spanning-tree mst configuration

console (config-mst)#

Tabanua 131 — KomaHabl perkmuma KoHourypaumm npotokona MSTP

3HayeHue/3HayeHue
no yMmoA4YaHuo

KomaHda

Aelicmeue

instance instance_id vlan

vlan_range
instance_id:(1..63);

vlan_range: (1..4094)

no instance instance_id vlan
vlan_range

Co3paeT COOTBETCTBME MEXAY IK3emnaapom npotokona MSTP wm
rpynnamm VLAN.

- instance-id — naeHTUPUKATOP 3K3emnaspa npoTtokona MSTP;

- vlan-range — Homep rpynnbl VLAN.

Ypanaet COOTBETCTBME MEXAY dK3eMNnaApom npoTokona MSTP wm
rpynnamu VLAN.

name string
string: (1..32) cumBona

Nno hame

3apaet uma KoHourypaumm MST.
- string — uma KoHburypauum MST.

Ypanaer ums koHdurypaummn MST.

revision value
value: (0..65535)/0

no revision

3agaeT Homep peBnsnn KoHdurypaumm MST.
- value — Homep peBu3nU KoHoUrypaumm MST.

YcTaHaBAMBAET 3HaYeHue no ymondaxuto (value).

show {current | pending}

Moka3sblBaeT TeKyLLyto (current) nnbo oxugatowyto (pending) KoH-
burypaumio MST.

exit ) Bbixog, n3 pexunma KoHdurypaumm npotokona MSTP c coxpaHe-
HUEM KOHOUTypaLmu.
abort Bbixoa 13 pexxmma KoHdurypauum npotokosa MSTP 6e3 coxpaHe-

HUA KOHOUTypaumu.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet, uHmepdaelica epynnsl nopmos

Bua 3anpoca KOMaHOHOM CTPOKM B pexunme KoHourypaumum uHtepdelica Ethernet, untepdeliica

rpynnbl NOPTOB:

console (config-if) #

Tabanua 132 — KomaHabl pexxnma KoHpurypaumm nHtepoeiica Ethernet, rpynnel noptos

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

spanning-tree guard {root |
loop | none}

-/vcnonb3osaHue
rnobanbHOM HAaCTPOIKK

no spanning-tree guard root

BK/touvaeT 3aWmTy «KKOPHA» A1A BCex CBA3YOLWMX aepeBbeB STP Bbl-
6paHHOro nopra.

- root — 3anpewaeT uHTepdency 6biTb KOPHEBLIM MOPTOM
KOMMYTaTOpa;

- loop — BK/OYaeT Ha UHTepdelice JONONHUTENBHYIO 3aLLUTY OT
netenb. B cnyyae ecnv uHTepdeic HaXoAUTCA B COCTOAHUM,
oTAn4yHom oT Designated v npu aTom nepecrtaet noayyatb BPDU,
MHTepdenc baokupyercs;

- none — oTKAto4YaeT Bce Guard-pyHKUMM Ha nHTepdeiice.

YcTaHaBAMBaeT rnobanbHY0 HAaCTPOMKY.

spanning-tree mst instance-id
guard root

instance_id: (1..63);
/3awmTa BbIKNKOYEHA

no spanning-tree mst instance-
id guard root

BkatouyaeT 3aWmTy «kKOPHA» YKa3aHHOro aksemnnapa MSTP gns Bbli-
6paHHOro nHTepodelica. JaHHaa 3awuTa 3anpeLiaet nHTepdeicy
6bITb KOPHEBbLIM MOPTOM KOMMYyTaTOPA.

- instance-id — naeHTUPUKaTOp 3K3emnaAapa npoTokosa MSTP.

YcTaHaBAnBaeT 3HaYeHWe No YMOYAHUIO.

spanning-tree mst instance_id

t-priorit jorit
pori-priority priority instance_id: (1..63);

priority: (0..240)/128

YcTaHaBauBaeT npuopuTeT nHtepdeiica B aksemnnsape MSTP.
- instance-id — npeHTUdUKATOP 3K3emnaapa npotokona MSTP;
- priority — npuopuTeT MHTepdeica.

V 3HauyeHue NpuopuTeTa AONMKHO 6bITb KPaTHO 16.
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no spanning-tree mst
instance_id port-priority

YcTaHaBAnBaeT 3HaYeHWe No YMOHAHUIO.

spanning-tree mst instance_id
cost cost

no spanning-tree mst
instance_id cost

instance_id: (1..63);
cost: (1..200000000)

YcTaHaBAMBaEeT LEHHOCTb MyTH Yepes BblbpaHHbIM MHTepdeic ana
onpeaeneHHoOro sksemnaapa npotokona MSTP.

- instance-id — naeHTUPUKATOP 3K3emnaspa npoTokona MSTP;

- €OSt — UEeHHOCTb NyTH.

YcTaHaBAMBaeT 3HaveHue, onpegenAaemoe Ha OCHOBaHUM CKOPOCTU
nopTa U meToda onpegeneHna LeEHHOCTU NyTU.

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHaBAMBaeT nNpuopuTeT MHTepdeiica B KOPHEBOM CBA3YIOLLEM
pepese MSTP.

V 3HaueHue NpuopuTeTa A0MKHO BbITb KPaTHO 16.

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

spanning-tree restricted-tcn

no spanning-tree restricted-tcn

-/npuem BPDU ¢
¢dnarom TCN paspe-
WweH

3anpeuwaet npuem BPDU c pnarom TCN.

Paspewaet npvem BPDU c dnarom TCN.

KomaHOwb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnnua 133 — KomaHabl pexkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show spanning-tree
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group]
[instance instance_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
instance_id: (1..63)

MokasbiBaeT KOHOUrypauuto npoTokona STP.
- instance_id — naeHTUGUKATOP 3K3emnaspa npoTokona MSTP.

show spanning-tree detail
[active | blockedports]
[instance instance_id]

instance_id: (1..63)

MokasbiBaeT NoApPobHYIO MHPOPMALMIO O HACTPOMKe MPOTOKO/A
STP, MHPopmaL Mo 06 aKTUBHBIX UM 3a6OKMPOBAHHbIX MOPTAX.

- active — npocmoTp nHGopmaumm 06 aKTUBHBIX NOpTaXx;

- blockedports — npocmoTp MHGOpMauumM 0 3abN1OKMPOBAHHBIX NOP-
Tax;

- instance_id — npeHTMdUKaTOp aK3emnaapa npotokona MSTP.

show spanning-tree
mst-configuration

MNokasbiBaeT MHdJOpMaLI‘VIIO (0] CKOHd)VIprVIpOBaHHbIX 3K3emnaapax
MSTP.

clear spanning-tree
detected-protocols interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

MNepesanycKaeT Npouecc MUrpauumn NPOToKoaa. 3aHOBO MPOMUCXO-
OVWT NPOCcYéT nepesa STP.
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[Mpumepbl 8bINOAHEHUA KOMAHO

BKkntounTb Nogaep Ky npotokona STP, ycTaHOBUTbL 3HaYeHWe npuopuTeTa ceasyowero aepesa RSTP —
12288, nntepsan forward-time — 20 ceKyHA, UHTEPBA/ BPEMEHU MEKAY NepesadyamMu LUMPOKoBe-
LwaTenbHbIX coobueHnit «Hello» — 5 cekyHA, BpemMa *KU3HK cBA3ytoLwero gepesa — 38 cekyHa,. MNo-
Ka3aTb KOHOUIypaumo npotokona STP:

console (config)# spanning-tree

console (config)# spanning-tree mode rstp
console (config) # spanning-tree priority 12288
console (config)# spanning-tree forward-time 20
console (config)# spanning-tree hello-time 5
console (config) # spanning-tree max-age 38

console (config) # exit
console# show spanning-tree

Spanning tree enabled mode RSTP
Default port cost method: short

Loopback guard: Disabled
Root ID Priority 32768
Address a8:£f9:4b:7b:e0:40

This switch is the root
Hello Time 5 sec Max Age 38 sec Forward Delay 20 sec

Number of topology changes 0 last change occurred 23:45:41 ago
Times: hold 1, topology change 58, notification 5
hello 5, max age 38, forward delay 20

Interfaces
Name State Prio.Nbr Cost Sts Role PortFast Type
tel/0/1 enabled 128.1 100 Dsbl Dsbl No -
tel/0/2 disabled 128.2 100 Dsbl Dsbl No -
tel/0/5 disabled 128.5 100 Dsbl Dsbl No -
tel/0/6 enabled 128.6 4 Frw Desg Yes P2P (RSTP)
tel/0/7 enabled 128.7 100 Dsbl Dsbl No -
tel/0/8 enabled 128.8 100 Dsbl Dsbl No -
tel/0/9 enabled 128.9 100 Dsbl Dsbl No -
gil/0/1 enabled 128.49 100 Dsbl Dsbl No -
Pol enabled 128.1000 4 Dsbl Dsbl No -

5.16.5.3 Hacmpolika npomokosnos PVSTP+, RPVSTP+

PVSTP+ (Per-VLAN Spanning Tree Protocol Plus) — oaHa 13 pasHoBUAHOCTEN NPOTOKOMa Spanning
Tree, pacwmpstowan PpyHKUMOHanbHOCTb STP ana ucnonb3osaHma B otaenbHbix VLAN. MpumeHeHue
OAHHOro NPoToKo/1a No3BonseT B Kaxaom VLAN co3gatb oTaenbHbIl ak3emnasp STP. PVSTP+ coBmectum
c STP.

Rapid (6bicTpblit) PVSTP+ (RPVSTP+) AaBnsieTcA ycoBepLleHCTBOBaHMEM NpoTokona PVSTP+, xapakTe-
pU3yeTca MEHbLUMM BPEMEHEM NPUBEAEHUA CETU K APEBOBUAHOM TONONOTMN N UMeeT H6oJiee BbICOKYHO
YCTONYMBOCTD.

" | MaKkcumanbHoe uyucno PVST/RPVST-uHcrancoB pna  MES5300-XX, MES5305-48,
.= | MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32 — 255, gnAa Bcex ocTanb-
HbIX mogeneit — 64 Mpu 3Tom HyneBo ucnoablyetca gna scex VLAN, B KOTOPbIX OTKNOUEH
PVST/RPVST. Kaxxgomy VLAN c BkatoueHHbim PVST/RPVST cooTtsercreyeT oanH PVST/RPVST
MHCTAHC.
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"h

.h

MopTbl, Ha Kotopbix Konuvecteo VLAN npeBbiwaer mMaKCMMalbHOE KOJIMYECTBO
PVST/RPVST-uHcTaHCOB Npu nepexoae B pexkum PVST/RPVST spemeHHO 610KupyloTca, no-
aTomy nepeg BkaoueHnem PVST/RPVST Heo6xoauMmo pacumtatb KOJMUYECTBO UCMO/b3ye-
mbixX VLAN Ha KonbLeBbIX NOpTax KommyTtatopa. Ecam aaHHoe 3HayeHue npesbiwaer 64, To

NepBOHauYabHO HYXHO OTKAOUNTb PVST/RPVST B n36biTouHbix VLAN/RPVST KomaHgoii "no
spanning-tree vlan <VLAN ID>".

Mpwu BkAOUEeHHOM pexume PVST/RPVST kommyTtatopbl MES obpabatbisatot PVST bpdu Bo
Bcex VLAN. Moatomy B cay4yasx, Korga B Ko/sblie MCNONb3YHOTCA KOMMYTATOPbl € Koanye-
crBom PVST/RPVST VLAN, npesbiwaowem makcumanbHoe Konundectso PVST/RPVST-uH-
CTaHCOB, C/leAyeT paclwmMpuTb AMMuUTbl 06pabotkn PVST bpdu-tpaduka Ha CPU. Ona 3toro
Mcnonb3yeTcAa KomaHaa "service cpu-rate-limits other-bpdu 1024".

Ecnu B npouecce akcnayaTaumum noHagoburca yopatb VLAN u3 PVST/RPVST-uHcTaHcos u go-
6aBUTb HOBble, HYYXHO NPOU3BECTU C/leAyoL e AeUCTBUA:

1) OTknounTtb STP B HeHyXHbIXx VLAN (KomaHga «no spanning-tree vlan vian_list» B rno-
6anbHOM peXkume KOHGUrypupoBaHUa);

2) Bkniountb STP B HOBbIX VLAN (KomaHga «spanning-tree vlan vian_list» B rno6anbHom pe-

}KUMe KOHOUrypupoBaHus).

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHom KOHPUrypaumm:

console (config) #

Tabnnua 134 — KomaHabl pexkuma rnobanbHomn KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

spanning-tree vlan vian_list

no spanning-tree vlan
vlan_list

vlan_list: (1..4094)/ no
YMOJTYAHUIO BCE MHCTAHCbI
BKJIIOHEHbI

BkntoumTb paboTty npotokona PVSTP+, RPVSTP+ B yKa3aHHbIX
VLAN.

OTKAtoYaeT paboty npotokona PVSTP+, RPVSTP+ B yKasaHHbIX
VLAN.

spanning-tree vlan vian_list
forward-time seconds

no spanning-tree vlan
vlan_list forward-time

vlan_list: (1..4094);
seconds: (4..30)/15 cek

YcTaHaBAMBaAET MHTEPBa BPEMEHM, 3aTpaunBaemMbllii Ha Npocay-
LWUMBAHWE U U3yYeHNe COCTOAHWUI Nepes, NepekntoyeHem B Co-
CTOfIHME nepefayn anA ykasaHHbix VLAN.
Taiimepbl A,0MKHbI COOTBETCTBOBATL C/leAYH0-
V weii popmyne:
2 * (Forward-Time - 1) 2 Max-Age 2 2 * (Hello-
Time + 1).

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

spanning-tree vlan vian_list
hello-time seconds

no spanning-tree vlan
vlan_list hello-time

vlan_list: (1..4094);
seconds: (1..10)/2 cek

YcTaHaBAMBaAET MHTEPBAN BPEMEHW MEXAY nepefadamu LWMpo-
KoBelwaTebHbIX coobuweHnit «Hello» K B3aumogeincTeyoWwmm
KOMMyTaTopam AnA ykasaHHbix VLAN.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

spanning-tree vlan vian_list
max-age seconds

vlan_list: (1..4094);
seconds: (6..40)/20 cek

YcTaHaBAMBaEeT BpeMsA XU3HU cBA3ytowero aepesa STP ana yka-
3aHHbIX VLAN.

no spanning-tree vlan
vlan_list max-age

YcTaHaBAMBaeT 3HaYeHne Mo YMONAYaHUIO.

spanning-tree vlan vian_list
priority priority_value

no spanning-tree vlan
vlan_list priority

vlan_list: (1..4094);
priority_value:
(0..61440)/32768

Hactpansaet npuoputeT ceasytowero aepesa STP.
V 3HauyeHue BbibUpaeTca U3 AManasoHa C LWa-
rom 4096.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

210 Ethernet-kommymamopei ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,

MES5410-48, MES5500-32, MES5600-24, MES5700-32



D ELTEX

spanning-tree vlan vian_list
bpdu {filtering | flooding}

no spanning-tree vlan
vlan_list bpdu

vlan_list: (1..4094)/
dUNbTPaLMA OTKNKOYEHA

dunbTpyer MAM nponyckaeT Bxogsuwme Kaapbl PVST/RPVST-

BPDU.

- filtering — BkAtOUNTL dUNbTPaLMIO;

- flooding — oTKntOUMTL PUnbTPaLMIO.

V [OaHHasa KomaHAa AeucTByeT B TOM ciayyae,

ecnu STP oTkatoueH 1M60 BKAOYEH B O4HOM
u3 pexkumos: STP/RSTP/MST. Ecau BkatoueH
pexum PVST/RPVST, To faHHasa KomaHaa 6y-
AeT AeiicTBOBaTb TONIbKO B TOM C/ly4yae, eciu
B YKa3zaHHou VLAN otkntoueH STP.

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (Quana3oHa uHmepgelicos) Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma KoHduUrypauumn nHtepdeiica:

console (config-if) #

Tabnuua 135 — KomaHabl pexkuma KoHourypaumm nHtepoeica Ethernet

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree vlan
vlan_list cost cost

no spanning-tree vlan
vlan_list cost

vlan_list: (1..4094);
cost: (1..200000000)

YcTaHaBAMBaeT LEHHOCTb NyTU Yyepe3 AaHHbIM MHTepdeic gna
yKaszaHHbIX VLAN.
- €OSt — UEeHHOCTb NyTK.

YcTaHaBAMBaeT 3HaYeHUe, onpeaenaemoe Ha OCHOBaHMUM CKOPO-
CTW NopTa U MeToZa onpeaeneHns LLeHHOCTM NyTU ANA YKasaH-
Hbix VLAN.

spanning-tree vlan
vlan_list port-priority pri-
ority_value

no spanning-tree vlan
vlan_list port-priority

vlan_list: (1..4094);
priority_value:
(0..240)/128

YcTaHaBAMBaEeT NpUopUTET MHTepdeica B KOPHEBOM CBA3YHOLLEM
pepese STP.
V 3HaueHue BblibUpaeTca M3 gManasoHa C wa-
rom 16.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

spanning-tree vlan
vlan_list restricted-tcn

no spanning-tree vlan
vlan_list restricted-tcn

-/npviem BPDU c ¢pnarom
TCN pa3spelueH;
vlan_list: (1..4094)

3anpeuwaet npuem BPDU c dnarom TCN gns ykasaHHbIx VLAN.

Paspewaet npvem BPDU ¢ dpnarom TCN gna yKasaHHbIx VLAN.

spanning-tree vlan vian_list
bpdu {filtering | flooding}

no spanning-tree vlan
vlan_list bpdu

vlan_list: (1..4094)/
bWAbTpauma OTKAIOYEHA

dunbTpyeT uaM nponyckaeT Bsxogauime Kaapbl PVST/RPVST-

BPDU.

- filtering — BKkAtOUMTL GUNBTPaAUMIO;

- flooding — oTkntounTL dUNbTPaLMIO.

V [aHHaA KomaHAa AelcTByeT B TOM cayyae,

ecnu STP oTKAouEeH IMb0 BKNOYEH B O4HOM
u3 pexkumos: STP/RSTP/MST. Ecau BkaloueH
pexum PVST/RPVST, To saHHas KomaHaa 6y-
AeT AeicTBOBaTb TO/IbKO B TOM C/lyyae, ecimn
B YKa3aHHoM VLAN otkntoueH STP.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

5.16.6 Hacmpolika npomokona G.8032v2 (ERPS)

MpoTtokon ERPS (Ethernet Ring Protection Switching) npegHasHayeH A1A NOBbILWEHUA YCTOMYUBOCTU
N HafeXXHOCTU CeTM nepefiayn AaHHbIX, UMEIOLLEN KObLEBY TOMOIOMMIO, 32 CYET CHUXKEHUA BPEMEHU
BOCCTAHOBJ/IEHMA CETM B C/Ay4yae aBapun. Bpema BoccTaHOBNeHWA He npeBbiwaeT 1 CeKyHAbl, 4TO
CYLLECTBEHHO MEHbLLE BPEMEHW NEPECTPOIKM CETU MPU UCMOIb30BaHUM NPOTOKOI0B CEMEINCTBA spanning
tree.
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KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexnma rnobanbHOM KoOHOUrypaumm:

console (confiqg) #

Tabanua 136 — KomaHab! perkuma rnobanbHom KoOHPUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
o ymon4YaHuro

Aeiicmeue

erps

no erps

-/BbIKNOYEHO

PaspewaeT paboTy npoTokona ERPS.

3anpewaet paboty npoTtokona ERPS.

erps vlan vian_id

no erps vlan vian_id

vlan_id: (1..4094)

Co3panue ERPS-Konbua ¢ ngeHtuoukatopom R-APS VLAN, no
KoTopol byaeT nepepasatbes cayxebHan nHbopmaums n ne-
pexoa B pexxum KoOHPUrypawmm KonblLa.

- vlan_id — Homep R-APS VLAN.

YpaneHune ERPS-Konbua ¢ ngeHTuduKatopom vian_id.

KomaHObI pexcuma KoHgu2ypayuu Koabud

Bug 3anpoca KOMaHAHOW CTPOKU B peXxkume KoHpurypaumm Kosbla:

console (config-erps) #

Tabnnua 137 — KomaHabl perknuma KoHourypaumm ERPS-konbua

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

protected vlan add vian_list

vlan_list:(2..4094, all)

[OobasnaeT ananasoH VLAN B cN1COK 3aLmiLeHHbIX VLAN.
-vlan_list —cnucok VLAN. Anana3oH VLAN MOXHO 334aTb ne-
peyncneHnem yepes 3anATyr UM YKa3aTb Havya/bHOE U KO-

nn

He4yHoe 3HayeHus amnanasoHa Yepes geduc "-".

protected vlan remove
vlan_list

vlan_list:(2..4094, all)

Ypaanaet ananasoH VLAN u3 cnucka 3awmeHHbix VLAN.
- vlan_list — cnucok VLAN pgna yaanexus.

port {west | east}{
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel
group}

no port {west | east}

te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

Bbibop west (east)-nopta KommyTaTopa, BK/HOYEHHOro B
KO/bLO.

YananeHune west (east)-nopta KOMMyTaTopa, BKAOYEHHOTO B
KONbLO.

rpl {west | east} {owner |
neighbor}

no rpl

-/no rpl

Bblbop RPL-nopTa KOMMyTaTOpa U €ro ponu.

- west — RPL-noptom 6yaer HazHayeH west-noprt;

- east — RPL-noptom b6yzer HazHayeH west-nopT;

- owner — KomMmyTaTop byaeT ABNATbCA Bnagenbuem RPL-
nopta;

- neighbor — kommyTaTop ByaeT ABNATLCA cOCea0M BNaseb-
ua RPL-nopra.

YpaneHune RPL-nopTa KommyTtaTopa.

level level

no level

level: (0..7)/1

HacTtpoiika ypoBHs coobueHuii R-APS. Heobxogmmo pns
npoxoKaeHna coobuieHnit yepes CFM MEP.
- level — ypoBeHb coobuieHuit R-APS.

YCTaHOBKa 3HaYeHUA N0 YMONYAHUIO.

ring enable

no ring enable

-/BbIK/IOYEHO

BkAtoyeHne GyHKLMOHNPOBAHWUA KOMbL.

BbIktoYeHne GYHKLMOHNPOBAHUA KO/bLA.

version version

no version

version: (1..2)/2

BblbOp peXkMma COBMECTUMOCTU C APYrMMU BEPCUAMM NPO-
ToKona G.8032.
- version — Bepcua npoTokona G.8032.

YCTaHOBKa 3HAYeHUA N0 YMOAYAHUIO.
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revertive . Bbibop pexnma paboTbl KoabLa.
- -/revertive
no revertive YcTaHOBKa 3Ha4YeHMA N0 YMONYAHUIO.
sub-ring vlan vian_id YKasaHue noaKkobla Ans 4aHHOro KoJbLa.
vlan_id:(1..4094) - vlan_id —Homep VLAN.
no sub-ring vlan vian_id YpaneHuve nogKonbLa.
sub-ring vlan vian_id [tc- BKAOUMTbL OTNPaBKY curHana ouymcTkn MAC-Tabamubl B oc-

propogation] HOBHOE KOJ1bLLO NPV NMepecTPpoeHnn NOAKObLa.

lan_id:(1..4094
vlan_id:( ) OTK/OYUTL OTNPABKY CUrHana ouncTkn MAC-Tabanubl B oc-

HOBHOE KO/1bLLO NPU NepecTpoeHn NoAKONbLa.

no sub-ring vlan vian_id

timer guard value YcTaHOBKa Talimepa, biokupytowero ycrapeswue R-APS co-

value:(10..2000) mc,

obuweHus.
- KpaTHoe 10/500 mc
no timer guard YCTaHOBKa 3Ha4YeHMA N0 YMONYaHWIO.
timer holdoff value YcTaHOBKa Talimepa 3afepKKW peakuMyM KommyTatopa Ha

M3MEHeHMWe B COCTOAHMU. BmecTo peakumu Ha cobbiTue
BK/IOYAETCA TalimMep, MO MCTEYEHUM KOTOPOro KOMMYTaTop
UHbOpMMpPYyeT O CBOEM COCTOAHWMW. [peAHa3HayeH ans

value:(0..10000) mc,
KpaTHoe 100 ¢ TOYHOCTbIO

5 mc/0 mc
ymeHblueHua dayaa naketos npu GaannuHre nopTos.
no timer holdoff YCTaHOBKA 3HAYEHUA MO YMOAYAHUIO.
timer wtr value YcTaHOBKa Taimepa, KOTopbli 3anyckaetca Ha RPL Owner

KOmMMmyTaTope B revertive-pexkume. Mcnonbsyetca ana
value:(1..12) MuH/5 MMH | NPeaoTBPaLLEHMA YACTbIX 3aWUTHBLIX NEPEKIOYEHU 13-3a
CUIHAN0B O HEMCMPABHOCTAX.

no timer wtr YcTaHOBKa 3HaY€HUA NO YMOYaHUIO.

switch forced {west | east} dopcupyeT 3anycKk 3aWMTHOIO NepeKItoYeHUs KoiblLa, npu
-/no 3TOM B10KMPYETCA YKa3aHHbIW NOpPT.

no switch forced OTmeHa dopcnpoBaHMA NEePEKIOYEHMA KobLa.

switch manual {west | east} Py4Hoe 6noKMpoBaHMe yKaszaHHoro west (east)-nopra u pas-
-/no 610KMpoBaHue east (west).

no switch manual OTmeHa py4yHoOW 6/10KMPOBKMU.

abort OTKaTUTb U3MEHEHUS, BHECEHHblEe C MOMEHTa BX0O4a B pe-

UM KOHUrypaLmm KonbLa.

KomaHOwbI pexcuma EXEC

Bunpg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#

Tabnunua 138 — KomaHabl pexxknma EXEC

3Ha4yeHue/3HayeHue

Aeiicmeue
no ymon4arHuro

KomaHoa

3anpoc nHdopmaumm 06 obuem coctosiHum ERPS naum cocro-
AHWUMU YKa3aHHOTO KO/bLa.

show erps [vlan vian_id] vian_id: (1..4094)

5.16.7 Hacmpoliika npomokosna LLDP

OcHoBHOW ¢yHKumen npotokona Link Layer Discovery Protocol (LLDP) aBnsieTca obmeH mexay
CeTeBbIMM YCTPOMCTBAMM O CBOEM COCTOAHUM U XapaKkTepucTukax. MHobopmauus, cobpaHHas nocpencrsom
npoTtokona LLDP, HaKan/iMBaeTca B YCTPOMCTBaX M MOXKET ObITb 3anpoLleHa ynpasasoWwnMM KOMNbIOTEPOM
no npotokosy SNMP. Takum 06pa3som, Ha OCHOBaHUW COBPaAHHON WMHOOPMAUMM, HA YMNPABAAIOLLEM
KOMMbIOTEPE MOXKET ObITb CMOAENNPOBAHA TOMNOJIOMUS CETU.
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KOMMYTaTOPbI noaaepXmearoT nepenadvyy Kak CTaHOapPTHbIX NMapameTpoB, Tak U ONUMOHA/IbHbIX,
TAaKUX KaK:

— MM YCTPOICTBA M ero onucaHue;
—  WMA MOpTa U ero onucaHue;

—  unHbopmauma o MAC/PHY;

- UT.A

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasnbHoM KOHPUIypaLmm:

console (confiqg) #

Tabanua 139 — KomaHzabl pexkmma rnobanbHol KoHurypaumm

3HayeHue/3Ha4yeHue »
KomaHoa / Aelicmeue
no ymon4aHuro
lidp run /paspelero PaspelwaeT KommyTaTopy UCNoAb30BaHMe NpoTokona LLDP.
no lidp run pasp 3anpeLaetT KOMMyTaToOpy MCNOb30BaHWe NpoTokona LLDP.

lidp timer seconds

no lidp timer

seconds: (5..32768)/30
ceK

OnpeaenseT, Kak YacTo YCTPOMCTBO bByaeT oTnpaBaaTb 0bHOBAEHME
nHpopmauum LLDP.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

lidp hold-Multiplier number

no lidp hold-Multiplier

number: (2..10)/4

3a4aeT BENNUMHY BPEeMEHU AN NPUHMMAIOLWLEro YCTPOMCTBA, B Te-
YyeHMe KOTOPOro HyXHO yAeprKneaTb NpMHMMaemble naketbl LLDP
nepeg, nx copocom.

[aHHaa BenMunHa NnepefaeTca Ha NPUHMMAEMyo CTOPOHY B LLDP
update nakeTax (nakeTax o6HOBNAEHWA), ABNAETCA KPATHOCTbIO AN
Tarimepa LLDP (lldp timer). Takum o6pasom, Bpems Km3Hu LLDP na-
KeToB paccumTbiBaeTtca no ¢popmyne TTL = min (65535, LLDP-Timer
* LLDP-HoldMultiplier).

YcTaHaBAMBaEeT 3HAYeHue no YMO4YaHUIO.

lldp reinit seconds

no lldp reinit

seconds: (1..10)/2 cek

MuHUManbHoe Bpems, KoTopoe LLDP-nopT byaet oxuaaTb nepeg,
NoBTOPHOM MHULManu3aumei LLDP.

YcTaHaBAMBaeT 3HaYeHWe No YMOIYAHUIO.

lidp tx-delay seconds

no lldp tx-delay

seconds: (1..8192)/2
ceK

YcTaHaBAMBaeT 3afepXKy Mexay nocieayrolmnmm nepegadyamm
naketos LLDP, MHMLMMPOBAHHbIMU U3MEHEHUAMM 3HAYEHUN MU
CTaTyca B /IOKaNbHbIX 6a3ax AaHHbIx MIB LLDP.

V PekomeHayeTcA, 4Tobbl faHHaA 3aAepiKKa 6bina

MeHbLue, yem 3HaueHue 0.25* LLDP-Timer.
YcTaHaBAMBaeT 3HAYEHUE MO YMOSYAHUIO.

lidp lidpdu {filtering | flooding}

no lidp lidpdu

-/filtering

OnpepenseT pexxmm 06paboTku naketos LLDP, korga npoTokon
LLDP BbIKAtOYEH Ha KOMMYTaTOpe:

- filtering — yka3biBaeT, yto LLDP-nakeTbl puabTpytoTCa, ecnm npo-
TOKOA LLDP BbIK/AOYEH Ha KOMMYTaTOpE;

- flooding — yka3biBaeT, uto LLDP-nakeTbl NepepaoTca, eciv npoTo-
Ko LLDP BbIkAtOYeH Ha KOMMmyTaTope.

YcTaHaBAMBaeT 3HaYeHne no YMON4YaHUIO.

lidp med fast-start
repeat-count number

no lildp med fast-start
repeat-count

number: (1..10)/3

YcTtaHasauBaeT uyncno nostopeHuin PDU LLDP gna 6bicTporo 3a-
nycka, onpegensemoro nocpegcrtsom LLDP-MED.

YcTaHaBAnBaeT 3HaYeHWe No YMOIYAHUIO.
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lldp med network-policy
number application [vlan
vlan_id] [vlan-type {tagged |
untagged}] [up priority] [dscp
value]

number: (1..32);
application: (voice,
voice-signaling,
guest-voice,
guest-voice-signaling,
softphone-voice,
video-conferencing,
streaming-video,
video-signaling);
vlan_id: (0..4095);
priority: (0..7);
value: (0..63)

Onpegaenset npasuio Ana napameTpa network-policy (cetesas no-
JIMTMKA yCTPOMCTBA). [laHHbIM NapameTp ABAAETCA ONUMOHANbHbIM
ANna pacwmpeHua npotokona LLDP MED.
- number — NopaaKoBbI HoMep Npasuna network policy;
- application — rnaBHan GyHKUMA, onpeaeneHHas 418 A4aHHOTo npa-
Buna network policy.
- vlan_id — vwpentndumkatop VLAN ana gaHHoro npasuna;
-tagged/untagged — onpegenser TerupoBaHHOM UM HETETMPOBAH-
Hol 6ygeT VLAN, ncnonb3yemasn AaHHbIM NPaBUIOM.
- priority — npuopuTET AaHHOro Npasuaa (MCNoNb3yeTca Ha BTOPOM
yposHe mogenn OSl);
- value — 3HauyeHne DSCP, ucnonbsyemoe gaHHbIM npasuaom. Ecam
He yKa3blBaTb 3HaYeHMe DSCP, no ymonyaHuo KommyTaTop byaer
oTnpasnatb napametp DSCP 0.

V U3meHeHne network-policy BoO3moXHO TonbKO no-

cNle CHATUA NOJIMTUKU CO Bcex UHTepdeiicos, rae

OHa NpUMeHeHa.

no lldp med network-policy
number

YpanseT cosgaHHoe Npasuao ana napamerpa network-policy.

lldp notifications interval
seconds

seconds: (5..3600)/5
cek

YcTaHaBAMBAET MaKCMMasIbHYH CKOPOCTb Nepesayn yBegoMIeHU M
LLDP.

- seconds — nepuog, BpemeHu, B Te4eHNe KOToporo yCTpoMcTBo Mo-
YKEeT 0TNPaBuTb He 6onee 0AHOIO yBEAOM/IEHUS.

no lldp notifications interval

YcTaHaBAMBaEeT 3HaYeHue no YMO4YaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelicos Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdurypaumm nHtepoelicos Ethernet:

console (config-if) #

Tabnuua 140 — KomaHabl pexknuma KoHoburypaumm nHtepoeica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

lidp transmit

no lidp transmit

lidp receive

no lldp receive

Mo YMOAYaHMIO pa3peLleHo
Mcrnonb3oBaHMe B 060Mx
HanpasaeHUax

Pa3pewaet nepegayy naketosB no npoTtokony LLDP Ha wHTep-
deiice.

3anpelaet nepegavy naketos no npoTtokony LLDP Ha uHTep-
deiice.

Pa3pelwaeT npvem naketos no npotokoay LLDP Ha nHTepdeiice.

3anpewaeT nprem nakeTos no npotokoay LLDP Ha nHTtepdeiice.

lidp optional-tlv tiv_list

no lidp optional-tlv

tvl_list: (port-desc, sys-
desc, 802.3-mac-phy,
802.3-lag,
802.3-max-frame-size,
802.3-power-via-mdi)/
Mo YMOAYaHUIO
onuuoHasnbHble TLV He
BK/IKOYEHbI B NaKeT

OnpegenseT, Kakne onuuoHanbHble TLV-nons (Type, Length,
Value) byayT BKAOYEHbI YCTPOMCTBOM B nepenaBaemblit LLDP-
naker.

B KOMaHAy MOXHO BK/OYUTb OT OAHOTMO A0 NATU ONLMOHAbHbIX

TLV.
V TLV 802.3-power-via-mdi f0CTynHa TOAbKO Ha YCTPOWA-
CTBax ¢ noaaeprkoii PoE.

YcTaHaBAnBaeT 3HaYeHWe No YMOJYAHUIO.

lidp optional-tlv 802.1 {pvid
[enable | disable] | ppvid
{add | remove} ppv_id |
vlan-name {add | remove}
vlan_id}

lidp optional-tlv 802.1
protocol {add | remove}
{stp | rstp | mstp | pause |
802.1x | lacp | gvrp}

no lldp optional-tlv 802.1
pvid

ppvid: (1-4094);
vlan_id: (2-4094);
no YyMON4YaHuUIo
onumoHanbHble TLV He
BK/IOYEHDI

OnpepenserT, Kakue onumoHanbHble TLV-nona 6yayT BKAOYEHbI
ycTpoicTBOM B nepesaBaembiit LLDP-nakert:

- pvid — PVID uHtepoeiica;

- ppvid — go6asutb/yaannts PPVID;

- vlan-name — go6asutb/yaanutb Homep VLAN;

- protocol — n06aBuTb/yaanuTL onpeseneHHbIi NPOTOKO.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.
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lldp management-address
{ip_address | none |
automatic [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel
group | vlan vian_id]}

no lldp management-address

dopmar ip-address:
A.B.C.D;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094).
No YMONYaHUIO
ynpasAasoLwmii agpec
onpegenserca
aBTOMaTUYeCKM

OnpegenseT ynpasaaowWwmini agpec, obbABNEHHbIN Ha WHTep-
deiice.
- ip_address —3apaetca ctaTnyeckuii IP-agpec;
- none — yKa3blIBaeT, YTO afpec He 0ObABNEH;
- automatic — yKasblBaeT, 4TO cMCTEMa aBTOMATUYECKM BbIbUpaeT
ynpasasowmin agpec 13 scex IP-agpecos KommyTaTopa;
- automatic — ykasblBaeT, 4TO cMcCTeMa aBTOMaTMYECKM BbibBUpaeT
ynpaBAsoLWmi agpec, U3 CKOHOUTYPUPOBAHHBIX a4PecoB 3aaH-
Horo nHTepdelica.
Ecnun nHtepdeiic ethernet unu nutepdeic rpynnsl NOpTOB NpU-
HagnexaTt VLAN, To aaHHbii agpec VLAN He byaeT BK/AOYEH B
CNUCOK BO3MOXHbIX YNPaBAAOLWMX afpecos.
B cnyyae Hanuuua HecKonbKux IP-agpecos cuctema
Bbl6MpaeT HauanbHbIN IP-agpec U3 AnanasoHa AUHa-
V muuyeckux IP-agpecos. Ecnu guHamuueckue appeca
OTCYTCTBYIOT, TO CUCTEMa BblGMpaeT HayanbHbIit IP-ag-
pec u3 guanasoHa BO3MOXKHbIX cTaTuyeckux IP-agpe-
COB.

Ypanset ynpasnsatowuii IP-agpec.

lidp notification {enable |
disable}

no lldp notifications

Nno YMONYaHMIO OTMPaBKa
yBegomiennit LLDP
3anpelyeHa

Paspelwaet/3anpewaer oTnpasKy ysegomieHnii LLDP Ha uHTep-
deiice.

- enable — paspelwaer;

- disable — 3anpewyaer.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

lidp med enable [tlv_list]

tvl_list: (network-policy,
location,
inventory)/3anpetueHo
1cnonb3oBaHne
paclwvpeHus NpoToKoNa
LLDP MED

Pa3pewwaeT ncnonb3osaHune paclumpeHuns npotokona LLDP MED.
B KOMaHAy MOXHO BK/AOUYMTb OT O4HOrO A0 Tpex cneumanbHbIX
TLV.

lidp med network-policy
{add | remove} number

no lldp med network-policy

number: (1-32)

HasHauaet npasuno network-policy gaHHOMY nHTepdeiicy.
- add — Ha3HayaeT npaBuno;

- remove — yanaeT npasuio;

- number — Homep npaBua.

Ypanset npasuao network-policy ¢ faHHoro nHTepdeiica.

lidp med location
{coordinate coordinate |
civic-address
civic_address_data | ecs-elin

coordinate: 16 6aliT;
civic_address_data: (6..160)

3afaeT MecToMNoJIOKEHWE YCTPOoICTBa ANA NpoTokona LLDP (3Ha-
YeHue napametpa location npotokona LLDP MED).

- coordinate — apgpec B cMcTeMe KOOPAUHAT;

- civic_address_data — apMWHUCTPATUBHbBIN aApec yCTPOMCTBa;

ecs_elin_data} 6alT; - ecs-elin_data — agpec B dopmate, onpeaeneHHom ANSI/TIA
ecs_elin_data: (10..25) 1057.

no lildp med location 6anT. Ypanaer HacTPOMKM NapameTpa MecTonooKeHus location.

{coordinate | civic-address |

ecs-elin}

lldp med notification PaspeluaeT/3anpewaer oTnpasky yseaomneHnit LLDP MED o6

topology-change {enable | WN3MEHEHWUW TOMONOTUN.

disable} /3anpetLieno - enable — pa3spelwaer oTnpaBKy yBegomneHui;

no lidp med notifications
topology-change

- disable — 3anpewaeT oTNpaBKy yBeAOMAEHUA.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

nopT rpynnbl.

Maketbl LLDP, npuHATble Yyepe3 rpynny NOPTOB, 3aNOMMHAIOTCA MHAMBUAYAJIbHO NOPTaMu
rpynnbl, NPUHABWIMMM coobieHuA. LLDP oTnpaBasAeT pasanuHble cooblieHUAa Ha KaxKablii

Pabota npoToKona LLDP He 3aBUCUT OT COCTOAHUA NpoToKona STP Ha nopty, naketbl LLDP or-
NpPaBAAIOTCA U NPUHUMALIOTCA HA 3a6/10KMpPOBaHHbIX NPOTOKONOM STP-nopTax.

Ecau nopt KoHTponupyetca no 802.1X, To LLDP paboTtaeT c nopTom TONbKO B cayvae, eciv OH

dBTOpPU30BaH.
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KomaHObi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexxnma Privileged EXEC:

console#

Tabnnua 141 — KomaHgabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
1o yMoA4YaHuro

Aelicmeue

clear lidp table
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

Ounwaet Tabamuy appecos 06HAPYKEHHbIX COCeAHUX YCTPONCTB U
HauYMHaeT HOBbIM LMK 06meHa nakeTamu no npoTtokoay LLDP MED.

show lldp configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | oob | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

MNokasbiBaeT LLDP-KoHdUrypauumn Bcex GU3MYEcKMX uHTepdelicos
yCTpoicTBa IMbo 3agaHHbIX MHTEpdENCoB.

show lldp med configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | oob | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

MoKasbiBaeT KOHOUIypaunmn paclumpeHmna npotokona LLDP — MED
ANA Bcex GU3nYecKnx nHTepdpencos nMbo 3aaaHHbIX MHTepdelicos.

show lidp local
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

MokasbiBaeT LLDP-uHboOpmaLmio, KOTOPYD aHOHCUPYET AaHHbIN
nopr.

show lidp local
tlvs-overloading
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

MokasbiBaeT cTaTyc nepesarpy3ku TLVs LLDP.

show lidp neighbors
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

MoKasbiBaeT MHPOPMALMIO O COCeAHMX YCTPOMCTBAX, HAa KOTOPbIX
paboTaeT npotokon LLDP.
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show lldp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | oob | detailed]

lMokKasbiBaeT CTaTUCTUKY LLDP.

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

show lldp neighbors detail

OTobparkaeT nogpobHyo MHGOPMaLUIO O COCEAHUX YCTPOMCTBAX,
Ha KoTopbIx paboTaeT npoTokon LLDP.

[pumepebl 8b1M0AHEHUA KOMAHO

YcTaHoBUTb A1Aa nopta tel/0/10 chepytowme tlv-nons: port-description, system-name, system-description.
Ons paHHoro uHtepdeiica gobasutb ynpasaaowmin agpec 10.10.10.70.

console (config)# configure

console (config) # interface tengigabitethernet 1/0/10

console (config-if) # 1ldp optional-tlv port-desc sys-name sys-desc
console (config-if) # 1ldp management-address 10.10.10.70

MocmoTpeTb KoHpUrypauuto LLDP:

console# show lldp configuration

LLDP state: Enabled
Timer: 30 Seconds
Hold Multiplier: 4

Reinit delay:
Tx delay:

4 Seconds
2 Seconds

Notifications Interval:
LLDP packets handling:
Chassis ID: mac-address

5 Seconds
Filtering

Port State Optional TLVs Address Notifications
tel/0/7 Rx and Tx SN, SC None Disabled
tel/0/8 Rx and Tx SN, SC None Disabled
tel/0/9 Rx and Tx SN, SC None Disabled
tel/0/10 Rx and Tx PD, SD 10.10.10.70 Disabled
Tabnnua 142 — OnucaHune pesynbTaToB
lMone OnucaHue
Timer OnpegensieT, Kak YacTo ycTpolicTBo waeT LLDP-o6HOBAEHMA
OnpegensieT BeanumHy Bpemenn (TTL, Time-To-Live) gns npuHMmatoLero ycTpoicTea, B
Hold Multiplier TeYeHMe KOTOPOTo HYXKHO yaepXuBaTb NpMHMMaemMble nakeTbl LLDP nepea nx cbpocom:
TTL = Timer * Hold Multiplier.
Reinit dela OnpeaenseT MUHUMaNbHOE BPEMSA, B TEHEHWE KOTOPOro NopT byaeT oxunaate nepes
y nocbinkou cneaytouwero LLDP-coobueHus.
Tx dela OnpegenAeT 3a4epPKKY Mexay nocnegyrowmmmn nepegadyamm LLDP-kagpos, MHULMKMPO-
¥ BaHHbIX U3SMEHEHUAMM 3Ha4YeHU AMbBo cTaTyca.
Port Homep nopTa.
State Pexkum paboTbl nopTa gns npotokona LLDP.
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TLV-onuumn, KoTopble nepegatorca
BO3MOKHble 3HaYeHUA:

PD — OnucaHue nopTa;

SN — CuctemHoe nms;

SD — OnuncaHune cucTtemsol;

SC — BO3MOKHOCTU CUCTEMDI.

Optional TLVs

Address AZpec ycTponcTBa, KoTopbli nepesaetcs B LLDP-coobweHunsax.

Notifications YKa3blBaeT, paspeLleHbl nan 3anpeleHsl ysegomnenua LLDP.

= [loKa3aTb MHGOPMALMIO O COCEAHMX YCTPOMCTBAX

console# show 1lldp neighbors

Port Device ID Port ID System Name Capabilities
Tel/0/1 0060.704C.73FE 1 ts-7800-2 B
Tel/0/2 0060.704C.73FD 1 ts-7800-2 B
Tel/0/3 0060.704C.73FC 9 ts-7900-1 B, R
Tel/0/4 0060.704C.73FB 1 ts-7900-2 W
Tabnunua 143 — OnucaHune pesynbTaToB
Mone OnucaHue

Port Homep nopTa.

Device ID Nma nan MAC-agpec cocegHero ycTpomncrsa.

Port ID NaeHTMdMKaTOp NopTa coceaHero ycTpoicTea.

System name

CuCTEeMHOE MMSA YCTPOMCTBA.

Capabilities

[aHHoe none onucbIBaeT TMN yCTPOMCTBa:

B — Mocrt (Bridge);

R — MapuwpyTtumsatop (Router);

W — TouKa goctyna WI-FI (WLAN Access Point);
T-TenedoH (Telephone);

D — DOCSIS-ycTpoticto (DOCSIS cable device);
H — CeTeBoe ycTpolicTBo (Host);

r — NosTopuTenb (Repeater);

O — Tun HeunssecTteH (Other).

System description

OnucaHune coceaHero ycTpoicTea.

Port description

OnwucaHue nopTta coceHero ycTpoicTaa.

Management address

Appec ynpasneHus ycTponcTsom.

Auto-negotiation
support

OnpegendeT, noaaep»1MBaeTca i aBTOMaTUYECKoe onpeaesieHne pexmma nopra.

Auto-negotiation status

Onpegenset, BKAOYEHA /M NOAAEPKKA aBTOMATUYECKOrO onpeaesieHns pexnma
nopra.

Auto-negotiation
Advertised Capabilities

OnpegenseT pexumbl, nogaepKnaemble GyHKLMEN aBTOMAaTUYECKOTO onpeseneHus
nopra.

Operational MAU type

Pabouunit MAU-TMN ycTpolicTaa.
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5.16.8 Hacmpolika npomoKkona OAM

Ethernet OAM (Operation, Administration, and Maintenance), |IEEE 802.3ah — ¢yHKUUM ypOBHA
KaHana nepefayy OaHHbIX NPeacTaBAAloT coboli NMPOTOKO/N MOHUTOPWMHIA COCTOSHWUA KaHana. B atom
NpoToKo/e Ans nepeaaydn MHPOpPMaLMKM O COCTOSHUM KaHana MexXay HernocpeacTBeHHO NOAKAOYEHHbIMU
ycTpoiicteBamum Ethernet mcnonbsytotca 610KM gaHHbIX npotokona OAM (OAMPDU). O6a ycTtpolicTBa
OO0MKHbI noaaep»KmeaTtb ctaHaapT IEEE 802.3ah.

KomaHObI pexcuma KoHguaypayuu uHmepgelicos Ethernet

Bua 3anpoca KoMaHAHOM CTPOKM B pexume KoHPurypauum nntepoericos Ethernet:

console (config-if) #

Tabnnua 144 — KomaHgbl pexxuma KoHdurypaumm nutepdeiica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

ethernet oam

BKkatounTtb noaaepky Ethernet OAM Ha nopty.

—/oTKNKOYEHO
no ethernet oam / OTKkAtounTb Ethernet OAM Ha KoHdUryprpyemom nopry.
ethernet oam link-monitor BkntounTtb noagepKky «link-monitor».
supported
PP —/oTKA04eHO

no ethernet oam link-
monitor supported

BocctaHOBUTL 3HaYeHMe nNo YMOYaHUIO.

ethernet oam link-monitor
frame threshold count

no ethernet oam
link-monitor frame
threshold

count: (1..65535)/1

YCTaHOBWTb NMOPOr KO/MMYeCTBa OWMBOK 3a yKasaHHbIM nepuog
(nepuopg, yctaHaBAuBaeTca KomaHaon ethernet oam link-monitor
frame window).

BocctaHOBUTL 3Ha4YeHWe No YMON4YaHUIO.

ethernet oam link-monitor
frame window window

no ethernet oam
link-monitor frame window

window: (10..600)/100
mc

YCTaHOBWUTb BPEMEHHOW NMPOMEXKYTOK A/ MOoACYETa KOMYecTBa
OWWKNBOK.

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

ethernet oam link-monitor
frame-period threshold
count

no ethernet oam
link-monitor frame-period
threshold

count: (1..65535)/1

YctaHoBUTb nopor pgna  cobbitua  «frame-period» (nepuog
ycTaHaBnuBaeTca KomaHaoi ethernet oam link-monitor frame-
period window).

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

ethernet oam link-monitor
frame-period window
window

no ethernet oam
link-monitor frame-period
window

window:
(1..65535)/10000

YCTaHOBWUTb BPEMEHHON MNPOMEXKYTOK AnA cobbitua «frame-
period» (B Kagpax).

BoccTtaHOBUTL 3HaYEHWE NO YMONYAHUIO.

ethernet oam link-monitor
frame-seconds threshold
count

no ethernet oam
link-monitor frame-
seconds threshold

count: (1..900)/1

YctaHoBUTb nopor Ans  cobbitua  «frame-period» (nepuog
yCcTaHaBnuBaeTca KomaHgol ethernet oam link-monitor frame-
seconds window), B cekyHaax.

BoccTtaHOBUTL 3Ha4YeHMe no YMON4YaHUIO.

ethernet oam link-monitor
frame-seconds window
window

no ethernet oam
link-monitor frame-
seconds window

window:
(100..9000)/100 mc

YCTaHOBWUTb BPEMEHHOW MPOMEXKYTOK Ans cobbitna «frame-
period».

BoccTtaHOBUTL 3HaYeHMe nNo YMON4YaHUIO.

ethernet oam mode {active
| passive}

—/active

YCTaHOBUTb pexxum paboTbl npoTokona OAM:

- active — KommyTaTop noctoaHHo otnpasnser OAMPDU;

- passive — KoMMmyTaTop HaunHaet oTnpasaaTe OAMPDU TonbKO
npu Haanunum OAMPDU co BCTpeYHOM CTOPOHBI.
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no ethernet oam mode

BoccTaHOBUTb 3HAYEHWE NO YMOSYAHUIO.

ethernet-oam remote-
failure

BKAtOUNTL NOAAepKKY 1 06paboTKy cobbiTnin «remote-failure».

no ethernet oam
uni-directional detection
aggressive

no ethernet oam —/Brniodero BoccTaHOBUTL 3HaYEHWE MO YMOYAHMIO.
remote-failure
ethernet oam BkAtounTb nopaepKy GyHKLMM 3aBopoTa TpaduKa.
remote-loopback
supported
no ethernet oam —/oTknioverio BoccTtaHOBUTL 3HaUYEHME NO YMONYAHMIO.
remote-loopback
supported
ethernet oam uni- Bk/toUnTb GYHKLMIO OOHApYKeHUA OAHOHaMpaB/IeHHbIX CBA3EN
directional detection Ha 6a3e npoTokosa Ethernet OAM.
no ethernet oam —/oTknioverio BoccTtaHOBUTL 3HaYEHME NO YMONYAHMIO.
uni-directional detection
ethernet oam uni- Onpefenvte peakumio KOMMyTaTopa Ha OAHOHaMNpPaB/eHHYHO
directional detection action CBA3b:
{log | error-disable} - log — otnpaska SNMP trap v 3anucb B KypHan;
—/log - error-disable — nepeBog nopta B coctoaHue «error-disable, 3a-
NUCb B KypHan u otnpaska SNMP trap.
no ethernet oam BoccTaHOBWTL 3HaUYeHWE N0 YMOYAHUIO.
uni-directional detection
action
ethernet oam uni- BKNOUNTL arpeccuBHbIN PeXUM onpeaeneHns ogHOHanpaBieH-
directional detection Hol cBsi3u. Ecam OT cocegHero ycTpoicTBa NepecTatoT NPUXoanTb
agressive Ethernet OAM-coobueHna — NMHK NOMeYaeTca Kak og4HOHanpas-
—/oTKA04eHO NIEHHbIN.

BocctaHOBUTL 3Ha4YeHMe nNo YMOYaHUIO.

ethernet oam uni-
directional detection
discovery-time time

no ethernet oam
uni-directional detection
discovery-time

time: (5..300)/5 cek

YCTaHOBWUTb BPEMEHHOI UHTEPBAN A/1A ONpesesieHnA TUNa CBA3N
Ha nopry.

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

KomaHOwb1 pexcuma privileged EXEC

Bce KomaHAbl AOCTYMHbI ANA NPUBUIETMPOBAHHOIO Monb3oBaTena. Bua 3anpoca KomaHAHOM
CTpOKM pexkuma privileged EXEC:

console#

Tabnnua 145 — KomaHgb! pexkuma privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

clear ethernet oam statistics
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet

fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

OunctnTtb cTaTUcTMKy Ethernet OAM pans yKasaHHOro WHTep-
delica.
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show ethernet oam discovery OTo6pas3uTb coctosiHne npoTtokona Ethernet OAM ansa ykasaH-
[interface {gigabitethernet HOro uHTepodelica.
gi_port | tengigabitethernet gi_port: (1..8/0/1..48);
te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port:
twe_port | (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32);
hu_port | fo_port: (1..8/0/1..32)
fourhundredgigabitethernet
fo_port}]
show ethernet oam OT06pas3unTb CTaTUCTUKY OBMEeHa NPOTOKO/IbHbIMU COOBLWEHNAMMN
statistics [interface gi_port: (1..8/0/1..48); | [nA ykasaHHoro uHtepdeiica.

{gigabitethernet gi_port | te_port: (1..8/0/1..48);
tengigabitethernet te_port | twe_port:
hundredgigabitethernet (1..8/0/1..120);
hu_port | hu_port: (1..8/0/1..32);
fourhundredgigabitethernet fo_port: (1..8/0/1..32)
fo_port}]
show ethernet oam status OTob6pas3unTb HacTponku Ethernet OAM ana yKasaHHOro UHTeEp-
[interface {gigabitethernet delica.
gi_port | tengigabitethernet gi_port: (1..8/0/1..48);
te port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port:
twe_port | (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32);
hu_port | fo_port: (1..8/0/1..32)
fourhundredgigabitethernet
fo_port}]
show ethernet oam OTO6pa3nTb COCTOAHME MEXaHU3Ma onpeseneHns OLHOHanpas-
uni-directional detection JIEHHbIX CBA3eN AN1A YKa3aHHOro nHtepdeiica.

interface igabitethernet
;i port | te:éizabitethernet gi_port: (1..8/0/1..48);

- te_port: (1..8/0/1..48);
te_port |
twentyfivegigabitethernet twe_port:
twe_port | h (1..5:/(()1/1.8./102/01);32)

~ . u_port: (1.. ..32);

:::‘s;fff'gab'tethemet fo_port: (1..8/0/1..32)
fourhundredgigabitethernet
fo_port}]
ethernet oam remote-loopback 3anyck/oCcTaHOBKa yAa/feHHOW MEeTAM AAA YKa3aHHOro WHTep-
{start | stop} {interface deiica.
{gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port:
twe_port | (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32);
hu_port | fo_port: (1..8/0/1..32)
fourhundredgigabitethernet
fo_port}}

[Mpumepbl 8bINOAHEHUA KOMAHO

OTo6pa3uTb cocTosHMe NPOTOKONA AN1A nopTa tengigabitethernet 1/0/3:

console# show ethernet oam discovery interface TenGigabitEthernet 1,/0/3

tengigabitethernet 1/0/3
Local client

Administrative configurations:

Mode: active
Unidirection: not supported
Link monitor: supported
Remote loopback: supported
MIB retrieval: not supported

222 Ethernet-kommymamopei ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32



D ELTEX

Mtu size:

Port status:

PDU revision:
Remote client

MAC address:

Vendor (oui) :

PDU revision:
Mode:

Unidirection:
Link monitor:

MIB retrieval:
Mtu size:
console#

Loopback status:

Remote loopback:

1500

Operational status:

operational
no loopback
3

a8:f9:4b:0c:00:03
a8 f9 4b
Administrative configurations:

3

active

not supported
supported
supported

not supported
1500

5.16.9 Hacmpolika ¢pyHkyuu Flex-link

Flex-link — ¢yHKUmMA pesepBMpoBaHUsA, NpegHasHadeHHasa aasa obecneyeHUs HageXHOCTM KaHana
nepefaun gaHHbix. B ceaske flex-link moryt HaxoguTbca uHTepdelicol Ethernet n Port-channel. OguH us
3TUX UHTepdencoB HaxoamnTca B 3ab1IOKMPOBAHHOM COCTOAHMMU M HAYMHAET NPONYCKaTb TPadMK TONbKO B
c/yyae aBapum Ha BTOpOM UHTepddelice.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet, uHmepdagelica 2pynnel nopmos

Bug, 3anpoca KOMaHAHOM CTPOKM B peMMe KoHourypuposaHusa wHTepdelica Ethernet,

nMHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnuua 146 — KomaHabl pexnma KoHpuUrypuposaHua nHtepodelica Ethernet, rpynnsi noptos

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuo

Aelicmeue

flex-link backup
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel
port_channel}

no flex-link backup
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel
port_channel}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..4);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
port_channel (1..48)/-

Bkntoyaert flex-link Ha nHTepdeiice n HasHayaeT BbIBPAaHHOMY UHTEp-
delicy ponb backup-nHtepoeiica B flex-link nape.

BoikntoyaerT flex-link Ha MHTepdeiice u yaansaeT BbIbpaHHbIN UHTEp-
deiic us flex-link napol.

flex-link preemption mode
[forced | bandwidth| off]

-/off

3agaeT aelricTeue Npu NoAHATMM MHTepdelica, yyactaytowero Bo flex-
link:

- forced — ecnu nogHaBWMIACA MHTEpdEIiC HACTPOEH Kak master, TO
OH CTaHeT aKTUBHbIM UHTepdeiicom;

- bandwidth — npu nogHATUKM MHTepdeiica aKTUBHBIM CTAaHET UHTEp-
deiic c 6osbLIein NPOoNyCKHOW CNOCOBHOCTbLIO;
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- off — nogHsABWMIiCA nHTepdelic ocTaHeTcs B 3a610KMPOBAHHOM CO-
CTOAHUMN.

no flex-link preemption mode

Bo3Bpallaer 3HaueHMe No YMOI4aHuIo.

flex-link preemption delay de-

lay

no flex-link preemption delay

delay: (1..300)/35

3apgaeT Bpema OT nepexosa OTK/IIOYEHHOIo NopTa B COCTOAHME «UpPY,
No NPOLIECTBMU KOTOPOTO BbINONHAETCA AeNCTBME, YCTAHOB/IEHHOE
komaHgom flex-link preemption mode.

- delay — nepwuopa BpemeHu, B CEKYHAAX.

Bo3Bpallaer 3HaYeHMe No YMOIYaHMIO.

KomaHOb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnunua 147 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show interfaces flex-link
[detailed] {gigabitethernet
gi_port |
tengigabitethernet te_port

| twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel
port-channel}

gi_port: (1..8/0/1..48);
te_port:
(1..8/0/1..4);
twe_port:
(1..8/0/1..120);
hu_port:
(1..8/0/1..32);
fo_port:
(1..8/0/1..32);
port_channel: (1..48)

MNokasbieaeT KoHbUrypaunio eyHrumm flex-link.

5.16.10

Hacmpolika ¢pyHkyuu Layer 2 Protocol Tunneling (L2PT)

®dyHkuua Layer 2 Protocol Tunneling (L2PT) nossonseT nponyckaTb CAy:KebHble nNakeTbl
pa3nnyHbix L2-npoTokosioB (PDU) 4yepes ceTb NpoBaigepa, YTO MNO3BOJAET MPO3PayHO CBA3aATb

KNMEeHTCKne cermeHTbl CeTu.

L2PT nHkancynmpyet PDU Ha nHTepdeiice KommyTaTopa, rpaHMyaLLero ¢ obopyaosaHnem, Kagapbi
KOTOPOro He0HX0ANMMO MHKAMNCYIMPOBATb, U NepesaeT UX Ha APYroi TaKoM e KOMMYTaTop, KOTOpPbIn
OXKMOaeT MHKANCy/NMPOBaHHbIE Kagpbl, a 3aTem AeKancyaupyeTr mx. 3TO NO3BOAAET MO/b3oBaTenam
nepefasaTb MHPOPMaUMIO 2-r0 YPOBHA Yepe3 ceTb nposaigepa. KommyTtatopbl npepoctasBnatoT
BO3MOXHOCTb MHKAMNCY/IMPOBaTb CNy*KebHble nakeTbl npoTokosaos STP, LACP, LLDP, IS-IS.

[pumep

Ecnu BkAoumTb L2PT ana npotokona STP, To KommyTaTopsbl A, B, C 1 D 6yayT 06beanHeEHbI B 04HO
CBA3yloLLLee AepeBo, HECMOTPA Ha TO, YUTO KOMMYTATOp A He coegMHEH HanPAMY0 C KOMMyTaTopamu B,
C v D. UHPopmauma 06 nameHeHUM TONONAOTMN CETU MOXKET BbITb NepesaHa CKBO3b CETb NpoBaiaepa.
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Cetb
nposaiigepa

L[] | switeh 2

PucyHok 120 — Mpumep paboTbl dpyHKuuKM L2PT

Anroputm paboTbl GyHKUMOHANA C/ieayoWwmii:

MHKancynauma:

Bce L2 PDU nepexsatbiBatotcA Ha CPU.

Moacuctema L2PT onpeaensaeT L2-npoTOKOA, KOTOPOMY COOTBETCTBYET NpuHATbIA PDU, 1
npoBepseT, BKAOYEHA /IM Ha NOPTY, C KOTOPOro NpUHAT 3ToT PDU, HacTpolika I2protocol-
tunnel gna gaHHoro L2-npoToKona.

Ecnn HaCTpOVIKa BK/1lO4€Ha, TO:

80 Bce nopTbl VLAN, Ha KOTOpPbIX BKAOYEHO TYHHeNnpoBaHue, otTnpasaseTtca PDU-kaap;
Bo Bce nopTbl VLAN, Ha KOTOpbIX BbIKJAKOYEHO TYHHE/NINpOBaHWe, OTNpaBaAeTcA
MHKancynnpoBaHHbiii  PDU-kagp (McxogHbit Kagp ¢ Destination MAC-agpecom,
N3MEHEHHbIM HA TYHHE/IbHbIN).

Ecnu HaCTpOVIKa BbIK/TKOYEHAQA, TO:

PDU-Kkaap nepegaetca B 06paboTuMK COOTBETCTBYHOLLETO MPOTOKOA.

Jdekancynauuma:

PeannsoBaH nepexsat Ha CPU Ethernet-kagpos ¢ MAC-agpecom Ha3HayeHUs, 3a4aHHbIM
npu nomowm KomaHab! |2protocol-tunnel address xx-xx-xx-xx-xx-xx. [epexsaT BKAlOYaeTCA
TOJIbKO TOTZa, Koraa xoTA 6bl Ha 04HOM NOPTY BK/AKOYEHA HACTPOIMKa I2protocol-tunnel (Hesa-
BMCMMO OT NPOTOKONA).

Mpu nepexsaTte naketa c MAC-aapecom Ha3HAaYEHMA XX-XX-XX-XX-XX-XX, OH CHa4yasa nonagaet
B noacuctemy L2PT, koTopasa onpeaenset L2-npoTokon gna gaHHoro PDU no ero 3aronosky,
W npoBepseT, BKAOYEHa /IM Ha MOPTY, C KOTOPOro MPMHAT WHKANCyAupoBaHHbIN PDU,
HacTpoiKa |2protocol-tunnel gna gaHHoro L2-npoTokona.
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Ecau HaCTpOf/‘IKa BK/IlO4YEHa, TO!

—  MOPT, C KOTOPOro bbl/ NoyYeH MHKaNCyAMpoBaHHbIM PDU-Kaap, 610KMpyeTcs ¢ NpUYMHOM
[2pt-guard.

Ecau HaCTpOVIKa BbIK/1lOYEHA!

— BO Bce noptbl VLAN, Ha KOTOpbIX BK/KOYEHO TyHHEAUPOBaHUE, OTNPABAETCA
AeKancynpoBaHHbIi PDU-Kaap;

— Bo Bce noptbl VLAN, Ha KOTOpbIX BbIKJAKOYEHO TYHHEAMPOBaHME, OTMNPABAAETCA
WMHKancynnpoBaHHbI PDU-Kkaap.

KomaHObI pexcuma 2a06anb6Hol KoOHpu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHom KoOHOUrypaumm:
console (config) #

Tabnunua 148 — KomaHabl perknma rnobanbHo KoHGUrypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

12protocol-tunnel address
{mac_address}

mac_address: 3apatb MAC-agpec HazHayeHuA 414 TYHHeAUpyembIX Kagpos.

(01:00:ee:ee:00:00,
01:00:0c:cd:cd:do,
01:00:0c:cd:cd:d1,
01:00:0c:cd:cd:d2,

01:0f:e2:00:00:03)/

no I2protocol-tunnel
01:00:ee:ee:00:00

address

YCTaHOBWTb 3HaYeHue no YMO4YaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Ha uHTepdeiice, rpaHMUaLLEM C OKOHEUYHbIM YCTPOMCTBOM, He nogaeprkusatrowmm STP,
V BOMKeH bbITb OTKNOUYEH NpoToKon STP (spanning-tree disable) u BkatoueHa ¢punbTpauma
BPDU (spanning-tree bpdu filtering).

Bua 3anpoca KOMaHAHOM CTPOKK B pexnme KoHdurypauumn nHtepderica Ethernet, nHrepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 149 — KomaHabl pexkuma KoHourypaumm nHtepdelica Ethernet

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

12protocol-tunnel {stp | BKntoueHMe pexknma MHKancynaumm naketos STP BPDU.
lacp | lidp | isis-I1 | isis-12
| pust | cdp | dtp | vtp |

pagp | udid} -/BbIK/IOYEHO
no I2protocol-tunnel {stp | BbIkNtoueHMe pexkuma MHKancynsumu naketos STP BPDU.
lacp | lldp]| isis-I1 | isis-12 |
pvst | cdp | dtp | vip |
pagp | udid}

12protocol-tunnel cos cos 3apaTtb 3HayeHue CoS gns 3anakoBaHHbIX PDU-Kazpos.
P cos: (0..7)/5 A A AP

no I2protocol-tunnel cos YctaHoBKa CoS B 3HaYeHMeE MO0 YMOJIYaHUIO.

12protocol-tunnel drop- HacTpolika noporosoro 3Ha4eHMsA CKopocTu Bxoaawmx PDU-Kag-
treshold: (1..4096)/

threshold {stp | lacp | lidp BLIKTIOUCHO poB (B NakeTax B CEKYHAY), NONYYEHHbIX U NOANEXKALLMX UHKAN-

| isis-I1 | isis-12 | pvst | cdp cynauun. Mpu npeebilweHnn nopora PDU ot6pacbliBatoTcs.
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| dtp | vtp | pagp | udid}
threshold

no I12protocol-tunnel drop-
threshold {stp | lacp | lidp
| isis-11 | isis-12 | pvst | cdp
| dtp | vtp | pagp | udid}

OTKNIOYaET PeXKMM KOHTPOJIA CKOpOCTH BXxogAwmx PDU-Kagpos.

12protocol-tunnel
shutdown-threshold {stp |
lacp | lldp | isis-I1 | isis-I2
| pvst | cdp | dtp | vtp |
pagp | udld} threshold

no I2protocol-tunnel
shutdown-threshold {stp |
lacp | lldp | isis-I1 | isis-I2
| pvst | cdp | dtp | vtp |
pagp | udid}

treshold: (1..4096)/
BbIK/IOYEHO

HacTpolika noporosoro 3HayeHua ckopoctu Bxogawmx PDU- Kag-
poB (B MaKeTax B CEKYHAY), NONYYEHHbIX U NOA/EKALLMX MHKAN-
cynauun. NMpw npesbileHMW Nopora nopT byaeT nepeBeseH B CO-
cToaHue Errdisable (oTkntoueH).

OTKNIOYaET PeXKMM KOHTPOJIA CKOPOCTU BXxogAwmx PDU-Kagpos.

KomaHObl pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnunua 150 — KomaHabl perkmuma Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

show I2protocol-tunnel
[gigabitethernet gi_port |
tengigabitethernet te_port

| twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel
group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..48)

Otobpaxkaet nHdopmaumto L2PT ana ykasaHHOro mHtepdeiica
AN pns Bcex UHTepdencos, Ha KOTOPbIX BKAOYeH L2PT, ecim
UHTepdelic He yKasaH.

clear I2protocol-tunnel
statistics [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel
group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..48)

OuuncTKa ctatucTukm L2PT ana ykazaHHOro uHtepderica nnm ana
BCEX MHTep®ENCoB, Ha KOTOPbIX BKAtOYEH L2PT, ecnu uHtepoeiic
He yKa3aH.

[Mpumepbl 8bINOAHEHUA KOMAHO

YcTaHoBUTb TyHHenbHbIM MAC-agpec B 3HaueHue 01:00:0c:cd:cd:d0, BKkatounTb oTnpasky SNMP traps ot
Tpurrepa I2protocol-tunnel (Tpurrepa Ha cpabatbiBaHue drop-threshold u shutdown-threshold).

console (config) #12protocol-tunnel address 01:00:0c:cd:cd:d0
console (config) #snmp-server enable traps l2protocol-tunnel

BKAIOUNTb peXnUM TYHHennpoBaHuA STP Ha nHTepdelice, ycTaHOBUTb 3HaYeHMe CoS-naketos BPDU pas-
HbIM 4, BKNIIOUMTb KOHTPOIb CKOPOCTU BXOAALLMX NakeTos BPDU.

console (config) # interface tengigabitEthernet 1/0/1
console (config-if) # spanning-tree disable
console (config-if) # switchport mode customer
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console (config-if) # switchport customer vlian 100

console (config-if) # 12protocol-tunnel stp

console (config-if) # 12protocol-tunnel cos 4

console (config-if) # 12protocol-tunnel drop-threshold stp 40
console (config-if) # 12protocol-tunnel shutdown-threshold stp 100

console#show 12protocol-tunnel

MAC address for tunneled frames: 01:00:0c:cd:cd:d0

Port CoS Protocol Shutdown Drop Encaps Decaps Drop
Threshold Threshold Counter Counter Counter

tel/0/1 4 stp 100 40 650 0 450

Mpumepsbl coobuLeHU 0 cpabaTbiBaHMM TpUrrepa:

12-Nov-2015 14:32:35 %-I-DROP: Tunnel drop threshold 40 exceeded for interface
tel/0/1

12-Nov-2015 14:32:35 %-I-SHUTDOWN: Tunnel shutdown threshold 100 exceeded for
interface tel/0/1

5.16.11 Hacmpolika npomokona PRP

PRP — npoTokos napannesnbHoro pesepsupoBaHua Ethernet-cetein, obecneumBatowmin Hynesoe
BpemsaA BoccTaHoBeHMA (0 mc) Npu 0TKase 04HOM U3 NOKA/IbHbIX CETEN.

PesepBupoBaHMe obecrneunmBaeTcs 3a CYeT OOHOBPEMEHHOW nepefaydn UAEHTUMYHbIX
3K3eMNIAPOB Kagpa No ABYM HE3aBUCMMbIM TOKAbHbIM CETAM. [epBblit NONYyYeHHbIN 3K3eMNAAp Kagpa
obpabatbiBaeTca, a Ayb6amKaT oTbpacbiBaeTcA. ITo no3sosAeT obecneunTb 6eclIOBHYO nNepenady
OAHHbIX AaXKe Npu NoJIHOM OTKase 04HOM U3 ceTel.

Moapneprkka PRP npeactasneHa Ha yctponcteax MES3510S-08P n MES3510DS-24F.

KomaHObI pexcuma 2a06anb6Hol KoOHpu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KOHOUIypaumm:
console (config) #

Tabnunua 151 — KomaHabl perkuma rnobanbHoM KoHGUrypaumm

3HayeHue/3HavyeHue "

KomaHda / Aeiicmeue
Mo yMoA4YaHuo

interface prp-channel MepeiTn B pexknum KoHdurypaumm PRP-channel.
channel_num: (1)

[channel_num]

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHOM KOHOUIypaumm:

console (config-if) #
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Tabnnuya 152 — KomaHabl perkuma KoHourypaumm nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

prp-channel {channel_num
[location]}

channel_num: (1);
location: (lan-a, lan-b)

[o6asutb ethernet-untepdeiic 8 PRP-channel.
-lan-a — po6aBuTb NopT B ceThb A;
- lan-b — po6aBuTb NOpPT B ceTb B.
V PRP-channel n BxopAawue B Hero uHtepdeiicbl UCKAIO-
yalorca 13 yyacrua B STP.

KomaHpgbi speed, duplex, negotiation HacTpauBaloTca oTAE/NbHO B peXKume KOHGUrypauum mH-
Tepdeiicos Ethernet.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica PRP-channel

BuAa 3anpoca KoMaHAHOWM CTPOKM pexxmnma KoHourypaumm nHtepdeica PRP-channel:

console (config-prp-channel) #

Tabnunua 153 — KomaHabl perkuma KoHourypaumm nHtepdeiica PRP-channel

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

supervision-frame vlan
vlan_id

no supervision-frame vlan

vlan_id: (1..4094)/1

3apatb VLAN ncxogawmx kagpos PRP Supervision.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

KomaHOb1 pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnnua 154 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show prp channel
[channel_num]

channel_num: (1)

OTo6paskaeT cBeAeHUA 0 KOHOUIYPaLMK A1 YKa3aHHOTO KaHaia
PRP.

show prp node-table
[channel_num]

channel_num: (1)

OTobparkaeT MHPopmaumio 0b y3nax, NOAKAOYEHHbIX K ceTu PRP.

show prp vdan-table
[channel_num]

channel_num: (1)

OtobparkaeT MHPOPMALMIO O BUPTYabHbIX y31ax C ABOMHbLIM
noakntoyeHnem (VDAN), Ans KOTOPbIX AaHHOE YCTPOMCTBO Bbl-
nonHaet GyHKuumn PRP-npoKcu.

show prp statistics
[channel_num]

channel_num: (1)

OTobparkaeT cTaTUCTMKY paboTbl NnpoTokona PRP .

5.17 Mpotokon PTP

Precision Time Protocol (PTPv2) — NpOTOKO/N CUHXPOHM3aLMN BPEMEHM, ONUCAHHbIN cTaHAapTom |IEEE
1588-2019. PTPv2 no3Bo/IAET CUHXPOHU3MPOBATb Yacbl Ha CETEBbLIX YCTPOMCTBAX C BbICOKOW TOYHOCTLIO M
paboTaeT nosepx L2 u L3-coeguHeHUN.

Moppepka PTPv2 Ha yctpoictBax MES3510S-08P 1 MES3510DS-24F BKAlo4YaeT peannsaumio
cTaHgapTa IEEE 1588v2 ¢ noaaepxkon npodunent L3E2E n L2P2P cornacHo IEC 62439-3 Annex C, a Takxe
npoouns Power Profile (IEEE C37.238).
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KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (confiqg) #

Tabanua 155 — KomaHab! perknma rnobanbHom KoOHPUrypaumm

KomaHda

3HayeHue/3HayeHue
1o yMoA4YaHuro

Aeiicmeue

ptp domain [domain]

no ptp domain [domain]

domain:
(0-255)/BbIKNtOYEHO

MepeiTn B perkMm KoHpurypaumm gomeHa PTP.

YCTaHOBWTb 3HaYeHMe N0 YMOJHAHUIO.

ptp enable

no ptp enable

-/BbIKNOYEHO

BKN11OYUTL NPOTOKON TOYHOTO BpemeHu (PTP) rnobanbHo.

YCTaHOBWTb 3HaYeHMe N0 YMOJHAHUIO.

KomaHObI pexcuma domeHa PTP

BunAa 3anpoca KOMaHAHOM CTPOKM pexnma KoHurypaumm gomeHa PTP:

console (config-ptpdomain) #

Tabnunua 156 — KomaHabl perknuma KoHourypaumm gomeHa PTP

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clock-type [mode]

no clock-type

mode:
(transparent)/transparent

HacTpouTb penm cMHXpoHU3aummn yacos PTP.

- transparent — KommyTaTop cuMTaeT 3aepKKy, BOSHUKAIOLLYHO
NpY NPOXOXKAEHUM event-COObLLEeHNI Yepe3 HEro N KOPPEKTU-
pyet none Correction Field (Bpema npebbiBaHuA).

YCTaHOBUTb 3HaYeHMe No YMONYaHUIO.

delay-mechanism
[delay-type]

no delay-mechanism

delay-type: (e2e, p2p,
profile)/profile

HacTpouTb mexaHM3m namepeHua 3a4epKu B someHe PTP.

- e2e — ncnonb3oBaTb MexaHn3m End-to-End.

- p2p — ucnosab3oBaTb mexaHu3m Peer-to-Peer.

- profile — onpegensaTe MexaHM3M U3MEPEHUA 3a[4EPHKKU B CO-
OTBETCTBUM C BbIOpaHHbIM Npodunem PTP.

YCTaHOBUTb 3HaYeHMe No YMONYaHUIO.

profile [profile]

profile: (default, I3e2e,
12p2p, power)/default

HacTpouTb cnocob pacyeTta 3afepKKM Ha OCHOBE BblIBpPaHHOroO
npoouna.

- default — YcTaHoBUTbL NpoduIb MO ymonyaHuio.

- 13e2e — YcTtaHoBMTb Npodunb IEC 62439-3 L3E2E.

- 12p2p — YcTaHoBUTL Npodunb IEC 62439-3 L2P2P.

- power — YcTaHoBUTbL Npoduab IEEE C37.238.

Bbi6paHHbIA MeXaHU3M U3MEepPeHUA 3aAepKKU
MMeeT NPUOPUTET HaA, HacTPOKamM, 3afaHHbIMKN B

npodune.

KomaHObI pexcuma KoHguaypayuu uHmepaelica Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKU B pexknume KoHurypaumm nHtepdeica Ethernet:

console (config-if)#

Tabnnua 157 — KomaHabl perkmuma KoHourypaumm nHtepdelica Ethernet

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuwo

Aeiicmeue

ptp domain [domain]

no ptp domain

domain: (0-255)/0

HasHauutb HTEpdeicy Homep gomeHa PTP.

YCTaHOBUTb 3HaYeHMe N0 YMOJTHAHUIO.

ptp enable

no ptp enable

-/BbIKNOYEHO

BKtOUNTbL MPOTOKO TOYHOrO BpemeHu (PTP) Ha nHtepodelice.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHAHUIO.
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ptp vlan [vian_id]

no ptp vian

YKkazatb VLAN, ucrnonb3yembiit 418 nepegayn u npuema coob-
vlan_id: (1..4094)/1 LeHun PTP.

YCTaHOBWUTb 3HAYeHME NO YMO/THaHUIO.

KomaHOob! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKM B pexunme EXEC:

console#

Tabnumua 158 — KomaHap! pexkmuma EXEC

KomaHoa

3HayeHue/3HayeHue

Aeiicmeue
1o yMmon4aHuio

show ptp

- Otobparkaet obuiee cocTosHMe npoTokona PTP.

show ptp counters packets

- Otobparkaet cTaTUCTUKY nakeTos PTP.

show ptp domains
[domain]

OTobparkaeT napameTpbl HACTPOEHHbIX AoMeHOB PTP.
domain: (0-255) P pamerp P A

show ptp interfaces
{gigabitethernet gi_port |
tengigabitethernet te_port
| brief}

OTobparkaeT napameTpbl U cocToAHNE UHTepdelicos PTP.

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)

show ptp profiles {default |
13e2e | 12p2p | power}

OTobparkaeT napameTpbl 4OCTYMHbIX Npoduneit PTP.

lpumep komaHO Hacmpoliku PTP-0domeHa 844 npogusna Power

MapameTpbl KOHUrypaLuu:

e Domain, cosgasaemsblii ana pabotbl — 254;
e Delay-mechanism — profile;

e Clock-Type — Transparent;

e Profile — Power;

e PTPVLAN — 10;

e Ucnonb3sytotca nHtepdeitcobl Gil/0/1,2.

console# configure

console (config)# ptp domain 254

console (config-ptpdomain) # profile power

console (config-ptpdomain) # exit

console (config) #ptp enable

console (config)#interface GigabitEthernet 1/0/1
console (config-if) #switchport access vlan 10
console (config-if) #ptp domain 254

console (config-if) #ptp vlan 10

console (config-if) #ptp enable

console (config-if) #interface GigabitEthernet 1/0/2
console (config-if) #switchport mode trunk

console (config-if) #switchport trunk allowed vlan add 10
console (config-if) #ptp domain 254

console (config-if) #ptp vlian 10

console (config-if) #ptp enable

console (config-if) #end

console#

—_— — — — — — — — — —
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MNMoKasaTb MHPOPMALMIO O HAaCTpOeHHOM aomeHe PTP:

console (config) #do sh ptp domains

Flow Link Back Mdix

PTP Domain 254 Properties

Domain Number : 254

Clock Identity : 90:54:B7:FF:FE:EB:07:80

Clock Type : Transparent Clock

Admin Delay Mechanism : Profile

Oper Delay Mechanism : Peer-to-Peer

Step mode : l-step

Network Layer : L2 (Ethernet)

Profile : Power (IEEE C37.238)

Number of PTP ports : 2

OTobpas3mTh KPaTKyon MHOOpPMaLMIO O HaCTpOeHHHX PTP-mHTepbelrcax:
console (config) #do sh ptp interfaces brief

PTP Oper Admin Step Network Delay Link
Interface State State Domain Vlan Mode Layer Mechanism Delay (ns)
gil/0/1 enabled enabled 254 10 1-step 12 p2p 1532

gil/0/2 enabled enabled 254 10 1-step 12 p2p 768

5.18 Voice VLAN

Voice VLAN ucnonb3yetca ana sblaeneHna VolP-obopynosaHus B otgenoHyto VLAN. Ona VolP-
KagpoB MOryT ObiTb HazHayeHbl QoS-aTpunbyTbl g NpuopuTnsaumm Tpadmka. Knaccudumkauma Kagpos,
oTHocAWMXCcA K Kagpam VolP-obopynosaHus, 6asmpyetca Ha OUIl (Organizationally Unique ldentifier —
nepsble 24 6uta MAC-agpeca) oTnpasutens. HasHaveHue Voice VLAN pans noprta npoucxoaut
aBTOMaTMYECKM — KOr4a Ha NopT nocTynaeT Kagp ¢ OUl ns tabanybl Voice VLAN. Korga nopt onpegensetcs,
Kak npuHagnexkawmin Voice VLAN — gaHHbIM nopT gobasnserca Bo VLAN Kak tagged.

Voice VLAN npumeHUm gns cnegyromx cxem:

— VolP-0bopypoBaHMe HacTpamBaeTcs, YTOObl paccblnaTb TEFMPOBaHHbIE NakKeTbl, ¢ ID Voice
VLAN, HacTpOeHHbIM Ha KOMMYTaTOpE;

— VolP-obopyaoBaHue paccbinaer HetermposaHHble DHCP-3anpocbl. B oTtBete oT DHCP-
cepsepa npwucytcteyeT onuua 132 (VLAN ID), ¢ nomolbi KOTOPOW YCTPOMCTBO
aBTOMATUYECKU HasHauvaeT cebe VLAN ana mapkupoBku Tpadmka (Voice VLAN).

Ona HasHaueHusa Voice VLAN Ha cTOpoHe OKOHeuHoro o6opyaoBaHuA He06Xo4UMMO UCMOJIb30-
Batb lldp-med noantnku nam DHCP.

Cnucok OUl-npoussoanteneit VolP-obopyaoBaHuaA, AOMUHUPYIOLWUX HA PbIHKE:

oul dupma-npounssoauTenb
00:E0:BB 3COM
00:03:6B Cisco
00:E0:75 Veritel
00:DO0:1E Pingtel
00:01:E3 Siemens
00:60:B9 NEC/ Philips
00:0F:E2 Huawei-3COM
00:09:6E Avaya

« Voice VLAN moKeT 6bITb aKTUBUPOBAH Ha NopTax, paboTalowmx B pexxume trunk u general.
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KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (confiqg) #

Tabanua 159 — KomaHab! perknma rnobanbHoM KoOHPUrypaumm

KomaHda

3HayeHue/3HayeHue
1o yMoA4YaHuro

Aeiicmeue

voice vlan aging-timeout
timeout

no voice vlan aging-timeout

timeout:
(1..43200)/1440

YcTaHaBAMBaeT TaliMayT AnA NopTa, NPUHaZ/eKaLlero K voice-
vlan. Ecan ¢ nopTa B TeyeHWe 3ajaHHOMO BpemMeHU He 6bl10 Kag-
pos ¢ OUI VolP-obopyaoBaHus, To voice vlan yganaerca ¢ gaH-
HOro nopra.

BocctaHaBnvBaeT 3HayeHue no YMONYaHUIO.

voice vlan cos cos [remark]

no voice vlan cos

cos: (0-7)/6

YcTaHaBAMBAET BbIXOAHYIO oyepeab ans Tpaduka B Voice VLAN B
COOTBETCTBMM C HacTpoeHHbIm gns Voice VLAN CoS 6e3 cmeHbl
CoS.

- remark — BK/tOYaeT nepeHasHavyeHne CoS Ha yKasaHHbIM ans
Tpadmka B Voice VLAN.

BoccTaHaBnmBaeT 3Ha4YeHMe No YMOIYAHMUIO.

voice vlan id vian_id

no voice vlan id

vlan_id: (1..4094)

YctaHaeauBaeT ugeHtudukatop VLAN ana Voice VLAN

Ypanset ngentuéoukatop VLAN ans Voice VLAN
V Ona ypaneHua ugeHTuduKatopa VLAN Tpebyetca

voice vlan oui-table {add oui |
remove oui} [word]

no voice vilan oui-table

word: (1..32) cumsonios

npeaBapuUTeNbHO OTKAOUYUTb PYHKUMIO voice vlan Ha
BCEX MOpTax.

MNo3BonseT pegakTMposaTb Tabaunuy OUL.

- oui — nepsble 3 6aliTa MAC-agpeca;

- word — onucaHue oui.

Ypanser Bce Nosb3oBaTeNbCkue nameHeHma OUl-Tabaunybl.

voice vlan oui-table auto-
learning

no voice vlan oui-table auto-
learning

-/BbIK/IIOYEHO

Mo3Bonser BKAKUUTb aBTOMATMYecKoe 3anosHeHue OUI-
Tabmubl Ha ocHOBe NPUHATbLIX LLDP.
/ Mpu ncnonb3oBaHum c port security Bo3moKHa pabota
TONbKO B pexkxume max-addresses.

BepHyTb 3Ha4YeHue No yYMO/IHaHUI0.

voice vlan secure mac-learning

no voice vlan secure mac-
learning

-/BbIK/IIOYEHO

YctaHaBaAuBaeT 3anpeT Ha usydyeHne MAC-agpecoB B HeTermpo-
BaHHOM vlan, nepsble 24 6MTa KOTOPbLIX COBMNAZAIOT C 3anNncaAMm
13 OUl-Tabanubl Ha KOMMyTaTOpE.

BepHyTb 3HaYeHWe No ymoa4YaHuio.

voice vlan state {oui-enabled |
disabled}

no voice vlan state

-/BbIK/IIOYEHO

BKkatounTb/oTKAOUMTb Voice VLAN.

BepHyTb 3HaYeHWe No yMONYaHMIo.

voice vlan authentication
bypass enable

no voice vlan authentication
bypass enable

-/BbIK/IOYEHO

Paspewntb Tpaduky Voice VLAN urHopupoBaTb ayTeHTUPUKaA-
umio 802.1x.

dyHKuMoHan pabortaet ans pexkumos dotlx host-mode
single-host, multi-session.

3anpeTtutb Tpadumky Voice VLAN nrHopmpoBaTb ayTeHTUdMKaLMIO
802.1x.

Tabnnuya 160 — KomaHabl perkuma Privileged Exec

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

HAeiicmeue

show voice vlan type oui
[dynamic]

Moka3saTb KoHdUrypauuio dyHuUKUMK voice vian n OUI-Tabnuuy.
- dynamic — oTobparkeHune KoHoUrypaumm GpyHKLMmM voice vlan m
AVHamuyeckux 3anucen B OUl-Tabnnue.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOW CTPOKM B pexume KoHourypaumm mHtepdeiica Ethernet, nntepdeitca
rpynnbl NOPTOB:

console (config-if) #

Tabanua 161 — KomaHab! perkmuma KoHourypaumm nHtepdeiica Ethernet

3HayeHue/3HayeHue .
KomaHda Aeiicmeue
no ymon4aHuro

voice vlan enable Bkntouaet Voice VLAN gns nopra.

- -/oTKAOYEHO -
no voice vlan enable OTkntoyaet Voice VLAN gns nopra.
voice vlan cos mode {src | all} Bk/ito4aeT MmapKkupoBKy TpaduKa Ans BCex Kagpos, Mb60 TONbKO

-/src ON19 UCTOYHMKA.

no voice vlan cos mode BoccTaHaBaMBaeT 3HAYEHME MO YMOTYAHUIO.

5.19 FpynnoBas agpecauus

5.19.1 ®yHKYyus nocpedHuka npomokonaa IGMP (IGMP Snooping)

®dyHKUMA IGMP Snooping Mcnonb3yeTca B CeTAX rpynnoBoi paccbliku. OcHoBHOM 3agavein IGMP
Snooping ABnAeTcA NpefocTaBNeHWME MHOroagpecHoro TpaduKa TONbKO A1A Tex MOopToB, KOTOopble
3anpocuau ero.

f IGMP Snooping moXeT Ncnosb3oBaTbCA TOJIbKO B cTaTuueckoi rpynne VLAN. NMoaaepxusa-

) toTcAa sepcum npotokona IGMP - IGMPv1, IGMPv2, IGMPv3.
’ Yto6bl IGMP Snooping 6bin akTUBHbIM, GyHKLMA rpynnoBoit puabTpaumm “bridge multicast
- filtering” pomkHa 6biTb BKAOUeHa (cm. pasgen 5.19.2 Mpasuna rpynnoBoi agpecauuu

(multicast addressing)).

PacnosHaBaHWe NOPTOB, K KOTOPbIM NOAKAOYEHbI MHOFOA4PECHbIE MAapLUPYTM3aTOPbl, OCHOBAHO Ha
cnepyowmx cobbITusx:

— IGMP-3anpocbl NPUHATBLI HA NOPTY;

— nmakeTbl npoTokoa Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NoOpTY;

— MaKeTbl NPOTOKO/la MHOroaapecHoi mapwpyTtusaumm Distance Vector Multicast Routing Protocol
(DVMRP) npuHATbI Ha NopTY;

— naketbl npoTokona MRDISC npunHATLI Ha NOPTY;

— nakeTbl npoTokosa Multicast Open Shortest Path First (MOSPF) npuHaTbl Ha NopTy.

KomaHObI pexcuma 210baabHol KOHuU2ypayuu

Bupa, 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOM KOHPUrypaLmm:
console (config) #

Tabnnua 162 — KomaHab! perkuma riobanbHoM KoHGUrypaumm

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
no ymoan4YaHuro
ip igmp snooping Mo ymonyanutio PaspewaeT ncnonb3oBaHue ¢pyHKUMn IGMP Snooping KommyTa-
dYHKLMA BbIKNOYEHA TOpOM.
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no ip igmp snooping

3anpewaeT ncnonb3oBaHue ¢yHKUMM IGMP Snooping KommyTa-
TOpOM.

ip igmp snooping vlan vian_id

no ip igmp snooping vian
vlan_id

vlan_id: (1..4094)
Mo ymonyanuo
dYHKLMA BbIKNOYEHA

Paspewaet ncnonb3osaHue dyHKunn IGMP Snooping kKommyTa-
TOpPOM AN AaHHOro uHTepderica VLAN.
-vlan_id — naeHTUOUKaUMOHHbIA Homep VLAN.

3anpeuaet ncnonb3osaHne ¢yHKUMM IGMP Snooping KommyTa-
TOpPOM AN1A AaHHOro uHTepdeinca VLAN.

ip igmp snooping vlan vian_id
static ip_multicast_address
[interface { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}]

no ip igmp snooping vlian
vlan_id static ip_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

PernctpupyeTt rpynnosoi IP-agpec B Tabauue rpynnosoi agpeca-
LMW U cTaTUYeckun aobaBnset uHtepdeicbl U3 rpynnbl AN TEKY-
wen VLAN.

-vlan_id — naeHTUOUKaUMOHHbIA Homep VLAN;

- ip_multicast_address — rpynnosow IP-agpec.

MNepeuncneHne nHTepdelicoB OCYLLECTBAAETCA YEPES K—» U K, ».

Yapanset rpynnosow IP-agpec u3 Tabanupl.

ip igmp snooping vlan vian_id
mrouter learn pim-dvmrp

no ip igmp snooping vlian
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094)
Mo ymonuyanuio
paspelueHo

Paspewaet ana gaHHou rpynnbl VLAN aBTOomaTuyeckoe pacno-
3HaBaHMe MOpPTOB, K KOTOPbIM MOAK/AOYEHbI MHOroagpecHble
MapLLpPyTU3aTOPbI.

- vlan_id — naeHTMdPMKaumoHHbIN Homep VLAN.

3anpewaet ana gaHHou rpynnol VLAN aBTOMaTuMyeckoe pacno-
3HaBaHMe MOpPTOB, K KOTOPbIM MOAKAHOYEHbI MHOrOafpecHble
MapLUpyTU3aTopbl.

ip igmp snooping vlan vian_id
mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

no ip igmp snooping vlan
vlan_id mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

Onpeaenser MNopT, K KOTOPOMY MNOAKAIOYEH MapLupyTU3aTop
MHOroaZpecHoOm paccblIKM Ansa 3agaHHon VLAN.
- vlan_id — naeHTMdMKaumoHHbIN Homep VLAN.

YKa3bIBaeT, YTO K MOPTY He MOAKMOYEH MAPLLIPYTU3ATOP MHOrO-
afpecHol paccbIKu.
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ip igmp snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

no ip igmp snooping vian
vlan_id forbidden mrouter
interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

YcTaHaBAVBAET 3anpeT Ha onpejeneHne nopra (cTaTuyecku, au-
HaMWYECKM) KaK NopTa, K KOTOPOMY MOAK/OYEH MapLIPYTU3aTOP
MHOr0aZpecHOM PacCblIKM.

- vlan_id — naeHTUOUKaLUMOHHbIA Homep VLAN.

CHMMaEeT 3anpeT Ha onpeAeeHne NopTa Kak nopTa, K KOTOpomy
NOAKOYEH MApLIPYTM3aTOP MHOTOa4PECHOW PaCChIIKK.

ip igmp snooping vlan vian_id
querier

no ip igmp snooping vlan

vlan_id: (1..4094);
-/BblAaya 3anpocos

BkAtoyaeT noaaep KKy Bbl4aum 3anpoCcoB igmp-query KOMMyTaTo-
pom B gaHHol VLAN.

OTKAKOYaeT NOAAEPHKKY Bbl4auM 3aNpPOCOB igmp-query KoMmyTa-

. X OTK/ItOYEHA v
vlan_id querier TOopom B AaHHOM VLAN.
ip igmp snooping vlan vian_id YcTtaHaBnauBaet Bepcmio IGMP-npoTOKOMa, HA OCHOBAaHWUM KOTO-
querier version {2 | 3} poi 6yayT dopmuposaTbea IGMP-query 3anpocsi.

-/IGMPv2

no ip igmp snooping vian
vlan_id querier version

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

ip igmp snooping vlan vian_id
querier address ip_address

no ip igmp snooping vlan
vlan_id querier address

vlan_id: (1..4094)

Onpepensetr ucxofHbit IP-agpec, KoTopbit ByaeT mcnosnb3o-
BaTbcA IGMP querier-om. Querier — ycTpoCcTBO, KOTOPOE OTNPaB-
naet IGMP-3anpocsl.

YcTaHaBAMBaEeT 3HavyeHre No ymosdaHuio. Mo ymonyaHuo ecnu
IP-appec HacTpoeH ana VLAN, oH ucnonb3yeTca B KayecTse aa-
peca nctodHunka IGMP Snooping Querier.

ip igmp snooping vlan vian_id
replace source-ip ip_address

no ip igmp snooping vlan
vlan_id replace source-ip

vlan_id: (1..4094);
ip_address:
A.B.C.D/0.0.0.0

BKkntouaeT 3ameHy IP-agpeca UCTOYHMKA Ha yKa3aHHbIM IP-ag-
pec Bo Bcex naketax IGMP report B 3agaHHol VLAN.
-vlan_id — naeHTMPMKauMoHHbIN Homep VLAN;
- A.B.C.D — IP-agpec, Ha KOTOpbIit bygeT nponsseseHa 3ameHa
SRC IP.
3HaueHue no ymonyanuio 0.0.0.0 roBopuT 0 TOM, YTO 3a-
V meHa SRC IP IGMP report npou3BoauTbca He byaer.

OTkntovaeT 3ameHy IP-agpeca UcToyHMKa B nakeTax IGMP report
B 3afaHHoM VLAN.

ip igmp snooping vlan vian_id
immediate-leave [host-based]

no ip igmp snooping vlan
vlan_id immediate-leave

vlan_id: (1..4094);
-/BbIKNIOYEHO

BkntounTb npouecc IGMP Snooping Immediate-Leave Ha Tekywiel
VLAN. O3HauaeT, 4To NopT A0/1KEH ObITb HeMea/IeHHO yaaneH u3
rpynnsl IGMP nocne nonyyeHus coobuieHunsa IGMP leave.

- host-based — mexaHn3m fast-leave cpabaTtbiBaeT TONIbLKO B TOM
cnyyae, Korga Bce MOAK/NIOYEHHbIe K JaHHOMY MOpTY MOb30Ba-
TeNn OTNMCANNC OT rPynnbl (CYETYMK NONb30BaTENEN BEAETCA Ha
ocHoBaHuUK Source MAC-agpecos B 3aronoskax IGMP-report’os);

OTKkAtounTb nNpouecc IGMP Snooping Immediate-Leave Ha Teky-
wein VLAN.

ip igmp snooping vlan vian_id
proxy-report [version version]

no ip igmp snooping vlan
vlan_id proxy-report

vlan_id: (1..4094);
version: (1..3)

BKkntounTtb dyHKUMIO proxy report B onpegeneHHom VLAN. Mpwm
BK/IIOYEHUM 3TON GYHKLMM KOMMyTaTop Ha npuweawmne IGMP
query byaeT oTBeyaTb OT cBoero umeHu. KnmeHtckmne IGMP report
npu sTom oTbpacbiBatoTCA.

- version — ycTaHaBsauBaeT Bepcuio IGMP ana oTnpasKK NakeTos.
Mo ymonuyaHuio Bepcua onpeaenseTca No npuejliemy Ha Kom-
myTaTop nakety IGMP query.

BbikntounTb Proxy report 8 onpeaeneHHom VLAN.
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ip igmp snooping vlan vian_id
€OS oS

no ip igmp snooping vlan
vlan_id cos cos

vlan_id: (1..4094);
cos: (0..7)/0

YcTaHaBamBaeT 3HayeHne CoS ana ucxodawmx B nopt
mrouter IGMP-coobLueHuii B ykazaHHon VLAN.
-vlan_id — naeHTudukaumoHHbIn Homep VLAN;

- €0S — K/1lacc 0bCnyKMBaHMA.

YcTaHasaMBaeT 3HayeHne CoS ana UcxoAaLmx B NopT mrouter
IGMP-coobuieHnit B ykasaHHoW VLAN paBHbIM Hy/tO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

BuAa 3anpoca KoMaHAHOM CTPOKK pexunuma KoHdurypaumm VLAN:
console (config-if) #

Tabnnua 163 — KomaHabl perknuma KoHourypaumm nHtepderica VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip igmp robustness count

no ip igmp robustness

count: (1..7)/2

YcTaHaBAMBaET 3HaYyeHue ycTonumsoctu gns IGMP.
Ecnv Ha KaHane HabaogaeTcs noteps AaHHbIX, 3HAaYeHMe YCToM-
YMBOCTM AO/IXKHO ObITb YBEINYEHO.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

ip igmp query-interval seconds

no ip igmp query-interval

seconds:
(30..18000)/125 ¢

YcTaHaBAMBaEeT TalimayT, N0 KOTOPOMY CMCTeMa OTNpaBaseT oc-
HOBHble 3aNPOCbl BCEM YY4aCTHUKAM Fpynnbl MHOroagpecHow ne-
peaaun ana NpoBepPKM UX aKTUBHOCTM.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

ip igmp
query-max-response-time
seconds

seconds: (5..20)/10 ¢

YcTaHaBAMBaeT MakCMManbHoOe BpeMsa OTBeTa Ha 3anpoc.

no ip igmp YCTaHaBAMBAET 3HAYEHME MO YMOAYAHMIO.
query-max-response-time
ip igmp YcTaHaBAMBAET KOIMYECTBO 3aNpoCoB, NOC/E PAcCblIKM KOTOPbIX,

last-member-query-count

count: (1..7)/3Ha4eHne

KOMMYTATOp onpeaenAaeT, YTo Ha AaHHOM NOPTY HeT XKenakwnx

count nepemeHHowm Yy4acTBOBATb B MHOFOAAPECHOM paccblyiKe.
no ip igmp robustness YcTaHaBAMBaET 3HAYEHUe MO YMOHAHUIO.
last-member-query-count
ip igmp YcTaHaBAMBaeT MHTepBas 3anpoca A4 NoCAeAHero y4acTHUKa.
last-member-query-interval .

milliseconds:

milliseconds

no ip igmp
last-member-query-interval

(100..25500)/1000 mc

YcTaHaBAMBaeT 3HaYeHue no YMO4YaHUIO.

ip igmp version version

no ip igmp version

version: (1-3)/3

YcTaHOBUTbL Bepcuio NpoTokona IGMP.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHWUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

Bupg 3anpoca KOMaHAHOM CTPOKU perknma KOHbUrypauum nHtepdeica:

console (config-if)#

Tabnnua 164 — KomaHabl perkmuma KoHourypaumm nHtepdelica Ethernet

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

switchport access mul-
ticast-tv vlan vian_id

vlan_id: (1..4094)

BkntoyaeT nepeHanpasneHune IGMP-3anpocoB ¢ KAMEHTCKUX
VLAN B Multicast VLAN ansa nHtepdeiica B pexxmme «access».

’ Dns paboTbl AaHHOU PYHKLMM TpebyeTca BKAlOYe-
- Hue ip igmp snooping He TONbKO rnobanbHO U B
Multicast VLAN, HO u B KaneHTckux VLAN.
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no switchport access mul-
ticast-tv vlan

BbikntoyaeT nepeHanpasaeHme IGMP-3anpocoB ¢ KIMEeHTCKUX
Vlan B Multicast Vlan ana nHtepdeiica B pexnme «access».

switchport trunk multicast-
tv vlan vian_id [tagged]

no switchport trunk mul-
ticast-tv vlan

vlan_id: (1..4094)

Bkntoyaet nepeHanpasneHue IGMP-3anpocos wu3 VLAN,
YYaCTHMKOM KOTOpbIX ABAAeTcA nopT, B Multicast VLAN ans
MHTepodeiica B pexkume «trunk». Multicast-Tpaduk nepepna-
€TCs Ha NOPT HETErMpPOBaAHHbLIM UM TEFMPOBAHHbIM B 3aBUCK-
MOCTM OT napameTpa tagged. NMapameTp tagged yKka3biBaeT Ha
TO, YTo Multicast-TpaduK foNKEH OTNPABAATLCA B NOPT TErU-
poBaHHbIM B Multicast VLAN.

BbikntoyaeT nepeHanpaeneHve IGMP-3anpocoe B Multicast
VLAN. TMopT WCKAYaeTca M3 rpynn MHOroafApecHoi pac-
cblnikm B Multicast VLAN.

switchport general mul-
ticast-tv vlan vian_id
[tagged]

no switchport general mul-
ticast-tv vlan

vlan_id: (1..4094)

Bkntoyaet nepeHanpasneHue IGMP-3anpocos wu3 VLAN,
YY4aCTHUKOM KOTOpbIX ABAfeTcA nopt, B Multicast VLAN ana
nHTepderica B pexxume «general». Multicast-Tpaduk nepega-
€TCA Ha NOPT HETErMPOBAHHbBIM W/IM TEFTMPOBAHHbLIM B 3aBUCK-
MOCTU OT NapameTpa tagged. MapameTp tagged ykasbiBaeT Ha
7O, YyTo Multicast-Tpaduk fonKeH oTNPaBAATLCA B NOPT TEru-
poBaHHbIM B Multicast VLAN.

BbikntoyaeT nepeHanpaeneHve IGMP-3anpocoe B Multicast
VLAN. MopT MCKAYaeTca M3 rpynn MHOroaApecHom pac-
cblikm B Multicast VLAN.

KomaHOwbl pexcuma EXEC

Bce KomaHAbl AOCTYMHbI TOAbKO ANS MPUBUAETMPOBAHHOIO MOb30BaTENA.

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnunua 165 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoa4YaHuio

Aeiicmeue

show ip igmp snooping
mrouter [interface vian_id]

vlan_id: (1..4094)

MokasbiBaeT WHPOpPMaumMio 06 WU3YyYEHHbIX MHOrOaLpPECHbIX
MapLIpyTU3aTopax B yKasaHHol rpynne VLAN.

show ip igmp snooping
interface vian_id

vlan_id: (1..4094)

MNokasbiaeT MHopmauuto IGMP-snooping ansa AaHHOTO UHTEpP-
deiica.

show ip igmp snooping groups
[vlan vian_id]
[ip-multicast-address
ib_multicast_address]
[ip-address IP_address]

vlan_id: (1..4094)

MoKasbiBaeT MHPOpPMaLMio 06 N3yYEHHbIX MHOTOAAPECHbIX rpyn-
nax, y4acTBYHOLIMX B TPYNMNOBOI paccbiiKe.

show ip igmp snooping cpe
vlans [vlan vian_id]

vlan_id: (1..4094)

MokasbiBaeT Tabauuy cootseTcTBUii mexay VLAN obopyaosa-
HUA, YCTaHOBAEHHOro y nonb3osaTtenda, u VLAN ana tenesewa-
HuA.

clear ip igmp snooping groups [
vlan vian_id ] [ ip-multicast-
address group_address ] [
ip-address source_addr]

Ounwaet uHbopmaumio 06 M3ydeHHbIX MHOTOAAPECHbIX rpynnax,
Y4acTBYIOLMX B FPYNNOBOW PacChlIKe.

-vlan_id — npeHTMdUKaumMoHHbI Homep VLAN;

- group_address — IP-agpec rpynnbi;

- source_addr — IP-afpec UCTOYHMKA rpynnbl.

clear ip igmp groups [vrf
vrf_name ]

Oumiaet UHGOPMaLMIO 06 U3YYEHHBIX MHOTOAAPECHbIX Fpynnax,
yyacTBylOWMX B rpynnosol pacceinke (IGMP Snooping) u ouu-
waeT TabanLy MapLupyTusaLum MHOroapecHbIX rpynn nyTém ne-
pe3sanycka npoueccos IGMP-Proxy namn PIM.

- vrf_name — umA BUPTYaNbHOM 061aCTN MapLpyTU3aLMK.
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[Mpumepbl 8bIN0AHEHUA KOMAHO

Bkntountb pyHKUMio IGMP snooping Ha KommyTaTope. Ons VLAN 6 paspewmnTb aBTOMaTM4YeCcKoe pac-
no3HaBaHWe NOPTOB, K KOTOPbIM NOAKNOYEHbI MHOFOaApecHble MapLUpPyTU3aTOPbl. YBENUUYUTb 3Ha-
YyeHue yCTOMUYMBOCTM A0 4. YCTaHOBUTb MAKCMMAJIbHOE BPeMs OTBETA Ha 3anpoc — 15 cekyHA.

console# configure
(config) # ip igmp snooping
(config-if) # ip igmp snooping vlan 6 mrouter learn pim-dvmrp
console (config)# interface vlan 6
(
(

console
console

console
console

config-if)# ip igmp robustness 4
config-if)# ip igmp query-max-response-time 15

5.19.2 lMpaesuna 2pynnosoli adpecayuu (multicast addressing)

[aHHbIA Knacc KOMaHA, npefHa3HayeH Ana 33afaHuA NpasBuA rPynnoBoM agpecauyum B CETU Ha
KaHa/IbHOM U ceTeBOM YpoBHAX moaenn OSI.

KomaHObI pexcuma KoHgu2ypayuu uHmepagpetica VLAN

Bupg 3anpoca KOMaHAHOM CTPOKK B perxnume KoHourypaumm nutepdeinca VLAN:

console (config-if) #

Tabnnua 166 — KomaHabl perknuma KoHourypaumm nHtepderica VLAN

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

OnucaHue

bridge multicast mode
{mac-group | ipva4-group |
ipva4-src-group}

no bridge multicast mode

-/mac-group

3a4aeT peXuMm rpynnoson nepesaymn AaHHbIX.

- mac-group — MHOroagpecHasa nepegaya, ocHoBaHHasa Ha VLAN u
MAC-agpecax;

- ipv4-group — MHOroagpecHas nepegaya c TMnom ¢puabTpauum, oc-
HoBaHHbIM Ha VLAN v agpece npuemHuKa B popmarte IPv4;

- ip-src-group — MHoroaapecHan nepegaya ¢ TMNOM GUAbTPaLUM,
ocHoBaHHbIM Ha VLAN u agpece otnpasutens 8 popmare I1Pv4,

YcTaHaBAMBaEeT 3HAYEHWe Mo YMONYaHULO.

bridge multicast address
{mac_multicast_address |
ip_multicast_address} [{add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}]

no bridge multicast address
{mac_multicast_address |
ib_multicast_address }

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

LOobasnsaet rpynnosoit MAC-aapec B Tabivuy rpynnosoi agpeca-
LMK U CTaTMYECKKN Ao6aBaseT au yaanaet uHtepdeincobl U3 rpynnb.
- mac_multicast_address — rpynnosoit MAC-agpec;

- ip_multicast_address — IP-agpec MHOroaapecHOM paccbinKu;

- add — pobaBnsaeT cTaTMyeckyto NognNucky K rpynnosomy MAC-aa-
pecy ananasoHa Ethernet-nopTos uau rpynn nopTos.

- remove — yganaeT cTaTMYecKyto NoAnucky K rpynnosomy MAC-aa-
pecy.

MepeuncneHve MHTEPdENCOB OCYLLLECTBASETCA YEPES «—» U «,»

Ypansaet rpynnosoit MAC-agpec ns Tabanupi.
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bridge multicast forbidden
address
{mac_multicast_address |
ip_multicast_address} [{add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}]

no bridge multicast forbidden
address
{mac_multicast_address |
ib_multicast_address }

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

3anpeLLaeT NOAK/IYEHWE HAaCTpauBaeMoro nopTa/nopTos K rpyn-
nosomy IPv6-agpecy (MAC-agpecy).

- mac_multicast_address — rpynnosoii MAC-agpec;

- ip_multicast_address — |IP-agpec MHOroaapecHoO’ paccbinku;

- add — no6aBneHre NopTa/NOPTOB B CNUCOK 3aNpPELLEHHBIX;

- remove — yfaneHue nopta/nopToB U3 CNMCKa 3anpeLLeHHbIX. Me-
peuncneHune nHTepdencoB OCyLLECTBAAETCA YEPES «K—» U «,»

Ypaanaet 3anpewatowee npasuao gna rpynnosoro MAC-agpeca.

bridge multicast forward-all
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

no bridge multicast forward-all

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

Mo ymonuyanutio
nepegava Bcex
MHOTOaAPecHbIX
MaKeToB 3anpeLLeHa.

PaspelwaeT nepesayy Bcex MHOIroagpecHbIX NakeTos Ha NOPTY.
-add — go6aBnset nopTbl/06beagMHEHHbIE NOPTLI B CMMUCOK NMOPTOB,
AN KOTOPbIX pa3pelleHa nepesaya BCEX IPYNMNOBbIX NAKETOB;

- remove — y6upaeT rpynny noptos/o6begMHeHHbIX NOPTOB U3 pas-
pelatoLLero npasuna.

MepeuncneHne NHTepHENCoB OCYLLECTBAAETCA YEPE3 «—» U «,».

BoccTaHaBnvBaeT 3Ha4YeHMe No YMOYaHUIO.

bridge multicast forbidden
forward-all {add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

no bridge multicast forbidden
forward-all

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

Mo ymonyaHutio noptam
He 3anpeLueHo
AVHAMMUYECKM

npuUcoegnHATLCA K
MHOroaapecHom
rpynne.

3anpeLaeTt NopTy AMHaAMUYECKN A06aBAATLCA K MHOroadpecHomn
rpynne.

- add — nob6asnAeT NopTbl/06begNHEHHbIE MOPTbI B CMIUCOK NOPTOB,
O/1A KOTOPbIX 3anpeLieHa nepeaaya BCex rpynmosbiX NaKeTos;

- remove — y6upaeT rpynny nopTos/o6begnHeHHbIX MOPTOB U3 3a-
npeLaloLLero npasmna.

MepeuncneHve nHTepdENcoB OCYLLECTBASETCS YEPES K—» U &, ».

BoccTaHaBnmBaeT 3HaYeHue no YMOANYaHUIO.

bridge multicast ip-address
ib_multicast_address {add |
remove} { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

no bridge multicast ip-address
ip_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

Peructpupyert IP-agpec B Tabavue rpynnoBoi agpecaumm u ctatm-
yecku pobasnset/yaanaet uHtepoeicol U3 rpynmbl.

- ip_multicast_address — rpynnosoi IP-aapec;

- add — pobasnaeT nopTbl K rpynne;

- remove — yaanseT nopTbl U3 rpynnbl.

MepeuncieHve MHTEPGENCOB OCYLLLECTBAAETCA HEPES «—» U «,».

Ypansaet rpynnosoi IP-agpec 13 Tabanupl.

bridge multicast forbidden
ip-address
ip_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

3anpeLLaeT NopTy AMHAMUYECKU A06aBNATbCA K MHOroagpecHom

rpynne.

- ip_multicast_address — rpynnosoii IP-agpec;

- add — no6asneHve NopTa/NoOpPTOB K CUCKY 3anNpeLLeHHbIX;

- remove — yaneHne nopTa/NoPTOB M3 CMMUCKA 3anpeLLeHHbIX.

Mepeuncnerne nHTepdENCcoB OCYLLECTBAAERTCA Yepes «—» U «,»
Mpexxge uem onpegenuTb 3anpelieHHble MNopPThbl,
rpynnbl MHOrOAAPECHOW PAcCbIIKM AOMKHbBI 6bITb 3ape-
rMCTPUPOBaHDI.
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no bridge multicast forbidden
ip-address
ip_multicast_address

BoccTaHaBnvBaeT 3HaueHMe No YMOYaHUIO.

bridge multicast source
ip_address group
ib_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

no bridge multicast source
ip_address group
ip_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port:
(1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

YcTaHaBAMBaeT cooTBeTCTBME Mexay IP-agpecom nosnb3oBatensa u
rpynnoBbIM agpecom B Tabauue rpynnoBoi agpecauuu, n ctatnye-
cKku gobasnset/yaanaer nHtepdencol U3 rpynnoi.

- ip_address — vucxopHbii IP-appec;

- ip_multicast_address — rpynnosoi IP-aapec;

- add — go6aBuTb NOPTHI B rpynny ucxogHoro IP-agpeca;

- remove — y4anuTtb NOpTbl U3 rpynnbl ucxogHoro IP-agpeca.

BoccTaHaBnmBaeT 3HaYeHue no YMONYaHUIO.

bridge multicast forbidden
source ip_address group
ib_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

no bridge multicast forbidden
source ip_address group
ib_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

YcTaHaBAMBaeT 3anpeT Ha pobaeneHune/ypaneHne cooTBeTcTBUA
mexay IP-agpecom nosb3osaTena U rpynnosbiM agpecom B Tab-
/ivue rpynnoBoi agpecaunn Ans onpeaeneHHoro nopra.

- ip_address — ncxopHbii IP-agpec;

- ip_multicast_address — rpynnosoii IP-aapec;

- add — 3anpet Ha pobaBneHne nopTa B rpynny ucxogHoro IP-ag-
peca;

- remove — 3anpeT Ha yAaneHue nopTta U3 rpynnbl UCxogHoro IP-
agpeca.

BoccTaHaBnvBaeT 3HaYeHue no YMONYaHUIO.

bridge multicast ipvé mode
{mac-group | ip-group |
ip-src-group}

no bridge multicast ipv6 mode

-/mac-group

3ajaeT pexum rpynnoBon nepegayn AaHHbIX Ansa IPv6-nakeTos
MHOF0apPecHOM PacCbIIKM.

- mac-group — MHOroagpecHasa nepegaya, ocHoBaHHas Ha VLAN u
MAC-agpecax;

- ip-group — MHoroagpecHas nepegaya ¢ TMnom GpuabTpaumm, oc-
HOBaHHbIM Ha VLAN u agpece npuemHuKa B popmare |Pv6;

- ip-src-group — MHoOroapecHaa nepegaya ¢ TMNOM GuUAbTPaUUm,
OCHOBaHHbIM Ha VLAN u agpece otnpasutens 8 dopmare IPv6.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

bridge multicast ipv6
ip-address
ipbv6_multicast_address {add |
remove} { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

no bridge multicast ipv6
ip-address
ibv6_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

Pernctpupyert rpynnosoi IPv6-aapec B Tabnuue rpynnosoi agpe-
caumm, u cTatuyeckn gobasnset/yganser nHtepdeincol U3 rpynnoi.
- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — pobasnaeT nopTbl K rpynne;

- remove — yaanaeT nopTbl U3 rpynnbl.

MepeuncneHne NHTePHENCOB OCYLLECTBAACTCA YEPEes «—» U «,».

Ypansaet rpynnosoi IP-agpec 13 Tabanupl.
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bridge multicast ipv6
forbidden ip-address
ipv6_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

no bridge multicast ipv6
forbidden ip-address
ipv6_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

3anpeLLaeT NOAK/IOYEHWE HACTPaMBaEeMOro nNopTa/nopTos K rpyn-
nosomy IPv6-agpecy.

- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — fo6aBneHne NopTa/NOPTOB B CMUCOK 3aMNpeLLEHHbIX;

- remove — yaasneHune nopta/nopTos U3 CNKUCKA 3aNpPeLLEHHbIX.
MepeuncneHve nHTepdencoB OCYLLECTBAAETCA YEPES K—» U &,»

BoccTaHaBnvBaeT 3HaveHMe No YMOYaHUIO.

bridge multicast ipv6 source
ibv6_address group
ipv6_multicast_address {add |
remove} { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

no bridge multicast ipv6
source ipv6_address group
ibv6_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

YcTtaHaBAuBaeT cooTeeTcTBMe mexay |IPvb-aapecom nonb3oBatens
W rpynnoBbiM aZpecom B Tabauue rpynnoBoi agpecaumm, v ctatu-
yecku fobasnset/yaanaer uHtepoeicol M3 rpynmb.

- ipv6_address — vcxogHbin IP-agpec;

- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — o6aBuTb NOPTHI B rpynny ucxogHoro IP-agpeca;

- remove — yAanunTb NOPTbI U3 rpynnbl UcxogHoro IP-agpeca.

BoccTaHaBnvBaeT 3HauYeHMe No YMOAYaHUIO.

bridge multicast ipv6
forbidden source ipv6_address
group ipv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

no bridge multicast ipv6
forbidden source ipv6_address
group ipv6_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

YcTraHaBAuBaeT 3anpeT Ha gobasneHune/yaaneHne COOTBETCTBUA
meKay |IPv6-afpecom nonb3oBaTens v rpynnoBbiM agpecom B Tab-
N1ue rpynnoBoi agpecauun gna onpegeneHHoro nopra.

- ipv6_address — vcxogHbin IPv6-aapec;

- ipv6_multicast_address — rpynnosoii IPv6-agpec;

- add — 3anpeT Ha gobasneHne nNopTa B rpynny ucxogHoro IPv6-aa-
peca;

- remove — 3anpeT Ha y4aseHue nopTa U3 rpynnbl UCXo4Horo IPve-
afpeca.

BoccTaHaBnmBaeT 3HayeHue no YMOANYaHUIO.

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-

gelica 2pynnbl nopmos

Bua, 3anpoca KOMaHAHOW CTPOKM B pexume KoHourypauum mHtepdeiica Ethernet, nntepdeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnnuya 167 — KomaHabl perknuma KoHourypaumm nHtepdeiica Ethernet, VLAN, rpynnbl uHTepdelicos

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuwo

OnucaHue

bridge multicast unregistered
{forwarding | filtering}

no bridge multicast
unregistered

-/forwarding

YcTaHaB/MBaeT Npasu/Io Nepesayn NakeToB C He3aperncTpupo-
BaHHbIX rPYNMNOBbIX afPecosB.

- forwarding — nepepaBaTtb He3aperncTpupoBaHHble MHOroas-
pecHble NaKeTbl;

- filtering — dunbTPOBaATL HE3APErUCTPUPOBAHHbBIE MHOTOAAPEC-
Hble NaKeTbl.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.
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KomaHObI pexcuma 2a06asnab6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:
console (confiqg) #

Tabanua 168 — KomaHab! perknma rnobanbHoM KoOHPUrypaumm

Komanda 3Ha4yeHue/3HayeHue Onucanue
no ymon4aHuro
bridge multicast filtering BKntoyaeT dpuabTpaymio rpynnoBbIX a4pecos.
no bridge multicast filtering -/oTkniokeHo OTKAtoYaeT GUAbTPaLMIO TPYNNOBbLIX a4PECcoB.
mac address-table aging-time 3agaeT Bpema xpaHeHua MAC-aapeca B Tabavue rnobanbHo.
seconds seconds: (10..400)/300
no mac address-table CeKYHA, YcTaHaBAMBaeT 3HaYeHMe No YMOIYaHUIO.
aging-time
mac address-table learning BKkntounTb nsyyeHne MAC-agpecos B gaHHom VLAN.
vlan vian_id vlan_id: (1..4094, all)/
no mac address-table learning BK/IIOYEHO OTKkAtounTb N3yyeHne MAC-agpecos B faHHom VLAN.
vlan vian_id
mac address-table static [ob6asnsaet ncxoaHblin MAC-agpec B Tabaunuy rpynnosoi agpe-
mac_address vlan vian_id caumm.
interface {gigabitethernet - mac_address — MAC-agpec;
gi_port | tengigabitethernet vlan_id: (1..4094); - vlan_id — Homep VLAN;
te_port | gi_port: (1..8/0/1..48); | - permanent — aaHHbIi MAC-agpec MOXKHO yAaauTb TONbKO C
twentyfivegigabitethernet te_port: (1..8/0/1..48); | nomoLupbto KomaHabl no bridge address;
twe_port | twe_port: - delete-on-reset — gaHHbIN agpec yaanuTca nocne nepesa-
hundredgigabitethernet (1..8/0/1..120); rPY3KM YCTPOICTBA;
hu_port | hu_port: - delete-on-timeout — gaHHbIV agpec yaanmTca no Takim-ayTy;
fourhundredgigabitethernet (1..8/0/1..32); - secure — AaHHbIN agpec yAanuTCs TONbKO C NOMOLLbIO KO-
fo_port | port-channel group} fo_port: (1..8/0/1..32); | maHabl no bridge address nav nocne Bo3spallyeHnA nopTa B pe-
[permanent | group: (1..128) MM 0byyeHus (no port security).
delete-on-reset |
delete-on-timeout | secure]
no mac address-table static Ypanaer MAC-agpec 13 Tabauvubl rpynnoBon agpecauuu.
[mac_address] vlan vian_id
bridge multicast OnpegaenseT aeicreme AnA NAaKETOB MHOrOaAPECHOM PacChbiNKK
reserved-address C 3ape3epBUPOBAHHOrO aapeca.
mac_multicast_address - mac_multicast_address — rpynnosont MAC-agpec;
{ethernet-v2 ethtype | lic sap | - ethtype — Tun naketa Ethernet v2;
lic-snap pid ] {discard | bridge} ethtype: - sqp —Tvn nakerta LLG; .
(0X0600..0XFFFF); -p{d—mn naketa LLC-Sna'p,
sap: (0..0XFFFF); —dlfcard-—cﬁpoc NakeToB; '
: : pid: (0..OXFFFFFFFFFF) - bridge — nakeTbl nepenatoTca B pexkmme bridge.
no bridge multicast YcTaHaB/MBaEeT 3HaYeHWe N0 YMOMYAHUIO.
reserved-address
mac_multicast_address
[ethernet-v2 ethtype | lic sap |
lic-snap pid]

KomaHObI pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:

console#
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Tabnnua 169 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

OnucaHue

clear mac address-table
{dynamic | secure} [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

Ypanser craTMyeckue/guHammuyeckme 3anucu m3 Tabauubl
rpynnoBoi agpecauuu.

- dynamic — yaaneHve guHamMnUYecKunx 3anucei;

- secure — y4aneHune CTaTUYeCKMxX 3anucei.

KomaHOowbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabanuya 170 — KomaHzabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

OnucaHue

show mac address-table
[dynamic | static | secure]
[vlan vian_id] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group} ]
[address mac_address]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MokasbiBaeT Tabanuy MAC-aapecoB Ana ykasaHHoro nHtepdelica
nmbo Bcex HTepdencos.

- dynamic — npocmoTp TOIbKO AUHAMUYECKUX 3anucen;

- static — NpoCcMOTP TO/IbKO CTaTUYECKUX 3anuceit;

- secure — MPOCMOTP TONbKO 6e30nacHbIX 3anucew;

- vlan_id — wpeHTMdMKaunoHHbI Homep VLAN;

- mac-address — MAC-agpec.

show mac address-table count
[vlan vian_id] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MokKa3blBaeT KoanyecTBo 3anuceit B Tabanue MAC-agpecos gns
yKasaHHoro nHtepdelrica n1mbo ana scex MHTepdencos.
- vlan_id — wpeHTndnKaunoHHbIi Homep VLAN.

show bridge multicast
address-table [vlan vian_id]
[address
{mac_multicast_address |
ipbv4_multicast_address |
ibv6_multicast_address}]
[format {ip | mac}] [source
{ipv4_source_address |
ibv6_source_address}]

vlan_id: (1..4094)

MokasbiBaeT TabaMLy rpynnoBbiX aApPecoB A7 YKa3aHHOro UHTep-
deica nnbo Bcex nHTepdericos VLAN (KomaHAa AOCTYMNHA TONbKO
ANA NTPUBMNETMPOBAHHOIO NONb30BaTENSA).

- vlan_id — vaeHTMdUKaumoHHbI Homep VLAN;

- mac_multicast_address — rpynnosoii MAC-agpec;

- ipv4_multicast_address — rpynnosoit IPv4-agpec;

- ipv6_multicast_address — rpynnosoit IPv6-agpec;

- ip —npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- ipv4_source_address — IPv4-aapec UCTOYHMKA;

- ipv6_source_address — IPv6-aapec UCTOYHMKA.
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show bridge multicast
address-table static [vlan
vlan_id] [address
{mac_multicast_address |
ipv4_multicast_address |
ipv6_multicast_address]
[source ipv4_source_address |
ipv6_source_address] [all |
mac | ip]

vlan_id: (1..4094)

MoKa3sbiBaeT TabanLy CTaTUYECKMX FPYMnMnoBbIX aApecoB ANA YKa-
3aHHOro UHTepderica Mmbo Bcex nHTepdelicos VLAN.
- vlan_id — vaeHTUdUKaLMoHHbI Homep VLAN;

- mac_multicast_address — rpynnosoii MAC-agpec;

- ipv4_multicast_address — rpynnosoii IPv4-agpec;

- ipv6_multicast_address — rpynnosoii IPv6-agpec;

- ipv4_source_address — IPv4-appec UCTOYHUKaA;

- ipv6_source_address — IPv6-appec UCTOYHUKaA;

- ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- all — npocmoTp nonHoOM Tabanupl.

show bridge multicast filtering

vlan_id vlan_id: (1..4094)

MoKa3sblBaeT KoHoUrypaumo GpuabTpa rpynmnosbiXx afpecoB Ana
yKasaHHoro VLAN.
- vlan_id — vaeHTUdUKaumMoHHbI Homep VLAN.

show bridge multicast
unregistered [gigabitethernet
gi_port | tengigabitethernet

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

te_port | twe_port:
twentyfivegigabitethernet (1..8/0/1..120);
twe_port | hu_port: (1..8/0/1..32);
hundredgigabitethernet fo_port: (1..8/0/1..32);
hu_port | group: (1..128);

fourhundredgigabitethernet
fo_port | port-channel group]

vlan_id: (1..4094)

MoKa3biBaeT KoOHUrypaumio GuabTpa ANA HEe3aperucTpuMpoBaH-
HbIX FPYNMOBbIX a4 PECOB.

show bridge multicast mode

[vlan vian_id] vlan_id: (1..4094)

MoKa3bIBAaET PEXUM IPynnoBoOiM afpecaumm oA YKasaHHOro UH-
Tepderica nmbo Bcex HTepdericos VLAN.
- vlan_id — vaeHTUdUKauMoHHbI Homep VLAN.

show bridge multicast
reserved-addresses

OTobpakaeT NpaBuna, yCTaHOB/IEHHbIE /1A FPYNNOBbIX 3apesep-
BWPOBaHHbIX agpecos.

[pumepbl 8b1M0MAHEHUS KOMAHO

BKAOUNTL GpUABTPALMIO TPYNMOBbIX aAPEecoB KOMMyTaTopoM. 3a4aTb Bpems xpaHeHus MAC-agpeca 400
CEKyHA, paspelnTb nepeaady He3aperMcTpupoBaHHbIX MHOrOaApPecHbIX NakeToB Ha 11 nopTy KommyTa-

Topa.

console # configure
console (config)
console (config)
console (config)
console (config-if)

# mac address-table aging-time 400

# bridge multicast filtering

# interface tengigabitethernet 1/0/11

# bridge multicast unregistered forwarding

console# show bridge multicast address-table format ip

Vlan IP/MAC Address type Ports

1 224-239.13012.2.3 dynamic te0/1, tel/2
19 224-239.130(2.2.8 static te0/1-8

19 224-239.13012.2.8 dynamic te0/9-11

Forbidden ports for multicast addresses:

Vlan IP/MAC Address Ports
1 224-239.13012.2.3 te0/8
19 224-239.130(2.2.8 te0/8
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5.19.3 MLD Snooping — npomoKosa KOHMponsa MmHo2oadpecHo20 mpadguka e IPve

MLD Snooping — MexaHM3M MHOroaZpecHom COO06LLEHNN,  MO3BOAAOLWMIA

MWHUMMU3NPOBATb MHOTOAAPECHbIN TpaduK B IPv6-ceTax.

paccbIKn

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

BunA 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (config) #

Tabnnuya 171 — KomaHabl rnobanbHoro pexnma KoHdurypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

ipv6 mld snooping [vlan
vian_id]

no ipv6 mid snooping [vlan
vlan_id]

vlan_id: (1..4094)
-/BbIK/IIOYEHO

Bkntouyaet MLD snooping.

Otkntovaet MLD snooping.

ipvé mld snooping vlan vian_id
static ipv6_multicast_address
[interface { gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}]

no ipv6 mid snooping vlan
vlan_id static
ibv6_multicast_address
[interface { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}]

vlan_id: (1..4094);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

Peructpupyet rpynnosoi IPv6-aapec B Tabsiuvue rpynnosoi agpe-
caumm u ctatmdeckn gobasnset/yaanset uHtepdeicol U3 rpynnbl
ana Terkywen VLAN.

- ipv6_multicast_address — rpynnosoii IPv6-aapec;

MepeuncneHne HTephENcoB OCYLLECTBAAETCA YEPEes «—» U «,».

Ypanset rpynnosow IP-agpec n3 tabauubl.

ipvé mld snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

no ipv6 mld snooping vlan
vlan_id forbidden mrouter
interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

vlan_id: (1..4094);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

[obasnaeT npasuno, 3anpeLLatoliee NopTaM M3 CrUCKa PerncTpm-
poBaTbcA Kak MLD-mrouter.

Ypanaet npaBuo, 3anpellatoliee nopTam M3 CMCKa permcTpupo-
BaTbCA Kak MLD-mrouter.
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ipvé mld snooping vlan vian_id
mrouter learn pim-dvmrp

no ipvé mid snooping vlan
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094);
-/BKAOYEHO

M3y4aTb nopTbl, NOAKAOYEHHble K mrouter no MLD-query-nake-
Tam.

He n3yyatb nopTbl, NoAKAtO4eHHbIe K mrouter no MLD-query-nake-
Tam.

ipvé mld snooping vlan vian_id
mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

no ipvé mid snooping vlan
vlan_id mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

vlan_id: (1..4094);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

[o6asnser cnucok mrouter-nopTos.

Ypanaet mrouter-nopTol.

ipvé mld snooping vlan vian_id
immediate-leave

no ipvé mid snooping vlan
vlan_id immediate-leave

vlan_id: (1..4094)
-/BbIK/NOYEHO

BkatounTb npouecc MLD Snooping Immediate-Leave Ha TekyLuen
VLAN.

OTkntounTb Npouecc MLD Snooping Immediate-Leave Ha TeKkyuwien
VLAN.

ipvé mid snooping querier

no ipvé mld snooping querier

-/BbIKNOYEHO

BkntouaeT noaaepiKKy BblAaum 3anpocos igmp-query.

OTKAKOYaET NOALEPHKKY BblAAUYM 3aMPOCOB igmp-query.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-
gelica epynnsi nopmos, uHmepgetca VLAN

Bupa 3anpoca KOMaHAHOM CTPOKM B pexunme KoHourypauum uHtepdelica Ethernet, nntepdeiica
rpynnbl noptos 1 nHtepderica VLAN:

console (config-if) #

Tabnumua 172 — KomaHabl pexxnma KoHourypaumm nHtepdeica (ananasoHa nHtepoeiicos) Ethernet, nHtep-
denca rpynnbl nopTtos, nHTepdeinca VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipvé mid

3apaet MaKCUMaNbHYKO 3a4epXKKy OTBeTa nocneaHero 4iaeHa

last-member-query-interval interval: rPynmnbl, KOTOPas MCMO/b3yeTcA A/A BblYMCNEHUA KOAa MaKCu-
interval (100..25500)/1000 MasibHOM 3a4epKn oTeeTa (Max Response Code).

no ipvé mid MUIUCEKYHA, BoccTaHaB/IMBaEeT 3HaUYeHMe No YMONYaHUIO.
last-member-query-interval

ipvé6 mid YcTaHaB/MBaET KOIMYECTBO 3aNPOCOB, NOC/E PACCHIIKM KOTOPbIX,

last-member-query-count
count

no ipvé mid
last-member-query-count

(1..7)/3HaueHue
nepemeHHom
robustness

KOMMYTATOp onpeaenAaeT, YTo Ha AaHHOM NOPTY HET XKenakwnx
y4acTBOBaTb B MHOFOBAPECHOVI paccbliKe.

YcTaHaBAnBaeT 3HaYeHWe No YMOIYAHUIO.

ipvé mld query-interval value

no ipv6 mid query-interval

value: (30..18000)/125
CeKyHA,

3afaeT MHTepPBan PaccbiIKM OCHOBHbIX MLD-3anpocos.

BoccTaHaBnmBaeT 3HayeHue no YMONYaHUIO.

ipvé mid
query-max-response-time
value

no ipvé mid
query-max-response-time

value: (5..20)/10
CeKyHA,

3afaeT MaKcMMabHYHO 3aZleprKKy OTBETa, KOTOPasA UCMO/b3yeTcs
ON1R BbIMMCNIEHMNIA KO4A MAaKCMMaIbHOW 3aAePKKM OTBeTa.

BoccTaHaBivBaeT 3HavYeHMe No YMOTHAHWUIO.
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ipvé mld robustness value YcTaHaBAMBaeT 3HayeHue KoadpPpuumeHTa 0TKa3oyCTOMUYMBOCTY.
Ecnun Ha KaHane HabaogaeTca NnoTepa AaHHbIX, KOIPPULMEHT OT-
value: (1..7)/2 Ka30yCTOMYMBOCTM A0/IKEH BbITb YBENYEH.
no ipv6 mid robustness BoccTaHaBnMBaeT 3HaYeHWe N0 YMONYAHMIO.
ipvé mid version version YcTaHaBAMBaeT BEPCUIO NPOTOKOAA, AENCTBYIOWYIO HA AaHHOM
version: (1..2)/2 nHTepodelice.
no ipvé mid version BoccraHaBnnBaeT 3HaYeHMe N0 YMONYAHUIO.

KomaHObi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:
console#

Tabnunua 173 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

show ipv6 mld snooping OTobparkaeT MHGOPMaLUIO O 3aperncTPUPOBAHHbBIX Fpynnax B co-
groups [vlan vian_id] [address OTBETCTBUM C 334aHHbIMM B KOMaHAe NapameTpamu GunbTpauunn.
ibv6_multicast_address] - ipv6_multicast_address — rpynnosoit agpec IPv6;

[source ipv6 _address] - ipv6_address — IPv6-afipec UCTOYHUKa.

vlan_id: (1..4094)

OTobparkaeT mHdopmaumio o KoHourypauum MLD-snooping ana
AaHHoM VLAN.

show ipv6 mld snooping

interface vian_id vian_id: (1..4034)

show ipv6 mld snooping OTobparkaeT MHGopMaLMo 0 mrouter-nopTax.

mrouter [interface vian_id] vian_id: (1..4094)

clear ipvé mld snooping groups Ouniwaer nHGopMauuto 06 M3y4yeHHbIX MHOTOaLPECHbIX FPynnax,
[ vlan vian_id ] [ ip-multicast- YYaCTBYHOLLMX B rPYNMNOBOM paccbiiKe.
address group_address ] - -vlan_id — naeHTudukaumoHHbIn Homep VLAN;
[ ip-address source_addr ] - group_address — IPv6-agpec rpynnbi;

- source_addr — IPv6-afpec CTOYHMKA rpynnbl.
clear ipv6 mld groups [vrf Ounwaet nHGopmaumio 06 M3yYeHHbIX MHOTOAAPECHbIX rpynnax,
vrf_name ] Y4acTBYOLWMX B TPyNnoBoi paccbinke (MLD Snooping) v ounwaer

- TabaMLy MapLupyTU3aLUM MHOTO3APECHBbIX TPYNM NyTéM nepesa-
nycka npoueccos MLD-Proxy nnau PIMvé.
- vrf_name — umA BUPTYaNbHOM 061aCTN MapLIpyTU3aLLMMK.

5.19.4 ®yHKyua oepaHuyeHua multicast-mpaduka

®YHKUMM orpaHnyeHmsa multicast-Tpaduka ncnonbaytotTcs ana yaAo6HON HACTPOMKM OrpaHuMuYeHus
NPOCMOTpPA OnpeaeneHHbIX FPynn MHOrOaAPECHOM PAcCbIKM.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bua, 3anpoca KomaHAHOW CTPOKM pexkmma rnobanbHo KoHdurypaumm:
console (config) #

Tabnnua 174 — KomaHabl perkuma rnobanbHoM KoHGUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
Mo ymoa4aHuro
multicast snooping profile Mepexon, B pexxum KoHdurypaumm multicast-npodunsa.
profile_name
no multicast snooping pro- profile_name: (1..32) YaanuTb yKasaHHbIii multicast-npoduns.
file profile_name CMMBO/I0B ’ Multicast-npopunb mosKeT 6bITb yAaneH TONbKO no-
. c/ie Toro, KaKk 6yzeT oTBA3aH OT BCEX MOPTOB KOMMY-
TaTopa.
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KomaHObI pexcuma KoHgu2ypayuu multicast-npogunsa

BuAa 3anpoca KoMaHAHOWM CTPOKM pexnma KoHdurypaumm multicast-npoduna:

console (config-mc-profile) #

Tabnnuya 175 — KomaHabl pexkmma KoHourypaumm multicast-npoduna

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHda

Aelicmeue

match ip low_ip [high_ip] low_ip: BanugHblit mul-

ticast-agpec;

3apaet cooTBeTCTBME NPOGUNA YKasaHHOMY AnanasoHy IPv4 mul-
ticast-agpecos.

no match ip low_ip high_ip: BanngHbin mul-

Ypanser cooTBeTCTBME NPOodUAs yKasaHHOMY AmanasoHy |Pv4

[high_ip] ticast-anpec multicast-agpecos.

match ipv6 low_ipv6 low_ipv6: BanngHbii IPv6 | 3aAaeTt cooTBeTCTBME NPOPUAA yKazaHHOMY Anana3oHy IPve mul-
[high_ipve] multicast-agpec; ticast-agpecos.

no match ipv6 low_ipv6 high_ipv6: BannaHbiit IPV6 | YaanaeT cooTseTcTBue npoduns ykasaHHOMY AuanasoHy IPv6
[high_ipv6] multicast-agpec multicast-agpecos.

permit B cnyyae HecooTBETCTBMA OAHOMY U3 33afaHHbIX AMaNa3oHOB,

. IGMP-report 6yayT nponyckaTbcs.
- -/no permit
no permit B cnyyae HecooTBETCTBMA OAHOMY U3 33faHHbIX AMaNasoHOB,

IGMP-report 6yayT otbpacbiBaTbcA.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanazoHa uHmepgelicos) Ethernet

BunA 3anpoca KOMaHAHOWM CTPOKM pexmnma KoHburypaumm nHtepdeica:

console (config-if)#

Tabnunua 176 — KomaHabl pexkuma KoHourypaumm nHtepdelica (amanasoHa nHtepodeicos) Ethernet

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

KomaHda

Aeiicmeue

multicast snooping max-
groups number

number (1..1000)/-

OrpaHMYMBaeT KOAMYECTBO OAHOBPEMEHHO MpocMaTpuBae-
MbIx multicast-rpynn gna nHtepdeiica.

no multicast snooping
maxgroups

CHMMaeT orpaHuyeHne Ha KOIMYeCTBO OJHOBPEMEHHO Mpo-
CMaTpuBaeMbIxX rpynn ana uHtepdeiica.

multicast snooping add

profille_name profile name: (1..32)

MpuBA3bIBaeT yKazaHHbIN multicast-npodunb K uHTepdelicy.

multicast snooping remove CMMBO0OB

{profille_name | all}

YpanaeT cootBetctBMe multicast-npopuna (Bcex multicast-
npodunein) uHtepoeiicy.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#

Tabnnua 177 — KomaHabl pexkuma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

show multicast snooping
groups count -

OTobpakaeT MHPopMaLMio ANA BCeX NOPTOB O TEKYLLEM KO-
/INYeCTBE 3aperucTpUPOBaHHbIX PYMM, @ TaKKe MaKCUmasb-
HOE BO3MOXHOE KOMYECTBO.

show multicast snooping
profile [profille_name]

profile name: (1..32)
CUMBO/I0B

OTo6paskaeT uHbopmauumio o multicast-npodunsax, kotopble
66111 CKOHGUIYpPUPOBAHDI.
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5.19.5 RADIUS-aemopu3ayus 3anpocoe IGMP

[aHHbIA MexaHM3M MO3BO/IAET NPOU3BOAMTL aBTOPU3aLIMIO 3anNpocoB NpoTokoaa IGMP ¢ nomouybio
RADIUS-cepsepa. [na obecneyeHna HaZeXHOCTM W pacnpeneneHus HarpyskuM MOXKeT MCMNo/1b30BaTbCA
Heckosibko RADIUS-cepBepoB. Bbibop cepBepa 414 OTNpPaBKM oO4YepeaHOro 3amnpoca aBTopM3aLuu
NPOUCXOAMUT CIy4anHbIM 0bpasom. Eciim cepBep He OTBETUI, OH MOMEYAETCS KaK BPEMEHHO Hepabouuii, 1
nepecrTaeT y4yaCTBOBaTb B MeXaHM3Me Onpoca Ha onpegesneHHbli nepuoa, a 3anpoc OTCblIaeTcs Ha
cneaywowmii cepeep.

I‘IonyquHue dBTOPU3aALUMNOHHbIE [AaHHble XPaAHATCA B K3W-NaMATU KOMMYTATOpPa B TeyeHwue
334,aHHOMO NepMoaa BPeEMeEHU. ITO NO3BONSAET YCKOPUTb NOBTOPHYO 06paboTky IGMP-3anpocos.

MapameTpbl aBTOPU3aLLMM BKAOYAIOT B ceba:

=  MAC-agpec KIMeHTCKOro YCTPOMCTBa;
=  NpeHTuduKaTop NnopTa KOMMYTATOPa;
= |P-agpec rpynnbl;

=  PeweHue o gocryne - deny/permit.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHoOro KOHPUrypmpoBaHumsa:
console (config) #

Tabanuya 178 — KomaHabl perkmma rnobanbHoro KoHGUrypuposaHumsa

3HayeHue/3HayeHue no
YMOMYAHUIO

KomaHoa Aeiicmeue

ip igmp snooping authoriza-
tion cache-timeout timeout

no ip igmp snooping authori-
zation cache-timeout

timeout: (0..10000)
MuH/0

YcTaHaBAMBAET BPEMS XM3HM B Kawe. EC/iM 3HadeHue
PaBHO HY/IIO — OTCYET BPEMEHW M3HM OTK/IIOYEH (3anuch
He y4ansaerca co BpemMeHem).

YCTaHOBKA 3HAYeHUA no YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (duanasoHa uHmepaelicos) Ethernet

Bug, 3anpoca KOMaHAHOW CTPOKU pexXnma KoHPUrypupoBaHua nHtepdelica:

console (config-if) #

Tabnnua 179 — KomaHabl perkmuma KoHourypmposaHus nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuwo

Aeilicmeue

multicast snooping
authorization radius

Bkntoyaet astopusauumio 4vepe3s RADIUS-cepsep. Ecaum
YKasaH napameTp required, TO B c/ly4yae HeAOCTYNHOCTU

[required] Bcex RADIUS-cepBepoB IGMP-3anpocbkl MTHOPUPYHOTCA.

-/OTKI04EHO B npotusHom cnyyae |IGMP-3anpoc 6yaetr obpaboTtaH
[Jaxke Npu OTCYTCTBMM OTBETa CepBepa.
no multicast snooping OTKNOYeHMe aBTopM3aLUu.
authorization
ticast A BKntouaeT npeasapuTensHyto ob6paboTky IGMP-3anpocos

:::h:::atsizzolerr\‘sarding-first Ha nopty go otseta RADIUS-cepsepa. Mo noayyeHuu

JoTkAIOUEHO OTBETA OT CepBepa B C/y4ae MOJIONKUTENBHOFO OTBETa

NOANWCKA OCTaeTcs, B CAyYyae OTpULATENbHOTO —
yZAanseTcs, ecim AONONHUTENbHO HacTpoeHa GyHKUMA ip
igmp snooping immediate-leave.
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no multicast snooping
authorization forwarding-first

BocctaHaBnmBaeT 3HayeHue no YMONYaHUIO.

KomaHOowbl pexcuma EXEC

Bce KomaHAapl AOCTYNHbI TO/IbKO ANA NPUBUNETMPOBAHHOIO NO/1b30BaTENA.

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 180 — KomaHabl pexkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4yaHuto

Aeiicmeue

show ip igmp snooping au-
thorization-cache

[interface gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..4);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

OTobparkaeT cogeprKMmoe Kala asTopusaunn IGMP.
Ecnn B KOMaHAge yKkasaH MHTepdelic — To oTobparkatoTca
TOMIbKO Te rpynnbl, KOTOpble 3aperucTpupoBaHbl Ha
YKa3zaHHOM uHTepdeiice.

clear ip igmp snooping au-
thorization-cache

[interface gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..4);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

OuunwaeT KL aBTopU3aLL UM,

Ecav B KOMaHAe YyKasaH wHTepdelc — Kaw-3anucu
OUMLLAIOTCA ANA YKa3aHHOro nHTepdeiica.

Ecnun nHTepdeic He yKaszaH — K3l OYMLLAETCS MOJIHOCTbHO.

5.20 MappyTusaumna MHoroagpecHoro Tpadpuka

5.20.1 Npomokon PIM

PIM — npoToKon MHOroaapecHon mapLipyTusauum ans IP-ceTe, co3gaHHbIN Ana pelleHma npobaem
rpynnoBon mapuipytmsaumu. PIM 6a3mpyeTca Ha TPaAMUMOHHBIX MapLUPYTHbIX NPOTOKONaX (Hanpumep,
Border Gateway Protocol), Bmecto TOoro, 4ytobbl co3gaBaTb COOCTBEHHYHO ceTeBylo Tonosioruto. PIM
ucnonb3yet unicast-tabnuuy MapwpytusaumMm  gns nposepku RPF. 3Ta npoBepKa BbINOAHAETCA
MapLLpyTU3aToOpPamu, 4Tobbl yoeanTbes, YTo nepesadya MHOroaLpecHoro TpaduKka BbIMOAHAETCS NO NyTU
6e3 netenb.

¢ PIM B VRF peanusosaH ana IPv4.

RP (rendezvous point) — Touyka paHAeBYy, Ha KOTOpoi 6yayT pPerucTpupoBaTbCA MCTOUYHWUKM
MHOTr0aApecHbIX MOTOKOB M CO34aBaTb MapLUPYT OT UCTOYHMKA S (cebs) ao rpynnbl G: (S, G).
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BSR (bootsrtap router) — mexaHnsm cbopa nHpopmaumm o RP kKaHanaaTax, GopMmnMpoBaHMM CNMCKA
RP pna Karkpoi MHOroagpecHoi rpynnbl M OTNPaBKa ChMCKa B npegenax gomeHa. KoHdurypauus

MHOTroaApecHon mapLupyTnsaumm Ha 6ase IPv4.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

BunA 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHom KOHOUrypaLmm:

console (confiqg) #

Tabnunuya 181 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

3HayeHue/3HayeHue
no ymoa4aHuo

KomaHda

Aelicmeue

ip multicast-routing pim [ vrf

vif_name] -/MNo ymon4aHuio

dYHKLMA BbIK/IOYEHa;
vrf_name: (1..32)
cumBona

no ip multicast-routing pim [
vrf vrf_name]

BKAOYMTb MHOTrOQApeCcHy0 mapLlpytmsauunto, npotokon PIM Ha
BCeX MHTepdeicax.
- vrf_name — umsa BUPTYanbHOI 061aCTU MapLIpyTU3aLMM.

OTKNOYUTb MHOFOAAPECHYIO MapLIpyTU3aLMo U NPOTOKoA PIM.
- vrf_name — umsa BUPTYanbHOM 061aCcTU MapLIpyTU3aLMK.

ipvé multicast-routing pim
-/MNo ymon4aHuio
bYHKUMA BbIKNIOYEHA

no ipv6 multicast-routing pim

Bkatountb ana IPvé MHOroaapecHyto MmapLupyTusauuto, NpoTOKO
PIM Ha Bcex uHTepdericax.

OTKNOUMTL Ana IPv6 mHOroagpecHyo mappyTnsaumio u NnpoTo-
kon PIM.

ip pim bsr-candidate
ip_address [mask] [priority
priority_num] [ vrf vrf_name]

mask: (8..32)/30;
priority_num:
(0..192)/0;
vrf_name: (1..32)
cumBona

no ip pim bsr-candidate [ vrf
vrf_name]

YKasaTb yCTPOMCTBO KaK KaHauaata B BSR (bootstrap router).
- ip_address — BanngHbIn IP-agpec KommyTaTopa;

- mask — macka noaceTu;

- priority_num — npuopuTeT;

- vrf_name — umsa BUPTYanbHOI 061aCTU MapLIpyTU3aLUM.

OTK/OYEHME AAaHHOTO NapameTpa.

ipv6 pim bsr-candidate
ipbv6_address [mask] [priority
priority_num]

mask: (8..128)/126;
priority_num:
(0..192)/0

no ipv6 pim bsr-candidate

YKasaTb YCTPOMCTBO Kak KaHanaaTta B BSR (bootstrap router).
- ipv6_address — BanngHblvi IPv6-agpec KommyTaTopa;

- mask — macka noaceTu;

- priority_num — npuopuTeT.

OTK/lOYEHME AAHHOTO NapameTpa.

ip pim dm {range
multicast _subnet | default}

no ip pim dm {range
multicast _subnet | default}

BKAOUNTL MapLUpYTU3aLMIO 334aHHOMO AMaNa3oHa My/bTUKACT-
HbIX rpynn B pexxume PIM-DM.
- multicast_subnet — mHoroagpecHas noacetsb;
- default — onpeaenser ananasoH 8 224.0.1.0/24.
V KomaHAy MOXXHO BBECTM HECKO/IbKO pa3, 3ajaB He-

CKONIbKO ANana3oHoB.
OTKNOYUTD AaHHbIN NapameTp.

ip pim rp-address
unicast_address
[multicast_subnet] [ vrf

f
vrf_name] vrf_name: (1..32)

cumBoOa

no ip pim rp-address
unicast_address
[multicast_subnet] [ vrf
vrf_name]

Co3paHune ctatuyeckoit Rendezvous Point (RP), aononHuTensHo
MOXHO YKa3aTb MHOroaApecHyto NoAceTb ANA AaHHOW RP.

- unicast_addr — IP-agpec;

- multicast_subnet — mHoroagpecHas noaceTb;

- vrf_name — vma BMpTyanbHOM 061acTU MapLIPyTM3aLMHK.

YpaneHue ctatuyeckoli RP unu yganenue RP ans ykasaHHoM nog-
cetu.

ipv6 pim rp-address
ibv6_unicast_address
[ipv6_multicast_subnet]

no ipv6 pim rp-address
ipv6_unicast_address

[ipv6_multicast_subnet]

Co3paHune ctatuyeckoit Rendezvous Point (RP), aononHuTensHo
MOHO YKa3aTb MHOroaZpecHyto noaceTb gna AaHHoM RP.

- ipv6_unicast_addr — IPv6-agpec;

- ipv6_multicast_subnet — mHoroagpecHas noaceTtb.

YpaneHue ctatnyeckon RP unu yaaneHue RP ana ykasaHHol noa-
ceTu.
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ip pim rp-candidate
unicast_address [group-list
acc_list] [priority priority]
[interval secs] [ vrf vrf_name]

acc_list: (0..32)
cmBona
priority: (0..192)/192;
secs: (1..16383)/60

CospaHue KaHauaata ana Rendezvous Point (RP)

- unicast_addr — IP-agpec;

- acc_list — cnucoK mHoroafpecHbix NpedrKcoB, 3a4aBaemblil C
nomolupbto ctaHaapTHoro ACL;

- priority — NpUOpPUTETHOCTb KaHAMAATa;

priority] [interval secs]

no ipv6 pim rp-candidate
ipv6_unicast_address

priority: (0..192)/192;
secs: (1..16383)/60
CeKyHA,

CeKyHa; - secs — nepvog oTNpPaBKM COObLWEHNI;
vrf_name: (1..32) -vrf_name — umsa BUpTYyanbHOI 061aCTU MapLUPYTU3ALMM.
no ip pim rp-candidate cMmBOa OTKAlOYEHME JaHHOro napameTpa.
unicast_address [ vrf vrf_name]
ipv6 pim rp-candidate CospaHue KaHgupata ana Rendezvous Point (RP)
ipv6_unicast_address . - ipv6_unicast_addr —IPv6-agpec;
. . L. acc_list: (0..32) . N
[group-list acc_list] [priority - - acc_list — cnMCOK MHOroaApecHbiX NpedrKcoB, 3a4aBaemblil C
cumBoNna

nomolLupbto ctaHaapTHoro ACL;
- priority — NpUOPUTETHOCTb KAaHAMAATA;
- secs — nepvog oTNpPaBKM COOBLWEHUN.

OTKNtOYEHME aHHOrO NapameTpa.

ip pim ssm {range
multicast_subnet | default} [
vrf vrf_name]

vrf_name: (1..32)

YKa3aTb MHOroaApecHyto noaceTb

- range — yKa3aTb MHOT0aApecHyto NoAceTb;

- multicast_subnet — mHOroagpecHas noaceTb;
- default — ykasatb ananasoH 8 232.0.0.0/8;

no ipv6 pim rp-embedded

cMmBONa - vrf_name — umsa BUPTYanbHOM 061acTU MapLIpyTU3aLMK.
no ip pim ssm [range OTKNlOYeHWe JaHHOro napameTpa.
multicast_subnet | default] [
vrf vrf_name]
ipv6 pim ssm {range YKa3aTb MHOroaZpecHyo noacetb
ipv6_multicast_subnet | - range — yKa3aTb MHOrOa4pPecHY NoACeTb;
default} ) - ipv6_multicast_subnet — mHOroagpecHasa NoAceTb;
- default — ykasatb gnanasoH 8 FF3E::/32.
no ipv6 pim ssm [range OTKAKOYEHWEe JaHHOro NnapameTpa.
ipv6_multicast_subnet | -
default]
ipv6 pim rp-embedded BKAtOUNTL paclumpeHHbIi pyHKUMoHan rendezvous point (RP).
-/BKAtOYEHO

OTKAOYUTL paclUMpeHHbI GpyHKUMOoHan rendezvous point (RP).

ip multicast multipath {group-

vrf vrf_name]

paths-num | group-next-hop} [

no ip multicast multipath [ vrf
vrf_name]

-/BbIK/IOYEHO;
vrf_name: (1..32)
cumBona

BkntoyaeT 6anaHcMposKy naketos PIM Join B CTOPOHY [OCTYMHbIX
RP.

- group-paths-num — metog 6anaHCMPOBKK, NPU KOTOPOM XelLl
byHKLMA, NoACYMTaHHAA Ha OCHOBE ajpeca rpynnbl, AeAUTCA No
moaynio Ha N, rae N — KosmyecTBo JOCTYMNHbIX RP.

BbllweyKa3aHHbIi meToa, Heobxoaum ANA KOPPEKTHOMU
’ paboTbl 6anaHCUpPOBKMN npu MUCNONb30BaHUM
- EVPN/VXLAN. Ha npakTuKe OH NPUBOAUT K « CUHXPOHMU-
3auum» VTEP u BbiGopy ogHoro u Toro e RP gnsa or-
npaBKu TpadurKa KOHKPETHOM rpynnbl.

- group-next-hop — meToz 6anaHCMPOBKK, NPU KOTOPOM NoacHeT
xew $yHKUMM 6asmpyeTca Ha agpece rpynnbl U agpece next-hop.

Mo ymonuaHuio B cayyae Haanumsa B Tabauue mappyt-
! TM3aumum 6onee ogHoro mapwpyta ao RP, PIM Join or-
npasaseTca B cTOpoHy PIM cocepa ¢ Hanbonbwum IP.
- vrf_name — vma BMpTyanbHOW 0BnacT1 MapLupyTU3aLmm.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, VLAN, epynnsl nopmos

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #
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Tabnnua 182 — KomaHabl pexkmma KoHourypaumm nHtepdelicos Ethernet, VLAN, rpynnbl nopTos

3HayeHue/ 3HayeHue »
KomaHda / Aeiicmeue
no ymoa4YaHuro

ip (ipv6) pim BkntoyeHue PIM Ha uHtepdelice.

— - -/BK/IIOYEHO —
no ip (ipv6) pim BbikntoueHne PIM Ha nHtepdelice.
ip (ipv6) pim bsr-border MpeKkpaTnTb Nnepesady BSR-coobLueHuii ¢ nHTepdeiica.

— -/oTKNO4EHO
no ip pim bsr-border OTKNloYeHWe JaHHOro napametpa.
ip (ipv6) pim dr-priority priority YKasaHue npuopuTeTa ana Bbibopa DR-poyTepa.

orit - priority — npuoputeT DR-poyTepa onpeaenatowmii, KTo 3 Kom-
priority:

no ip (ipv6) pim dr-priority

(0..4294967294)/1

myTaTopoB cTaHeT DR-poyTepom. KommyTatop ¢ Hanmbo/sblimMm
3HayeHuem ctaHeT DR-poyTepom.

Bo3BpalaeT 3Ha4YeHne No YMOAYAHUIO.

ip ip (ipv6) pim hello-interval
secs

no ip (ipv6) pim hello-interval

secs: (1..18000)/30 cek

YKasaHue nepuoga otnpasku hello-nakeTos.
- sec — nepwog, otnpasku hello-naketos.

Bo3BpawaeT 3HauyeHMe No YyMOHaHUIO.

ip (ipv6) pim
join-prune-interval interval

interval: (1..18000)/60

YKasaTb UHTEpBas, B TeYEHNEe KOTOPOro KOMMYyTaToOp OTCbliaeT
join unm prune-coobueHums.
- interval — nepvog, BpemeHun OTNPaBKK join, prune coobLeHWIA.

s . CEKyH[,
no ip (ipv6) pim Bo3BpalyaeT 3Ha4YeHWe Mo YMONUAHUIO.
join-prune-interval
ip (ipv6) pim neighbor-filter dunbTpaums Bxoaawmx PIM-coobuieHni.
acc_list acc_list: (0..32) - acc_list — cnncoK agpecoB, Ha OCHOBE KOTOPbIX MPOU3BOAUTCA
cuMBONa dunbTpayms.
no ip (ipv6) pim neighbor-filter OTKNloYEeHMe JaHHOro napameTpa.
ip igmp static-group group- BKntounTb cTaTMyeckuii 3anpoc multicast-rpynnbl Ha uHTep-
address [ sourse sourse_addr ] deiice.
- group_address — |P-agpec rpynnbi;
- source_addr — IP-agpec UCTOYHMKA rpynnbl.
! Ha untepdeiice aonkeH 6biTb BKAtoueH PIM.
no ip igmp static-group group- BbIKNHOUMTb cTaTUYecKuiA 3anpoc multicast-rpynnbl.
address [ sourse sourse_addr ]
ip pim passive BKtOUUTL MACCUMBHbLIN peXxnm Ha uHTepdeice. ITOT MHTepdeiic
He bygeT oTNpaBAATb U NPUHMMATL coobuieHua PIM oT apyrux
-/OTKNOYEHO mapLpyTtusaTopos PIM. HacTpoika H1KaK He BAUsieT Ha coobue-

no ip pim passive

Hua IGMP.

BbIKNHOYMTb NACCUBHbIN pexunm.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 183 — KomaHabl pexkmuma EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuio

Aelicmeue

show ip (ipv6) pim rp mapping
[RP_addr] { vrf vrf_name | all}

vrf_name:
(1..32) cumBona

OTo6paskaeT akTUBHble RP, cBA3aHHbIE C MapLUPYTHOI UHbOPMa-
umei.

- RP_addr — IP-apgpec;

- vrf_name — vmsA BUpTyanbHOI 061acT MapLipyTUsaLmm.
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show ip (ipv6) pim neighbor
[detail] [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
vlan vian_id] { vrf vrf_name |
all}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094);
vrf_name:
(1..32) cumBona

OT1obparkaeT MHdopmaumio o PIM-coceanx.
- vrf_name — ums BUpPTYanbHOM 061aCTU MapLUpPYTU3aLUN.

show ip (ipv6) pim interface
[gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group|
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | vlan vlan_id |state-
on | state-off] { vrf vrf_name |
all}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094);
vrf_name:
(1..32) cumBona

OTobparkaeT nHdopmaumio no PIM-uHTepdeicam:

- state-on — oTobparkaeT Bce nHTepdelicsl, rae BkAoYeH PIM;

- state-off — oTo6parkaeT Bce MHTEpdeiichl, rae BbikaoueH PIM;
- vrf_name — ums BupTyanbHOM 061aCTM MapLLpPyTM3aUUu.

show ip (ipv6) pim group-map
[group_address] { vrf vrf_name

| all}

vrf_name:
(1..32) cumBona

OTob6parkaeT Tabanuy NPUBA3KM MHOTOAAPECHbIX rpynm.
- group-address — agpec rpynnbi;
- vrf_name — nms BupTyanbHOM 061aCTM MapLLpPyTM3aLUu.

show ip (ipv6) pim counters { vrf_name: OTobparkaeT copepkmumoe PIM-cyeTymKos.
vrfvrf_name | all} (1..32) cumBona - vrf_name — ums BUpTyanbHoOM 061acTn mapwpyTU3aumm.
show ip (ipv6) pim bsr election vrf_name: OTobparkaeT MHdopmavumio o BSR.

{ vrf vrf_name | all}

(1..32) cumBona

- vrf_name — uma BupTyanbHOM 061aCTM MapLUpyTM3aLuu.

show ip (ipv6) pim bsr rp-cache
{ vrf vrf_name | all}

vrf_name:
(1..32) cumBona

OTobparkaeT MHPOPMALMIO O U3yYeHHbIX KaHauaaTax B RP.
- vrf_name — uma BupTyanbHOM 061aCTM MapLUpyTM3auuu.

show ip (ipv6) pim bsr
candidate-rp { vrf vrf_name |
all}

vrf_name:
(1..32) cumBona

OTobparkaeT cocTosHUe KaHaMaaTos B RP.
- vrf_name — ums BupTyanbHOM 061aCTM MapLLPYTU3aLUu.

clear ip (ipv6) pim counters {
vrf vrf_name | all}

vrf_name:
(1..32) cumBona

O6HynseT PIM-cyueTumku.
- vrf_name — nums BupTyanbHOM 061aCTM MapLUpPYTU3aLUN.

clear ip (ipv6) mroute [ vrf
vrf_name ]

OumuiaeT Tabanuy maplwpyTMsaLmMm MHOFOAAPECHbIX TPynn ny-
TEM nepesanycka npouecca PIM nan PIMv6.
- vrf_name — umaA BUPTyanbHON 061aCTN MapLIpyTU3aLMMK.

clear ip igmp groups [ vrf
vrf_name]

OumuiaeT MHGOPMaALMIO 06 M3yYEeHHbIX MHOTOAZAPECHbIX Fpynnax,
yyacTBylolWmMX B rpynnosoit pacceinke (IGMP Snooping) n ouu-
Wwaet TabanLy MapLIpyTM3aL MM MHOTOaAPECHbIX Fpynn NyTém ne-
pesanycka npouecca PIM.

- vrf_name — umaA BMpTyanbHOM 061acT1 MapLipyTU3aLmu.

clear ipv6 mld groups [ vrf
vrf_name]

Ouunwaet MHGOPMaLMIo 06 U3yYEHHbIX MHOFOAAPECHbIX rpynnax,
YYacCTBYIOLLMX B rpynnoBoit pacceinke (MLD Snooping) n ounwiaert
Tabnnuy maplupyTMsaLuMm MHOroagpecHbIX rpynn nyTém nepesa-
nycka npouecca PIMve6.

- vrf_name — nmsA BMpTyanbHOW 061acT MapLIpyTU3aLmn.

[Tpumep UcrnonbL308aHUA KOMAHO

basoBas HacTpoliika PIM SM c ctatnyeckum RP (1.1.1.1). NpeasapuTenbHo A0MKeH b6biTb HACTPOEH NpPoTo-

KO/l MapLIpyTM3aLuun.

console# configure

console (config)# ip multicast-routing
console (config)# ip pim rp-address 1.1.1.1
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5.20.2 ®yHkyusa PIM Snooping

®dyHKUMA PIM Snooping Mcnonb3yeTca B CETAX, r4e KOMMYTATOP MCMOJIHAET poab L2-ycTponcrea

mexay PIM-maplpyTtusatopamu.

OcHoBHoM 3agayelt PIM Snooping aBndeTca npeaocTaB/ieHne MHOroagpecHoro Tpadmka TonbKo
ONA TeX NoOPTOB, C KOTOPbIX 6blaK nosydeH PIM Join, PIM Register.

KomaHOb! pexcuma 2106aa6HOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKume r106anbHOn KoHPUrypaumm:

console (config) #

Tabnvua 184 — KomaHabl pexkmma rnobanbHomn KoHpurypaumm

3HayeHue/3HayeHue
no yMon4YaHuo

KomaHoa

Aelicmeue

ip pim snooping
—/BbIKAOYEHO

PaspewunTb ncnonbsoaHune ¢yHKUMM PIM Snooping KommyTaTo-
pom.

no ip pim snooping

3anpeTuTb NCNoNb30BaHUE QYHKLUM

ip pim snooping vlan
vlan_id
vlan_id: (1..4094)

PaspewwnTb ucnonbsosaHune dpyHKUmMM PIM Snooping KommyTaTo-
pom gns gaHHoro uHtepdeiica VLAN.
vlan_id — naeHTUdUKaUMOHHBI Homep VLAN.

no ip pim snooping vlan
vlan_id

3anpetnTb ucnonbzoBaHue GpyHkumm PIM Snooping kKommyTaTo-
pom gns gaHHoro uHtepdeiica VLAN.

KomaHOowb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#

Tabnunua 185 — Komanapl pexkuma EXEC

3HayeHue/3HayeHue
Mo ymMon4YaHuio

KomaHoa

Aeilicmeue

show ip pim snooping

MokaszaTtb 06y MHGOPMALMIO O HACTPOMKaX.

show ip pim snooping vlan

vian_id vlan_id: (1..4094)

MoKa3aTb CTaTUCTUKY KOHTPO/IA MHOrOaApecHoro Tpaduka B
AaHHou vlan.

show ip pim snooping groups

MoKa3aTb CNMCOK 3aperucTpUpoBaHHbIX rpynn.

sh ip pim snooping neighbors

lMoKa3aTb CNUCOK 3aperncTpMpoBaHHbIX y4acTHMKOB PIM.

5.20.3 NMpomokon MSDP

MpoToKon Ob6HapyXKeHUa UCTOYHMKOB MHOroagpecHol paccblikm (MSDP) ucnonbsyetca gns
obmeHa MHdopmaumert 06 nctouHnkax Multicast-tpaduka mexxkgy pasHbimu PIM-gomeHamu. MSDP-
coeamHeHMe 0bblYHO yCTaHaBAMBAETCA MexXay RP Kaxaoro gomeHa.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHoli KoHUrypaumum:

console (config) #
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Tabnnua 186 — KomaHab! pexuma rnobanbHoin KoHduUrypaumm

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

router msdp

no router msdp

Bkntountb npoTokon MSDP 1 nepeiiTn B pexum ero KoH-
durypauymm.

OcTaHoBUTb NpoTOKON MSDP 1 yaanntb BCO €ero KOHPUry-
paumto.

KomaHObI pexcuma KoHgu2ypauuu npomokosa MSDP

BuAa 3anpoca KoMaHAHON CTPOKM B pexxnume KOHPUrypaumm npotokona MSDP:

console (config-msdp) #

Tabnunua 187 — KomaHabl pexmuma KoHpurypauum npotokona MSDP

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

connect-source ip_address

no connect-source

-/IP-agpec He Ha3HauyeH

HasHauutb IP-agpec, KoTopblii ByaeT Mcnosib3oBaH B KayecTse
nexogAawero npu coeguHeHmnm ¢ MSDP-nupom.

YCTaHOBWTb 3HaYEHUE MO YMOHYAHUIO.

cache-sa-holdtime secs

no cache-sa-holdtime

secs: (150..3600)/150
cek

YCTaHOBUTb Bpemsa xun3Hu SA-3anucu B Kawe.

YCTaHOBUTb 3HaYeHue No YMO/THaHUIO.

holdtime secs

no holdtime

secs: (3..150)/75 cek

YcTaHoBUTL Tamep holdtime. Eciv B TeueHue 3Toro Bpe-
MeHU He byaeT npuHaATo keepalive-cooblieHune, To coegm-
HeHue ¢ cocefom cbpacbiBaeTcs.

YCTaHOBWUTb 3HAYEHNE NO YMONYAHMIO.

keepalive secs

no keepalive

secs: (1..60)/30 cek

YCcTaHOBUTb WHTepBan Mexay oTtnpaskoi keepalive-
COO0bLLEeHMUN.

YCTaHOBWUTb 3HAYEHNE NO YMONYAHMUIO.

originator-ip ip_address

no originator-ip

-/IP-agpec He Ha3HayeH

HasHauuTtb IP-agpec, ucnonbayemblit B KauecTse agpeca RP
B McXxogAawmx coobueHmnax SA.

YCTaHOBWTb 3HAYEHWE NO YMONYAHMUIO.

peer ip_address

no peer ip_address

[0o6aBuTb B KOHOUrypaumo MSDP-nvMp n BONTK B peXUM
ero KoHdurypauum.

Yaanute MSDP-nnp.

KomaHObI pexcuma KoHgpuaypayuu MSDP-nupa

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHpurypaumm MSDP-nupa:

console (config-msdp) #

Tabnnuya 188 — KomaHab! pexruma KoHpurypaumm MSDP-nmpa

KomaHda

3HayeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

connect-source ip_address

no connect-source

—/IP-aapec He Ha3Ha-
yeH

HasHauuTb IP-agpec, KoTopbiit byaeT Mcnob30BaH B KaYecTBe UC-
Xo4Awero npu coeanHeHnm ¢ MSDP-nnpom.

YCTaHOBWUTb 3HaueHuWe no YMO/THaHUIO.

description text

no description

text: (1..160) cumBona

3apatb onucaHne MSDP-nmpa.

Ypanutb onucaHue.

mesh-group name

[obasutb cocega k MESH-rpynne.
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no mesh-group name: (1..31) cumBona | Yaanutb cocesa.
sa-filter { in | out } Co3aaTtb npasunio GpunbTpaLmm SA-coobLLeHNN:
sec_num { permit | deny } - permit — paspewatouiee Npasmao puabTpaLnu;
[ rp-address ip_addr_rp | - deny — 3anpeLyatoLLee NPaBuUAO GUABLTPALLUK;
group-address ip_addr_gr
- Sec_num — HoMmep CeKuun Npasuna;
| source-address sec_num: > add RP:
ip_addr_src (0..4294967294) - ip_addr_rp — dunbTpaumsa no agpecy RP;
- ip_addr_gr — ¢unbTpayma no agpecy rpynnoi;
- ip_addr_src — ¢wunbTpauma no agpecy uctouyHmnka Multicast-
TpaduKa.
no sa-filter { in | out } Ypanaer co3faHHyo CeKLMo NpaBuna.
sec_num
shutdown AOMUHUCTPATUBHO BbIKAOUNTL ceccuto ¢ MSDP-nupom, He yaa-
—/BbIK/OYEHO NAs ero KOHPUrypaumm.
no shutdown YCTaHOBWUTb 3HAYEHWE MO YMONYAHUIO.
KomaHOb! pexcuma EXEC
Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#
Tabanuya 189 — KomaHgb! pexkmuma EXEC
3HavyeHue/3HavyeHue .
KomaHda / Aeiicmeue
no yMoaYaHuro
show ip msdp peers [ ip_addr] MNokasaTb MHPOPMaLMIO O HAaCTPOEHHbIX NMpax, cTaTyce coeam-
. HEHUA, HAaCTPOIMKaAX MMPOB, a TaKXKe CTaTUCTUKY obmeHa coobue-
HUAMK NpoTokona MSDP
- ip_addr — IP-appec nupa.
show ip msdp source-active — MoKasaTb cogeprkMmoe Kala SA.
show ip msdp summary — MokasaTb cymmapHyto nHdopmaumto npotokona MSDP.
clear ip msdp counters — O6HYNUTb CYETUMKM.
clear ip msdp peers [ ip_addr] MepeycTaHoBUTL coeamHeHnsa ¢ MSDP-nupamu
- ip_addr — 1P-appec nupa.

5.20.4 ®yHkyua IGMP Proxy

®PyHKUMA MHoroagpecHon mapwpyTtmnsaumm IGMP Proxy npegHasHayeHa QAnsa peanusaumm
YNPOLLEHHOW MapLIpyTM3aLMM MHOFOAZPECHbIX AAHHbIX MEXAY CeTAMMW, ynpaBaseMoin Ha OCHOBaHMMU
npotokona IGMP. C nomouwpbto IGMP Proxy ycTpoiicTBa, He Haxogswmeca B O4HOW CETU C CepBEpPOM
MHOT0a4peCHOM PacCbIIKW, MMEIOT BO3MOXKHOCTb MOAKAOHYATLCA K MHOTOAZAPECHbIM rpynmnam.

MapLpyTmsauma OocyLecTBAAeTCa MexKay WHTepdelicom BblwectoAwen cetn (uplink) w
nHTepdelricammn Hukectoawmx ceteli (downlink). Mpu atom Ha uplink-MHTEepdeice KommyTaTop BedeT cebs
Kak 06bluyHbIA MNoJsiydaTenb MHoroagpecHoro Tpaduka (multicast client) n dopmupyer cobcTBeHHble
coobueHns npotokona IGMP. Ha uHTtepdeiicax downlink KommyTaTop BbICTynaeT B KayecTBe cepBepa
MHOToaApecHoM paccbisikn U obpabaTbiBaeT coobLeHna NpPoTokoaa IGMP OT yCTPOWCTB, NOAK/IOUYEHHBIX K
3TUM NHTepdencam.

fi' 1 KonunuecTteo nogpaep>KuBaembix rpynn MHOroaapecHoi paccbiiku npotokosom IGMP Proxy
yKasaHo B Tabauue 10.

¢ IGMP Proxy nogaepusaet go 512 downlink-untepdeiicos.
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OrpaHuyeHus peanusaumm ¢pyHKummn IGMP Proxy:

- IGMP Proxy He noaaepKMBaeTca Ha rpynnax arperauum LAG;

- MOXKeT 6bITb onpeaenieH TONbKO 0AUH UHTepdelic BbiwecToALel ceTu;

- Npu ucnonb3oBaHumn sBepcumn V3 npotokona IGMP Ha uHTepdeiicax K HUMKeCTOALLEN CeTH,
obpabaTtbiBaloTcA TONbKO 3anpocbkl Tuna exclude (*,G) u include (*,G).

KomaHOb! pexcuma 2106aa6HoU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanua 190 — KomaHabl perknma rnobanbHomM KoOHPUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

ip multicast-routing
igmp-proxy

no ip multicast-routing

-/MNo ymon4aHuio
dYHKLMA BbIKNIOYEHA

PaspeluaeT paboTy mapLipyTU3aL MM MHOTOaApPeCcHbIX AAHHbIX Ha
CKOHPUIypUpOBaHHbIX MHTepdeicax.

3anpelaeT paboTy MapLIpyTU3aLMM MHOFOAAPECHbIX AaHHbIX Ha
CKOHPUIypUpOBaHHbIX MHTepdecax.

KomaHObI pexcuma KoHguaypauyuu uHmepageticos Ethernet, VLAN, uHmepdgbelica epynnbl nopmos

Bua 3anpoca KOMAHOHOM CTPOKM B pexume KoHdpurypaumm uHTepdelicos Ethernet, VLAN,

nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnnua 191 — KomaHabl pexkuma KoHourypauum nHtepdelicos Ethernet, VLAN, rpynnbi nopTos

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip igmp-proxy {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
vlan vian_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

KoHdurypupyemblit nHTepdeic asnsetca MHTepdbencom K Huxe-
crosen cetn. KomaHaa HazHavaet cBasaHHbIN uplink-uHTepdeiic,
YYaCTBYHOLLMI B MapLUPYyTU3aLMMN.

ip igmp-proxy downstream
protected interface { enable |
disable}

no ip igmp-proxy downstream
protected interface

BK/OUMTL 3aWmTy No HUcxoaawemy nHtepdeiicy. IPv4d multicast-
Tpaduk, nocTynatowmnii Ha HTepdelic, He ByaeT nepeHanpaseH.

OTKNIOYUTB 3aLLUUTY NO HUCXOZALLEMY UHTepdeliCy.

ip igmp static-group group-
address [ sourse source_addr ]

no ip igmp static-group group-
address [ sourse source_addr ]

BK/lOUMTL cTaTMyeckuit 3anpoc multicast-rpynnbl Ha MHTEp-
deiice.

- group_address — IP-agpec rpynnbi;

- source_addr — |P-agpec UCTOYHMKA rpynmbl.

, Ha uHtepdodeiice aonxeH 6biTb BKAOUYEeH IGMP Proxy.

BbIKNIOUUTL CTaTUYECKUiA 3anpoc multicast-rpynnbi.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnmua 192 — KomaHap! pexkuma EXEC

KomaHda

3Ha4yeHue/3HayeHue
o ymon4aHuro

Aelicmeue

show ip mroute
[ip_multicast_address
[ip_address]] [summary]

KomaHgaa npegHasHayeHa A4 NPOCMOTPA CMMCKOB MHOroagpec-
HbIX rpynn. Bo3moskeH BbI6Op rpynn no agpecy rpynnbl UAK no
afipecy UCTOYHUKA MHOTOAAPECHBIX AAHHbIX.

- ip_multicast_address — |P-agpec rpynnbi;

- ip_address — IP-agpec UCTOYHWUKaA;

- summary — KpaTKoe cofeprKaHue Kax ol 3anucn B MHoroaa-
pecHow Tabaunue mapLpyTmMsauuu.

show ip igmp-proxy interface
[vlan vian_id | gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

NHPopmauuma o ctatyce IGMP-proxy NpUMeHUTENbHO K MHTEp-
deiicam.

clear ip mroute [ vrf vrf_name]

OumuaeTt Tabnmuy MapLipyTM3auum MHOroafpecHblx rpynn ny-
TEM nepesanycka npouecca IGMP-Proxy.
- vrf_name — vMA BUPTYanbHOM 061aCcTV MapLIpyTM3aL M.

clear ip igmp groups [ vrf
vrf_name]

Ounwaet nHGopmaLmto 06 N3ydyeHHbIX MHOTOALPECHbIX rPYNnax,
yyacTBylolWMX B rpynnosoi paccbinke (IGMP Snooping) n ouu-
WwaeT Tabamuy MapLpyTM3aLnMm MHOroaapPEeCHbIX rpynn NyTém ne-
pe3anycka npoueccos IGMP-Proxy naun PIM.

- vrf_name — vMA BUPTYaNbHON 061aCcTU MapLIpyTU3aL M.

[pumepbl 8bIM0AHEHUS KOMAHO

consolef#show ip igmp-proxy interface

* — the switch is the Querier on the interface

IP Forwarding is enabled

IP Multicast Routing is enabled

IGMP Proxy is enabled

Global Downstream interfaces protection is enabled
SSM Access List Name: -

Interface Type Interface Protection CoS DSCP
vlanb upstream - -
vlan30 downstream default - -
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5.21 ®yHKuMK ynpaBaeHus

5.21.1 MexaHu3m AAA

Ona obecneyeHnsa 6e30NaCHOCTM CUCTEMbl MCMoONb3yeTca MexaHusam AAA (ayTeHTUdMKaumA,
aBTOpPU3aLMA, yYeT).

— Authentication (ayTeHTUdUKaumMAa) — conocTaBneHne 3anpoca CyL,ecTByoLlWen y4ETHOM 3a-
n1cK B cucteme 6€30MacHOCTMU.

— Authorization (aBTopK3aumsa, NpoBepKa YPOBHA A0CTyNa) — conocTaB/ieHne y4éTHOM 3anmncu
B cucteme (npowealueit ayTeHTMdOUKaLNIo) 1 onpeaenEHHbIX NOAHOMOUYNIA.

— Accounting (y4éT) — cnexeHue 3a noTpebaeHMeM pecypcoB No/Ib30BaTENEM.

Ona wndpoBaHMA AaHHbIX UCNOb3yeTcA MexaHn3m SSH.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHom KOHPUrypaumm:

console (config) #

Tabanua 193 — KomaHab! perknma rnobanbHo KoHGUrypaumm

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

aaa authentication login

[authorization] { default |
list_name} method_list

no aaa authentication login
{default | list_name}

list_name: (1..12)
CMMBO/I0B;
method_list: (enable, line,
local, none, tacacs, radius);

-/no ymonuaHuio
OCYLLECTBAAETCA NPOBEPKA
no fioKkanbHo 6ase
OaHHbIX (aaa
authentication login
default local)

YcTaHaBauMBaeT cnocob ayTeHTUdUKaLMK AN BXOAA B CUCTEMY.
- authorization — pa3pelaeT NPoOXoXAeHNe aBTOpPM3aLUN C
ncnonb3osaHnem TACACS-cepBepos;
- default — cnonb3oBaTb CTaHAAPTHBIN CNUCOK ayTeHTUUKALM-
OHHbIX METOA0B;
- list_name — vma Nonb30BaTeIbCKOrO CMMCKA METOLO0B ayTEHTHU-
dUKaLMmK. ITOT CNUCOK Ha3HAYAETCA KOHKPETHOMY TEPMUHANY U
NPUMEHAETCA BMEeCTO CTaHAaPTHOro A/1A BCEX MOMbITOK BX0Aa,
BbIMNO/IHAEMbIX Yepes AaHHbIA TePMUHAN.
OnucaHune meTtogos (method_list):
- enable — vncnonb30BaTh NAapo/ib NPUBMAETMPOBAHHOTO PEXMMA
ANA ayTeHTUdUKaLmuu;
- line — ucnonb3oBaTb NapoONb TEPMUHANG ANA aYTEHTUDUKALMMK;
- local — vcnonb3oBaTtb NI0KaNbHYO 633y MMeEH Nonb3oBaTENEN
Ana ayteHTMduKaumm;
- none — He UCNOo/Ib30BaTb ayTeHTUDUKaLMIO;
- radius — ucnonb3osaTb cnmMcok RADIUS-cepBepoB gna ayTeHTH-
duKaumu;
- tacacs —wucnonb3oBaTb cnncok TACACS cepBepoB Ana ayTeHTH-
duKaumm.

V Ecnn metop ayreHTUPMKaALMKM He onpeaeneH, To

BAOCTYN K KOHCOMM BCeraa ycnewHbli.

V Wcnonb3oBaHue cnucKa B KOHGUIrypUpoBaHUM Tep-
MUHana:
login authentication method_list

’ Bo usbexkaHue notepu Aoctyna cneayet BBOAUTb
. HeobXoAUMbIIi MMHUMYM HacTpOeK ANA yKasbiBa-
eMoro meTtoga ayTeHTMdUKauun.

YcTaHaBAMBaeT 3HaYeHue no YMON4YaHUIO.

aaa authentication enable
[authorization] {default |
list_name} method_list

list_name: (1..12)
CMMBO/10B;
method_list: (enable, line,
none, tacacs, radius);

YcTaHaBauBaeT cnocob ayTeHTUdUKauMM npu  MOBbILEHUN
YPOBHSA NPUBUAETUIA A1A BXOSA B CUCTEMY.

- authorization — paspelwwaeT NPOXOXAeHMEe aBTOPU3ALMUK C
mcnonb3osaHnem TACACS-cepBepos;
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no aaa authentication
enable authorization
{default | list_ name}

-/no ymonuyaHuio
OCYyLLLEeCTBAAETCA NPOBEpKa
no /fiokanbHom 6ase
OaHHbIX (aaa
authentication enable
default enable)

- default — ncnonb3oBaTb CTaHAAPTHBLIV CMUCOK ayTEHTUPUKALN-
OHHbIX METOA08B;
- list_name —nma NoNb30BaTENLCKOrO CNUCKA METOAO0B ayTEHTU-
dUKaLMK. ITOT CNUCOK HAa3HAYAETCA KOHKPETHOMY TEPMUHANY U
NPUMEeHAETCA BMECTO CTaHAAPTHOro A/1A BCeX NOMbITOK BX0Aa,
BbINOJ/IHAEMbIX Yepe3 AaHHbIN TEPMUHAN.
OnucaHune metogos (method_list):
- enable — ncnonb30BaTh NApPO/b MPUBUAETMPOBAHHOTO PEXMMA
ANA ayTeHTUdUKaLmu;
- line — ucnonb3oBaTb NAPOb TEPMUHANA ANA ayTEHTUDUKALUNK;
- none — He UCNO0/1b30BaTb ayTeHTUUKaLMIO;
- radius — ncnonb3osatb cnvcok RADIUS-cepBepoB gns ayTeHTU-
duKaumu;
- tacacs —ucnonb3osatb cnncok TACACS-cepBepoB ANA ayTEHTU-
duKaumm.

V Echan meTop ayTeHTMdUKauuKM He onpejeneH, To

AOCTYN K KOHCONU BCeraa ycnewHbli.

V Ucnonb3oBaHMe CNUCKa:
enable authenitaction method_list

Bo u3bexxaHue notepu AocTyna cneayeTt BBOAUTbL
! Heo6XoAUMbI MMHMMYM HacTPOEK A/ YKa3biBa-
emoro metoaa ayTeHTUGpUKaUuu.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

enable password password
[encrypted] [level /evel]

no enable password [level
level]

password: (1..64)
CUMBOJIOB;
encrypted password:
(1..159) cumBonos;
level: (1..15)/15

YcTaHaBAMBaET Naposib A1A KOHTPONSA U3MEHEHUA NPUBUAETNIA
A0CTyna nonb3osaTenen.

- level — ypoBeHb npuBuaeruii;

- password — naponb;

- encrypted — 3aaaTb 3alWwMdpPOBaHHbIMA Naposb (Hanpumep, na-
ponb B 3awndpoBaHHOM BUAE, CKOMUPOBAHHbLIA C ApPYroro
YCTPOICTBA).

Ypanser naposb 4158 COOTBETCTBYIOLLErO YPOBHA NPUBKUAETMA.

username name {password
password | password
encrypted
encrypted_password |
nopassword} [encryption-
algorithm encryption-
algorithm ] [priveliged level

]

Nno username name

name: (1..20) cumBoNOB;
password: (1..64)
CUMBO/IOB;

encrypted_password:
(1..128) cumBonos;

encryption-algorithm:

sha-1, md5, sha-512 /sha-1;
level: (1..15)/1

[obaBnseT Nnonb30BaTeNA B IOKANbHYO 633y AaHHBbIX.

- name — UMA Nob30BaTeNs;

- password — napons;

- encrypted_password — 3alwumndpoBaHHbIA Napoab (Hanpumep,
naposb B 3aWMpPOBaHHOM BWZE, CKOMWPOBAHHbBIW C APYroro
YCTPOICTBA);

- encryption-algorithm — anropuT™ X3WIMPOBaAHWUA NApONs;

- level — ypoBeHb NpuBUAErniA.

Ypanser nosb3oBaTens U3 0KaNbHOM 6a3bl AaHHbIX

aaa accounting login
start-stop group {radius |
tacacs+}

no aaa accounting login
start-stop

-/no ymon4aHuio BeaeHue
yuyeTa 3anpeueHo

PaspeliaeT BegeHWe yyeTa (akKayHTa) ANs CeCCUi ynpaBaeHUs.

BepeHue yuyeTa paspelleHO TONbKO ANA Nonb3oBaTe-

« Neii, BoweALWwnNX B CUCTEMY NO UMEHU U NAPOAIO, ANA

nonb3oBaTesield, BOWeALWMX N0 Napono TepMUHana,
BeZleHue y4yeTa 3anpeLieHo.

BepeHue yueta aKTMBUPYETCA M NPEKpaLLAeTCa, Koraa

V Nonb30BaTe/ib BXOAUT U OTK/IIOYAETCA OT CUCTEMDbI, UTO

COOTBETCTBYET 3HaUeHUsaM start u stop B coobLieHnax

npoTtokona RADIUS (napameTpbl, cogepKalumeca B co-

obuweHuax npotokona RADIUS, npuBepeHbl B Tab-

nmuel94).

3anpelaeT BeAeHue yyeTa (akKayHTa) Ans BeeAeHHbIx B CLI Ko-
MaHA.

aaa accounting dotlx
start-stop group radius

-/no ymonuaHuio BegeHue
yyeTa 3anpeLLieHo

PaspewaeT BegeHue yyeTa (aKKkayHTa) gna ceccuin 802.1x.
BeaeHue yueta aKkTMBUPYETCA U NPeKpallaeTca, Koraa
V nonb3oBaTte/ib BXOAUT M OTKAIOYAETCA OT CUCTEMbl,
YTO COOTBETCTBYET 3HaUeHUAM start u stop B coobuye-
HuAX npoTtokona RADIUS (napameTpbl, cogepiKawm-
eca B coobueHunax nporokona RADIUS npuseaeHbl B
Tabnuue 194).
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no aaa accounting dotlx
start-stop group radius

B pexkume Multiple sessions coobuieHus stat/stop no-

V CbIIAIOTCA ANA KaXAO0ro Nonb3oBaTensa, B pexume
Multiple hosts — Tonbko gna nonb3oBarens, npowea-
wero ayreHTUduKauyuio (cm. pasgen MNposepka nog-
JIMHHOCTM KJ/IMeHTa Ha OcCHoBe nopTta (cTaHAapT
802.1x)).

YcTaHaBAMBAET 3HAYeHUE No YMO4YaHUIO.

ip http authentication
aaa login-authentication
[login-authorization]
[http | https]
method_list

no ip http authentication
aaa login-authentication

method_list: (local, none,
tacacs, radius)

Onpeaensetr metos ayTeHTUOUKauuM npu goctyne K HTTP-
cepsepy. Mpu ycTaHOBKE CMWCKA METOLOB AOMNOSHUTENbHbIN
meToz, byaeT NpMMEHATLCA TONbKO B TOM C/lydae, Korga no oc-
HOBHOMY MeTOAY ayTeHTUOUKALMM BO3BPALLLEHA OWKBKa.

- method_list — meTog ayTeHTUOMKauum:

local — no umeHM 13 NoKanbHOM 6a3bl AAHHbIX;

none — He Ucnonb3syeTcs;

tacacs — ncnonb3oBaHUe cnuckos Bcex cepsepoB TACACS+;
radius — ncnonb3oBaHWe cnuckos Bcex RADIUS-cepsepos.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

aaa authentication mode
{chain | break}

-/chain

YcTaHaB/MBaeT aAropuTM ONpPoca METOL0B ayTEHTUUKAL MM,

- chain — nocne HeyaauyHOW NONbITKM ayTEHTUOUKALMK MO nep-
BOMY METOAy B CMUCKe cefyeT NonbiTka ayTeHTUdUKauum no
cneayoLemy MeToLy B LEeNOYKe;

- break — nocne HeygayHoOl ayTeHTUdMKaLMM NO NEPBOMY Me-
TOoAy Npouecc ayTeHTUPMKaummn octaHasansaeTcA. AyTeHTudK-
KaLus Mo cneayolemy METoAy AOMYCTUMA TO/IbKO B C/1yYae He-
BO3MOXHOCTW ayTEHTUOMKALMM NO NPeablayLLeMy MeToAy.

aaa accounting commands
stop-only group tacacs+

no aaa accounting
commands stop-only group

-/no ymonyaHuio BegeHune
yyeTa KOMaH, BbIK/IOUEHO

Bkntoyaet BegeHue yyeta BeegeHHbIX B CLI KOmaH4 no npoTo-
Kony Tacacs+.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

aaa accounting update

no aaa accounting update

-/BblK/IlOYEHA

BkntoyeHune otnpasku Interim-Update yepes perynapHblie npo-
MEXYTKN BPEeMeHW.

BbikntoueHe oTnpasku Interim-Update uepes perynsapHsie npo-
MEXYTKM BPEMEHM.

aaa accounting update
periodic minutes

no aaa accounting update
periodic

minutes: (1..300)/1 muHyTa

YKasaHWe NpoMeKyTKa BpeMeHM, Yepes KoTopbli byaeT npoums-
BOANUTbLCA OTNpaBKa Interim-Update.

YCTaHOBUTb 3HAYEHMeE Mo YMOI4aHUIO.

aaa authorization
commands {default |
list_name} group
method_list

no aaa authorization
commands {default |
list_name}

list_name: (1..15)
cumsonos; method_list:
(tacacs, local);

-/N0 YMONYaHUIO aKTUBEH
cnucok default n
aBTOpU3aLMA He
ocyuiecTenseTca

YcTaHaBAMBaeT cnocob aBTopm3aL MM BBOAUMbIX KOMAHA,

- default — pepgaktupoBaTtb cnucok ¢ umeHem default, KoTopbiii
Mo YMOAYAHUIO eCTb B CUCTEME;

- list_name — umAa cnucka metoAoB aBTOpM3aLmMK, co3paBae-
MOTO 1 peaKTUpyemoro noab3oBaTenem:

- tacacs — meToZ, N03BONAILLMIA MCNONb30BaTb cnucok TACACS-
cepBepoB A1 aBTopM3aumu;

- local — meToz, Npy KOTOPOM aBTOPM3ALLMA HE OCYLLLECTBAAETCA.

YCTaHaBAMBAET 3HAYEHWE N0 YMOIYAHUIO.

- default — cbpoc cnucka ¢ nmeHem default Kk 3HauyeHuto no

YMONYaHHIO;

- list_name — yganeHue nosb30BaTENbCKOO CNMCKA C UMEHEM

list_name.

V Cnucok ¢ umeHem default He moxkeT 6biTb yaaneH u3
cUcTembl.

aaa authorization com-
mands {default |
list_name}

list_name: (1..15)

AKTUBMPYET CMMCOK METOA0B aBTOPM3aLMM BBOAUMBIX KO-
MaHa,

- default — caenaTb aKTUBHbIM cnMCcOK ¢ meHem default;

- list_name — cgenaTtb akTMBHbLIM COOTBETCTBYIOLLMI NOAb30BaA-

CMMBOOB; TENbCKUIA CMIUCOK.
no aaa authorization -/default YcTaHaBAMBaeT 3HauYeHMe Mo YMOYAHMUIO.
commands
Lna TOro 4To6bl KAMEHT NONYYMA AOCTYN K YCTPOICTBY, AaXKe eCn BCe MeToAbl ayTeHTUdU-
- Kauuun BepHyan O|.|.|M6Ky, MC"Oﬂb3yﬁTe 3Ha4YeHue nocsiegHero metoaa B KomaHge — none.
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Tabnnua 194 — ATpmnbyThl coobLueHnii BeaeHnn yyeta npotokona RADIUS ana ceccuit ynpasneHums

Hanuuue Hanuyue
ampubymae | ampubyma e
Ampubym pusy pusy OnucaHue
coobweHuu coobweHuu
Start Stop

User-Name (1) EcTb EcTb NpeHTMdMKaLMa noib3osaTens.
IP-agpec Ko aTopa, KOTOPbIM MCNONb3yeTc

NAS-IP-Address (4) EcTb Ectb AP If MMyT. TP, KOTOPBIM MCNONBIYETCA
Aana ceccunin ¢ Radius-cepsepom.

Class (25) Ectb Ecto MpousBonbHOe 3HaYeHne, oTNpaBAAEeMoOe cepBe-
pom KnauneHTy B Access-Accept.

Called-Station-ID (30) EcTb EcTb IP-appec KommyTaTopa.

Calling-Station-ID (31) EcTb EcTb IP-agpec nonb3oBaTens.

Acct-Status-Type(40) EcTb EcTb NpeHTnduKaTop TMNa coobLyeHna yyeTa ceccum.

Acct-Session-ID (44) Ectb Ectb YHUKanbHbIN naeHTUPMKATOP yyeTa.

Acct-Authentic (45) EcTb Ectb YKa3blBaeT MeToA, N0 KOTOPOMY KAMEHT AOMKEH
6bITb ayTEHTUDULMPOBAH.

Acct-Session-Time (46) Het Ectb MoKa3blBaeT, Kak A0/ro no/sb3osBatenb bbin noa-
K/IOYEH K cucTeme.

Acct-Terminate-Cause (49) | Het EcTb MpuYMHa 3aKPbITUA CecCcUMm.

Tabnunua 195 — ATpmnbyThl coobLleHnit BeaeHnna ydeta npotokona RADIUS ana ceccnin 802.1x

Haau4ue Hanauyue
ampubyma e | ampubyma e
Ampubym pucy pucy OnucaHue
coobweHuu coobweHuu
Start Stop

User-Name (1) Ectb Ectb Mmsa nonb3oBaTens.

NAS-IP-Address (4) Ectb EcTb IP-agpec KommyTaTopa, KOTOPbIA MCNOAb3YyeTcA
ana ceccuit ¢ Radius-cepsepom.

NAS-Port (5) Ectb EcTb MopT KommyTaTopa, Ha KOTOPOM MNOAKAOYUACA
nosab3oBaTesnb.

Called-Station-ID (30) EcTb EcTb MAC-agpec nopta NAS, ncnonb3yemsiii gnsa cec-
cui ¢ Radius-cepeepom.

Calling-Station-ID (31) Ectb EcTb MAC-agpec nonb3sosarens.

Framed-IP-Address (8) EcTb EcTb IP-agpec nonb3oBaTens.

Class (25) EcTb Ectb MponssosibHOE 3HayeHne, oTnpasaAsemoe cepse-
pom KnuneHty B Access-Accept.

Acct-Status-Type(40) EcTb EcTb NaeHTMdMKaTOp TMNa coobLeHns yyeTa ceccum.

Acct-Session-ID (44) EcTb EcTb YHWUKaNbHbI MAEHTUPUKATOP y4eTa.

Acct-Authentic (45) EcTb Ectb YKa3sblBaeT MeToj, N0 KOTOPOMY K/IMEHT A0/IKeH
ObITb ayTEeHTUDULUMPOBAH.

Acct-Session-Time (46) Het Ectb MoKa3bliBaeT, KaK A0/ro no/sib3osBatesnb bbin noa-
K/IIOYEH K cucteme.

Acct-Terminate-Cause (49) | Hert EcTb MpuUYmMHa 3aKpbITUA Ceccuu.

Nas-Port-Type (61) Ectb Ectb MNoKasbiBaeT TUN NOpTa KAMEHTa.

NAS-Port-Id (87) EcTb Ectb lNoKasbiBaeT Ha3BaHMe NOPTA KAMEHTa.
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KomaHObI pexuma KoHgu2ypayuu mepmuHana

Bug 3anpoca KOMaHAHOM CTPOKU B pexnume KoHPUrypaumm tTepmumHana:

console (config-line) #

Tabanuya 196 — KomaHabl perknma KoHOUrypaumm TepmMmrMHaabHbIX CECCUi

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

login authentication {default |
list_name}

no login authentication

list_name: (1..12)
CMMBOJI0B

3apaeT meTos ayTeHTUGUKaL MK Npu BXxoae Ans KoHconu, Telnet,
SSH.

- default — ncnosb3oBaTh CNMCOK MO YMONYAHUIO», CO34AHHbIN
KoMaHaol aaa authentication login default

- list_name — ncnonb3oBaTb CNWCOK, CO34aHHbIM KOMAHAOM aaa
authentication login /ist_name.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

enable authentication
{default | /ist_name}

no enable authentication

list_name: (1..12)
CUMBOJI0B

3afaeT meTo ayTEHTUPUKALLMM NONb30BaTENs NPU NOBbIWEHMMU
YPOBHSA NpuBunernii ana koHconu, Telnet, SSH.

- default — ncnosb30BaThb CNMCOK «MO YMONYAHWIO», CO3A4aHHbIN
KoMaHZoM aaa authentication login default

- list_name — ncnonb3oBaTb CNMCOK, CO34aHHbIM KOMAHAOM aaa
authentication login /ist_name.

YcTaHaBAMBaeT 3HaYeHWe No YMOYAHUIO.

password password
[encrypted]

no password

password: (0..159)
CUMBOJI0B

3apaeT naposb AnAa TepMuHana.

- encrypted — 334aTb 3aWwWMdpPOBaHHbIA Naposb (Hanpumep, Na-
poNb B 3allMppOBaHHOM BUZAE, CKOMMPOBAHHbLIA C ApPYroro
yCTpoWcTBa).

Ypanaet naponb Ana TepMmuHana.

KomaHOb1 pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnnua 197 — KomaHabl perkmma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

show authentication methods

MokasbiBaeT MHPOPMaUUIO 06 ayTEHTUPUKALMOHHbBIX METoZax
Ha KOMMyTaTOpe.

show users accounts

MoKa3biBaeT N0KaNbHYy0 6a3y AaHHbIX NOAb30BaTeeN U UX NpK-
BUJIETUNA.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console>

Bce KomaHAb! AaHHOTO pasgena AOCTYMNHbI TOAbKO 41A NPUBUAETMPOBAHHbIX nonb3oBaTene.

Tabnnua 198 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3HavyeHue
o yMmon4aHuwo

Aelicmeue

show accounting

MokasbiBaeT MHPOPMALMIO O HACTPOEHHbIX METOAAX BefeHUA
yyeTta (aKkKkayHTa).
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5.21.2 Mpomokon RADIUS

MpoTtokon RADIUS ucnonb3yetca gns ayteHTMdUKaummM, aBTtopusaumm mn yyeta. Cepsep RADIUS
ncnonbdyetr 6asy AaHHbIX NONb30BaTeNEN, KOTOPAA COAEPKMUT AaHHbIE NPOBEPKU MOAJMHHOCTM ANA
KaXaoro nonb3oBatend. TakMm ob6pasom, ucnosnb3oBaHMe npotokona RADIUS obecneunsaer
OOMONHUTEIbHYIO 3aLWMTY NPU AOCTYME K pecypcam CeTH, a TaKKe Npu AoCTyne K CaMoMy KOMMYTaTopy.

KomaHObI pexcuma 2a06an6Hol KoOHgu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKuUme r106anbHOM KOHPUrypaumm:

console (config) #

Tabanua 199 — KomaHab! perknma rnobanbHom KOHPUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

radius-server host
{ipv4-address | ipv6-address |
hostname} [auth-port
auth_port] [acct-port
acct_port] [timeout timeout]
[retransmit retries] [deadtime
time] [key secret_key] [priority
priority] [usage type] [ track-id
track_id ] [vrf vrf_name]

encrypted radius-server host
{ipv4-address | ipv6-address |
hostname} [auth-port
auth_port] [acct-port
acct_port] [timeout timeout]
[retransmit retries] [deadtime
time] [key secret_key] [priority
priority] [usage type] [ track-id
track_id ] [vrf vrf_name]

hostname: (1..158)
CUMBO/IOB;
auth_port:

(0..65535)/1812;
acct_port:
(0..65535)/1813;
timeout: (1..30) cek;
retries: (1..15);
time (0..2000) muH;

secret_key: (0..128)
CUMBO/IOB;

priority: (0..65535)/0;
type: (login, igmpauth,
coa, dotlx-eapol,
dotlx-mac, all)/all;

[ob6aBnseT ykasaHHbI cepBep B CNUCOK ucnosbdyembix RADIUS-
cepBepos.

- ip_address — IPv4 nnu IPv6-agpec RADIUS-cepBepa;

- hostname — ceteBoe nma RADIUS-cepBepa;

- auth_port — Homep nopTa A4 nepesayn ayTeHTUPUKALUMOHHDIX
OaHHbIX;

- acct_port —Homep nopTa 4na nepefayn aHHbIX yyeTa;

- timeout — HTepBaN OXWAaHWA OTBETa OT cepBepa;

- retries — KONMYecTBO NONbITOK Noncka RADIUS-cepsepa;

- time — Bpems B MUHYTaX, B Te4eHNE KOTOPOro HeAOCTYMNHbIe cep-
Bepa He byayT onpawmnsatbca RADIUS-KAMeHTOM KOMMyTaTopa;

- secret_key — ko4 ana ayteHTUdMKaLMM 1 LWNPPOBaAHUA BCero
obmeHa aaHHbimuM RADIUS;

- priority —npuopwuTeT ucnonbzosaHua RADIUS-cepsepa (Yem HUuKe
3HauyeHue, TeM NpUMopUTETHEE CepBep);

- type — T1n ncnonb3osaHma RADIUS-cepBepa;

- track_id — Homep onepauumn moHuTopuHra RADIUS-cepBepa;

- encrypted — 3a4aTb KN4 B 3alLUMppPOBAHHOM BUAE;

- vrf_name — ums BupTyanbHou 061acTM mapLupyTm3auuu.

track_id: (1..8); . .
— B cnyyae otcytcTBMA B KOMaHAe napameTpos timeout, retries,
vrf_name: (1..32) .
- time, secret_key ana paHHoro RADIUS-cepBepa Mcnonb3ytoTca
CMmBONOB 3HaYeHWA, HAaCTPOEHHbIE C NOMOLLIO KOMAHA, YKa3aHHbIX HUKeE.
no radius-server host YpanseT yKasaHHbIW cepBep M3 CnKUcKa ucnosnb3dyembix RADIUS-
{ipv4-address | ipv6-address | cepBepos.
hostname} [vrf vrf_name] - vrf — 0bnacTb BUPTyaibHOW MapLUpyTU3aLUN.
[encrypted] radius-server key YcTaHaBAMBAET KJIHOY, UCMOJIb3YEMbIN MO YMOJIYAHWUIO, A5 QyTEH-
key: (0..128)
[key] TUOUKALMM U WwndpoBaHUA Bcero obmeHa AaHHbiMM RADIUS
CMMBON10B/NO

no radius-server key

YMONYAHUIO KAtoY —
nycras cTpoka

MeXay YCTPOMCTBOM M OKpyeHnem RADIUS.
- encrypted — 3agaTb K/to4 B 3aWM$POBAHHOM BUA,.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

radius-server timeout timeout

no radius-server timeout

timeout: (1..30)/3 cek

YcTaHaB/MBaeT MHTEPBa OXWAAHUA OTBETa OT CepBepa, UCMOoJb-
3yemblli M0 YMONYAHUIO.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

radius-server retransmit retries

no radius-server retransmit

retries: (1..15)/3

OnpepenseT KOAMYeCTBO MOMbITOK, MCNOJb3yemoe Mo ymosya-
Huto, noncka RADIUS-cepsepa 13 cnucka cepsepos. lMpun oTkase
OCYLLEeCTBNAETCA MOUCK CnefyloLlero No NpMopuTeTy cepeepa u3
CrnucKa.

YcTaHaBAMBaeT 3Ha4YeHue no YMON4YaHUKO

radius-server deadtime
deadtime

no radius-server deadtime

deadtime: (0..2000)/
0 MuH

MNo3BonseT onTMMmn3anpoBaTb Bpema onpoca RADIUS-cepBepos, Ko-
roa HeKoTopble cepBepa HeAOCTYNHbI. YCTaHaBAMBaET BpeMs B MU-
HyTax, UCMONIb3yeMoe Mo YMOJIYaHUIO, B TEYEHME KOTOPOro Heao-
CTynNHble cepBepa He byayT onpawmsaTbes RADIUS-KNMEeHTOM Kom-
myTaTopa.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.
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radius-server host
source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port |

port-channel group | loopback
loopback_id | vlan vian id} [vrf
vrf_name]

no radius-server host
source-interface [vrf vrf_name]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
loopback_id: (1...64);
group: (1..128) ;
vrf_name:(1..32)
CMMBOJI0B

3agaeT nHTepdeiic yctponctaa, IP-agpec KoToporo 6yaer ucnosb-
30BaTbCA MO YMOIYAHMIO B KAUecTse agpeca UCTOYHMKA nepesaBa-
emoro B coobueHnax npotokona RADIUS.

Ypanset uHtepdelic yctpoicrsa.

radius-server host
source-interface-ipv6
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
loopback loopback_id | vlan
vlan id}

no radius-server host
source-interface-ipv6

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
loopback_id: (1...64);
group: (1..128)

3agaeT nHTepdelic ycTpoictsa, IPv6-agpec KoToporo byaert uc-
NoAb30BaTLCA NO YMOYAHMIO B KaYecTBe agpeca UCTOYHMKa nepe-
[aBaemoro B cooblueHuax npotokoaa RADIUS.

Ypansaet uHtepdeiic ycTpoicrsa.

radius-server attributes
framed-ip-address include-in-
access-req

no radius-server attributes
framed-ip-address include-in-
access-req

-/oTKAOYEHO

BKkntouaeT oTnpaeky RADIUS-aTpmnbyTa 8 B access-request nakeTax.

Bbikntoyaet oTnpaBky RADIUS-aTpmbyTa 8 B access-request nake-
Tax

radius-server attributes nas-
port-id include-in-access-req
format

format:(1-32)/anuHHoe

Hactpaunsaet popmat RADIUS-aTpnbyTa 87 B NnakeTax access-

request.

Mpw onpeaeneHnmn NCnob3yoTca cneaytolme WabnoHbl:

%p — A/IMHHOE UMSA NopTa, Hanpumep, gigabitethernet 1/0/1 8

ASCII;

%V — naeHtuoukatop VLAN B ASCII.

V Ecnun Ha nopTy BKAYeH critical-vlan u guest-vlan, To npu
BbICTaBNEHUMU Ktoua %v, B onuun 87 6yaeT nepesaH HO-

no radius-server attributes
service-type

nmsa nopTa mep critical vlan. Ecam Ha nopTy TonbKo guest-vlan, To 6y-

AeT nepeaaH Homep guest-vlan. Mpu oTcyTCTBUM AaHHBIX
HacTpoeK Ha nopty, 6yaeT nepeaaH PVID. laHHoe ycno-
BUA BbINO/IHAETCA NPU NepBoii ayTeHTUdUKaLUK, npu pe-
ayTeHTUdUKauum B 87 onuum byaeT nepeaar PVID.

no radius-server attributes YcTaHaBAMBAET 3HA4YEHME MO YMONYAHMUIO.

nas-port-id include-in-access-

req

radius-server attributes BkntoyaeT otnpasky RADIUS-aTpubyTa 6 B access-request nakeTax.

service-type {administrative | - administrative — yctaHoBWTb 3HayeHne 6 RADIUS-aTpunbyTa;

nas-prompt} -/OTKNOYEHO - nas-prompt — ycTaHoBUTb 3Ha4YeHue 7 RADIUS-aTpmbyTa.

BobikntoyaeT oTnpaBky RADIUS-aTpmbyTa 6 B access-request nake-
Tax.

KomaHObI pexcuma Privileged EXEC

Bupa 3anpoca KomMaHAHOM CTPOKK B pexxkume Privileged EXEC:

console#
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Tabnnua 200 — KomaHabl perkuma Privileged EXEC

Komanoa 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuro

show radius-servers { status | OTobparkaeT napameTpbl HacTpolikn RADIUS-cepsepoB (KomaHaa
key | vrf {vrf_name | all} } ) [O0CTYMHA TO/IbKO AR NPUBUAETMPOBaHHbIX NO/b30BaTenei).
show radius server {statistics | OTobparkaeT CTaTUCTUKY NpoTokona Radius, MHGoOpmaLmio 0 Nob-
group | accounting | 30BaTenax, KoHourypauuto RADIUS-cepsepa
configuration | nas | rejected )
| secret | user}

[pumepbl UC016308AHUS KOMAHO

YcTaHOBUTL NobanbHble 3HaYeHUA A8 NapamMeTpPoB: MHTEPBAA OXKUAAaHUS OTBETA OT cepBepa — 5 cekyHa,
Koam4yecTtBo nonbITOK noncka RADIUS-cepeepa — 5, Bpemsa, B Te4eHMe KOTOPOro HeAOCTyMNHbIe cepBepa He
6yayT onpawmnsatbcs RADIUS-KnneHTom KommyTaTopa — 10 MUHYT, CEKPETHbIN Ktod — secret. [lobaBuTb B
cnmcok RADIUS-cepBep, pacno/ioKeHHbI Ha y3ne cetun ¢ IP-agpecom 192.168.16.3, nopTt cepsBepa aAnd
ayTeHTUdPUKaumm — 1645, KoNMYECTBO NOMbITOK AOCTyNa K cepsepy — 2.

console# configure

console (config)# radius-server timeout 5

console (config)# radius-server retransmit 5

console (config)# radius-server deadtime 10

console (config)# radius-server key secret

console (config)# radius-server host 196.168.16.3 auth-port 1645
retransmit 2

MoKka3aTb NapameTpbl HacTponkmn RADIUS-cepBepos:

console# show radius-servers

IP address Port port Time- Ret- Dead- Prio. Usage
Auth Acct Out rans Time
192.168.16.3 1645 1813 Global 2 Global 0 all

Global values

TimeOut : 5
Retransmit : 5
Deadtime : 10

Source IPv4 interface
Source IPv6 interface

5.21.3 Mpomokon TACACS+

Mpotokon TACACS+ obecneuymBaeT LLEHTPA/IM30BaHHYO cucTemy 6e30MacHOCTM ANA NPOBEPKM
nosib30BaTeNeN, NONYYAOLLMX AOCTYN K YCTPOMUCTBY, NPU STOM NogaepKuBaa coBmecTMmocTb ¢ RADIUS u
APYrMMUM npoleccammn npoBepku noganHHocTn. TACACS+ npefocTaBaseT cneayouime cnyxooi:

— Authentication (nposepka nodauHHocmu). ObecneymBaeTca BO Bpemsa BXoAa B CUCTEMY MO
MMeHaM NnoJsib3oBaTesnien N onpeaeneHHbIM NoAb30BaTENAMN NAPOAM;

— Authorization (asmopuszayus). ObecneumBaeTcs BO Bpema Bxoga B cuctemy. [locne
3aBepleHMA ceaHCa MNPOBEPKM MOSJAMHHOCTM 3aMyCKAaeTCA CeaHC aBTopuM3auum ¢
MCNO/Ib30BaHMEM MNPOBEPEHHOrO0 MMEHW MNOJ/Ib30BaTENA, TAKXKE CEPBEPOM MPOBEPAOTCA
NpPMBMUIErMN NONb30BATENS.
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KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaumu:

console (confiqg) #

Tabanuya 201 — KomaHab! perknma rnobanbHom KoOHPUrypaumm

KomaHda

3HayeHue/3HayeHue
1o yMoA4YaHuro

Aelicmeue

tacacs-server host
{ip_address | hostname}
[single-connection]
[port-number port] [timeout
timeout] [key secret_key]
[priority priority] [vrf
vrf_name]

encrypted tacacs-server host
{ip_address | hostname}
[single-connection]
[port-number port] [timeout
timeout] [key secret_key]
[priority priority] [vrf
vrf_name]

hostname: (1..158)
CUMBO/IOB;
port: (0..65535)/49;
timeout: (1..30) cek;
secret_key: (0..128)
CUMBO/IOB;
priority: (0..65535)/0;
vrf_name: (1..32)

[ob6aBnaeT ykasaHHbIN cepBep B CNUCOK Mcnonbayembix TACACS
cepBeposB.

- ip_address — IP-appec TACACS-cepBepa;

- hostname — ceteBoe numa TACACS-cepBepa;

- single-connection — B Ka)XAbl MOMEHT BPEMEHU WMETb He
6onblie ogHOro coeanHeHnn ans obmeHa gaHHbimu ¢ TACACS-cep-
BEPOM;

- port — Homep nopTa Ans obmeHa gaHHbiMu ¢ TACACS-cepsepom;
- timeout — HTepBaN OXUAaHNA OTBETa OT CepBepa;

- secret_key — Knou gna ayTeHTUdUKaumm u wndposaHmaA Bcero o0b-
meHa gaHHbimun TACACS;

- priority — npuopuTeT ucnosnb3oBaHus TACACS-cepBepa (4em HuxKe
3HauyeHue, TeM NpMopUTeETHEE Cepaep);

- vrf_name — ums BMpTyanbHol 061acT mapLpyTU3aLmm;

key

no tacacs-server key

YMOYAHUIO KNtoY —
nycTas CTpoKa

CMMBOOB
- encrypted — 3HaueHue secret_key B 3alunMdppoBaHHOM BUE.
B cnyyae oTcyTCcTBMA B KOMaHAe napameTpos timeout, secret_key
ona paHHoro TACACS-cepBepa MCNONb3YOTCA 3HAaYEHUSA, HACTPOEH-
Hble C MOMOLLbIO KOMaHJ, YKa3aHHbIX HUXKe.
no tacacs-server host Ypanser ykasaHHbI cepBep U3 cnucka ncnonbayembix TACACS-cep-
{ip_address | hostname} BEPOB.
tacacs-server key key key: (0..128) YcTaHaBAMBAET KNKOY, UCMOb3YEMbI MO YMONYAHULIO, ANA ayTeH-
encrypted tacacs-server key U TMdMKaumMm mn wundposaHns Bcero obmeHa paHHbimm TACACS
c“mBosi08/Mno

MeXay YCTponcTBom u okpyxeHnem TACACS;
- encrypted — 3HaueHue secret_key B 3awmdpoBaHHOM BUaE.

YcTaHaBAMBaeT 3HaYeHWe No YMOIYAHUIO.

tacacs-server timeout timeout

no tacacs-server timeout

timeout: (1..30)/5 cek

YcTaHaBAMBaEeT UHTEPBAN OXKMUAAHUA OTBETA OT CEpBEpa, UCNOb3Y-
€Mbli1 MO YMOIYaHUIO.

YCTaHOBUTb 3HAYEHME MO YMOJIYAHUIO.

tacacs-server host
source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
loopback loopback_id | tunnel
tunnel | vlan vian id | oob} [vrf
vrf_name]

no tacacs-server host
source-interface [vrf vrf_name]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
loopback_id (1..64);
tunnel (1-16);
group: (1..128);
vrf_name: (1..32)
CUMBOJI0B

3apaeT uHTepodeic yctTpoicTea, IP-agpec KoToporo 6yaeT Ucnosb-
30BaTbCA MO YMO/YAHMIO B KayecTBe aZpeca MCTOYHMKA Ana 06-
meHa coobueHnammn ¢ TACACS-cepsepom.

Ypanser untepdelic yctpoicrsa.

KomaHOb! pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKM B pexxknme EXEC:

console#
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Tabnnuya 202 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show tacacs [ip_address |

host_name: (1..158)

OTo6parkaeT HaCTPOIKY U CTaTUCTUKY anA cepBepa TACACS+.

hostname] [vrf vrf_name] CMMBOJIOB; - ip_address — IP-agpec TACACS+ cepsepa;
vrf_name: (1..32) - hostname — uma cepBepa;
CMMBOJI0B - vrf_name - “mA BMpTyanbHOW 061aCTV MapLIpyTU3aLmMK.
show tacacs key [vrf vrf_name] vrf_name: (1..32) .
CIMBONOB OtobparkaeTt napameTpbl HacTpoikn TACACS-cepsepoB

5.21.4 NMpomokon ynpaeneHusa cemoio (SNMP)

SNMP — TexHonorvs, npusBaHHaa obecrneunTb ynpasBieHME W KOHTPO/b Hag, YCTPOWCTBaMM U
NPUNONKEHUAMM B CETU CBA3M NyTEéM obmeHa ynpasaawwern WHbopmaumen Mexay areHTamu,
PacnoNOXKeHHbIMU Ha CETEBbIX YCTPOMCTBAX, N MEeHeAKePaMm, HaXOAAWMMMUCA Ha CTAHUMAX YNPaBAEHMS.
SNMP onpegenseT ceTb Kak COBOKYMHOCTb CETEBbLIX YNPABAAIOLWMX CTAHUUIA N 31EMEHTOB CETU (rNaBHble
MaLUMHBbI, LWAO3bl MU MapWwpyTU3aTopbl, TEPMMHA/bHbIE CEPBEPbI), KOTOPblE COBMECTHO obecneuynBatoT
aAAMWUHUCTPATUBHbIE CBA3M MEXKAY CETEBbIMM YNPABAAIOWMMM CTAHUMAMU U CETEBLIMM areHTamMm.

KoMmyTaTopbl NO3BOAAIOT HAacTpouTb pPaboTy npotokona SNMP ana yaaneHHOro MOHUTOPUHIA M
ynpaB/ieEHNs YCTPOMCTBOM. YCTPOICTBO NoaaepKMBaeT NnpoTokonbl Bepcuit SNMPv1, SNMPv2, SNMPv3.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxmnma rnobanbHOM KOHOUIypaumm:

console (config) #

Tabnunua 203 — KomaHabl perkuma rnobanbHoM KoOHGUrypauum

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

snmp-server server

no snmp-server server

Mo ymon4yaHuio
noaAep»Ka NpoTokona
SNMP oTkntoveHa

BkatounTb noaaepky npotokona SNMP.

OTKAtoYaeT noaaeprKKky npotokona SNMP.

snmp-server community
community [ro | rw | su]
[ipv4_address | ipv6_address |
ipv6z_address] [mask mask |
prefix prefix_length]] [view
view_name] [vrf vrf_name]

encrypted snmp-server
community
encrypted_community

[ro | rw | su]

[ipv4_address | ipv6_address |
ipv6z_address] [mask mask |
prefix prefix_length]] [view
view_name] [vrf vrf_name]

snmp-server community-group
community group_name
[ipv4_address | ipv6_address |
ipv6z_address] [mask mask |
prefix prefix_length] [vrf
vrf_name]

community: (1..20)
CUMBOJIOB;
encrypted_community:
(1..20) cumBonos;
dopmar ipv4_address:
A.B.C.D;
dopmar ipv6_address:
XXX XX
dopmar ipv6z_address:
X:X:X:X::X%<ID>;
mask: -
/255.255.255.255;
prefix_length:
(1.32)/32;
view_name: (1..30)
CMMBO/I0B;
vrf_name:(1..32)
CUMBOOB;
group_name: (1..30)
CMMBOIOB

YcTaHaBAMBaeT 3HayeHMe CTPOKM coobliectBa An1A obmeHa AaH-
HbIMK No npoTtokony SNMP.

- community — cTpoKa coobluecTsa (naponb) Ans fgocTyna no npoTvo-
kony SNMP;

- encrypted — 3a4aTb CTPOKy coobLiecTsa B 3aWwWndpoBaHHOM BUAE;
- r0 — AOCTYN TONbKO AN YTEHUS;

- TW — JOCTYN A8 YTEHUA U 3amnncu;

- SU — 0CTyN aAMUHUCTPATOPA;

- view_name —onpegenseTt UMA AN npasuna o6ospeHna SNMP, ko-
TOpOe A0/KHO BbITb NpeaBapUTeNbHO oNpeseneHo ¢ NOMOLLBIO KO-
MaHgbl snmp-server view. Onpezenser 06beKTbl, 4OCTYMNHble C006-
LecTsy;

- ipv4_address, ipv6_address, ipv6z_address — IP-afpec ycTponcTBa;
- mask — macka agpeca IPv4, koTopas onpegenset, Kakue 6UTbl aa-
peca UCTOYHMKA NaKeTa CPaBHMBAOTCA € 3aZaHHbIM IP-agpecom;

- prefix_length —uncno 6uT, KoTopble cocTaBaaT NnpeduKc IPva-aa-
peca;

-vrf_name — “mA BUPTYyasibHOW 061aCTM MapLIpyTM3aLnK;
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D ELTEX

encrypted snmp-server
community-group
encrypted_community
group_name [ipv4_address

| ipv6_address | ipv6z_address
[vrf vrf_name]] [mask mask |
prefix prefix_length]

no encrypted snmp-server
community
encrypted_community [ro | rw
| sul [vrfvrf_name]

no snmp-server community
community [ipv4_address |
ipv6_address | ipv6z_address]
[vrf vrf_name]

- group_name — onpeensieT UMaA rpynmnbl, KOTOPOE AO0/MKHO ObiTb
npeaBapuTeNIbHO OMpeseseHO C MOMOLLbIO KOMaHAbl snmp-server
group. OnpegenseTt 06bEKTbI, AOCTYNHble coobLLecTBy.

Ypanaer 3HaueHue CTPOKM coobuiecTBa aAnA obMeHa JaHHbIMKU Mo
npotokony SNMP.

snmp-server view view_name
OID {included | excluded}

view_name: (1..30)

CospaeT unan pegaktTupyet npasuno obospeHuns ana SNMP — paspe-
Lwatolee npasuao, iMbo orpaHMymMBaloLLee cepsepy-obo3pesaTento
poctyn K OID.

- OID — naeHTnduKaTop obbekTa MIB, NnpeacTaBneHHbIM B BUAe ae-
pesa ASN.1 (cTpoKa Bmnaa 1.3.6.2.4, MOXKeT BKAtOYaTb B cebs 3ape-
3epBMpPOBaHHbIe C10Ba, Hanpumep: system, dod). C nomoLLbio cum-

cnmeonos Bo/Ma * MOXKHO 0603HaUYNTL CEMENCTBO noaaepesbes: 1.3.%.2);
- include — OID BK/toYeHa B NpaBuao Ansa 0603peBaHus;
- exclude — OID uckntoyeHa u3 npasuna ana obospesaHumA.
no snmp-server view Ypanset npasunao obo3penHus gna SNMP.
viewname [OID]
encrypted snmp-server user username: Cospgaet SNMPv3- nonb3oBatens.

username group_name {v3 |
remote host v3} auth {md5 |
sha} auth_password [priv
priv_password] [priv-protocol
{des | aes-128-cfb}] [vrf
vrf_name]

no snmp-server user username
{v3 [remote host] | remote
host v3} [vrf vrif_name]

(1..20) cumBonos;
group_name:
(1..30) cumBonos;
auth_password:
(1..32) cumBona;
priv_password:
(1..32) cumBona;
md5: 16 nnau 32 6anT;
sha: 20 nnu 36 6aT;
dopmat
IPv4: A.B.C.D
IPV6: X:X:X:X::X
IPv6z:
X:X:X:X::X%<ID>;
vrf_name: (1..32)
cumBona

- username — UMA NoO/b30BaTeNA;
- groupname — UMs rpynnbi;

- engineid-string — naeHTudukaTtop yganeHHoro SNMP-ycTpolicTea,
KOTOPOMY M0/1b30BaTe/b MPUHAANIENKUT;

- auth—password — naponb AnA ayTeHTUPUKAUMM U TeHepaumm
K/toYa;

- md5 — kntoy md5;

- sha — kntou sha;

- host — IP-agpec/ nms xocTa;

- vrf_name — nma 061acTv BUPTyanbHOW MapLIpyTMU3aLmu.

Ypanaetr SNMP-v3-nonb3oBartens.
- vrf_name — nmaA 061acTv BUPTyanbHOW MapLIpyTU3aLmu.

snmp-server group
group_name {{v1 | v2} [read
view_name] [write
view_name] | v3 {noauth |

group_name: (1..30)

Cozpgaet SNMP-rpynny unm tabnumuy cootsetctamnin SNMP-nonb3osa-
Teneu u npasmn 06o3peHnin SNMP.

-vl,v2,v3-SNMP vl, v2, v3 moaens 6e3onacHocTy;

- noauth, auth, priv — TMn ayteHTUPUKaALUK, UCNONb3YEMBIN NPOTO-

auth | priv} [notify CMMBOOB Konom SNMP v3 (noauth — 6e3 ayteHTUdUKaLuK, auth — ayteHTUU-
view_name] [read view_name] view_name: (1..32) Kaumsa 6e3 wudposaHus, priv — ayTeHTUOMKauMA C WndpoBaHUem);
[write view_name]} cuMBONa - view_name — uma npasuna 06o3peHuns.

no snmp-server group Ypanaet SNMP-rpynny.

group_name {vl | v2 | v3

{noauth | auth | priv}}

snmp-server user username username: Co3paet SNMPv3-nonb3oBaTens.

group_name {vl1 | v2 | v3
[auth{md5 | sha}
auth_password [priv
priv_password] [priv-protocol
{des | aes-128-cfb}]] [remote
host] [vrf vrf_namel]}

(1..20) cumBonos;
group_name:
(1..30) cumBonos;
auth_password:
(1..32) cumBona;
priv_password:
(1..32) cumsona;
md5: 16 nnau 32 6anT;
sha: 20 nau 36 6aiT;

- username — UMA NoO/b30BaTeNsA;
- group_name — UMA rpynnbl;

- md5 — kntoy md5;

- sha — kntou sha;

- aquth_password — naponb pna ayTeHTUGUMKauMM U reHepaumm
KAtoya;

- priv_password — naponb Ana reHepaumm Kaova wndposaHms co-
obuieHunit;

- vrf_name — ums BUpTyanbHOW 061aCTV MapLLpyTM3aLuu.
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JHELTEX

Nno snmp-server user username
{v1 | v2c | v3 [remote host]
[vrf vrf_name]}

dopmat
IPv4: A.B.C.D
IPV6: X:X:X:X::X
IPv6z:
X:X:X:X::X%<ID>;
vrf_name:
(1..32) cumsona

Ypanaer SNMPv3-nonb3oBatens.

snmp-server filter filter_name
OID {included | excluded}

no snmp-server filter
filter_name [0OID]

filter_name: (1..30)
CUMBOJI0B

Co3pgaeT unun pegaktmpyet npasuao SNMP-¢unbTpa, KoTopoe nos-
BonseT ¢unbTposaTb inform u trap-coobuwieHuns, nepepasaemble
SNMP-cepBepy.

- filter_name — nmsa SNMP-¢unbTpa;

- OID — vaeHTnduKaTop obbekTa MIB, NnpeacTaBneHHbIM B BUAe ae-
peBa ASN.1 (cTpoKa Bmnaa 1.3.6.2.4, MOXKeT BKAtOYaTb B cebs 3ape-
3epBMpPOBaHHbIe C/1I0Ba, Hanpumep: system, dod. C nomoLblo cum-
BoMa * MOXKHO 0603HaUYNTL ceEmMeCTBO nogaepesbes: 1.3.%.2);

- include — OID Bk/toueHa B NpaBuao GUAbTPaLLUK;

- exclude — OID uckntoyeHa us npasuaa GuabTpaLmm.

Ypansaet npasuno SNMP-ounbtpa.

snmp-server host
{ipv4_address | ipv6_address |
hostname } [traps | informs]
[version {1 | 2c | 3 {noauth |
auth | priv}] { community |
username } [udp-port port ]
[filter filter_name ] [timeout
seconds ] [retries retries ] [vrf

vrf_name ]

encrypted snmp-server host

{ipv4_address | ipv6_address |
hostname } [traps | informs]

[version {1 | 2c | 3 {noauth |
auth | priv}] { community |
username } [udp-port port ]
[filter filter_name ] [timeout
seconds ] [retries retries ] [vrf

vrf_name ]

no snmp-server host
{ipv4_address | ipv6_address |
hostname } [traps | informs]

[vrf vrf_name ]

hostname: (1..158)
CUMBO/IOB;
community: (1..20)
CUMBO/IOB;
username: (1..20)
CUMBOJI0B
port: (1..65535)/162;
filter_name: (1..30)
CUMBO/IOB;
seconds: (1..300)/15;
retries: (0..255)/3;
vrf-name: (1..32)
CUMBOIOB

OnpegfenseT HaCTPOMKK Ana nepesaym coobLeHui yBeAoMAeHNA
inform u trap SNMP-cepsepy.

- community — cTpoka coobuwectsa SNMPv1/2c ana nepegaqn coob-
LEeHUM yBEAOMIEHUS;

- username — nmaA nonb3osatens SNMPv3 gns ayteHTUdGUKaumm;

- version — onpeaenart Tun coobueHuni trap —trap SNMPv1, trap
SNMPv2, trap SNMPv3;

- auth — yKka3bIBaeT NoANMHHOCTb NakeTa 6e3 WndpoBaHus;

- noauth — He yKasblBaeT NOA/IMHHOCTb NAKeTa;

- priv — yKasblBaeT NOA/IMHHOCTb NakeTa ¢ wWudpoBaHMEM;

- port — UDP-nopt SNMP-cepsepa;

- seconds — nNepuog, OXKuaaHuA NOATBEPKAEHUN Nepes, NOBTOPHOM
nepegayei coobweHuii inform;

- retries — KONMYECTBO NONbITOK Nepeaayn coobuieHnit inform, npu
OTCYTCTBUU UX NOATBEPKAEHMUSA;

- encrypted - 334aTb KAtOY B 3alLMbpPOBaHHOM BUAE;

- vrf_name — uma 061acTv BUPTyanbHOW MapLIpyTU3aL MK,

Ypanaer HacTPoOMKM AnA nepegadn coobuieHuin yBegomMaeHus
inform v trap SNMPv1/v2/v3-cepsepy.

snmp-server host
{ipv4_address | ipv6_address |
hostname} [traps | informs]
[version {1 | 2c | 3 {noauth |
auth | priv}] {community |
username} [udp-port port]
[filter filter_name] [timeout
seconds] [retries retries] [vrf
vrf_name]

hostname: (1..158)
CUMBOJIOB;
community: (1..20)
CUMBO/IOB;
username: (1..20)
CUMBOJI0B
port: (1..65535)/162;
filter_name: (1..30)
CMMBO/IOB;
seconds: (1..300)/15;
retries: (0..255)/3;
vrf-name: (1..32)
CUMBOIOB

OnpegaenseT HaCTPOMKKN Ana nepegaym coobleHnin yseaomaeHms
inform u trap SNMP-cepsepy.

- community — cTpoka coobuiectsa SNMPv1/2c¢ ans nepeaaumn coob-
LWEeHU yBEAOMAEHUS;

- username — nma nonbsosatens SNMPv3 ans ayteHTuduKauuu;

- version — onpeaenat TMn coobueHnit trap — trap SNMPv1, trap
SNMPv2, trap SNMPv3;

- auth — yka3bIBaeT NoANMHHOCTb NakeTa 6e3 WindpoBaHus;

- noauth — He yKasblBaeT NOA/IMHHOCTb NAKeTa;

- priv — yKasbiBaeT NOA/IMHHOCTb NaKeTa C WnudpoBaHUEM;

- port — UDP-nopt SNMP-cepBepa;

- seconds — nepuog, OXUAaHUA NOATBEPKAEHUI Nepes, NOBTOPHOM
nepegayelt coobuweHuii inform;

- retries — KOAMYECTBO NOMbITOK Nepegaun coobuweHunit inform, npu
OTCYTCTBMM UX MOATBEPKAEHUA;

- vrf_name — uma 061acTv BUPTyanbHOW MapLIpyTU3aLmu.
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D ELTEX

no snmp-server host
{ipv4_address | ipv6_address |
hostname} [traps | informs]
[vrf vrf_name]

Ypanfer HacTpoMku 4/A nepegadn CcoobuieHMin yBegomMaeHus
inform u trap SNMPv1/v2/v3-cepBepy.

snmp-server engineid local
{engineid_string | default}

no snmp-server engineid local

engineid_string: (5..32)
CMMBOJI0B

Co3pgaeT ngeHtuomKkatop nokanbHoro SNMP-ycTpoiictea — enginelD.
- engineid_string — uma SNMP-ycTpoiicTsa;

- default — npu ncnonbzoBaHMK gaHHoM HacTpoliku engine ID ByaeT
aBTOMATUYECKM CO3AaH Ha ocHoBe MAC-aapeca ycTpolicTBa.

Ypansaet naeHtudukatop nokanbHoro SNMP-ycTpolictea —engine ID

snmp-server source-interface
{traps | informs} {
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
loopback loopback_id | vlan
vlan id}

[ vrf vrf_name]

no snmp-server
source-interface [traps |
informs] [ vrf vrf_name ]

te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128);
vrf_name: (1..32)
CUMBO/I0B

3agaeT uHTepdeic yctpoicTtea, IP-agpec KoToporo byaeT ucnosb3o-
BATbCA MO YMO/YAHUIO B KayecTBe afpeca UCTOYHWUKA A/1A 0bmeHa
coobuweHuamm c SNMP-cepsepom.

- vrf_name — uma 06,1acTv BUPTyaAbHOW MapLIpyTU3aLmm.

Ypansaet untepdeiic ycTpoicrsa.

snmp-server
source-interface-ipv6 {traps |
informs} { tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
loopback /oopback_id | vlan
vlan id}

no snmp-server
source-interface-ipv6 [traps |
informs]

te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128)

AHanornyHo ana IPvé.

Ypanaer untepdelic yctpoincTsa.

snmp-server engineid remote
{ipv4_address | ipv6_address |

hostname: (1..158)

Co3paet ugeHtndukatop yaaneHHoro SNMP-ycTpoiicTBa — engine
ID.

hostname} engineid_string . C_MMBOFOB; - engineid_string — vaeHtndukatop SNMP-ycTpoiicTBa;
engineid_string: (5..32) o
[ vrf vrf_name] . -vrf_name — nma 061acTV BUPTyaibHOM MapLIpyTM3aLLUM.
CMMBO/I0B; . -
no snmp-server enginelD vrf-name: (1..32) Ypanaer naeHtuoukatop yaaneHHoro SNMP-ycTpoiictBa — engine
remote {ipv4_address | o ID.
) CMMBOJI0B
ipv6_address | hostname}
snmp-server enable traps / BkntoyaeT noaaepKky SNMP trap-coobuyeHuit.
-/BKAOYEHO
no snmp-server enable traps OTkNtovaeT noaaepKky SNMP trap-coobueHuit.
snmp-server enable traps ospf BkntouaeT oTnpasKy SNMP trap-coobuieHnin npotokona OSPF.
no snmp-server enable traps -/BKNtO4EHO OTkAtoyaeT oTnpasky SNMP trap-coobLeHuii.
ospf
snmp-server enable traps ipv6 BkntoyaeT otnpasky SNMP trap-coobuieHuit npotokona OSPF (IPv6).
ospf
-/BKNIOYEHO —
no snmp-server enable traps OTkntoyaeT otTnpasky SNMP trap-coobueHnin.
ipv6 ospf
snmp-server enable traps erps BkntoyaeT otnpasky SNMP trap-coobuieHnit npotokona ERPS.
no snmp-server enable traps -/BKNtO4EHO OTkAtoyaeT oTnpasky SNMP trap-coobueHmnit npotokona ERPS.

erps
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JHELTEX

snmp-server enable traps vrrp
errors

no snmp-server enable traps
vrrp errors

-/BKAIOYEHO

BkntouaeT otnpasKy SNMP trap-coobuweHnin 06 ownbKkax VRRP:
- ttl-error — owinbKa TTL B 3aronoBKe nakera;

- version-error — HecooTseTcTBMe Bepcun VRRP B npuHATOM
aHoHCce;

- checksum-error — own6Ka checksum B 3aronoBke nakeTa;

- virtual-router-id-error — oww6kKa virtual-router-id.

OTKAoYUTL oTNPaBKy SNMP trap-coobuwieHuit VRRP.

snmp-server contact text

no snmp-server contact

text: (1..160) cumBonos

OnpeaenseTt KOHTAKTHYO UHOPMaLUIO YCTPOMCTBA.

YpansaeT KOHTaKTHYHO MHGOPMaLMIO YCTPOMCTBA.

snmp-server location text

no snmp-server location

text: (1..160) cumsonos

Onpeaenset MHPOPMALMIO O MECTONO/IOKEHUMN YCTPOMUCTBA.

YpanseT nHGopMaLLMio O MECTONONOKEHUMN YCTPOMCTBA.

snmp-server set
variable_name namel valuel
[name2 value2 [...]]

variable_name, name,
value go/KHbI
334aBaTbCA B
COOTBETCTBUM CO

Mo3BoONAET YCTaHOBUTL 3HAYEHMA NepemeHHbIX B 6ase aaHHbIx MIB
KOMMyTaTopa.

- variable_name — nma nepemMeHHOM’;

- name, value — napbl COOTBETCTBUI UMA — 3HAYEHUE.

no snmp-server enable traps
dhcp-snooping limit clients

cneunduraumen

snmp-server enable traps BkntoyaeT otnpasky SNMP trap-coobuieHmnit no cobbituam login/
authentication logout/reject.

-/BKAOYEHO —
no snmp-server enable traps OTKkntoyaeT oTnpaBky SNMP trap-coobuieHnin.
authentication
snmp-server enable traps BkntounTb oTnpasky SNMP trap-coobuweHuii Npy AOCTUNKEHMM Mpe-
dhcp-snooping limit clients AeNbHOro Kosmyectsa nogKnoveHHbix DHCP-KaneHToB.

-/OTKAOYEHO

OTKAtounTb oTNpaBky SNMP trap-coobLieHui.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OQuanasoHa uHmepgelicos) Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdelica Ethernet:

console (config-if) #

Tabnuua 204 — KomaHabl pexxknuma KoHoburypaumm nHtepoeica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

snmp trap link-status

no snmp trap link-status

-/BKAKOYEHO

BkntoyaeT otnpasky SNMP trap-coobLLeHUn Npu M3MeHeHUmn co-
CTOAHWA HAaCTPanBaemoro nopra.

BbikntoyaeT oTnpasky SNMP trap-coobuieHuii Npu MsmeHeHUu co-
CTOAHWA HacTpPanBaemoro nopTa.

KomaHOwb1 pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexxknma Privileged EXEC:

console (config) #

Tabnunua 205 — KomaHabl perkuma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
Mo ymoa4YaHuro

Aelicmeue

show snmp [vrf vrf_name | all]

vrf_name: (1..32)
CMMBOJI0B

MoKa3sblBaeT HacTpoiikn SNMP.
-vrf_name — umaA BUPTyanbHOM 061aCcTN MapLIpyTU3aLLMK.

show snmp enginelD

MokasbiBaeT maeHTUPUKaTOp nokanbHoro SNMP-ycTpoictBa —
enginelD.

show snmp views [view_name]

view_name: (1..30)
CMMBOJIOB

MokasbiBaeT npasuia 0603peHna SNMP.

show snmp groups
[group_name]

group_name: (1..30)
CMMBO/IOB

Moka3sbisaetr SNMP-rpynnbl.
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show snmp filters [filter_name]

filter_name: (1..30)
CMMBOJIOB

MokasbiBaeT SNMP-buUnbTPSI.

show snmp users [user_name]

user_name: (1..30)
CUMBOJI0B

MNokasbiBaeT SNMP-nonb3oBaTene.

5.21.5 MpomokKon yoanéHHo20 moHumopuHaa cemu (RMON)

MpoTokon MmoHuTopuHra cetn (RMON) saBnsetca pacwmpeHnem npotokona SNMP, nosonss
npenocTaBuTb bonee WNMPOKME BO3MOXKHOCTU KOHTpona ceteBoro tpadmka. Otanume RMON ot SNMP
COCTOUT B XapaKTepe cobupaemoit MHOOpMaummn — paHHble cobupaemble RMON B nepsyto ouvepesp

XapaKTepusyoT TpaduK MeXay Yy3namum CceTu.

NPUNONKEHWNE YNPaBAEHNA CETbIO.

NHopmauua, cobpaHHaa areHTom, nepegaerca B

KomaHObI pexcuma 2a06ana6HolU KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanua 206 — KomaHab! perknma rnobanbHOM KoOHGUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

rmon event index type
[community com_text] [de-
scription desc_text] [owner
name]

no rmon event index

index: (1..65535);
type: (none, log, trap, log-
trap);
com_text: (0..127)
CUMBOJIOB;
desc_text: (0..127)
CUMBOJIOB;
name: CTpoKa

HactpaunBaet cobbiTuA, ncnosnb3yemble B CUCTEME YAANEHHOTO MO-
HUTOpPUHra.

- index — nHQEKC cobbITUA;

- type — TUN yBEAOM/IEHUSA, FeHEPUPYEMOTO YCTPOMCTBOM MO 3TOMY
cobbiTuio:

none — He reHepMpoBaTb YyBeAOM/IEHUA,

log — reHepupoBaTb 3anuck B Tabauue,

trap — otcbinatb SNMP trap,

log-trap — reHepupoBaTh 3anucb B Tabaunue u otcbinate SNMP trap;
- com_text — cTpoka coobuwectsa SNMP ansa nepecbinku trap;

- desc_text — onncaHue cobbiTus;

- name — UMA co3gartens cobbITUA.

Ypansaet cobbiTue, UCNob3yemoe B cucTeme yaaneHHOro MOHUTO-
puHra.

rmon alarm index
mib_object_id interval
rthreshold fthreshold revent
fevent [type type] [startup
direction] [owner name]

index: (1..65535);
mib_object_id:
KOppeKTHbIN OID;
interval: (1..2147483647)
ceK;
rthreshold:
(0..2147483647);
fthreshold:
(0..2147483647);
revent: (1..65535);
fevent: (0..65535);
type: (absolute,
delta)/absolute;
startup: (rising, falling,
rising-falling)/rising-
falling;
name: cTpoka

HacTpauBaeT ycnosus Bblauv aBapuiiHbIX CUTHA/OB.

- index — NHAEKC aBapUMHOro cobbITUS;

- mib_object_id — naeHTUdMKaTOp nepemeHHOM 4yacTu obbekTa
OID;

- interval — nHTepBan, B Te4EHNE KOTOPOTO AaHHble OTOMpatoTCA U
CPaBHUBAOTCA C BOCXOAALLEN U HUCXOAALLEN FPaHULAMK;

- rthreshold — BocxogAwas rpaHmLa;

- fthreshold — HuCcxoaAWan rpaHnLa;

- revent — HAeKc cobbITUA, KOTOPOE UCNOb3yeTCA NpU Nepeceye-
HUW BOCXOAALLEN FPaHNULLbI;

- fevent — nHAEKC cobbITUA, KOTOPOE UCNONBL3YETCA NPU Nepeceye-
HUW HUCXOAALLEN rPaHULbI;

- type —meTo, 0T6opa yKasaHHbIX NepeMeHHbIX U noacyeTa 3Have-
HUA ANA CPaBHEHUA C rpaHMLAMU:

Metog, absolute — abcontoTHoe 3HauyeHMe BbIOpaHHON NepemeH-
HOW ByfeT CPaBHEHO C rpaHMLEN Ha KOHLEe Uccaeayemoro nHTep-
Bana;

MeTog, delta — 3HaueHMe BbIGpaHHOW NepemeHHON Npu nocnes-
Hem oTbope ByaeT BblYTEHO M3 TEKYLLLEro 3HaYeHUs U pasHuua by-
[eT CpaBHeHa C rpaHMLaMu (pasHULA MeXAy 3HauYeHUAMK nepe-
MEHHOW B KOHLLE M B HaYanie KOHTPO/IbHOTO MHTEPBANA);

- startup — MHCTPYKUMA ANA reHepaunm cobbiTUii Ha NepPBOM KOH-
Tpo/NIbHOM MHTepBane. OnpeaenaeT NpasBuaa reHepaumu aBapwii-
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HbIX COBbITUI ANA NEePBOro KOHTPO/IbHOFO MHTEPBANA NYTEM CPaB-
HEeHUs OTOBPaHHON NepemeHHoW ¢ ogHoM, IMbo obenmmn rpaHu-
uamm:

- rising — reHepupoBaTb eAMHUYHOE aBapuiiHoe cobbiTve No BOC-
XOAALLEN rpaHuLEe, ecn 3HayeHne oTobpaHHOW NepemeHHON Ha
nepBoM KOHTPO/bHOM MHTepBase 6osble nMbo paBHO 3TOM rpa-
HUUe;

- falling — reHepupoBaTb eguHMYHOE aBapuiiHoe cobbiTMe No HUC-
XOAALLEN rpaHuLEe, ecin 3HayeHne oTobpaHHON nepemeHHOM Ha
NnepBoOM KOHTPO/IbHOM MHTEpBasie meHble AMbo paBHO 3TOM rpa-
HUue;

- rising-falling — reHepupoBaTb eaAnHMYHOE aBapuitHoe cobbiThe No
BOCXOAAWEN W/UAM HUCXOAALLEN TPaHULE, ecan 3HAYeHWe OTo-
6paHHOW nNepemeHHON Ha NepBOM KOHTPOJIbLHOM UWHTepBasne
6onblue NMM60 paBHO BOCXOAALLEN rpaHuULLEe M/ MaK MeHble, TMbo
pPaBHO HUCXOAALLEN FPAHULLE;

- owner — UMA co3aTeNs aBapuiHoOro cobbitus.

no rmon alarm index Yaanser ycioBue Bblgaun aBapuUiHbIX COBbITUNA.

rmon table-size {history hist_entries: 3afaeT MakcMMmanbHbl pasmep RMON-Tabanu,

hist_entries | log (20..32767)/270; - history — makcMmanbHoe KoMyecTBo CTPOK B Tabauue nctopuu;

log_entries} log_entries: - log — maKkcMmanbHOe KOIMYECTBO CTPOK B Tabauue 3anucen.
(20..32767)/100 3HauyeHMe BCTYNUT B CUAY TOJNIbKO Nocne nepesarpysku

H yCTpONcCTBa.
no rmon table-size {history YcTaHaBAMBAET 3HAYEHUWE MO YMOIYAHMUIO.
| log}

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-
elica 2pynnbl MOpMos

Bupa 3anpoca KOMaHAHOM CTPOKM B pexunme KoHourypauum uHtepdelica Ethernet, nHtepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 207 — KomaHabl pexkuma KoHourypauum nHtepdelica Ethernet, rpynnsl nHTepdelicos

Komanoa 3HayeHue/3HavyeHue Neiicmeue
o ymMon4aHuio
rmon collection stats index BkatouyaeT dopmumpoBaHMe UCTOPUM MO rPynnam CTaTUCTUKKU ANA
[owner name] [buckets index: (1..65535); 6a3bl AaHHbIX (MIB) yaaneHHOro MOHUTOPUHTa.
bucket_num] [interval interval] name: (0..160) - index — nHaekc Tpebyemoli rpynnbl CTAaTUCTUKK;
CUMBO/IOB; - name — BNageneL, rpynnbl CTaTUCTUKMK;
bucket-num: - bucket_num — 3HayeHWe, acCOLMMpPYEMOE C KOIMYECTBOM AYEEK
(1..50)/50; AN cbopa UCTOPMM NO rpynne CTaTUCTUKK;
interval: - interval — nepuog onpoca ana GopMMpoBaHUa UCTOPUM.
no rmon collection stats index (1..3600)/1800 cek BbikntouaeT poOpMMpPOBaHME NCTOPMM NO FPYMNam CTaTUCTUKK ANA
6a3bl gaHHbIX (MIB) yaaneHHOro MOHUTOPUHTa.

KomaHOobl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console>
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Tabnnuya 208 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

show rmon statistics {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

show rmon collection stats
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

MoKa3sblBaeT cTaTUCTMKY MHTepdeica Ethernet nnbo rpynnbl nop-
TOB, UCNOAb3YEMYIO A/1A YAANEHHOFO MOHUTOPUHTA.

OTobparkaeT MHOOPMALMIO NO 3anpaliMBaemMbIM rpynnam craTu-
CTUKMN.

show rmon history index
{throughput | errors | other}
[period period]

index: (1..65535);
period:
(1..2147483647) cek

MokasbiBaeT uctoputo Ethernet cratnctukn RMON.

- index — 3anpoLeHHasn rpynna cTaTUCTUKK;

- throughput — nokasbiBaeT cHeTYNKN NPOU3BOAUTENBHOCTU (Mpo-
NyCKHOM cnocobHocTu);

- errors — NOKasbIBaeT CYETUYMKM OLINBOK;

- other — nokasbIiBaeT cueTYUMKM 06PLIBOB U KONU3UNA;

- period — nokasblBaeT MUCTOPUIO 3a 3aMnpoOLLEHHbIA Nepuog Bpe-
MEHMU.

show rmon alarm-table

MoKa3blBaeT CBOAHYIO TabauLy aBapuiiHbIX COOLITUIA.

show rmon alarm index

index: (1..65535)

MoKa3blBaeT KOHOUIYPaLMIO HACTPOMKKN aBapPUMHBIX COBbITUN.
-index — HAEKC aBapuitHOro cobbITuA.

show rmon events

MoKa3sblBaeT TabamLy cobbITUiA yaaneHHoro MoHuTopmuHra RMON.

show rmon log [index]

index: (0..65535)

MokasbiBaeT Tabmuy 3anmcen yaaneHHoro moHmMTopmHra RMON.
- index — nHpEKC cobbITUA.

[pumepbl 8b1M0AHEHUS KOMAHO

MoKasaTb cTatnucTuky 10 uHTepdeiica Ethernet:

console# show rmon statistics tengigabitethernet 1/0/10

Port te0/10
Dropped: 8

Octets:
Broadcast:

Undersize Pkts:
Fragments:
64 Octets:

128 to 255 Octets:
512 to 1023 Octets:

878128 Packets: 978
7 Multicast: 1
CRC Align Errors: 0 Collisions: 0
0 Oversize Pkts: 0
0 Jabbers: 0

98 65 to 127 Octets: 0

0 256 to 511 Octets: O
491 1024 to 1518 Octets: 389

Tabanuya 209 — OnucaHune pesynbTaToB

Napamemp OnucaHue
Dropped Konunuectso 3a4eTeKTUPOBaHHbIX COBbITUIM, KOraa NakeTbl 6bl1M OTOPOLLEHDI.
Octets Konnuectso 6aiT AaHHbIX (BKAtOYasa 6aiTbl NIOXMX NAKETOB), MPUHATbLIX U3 CETU (MCKAKoYan
dpeiimoBble BUTbI, HO BKAOYaA BUTblI KOHTPOIbHOW CYMMBbI).
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KonmuecTso NpUHATLIX NAKETOB (BK/IOYas NA0XMeE, LMPOKOBELLATENbHbIE U MHOTOaZAPECHbIe

Packets

naKkeTbl).
Broadcast Konnyectso NpMHATBIX LUMPOKOBELATE/IbHbIX MAKETOB (TO/IbKO KOPPEKTHbIE NAKeTbI).
Multicast KonmuecTBo NPUHATLIX MHOrOaApeCHbIX MAaKeTOB (TOIbKO KOPPEKTHbIE NAKETbI).

CRC Align Errors

Konnyectso NpuHATLIX NakeToB AMHOM OT 64 a0 1518 6aliT BKAOUNTENIBHO, UMEIOLLMX He-
BEPHYIO KOHTPO/IbHYIO CYMMY IMB0 C LesibiM YUCNOM 6anT (OLWMBKKN NPOBEPKU KOHTPOJIbHOM
cymmbl — FCS), nnbo ¢ HeuenbiMm ynciom 6anT (owmnbKM BbipaBHMBaHUA — Alignment).

Collisions

OueHKa KonnyecTsa KoNansnn Ha aaHHom Ethernet-cermenTe.

Undersize Pkts

KonnuyectBo NpUHATbLIX NAaKeTOB A/IMHOM MeHblue 64 6aiT (McKtovas dpelimoBble 6UTbI, HO
BK/tOYAA BUTbI KOHTPO/IbHOM CYMMbI), HO B OCTa/IbHOM MPAaBUAbHO CHOPMUPOBAHHDIX.

Oversize Pkts

Konnyectso NpuHATLIX NakeToB AnHON 6osbe 1518 6anT (Mckatouan dpelimoBble 6UTHI,
HO BK/1t04as 6UTbl KOHTPOJIBHOM CYMMbI), HO B OCTa/IbHOM NPaBUIbHO CHOPMUPOBAHHBIX.

Fragments

KonnuyectBo NpUHATbLIX NAaKeTOB A/IMHOM MeHblue 64 6aiT (McKtovas dpelimoBble 6UTbI, HO
BK/1tOYAA 6UTbl KOHTPOJILHOM CYMMbI), UMEIOLLIMX HEBEPHYIO KOHTPO/IbHYIO cymmy nbo C Le-
NbIM YMcnom 6aiT (oWMBKM NPOBEPKU KOHTPOJIbHOM cyMmbl — FCS), nnb0 C HeLenbim Ynciom
6anT (oWwmnbKKM BbipaBHMBAHUA — Alignment).

Jabbers

Konunyectso NpuHATLIX NakeToB AanHON 6osbwe 1518 6aiT (Mckaouan dpelimoBble 6UTHI,
HO BKtOYaA BUTbl KOHTPONLHOW CYMMbI), UMEIOLLMX HEBEPHYIO KOHTPO/IbHYIO CYMMY B0 C
uesibiM ynciom 6ainT (oWMbKM NpoBEPKU KOHTPOAbHOM cymMmbl — FCS), ninbB0 ¢ HeLenbim Ymc-
nom 6aiT (oWKnbKM BbipaBHMBaHMA — Alignment).

64 Octet

KonnuectBo NpMHATLIX NaKeToB (BK/OYas Nioxue NakeTbl) AAMHOW 64 6aiTa (MCKAoYas
dperimoBble 6UTbI, HO BKAHOYAA BUTblI KOHTPOALHOM CyMMblI).

65 to 127 Octets

Konnyectso NpUHATLIX NaKeToB (BK/OYanA NaoxXune nakeTbl) AMHON OT 65 A0 127 6aiT BKAtO-
YnTeNbHO (UcKNoYas GperimoBble BUTbI, HO BKAOYAA BUTbI KOHTPOSIBHOW CyMMbl).

128 to 255 Octets

KonmuecTBo NpMHATBLIX NAKeTOB (BK/IOYan Naoxue nakeTbl) 4ANHOM OT 128 Ao 255 6aiT BKAtO-
YUTeNbHO (UCKNoYas GpperimoBble 6UTbI, HO BKAOYAaA BUTbI KOHTPOALHON CyMMbl).

256 to 511 Octets

Konnyectso NpMHATBLIX NaKeToB (BKAOYAsA NA0XMe NaKeTbl) AANHOM OT 256 A0 511 6aiT BKAtO-
YUTENbHO (UCKAtoYas dpperimoBble BUTbI, HO BKtOYAA BUTbI KOHTPOALHON CyMMbl).

512 to 1023 Octets

KonnuectTBo NpUHATLIX NaKeToB (BKAOYaA Naoxue nakeTbl) AnavHOM oT 512 go 1023 6aiT
BK/IIOYMTENbHO (MCKAtoYan GpeimoBble BUTbI, HO BKIOYanA BUTbI KOHTPObHOW CYMMbl).

1024 to 1518 Octets

Konnyectso NpuHATLIX NAKeToB (BKAOYasA Nioxue nakeTbl) gnnHon ot 1024 go 1518 6ait
BKNIIOYMTE/IbHO (MCKNtoYan dpeinmoBble BUTbI, HO BKAOYAA BUTbI KOHTPOIbHOM CYMMbI).

MoKa3aTb MHGOPMaLMIO NO rpynnam CTaTUCTUKK gaa nopTa 8:

console# show rmon collection stats tengigabitethernet 1/0/8

Index Interface Interval Requested Samples Granted Samples Owner
1 te0/8 300 50 50 Eltex
Tabnnuya 210 — OnucaHune pesynbTaToB
Napamemp OnucaHue
Index NHAEKC, YHUKANbHO NAEHTUOULMPYIOLLMIA 3annChb.
Interface Ethernet-uHtepdeiic, Ha KOTOpPOM 3anyLLeH onpoc.
Interval MHTepBan B CEKYHAAX MeXAY ONpocamm.

Requested Samples

3anpoleHHoe KOIMYeCTBO OTCYETOB, KOTOPOE MOMKeT 6bITb COXpaHeHo.

Granted Samples

PaspeweHHoe (OCTaBLIJeeCFI) KONIn4eCTBO OTCHETOB, KOTOPOE MOXKET 6bITb COXpPaHeHo.

Owner

Bnageneu gaHHOM 3anucu.
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lMoKasaTb cHEeTUMKMU ﬂpOﬂyCKHOﬁ CﬂOCO6HOCTM,ﬂﬂHprngICTaTMCTMKM 1:

console# show rmon history 1 throughput

Sample set: 1 Owner: MES
Interface: tel/0/1 Interval: 1800
Requested samples: 50 Granted samples: 50

Maximum table size: 100

Nov 10 2009 18:38:00 204595549 278562 2893 675218.67%

Time Octets Packets Broadcast Multicast %

Tabanuya 211 — OnucaHune pesynbTaTos

Mapamemp OnucaHue

Time [aTta v Bpema co3gaHua 3anucu.

Octets KonmyectBo 6aiT AaHHbIX (BKAtoYaA 6aiTbl NJIOXMX NAKETOB) MPUHATLIX U3 CETU (MCKAtodan
dperimoBble 6UTLI, HO BKOYAA BUTbI KOHTPOIbHOM CYMMbI).

Packets Ko/imyecTBo NpMHATbIX NAKeTOB (BK/tOYAn NJOXMeE NaKeTbl) B Te4eHMe nepuosga GpopmupoBsa-
HWA 3anucu.

Broadcast Ko/iMyecTBO NpUHATLIX XOPOLIMX MaKeTOB B TeyeHWe nepuosa GopmMMpoBaHMA 3anucu
HanpaBAeHHbIX Ha LUIMPOKOBELLaTeIbHble agpeca.

Multicast Ko/iMyecTBO MPUHATLIX XOPOLIMX MAKETOB B TeyeHWe nepuosa GopmMMpoBaHMA 3anucu
HanpasaeHHbIX HA MHOToaApecHble agpeca.
OueHKa cpegHen NponycKHOM cnocobHOCTN PU3NYECKOTo YPOBHA Ha AaHHOM UHTepdeice B

Utilization TeyeHue nepmosa GopmupoBaHMa 3anmcu. MponyckHas cnocobHOCTb OLEHUBAETCA BEINYK-
HOM A0 TbICAYHOM NPOLEHTa.
Ko/imyecTBo NpUHATLIX B TeYeHME Nnepmosa GopmmnpoBaHMa 3anncu NakeTos AANHOW oT 64 fo

CRC Alien 1518 6aiT BKAOUNTENBHO, UMEIOLLMX HEBEPHYIO KOHTPOJIbHYIO CYMMY IMBO C LeNbIM YUCIOM

& 6aiT (OWMOKM NPOBEPKU KOHTPOAbHOM cymmbl — FCS), nMbo c HeuenbiMm ynucnom 6anT

(ownbKM BbIpaBHMBaHMA — Alignment).

Collisions OueHKa KonYecTBa KoAAn3uii Ha aaHHom Ethernet cermeHTe B TeyeHme neproga dopmmpo-

BaHWMA 3aNUCK.

Undersize Pkts

KonnyecTso NpuHATLIX B TedeHne nepunosa GpopMMpoBaHUA 3aNnCK NAKETOB A/JMHON MeHbLue
64 6ainT (UckNoYan GppelimoBble BUTbI, HO BKAOYAn BUTbI KOHTPONLHOM CYMMbI), HO B OCTalb-
HOM MNPaBUIbHO CPOPMMPOBAHHBIX.

Oversize Pkts

Ko/iimyecTBo NpuHATLIX B TeYeHUe nepnoga GpopmmpoBaHmMa 3anmncy naketTos AaMHol 6onblue
1518 6aiT (Ucknwouas dpeimoBble 6UTbI, HO BKIOYAA BUTbl KOHTPOJbHOW CYMMbI), HO B
OCTa/IbHOM NPaBUAbHO CHOPMUPOBAHHBIX.

Fragments

KonnyecTBo NpUHATBLIX B TeYeHMe nepmoaa GopmnMpoBaHUA 3anmncy NakeTos AIMHON MeHbLUe
64 6anT (UcKNtoYas PperimoBble BUTbI, HO BKAOYAs BUTbI KOHTPOIbHOW CYMMbI), MMELLUX
HEBEPHYIO KOHTPOJ/IbHYIO CYMMY IM60 C LesibiM Yncnom 6anT (owmbKM NpoBEPKU KOHTPO/Ib-
HoM cymmbl — FCS), inbo c Heuenbim Yncaom 6aiT (owmnbKn BbipaBHMBaHMA — Alignment).

Jabbers

Konnuyectso NpuHATLIX B TedeHUe nepnoaa GopmuMpoBaHUA 3aNMcK NakeTos AANHOM 6onblue
1518 6auT (Uckntouan GppelimoBble 6UTbI, HO BK/IOYAsA BUTbI KOHTPObHOW CYMMBbI), UMEOLLLUX
HEBEPHYIO KOHTPOJIbHYH CyMMY IGO0 C LeibiM Yuciom 6aiT (OWMBKKN NPOBEPKM KOHTPO/Ib-
Hoi cymmbl — FCS), iMbo c Heuenbim Yncaom 6anT (owmnbKm BoipaBHMBaHMA — Alignment).

Dropped

KonunyecTso 3a4eTeKTMPOBaHHbIX COBbITMIM, KOraa nakeTbl 6blaM OTOPOLLEHBI B TEYEHME Nepu-
oaa popmmpoBaHuAa 3anmcu.
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nOKa3aTbCBOAHYK)Ta6ﬂMuyCMFHaﬂOBTDEBOFMI

console# show rmon alarm-table

Index OID Owner
1 1.3.6.1.2.1.2.2.1.10.1 CLI
2 1.3.6.1.2.1.2.2.1.10.1 Manager

Tabanuya 212 — OnucaHune pesyabTaTos

Mapamemp

OnucaHue

Index NHAEKC, YHUKANbHO MAEHTUOULMPYIOLLMIA 3aNnChb.

(0]]D] OID KOHTPONMPYEMOI NepeMeHHON.

Owner Monb3oBaTenb, CO34aBLUNIA 3aMMUCh.

MNMoKkasaTb KOHPUIypaLMio aBapUHbIX CObbITMIA C MHAEeKCcOM 1:

console# show rmon alarm 1

Alarm 1

OID: 1.3.6.1.2.1.2.2.1.10.1
Last sample Value: 878128
Interval: 30

Sample Type: delta
Startup Alarm: rising
Rising Threshold: 8700000
Falling Threshold: 78
Rising Event: 1

Falling Event: 1

Owner: CLI

Tabnunua 213 — OnucaHune pesynbTaToB

Mapamemp

OnucaHue

OoIb

OID KOHTpOAMpYyeMOI NnepeMeHHON.

Last Sample Value

3HaueHue nepemeHHoN Ha NocaesHeM KOHTPOIbHOM UHTepBane. Ecan metoa otbopa ne-
pemeHHbIx absolute — To 310 abcontoTHOE 3HaAYeHUe nepemeHHon, ecau delta — 1o pas-
HULA MeXKAY 3HaYEHUAMM NepPeMEHHOM B KOHLLE U B Hayae KOHTPObHOIO MHTepBana.

Interval

MHTepBan B CEKYHAAX, B TEYEHWE KOTOPOro AaHHble OTOUPAOTCA U CPAaBHMBAIOTCA C BEPX-
Hen N HUXKHEM rpaHuLLamu.

Sample Type

MeTog oTbopa yKasaHHbIX NepemeHHbIX M MoAcYeTa 3HAaYEHUA AN CPABHEHUSA C FpaHu-
uamu. MeTtog, absolute — abcontoTHoe 3HauyeHMe BbIbBPaHHOW NepemeHHol byaeT cpas-
HEHO C rpaHuLLei Ha KoHLLe uccnesyemoro uHTepsana. Metog, delta — 3HaueHue BbIGpaH-
HOI nepemeHHOM Npu nocnegHem oT6ope ByaeT BbIUTEHO M3 TEKYLLEro 3HaYeHWs, U pas-
HMUa ByaeT cpaBHeHa C rpaHnLamm (pasHMLa MeKAy 3HaYeHUAMMU NepemeHHOMN B KoHLe
1 B Ha4yasie KOHTPOJIbHOrO UHTEpBana).
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Startup Alarm

MHCTPYKUMSA oA reHepaumm cobbiTUiA Ha NepBOM KOHTPOIbHOM MHTepBane. Onpeaenser
npasu/sa reHepaunmn aBapunHbIX COBLITUIN ANA NepPBOro KOHTPO/IbHOrO MHTEPBaaa NyTem
CpaBHEHWs OTOBPAHHOM NepeMeHHOM ¢ 04HON, IM60 0benmm rpaHULLAMN.

rising — reHepMpoBaTb eANHUYHOE aBapuUiiHOe cobbITUE MO BOCXOAALLEN rpaHuLLEe, eciu
3HaYeHue oTobpPaHHOW NepeMeHHOM Ha NeEPBOM KOHTPO/IbHOM MHTepBasie 6obluem 1Mbo
paBHOM 3TOMI rpaHuLe.

falling — reHepupoBaTb egnHMYHOE aBapuUitHoe CobbITUE MO HUCXOAALLEN rpaHnLE, eCn
3HayYeHne o0To6paHHOM NepemMeHHON Ha NePBOM KOHTPOJIbHOM MHTEpBasie MeHblue nbo
paBHO 3TOM rpaHuLLe.

rising-falling — reHepupoBaTb eanHuYHOE aBapuitHoe cobbiTe MO BOCXOAAWEN U/uau
HUCXOAALLEN FPaHULLE, €C/IM 3HAYEeHMe OTOBPaHHON NepeMeHHOM Ha NepBOM KOHTPOJIb-
HOM MHTepBane 6onblue AMBO paBHO BOCXOAALLEN rpaHULLE, U/UAK MeHble B0 paBHO
HUCXOAALLEN rPaHULLE.

Rising Threshold

3HauyeHuMe BocxoaALLel rpaHuubl. Korpga 3HavyeHne oTobpaHHOM nepemMeHHON Ha npesbl-
AyLeM KOHTPOJIbHOM MHTEpBAJie 6blI0 MeHbLUe AAHHOM FPaHMLbl, @ HA TEKYLLEM KOH-
TPO/IbHOM MHTepBasie 60/bleM NMHB0 PaBHOM 3HAYEHUIO FPaHULbI, TOTA4a eAUHUYHOE CO-
6biTUe reHepupyeTcs.

Falling Threshold

3HavyeHue HUcxoaAwen rpaHmubl. Koraa sHaueHne oTobpaHHOM nepemeHHOM Ha npeapil-
AYWEM KOHTPOJbHOM MHTepBase 6bi10 6onblie JaHHOM rPaHULbl, @ Ha TEKYLLEM KOH-
TPOJIbHOM MHTEpPBaJie MeHbLe 1M60 paBHO 3HAYEHMUIO TPaHULbI, TOr4a eAUHUYHOE CObBbI-
TWe reHepupyeTcs.

Rising Event NHaeKc cobbiTia NCNO/b3YIOLLEroca, Koraa BocxoAAwan rpaHuLa nepeceyeHa.
Falling Event NHAeKc cobbITUA MCNO/b3YIOLWErocs, Korga HUCXo4AWan rpaHnL,a nepeceyeHa.
Owner Monb3oBaTtenb, CO34aBLIMIA 3aMUCh.

MokasaTtb Tabaunuy cobbITUIN yaaneHHOro moHuTopuHra RMON:

console# show rmon events

Index Description Type Community Owner Last time sent
1 Errors Log CLI Nov 10 2009 18:47:17
2 High Broadcast Log-Trap router Manager Nov 10 2009 18:48:48

Tabnnuya 214 — OnucaHune pesynbTaToB

Mapamemp OnucaHue

Index NHAEKC, YHUKANbHO NAEHTUOULMPYIOLWNIA cobbITHE.

Description KommeHTapuit, onucbiBaoLWwmin cobbiTue.
Tun yBeLOMIEHNUSA, FeHEPUPYEMOTO YCTPONCTBOM MO 3TOMY COBbITUIO:
- none — He reHepMpoBaTb YBEAOM/IEHUS;

Type - log — reHepupoBaTh 3anucb B Tabauue;
- trap — otcbinatb SNMP trap;
- log-trap — reHepupoBaTb 3anucb B Tabaunue un otcbinatb SNMP trap.

Community Ctpoka coobuiectea SNMP ana nepecbinku trap.

Owner Monb3oBaTtenb, cO34aBLININ COObITHE.

Last time sent Bpemsa u aaTa reHepupoBaHUA nocnegHero cobbituaA. Ecan He Bbino creHepMpoBaHO co-
6bITUI, TO 3TO 3HaYeHMe byaeT paBHO HyAtO.
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MokasaTb Tabanuy 3anucen yaaneHHoro mMoHuTopuHra RMON:

console# show rmon log

Maximum table size: 100
Event Description Time

Tabanuya 215 — OnucaHune pesyabTaTos

Mapamemp OnucaHue
Index NHAEKC, YHUKANbHO NAEHTUOULMPYIOLLMIA 3annChb.
Description KommeHTapuii, onucbiBaloLWmin cobbiTue.
Time Bpema co3gaHuAa 3anucu.

5.21.6 Cnucku docmyna ACL dna ynpasneHusa ycmpolicmeom

MporpammHoe obecrneyeHMe KOMMYTATOPOB MO3BOAAET pa3pelunTb ANMO6O0 OrpaHMYUTb AOCTYN K
YNpPaB/IEHNIO YCTPOMCTBOM Yepes3 onpegesneHHble noptbl nan rpynnbl VLAN. Ons aToi uenmn cospgarorcs
cnucku pgoctyna (Access Control List, ACL) ana ynpasneHus.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKN peXKnma rnobanbHom KOHGUrypauum:
console (config) #

Tabnunua 216 — KomaHabl perknma rnobanbHOM KoOHGUrypauum

KomaHoa 3HayeHue/3HayeHue Aelicmeue
110 yMOAYAHUIO

management access-list name Co3aaeT CNMCOK AocTyna Ana ynpasneHusa. Bxon B pexxum KoHobK-
rypawmu cnucka focTyna Ans ynpasaeHus.

name: (1..32) cumBona

no management access-list Ypanser cnncok JocTyna ans ynpasieHus.
name
management access-class OrpaHuyMBaeT ynpas/iieHWe YCTPOMCTBOM MO OnpeaeneHHoMy
{console-only | name} cnuncky aoctyna (access list). AKTUBMPYET yKa3aHHbIN CMMCOK A0-
cTyna.
name: (1..32) cumsona | - console-only — ynpasneHue ycTpoitcTBOM JOCTYMNHO TOMBbKO C KOH-
conu.
no management access-class OTMeHsEeT orpaHMYeHne Ha ynpas/ieHme yCTPOMCTBOM Mo onpese-

NeHHOMY CrUCKY aocTyna (access list).
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radius-server track track_id [
interval interval ] [ max-retries
retries ] [ timeout timeout ] [
username username ] [
password password ]

no radius-server track track_id

track_id: (1..8);
interval: (1..300)/5 c;
retries: (1..10)/3;
timeout: (1..300)/60 c;
username: (1..128)
cumsonos/radius-
tracker;
password: (1..128)
cMmBON0B/—

Co3paeT onepauumio nNepuoaMYeckor NPoBepKU A0CTynHocTM RA-
DIUS-cepsepa.
- track_id — Homep onepauuu;
- interval — uHTepBan oTnpaBKM coobLeHUI;
- retries — KO/IM4ECTBO NOMbITOK NpoOBepKM goctynHoct RADIUS-
cepBepa;
- timeout — MHTepBan B TeYEHNE KOTOPOro HeAOCTYMNHblE cepBepa
He 6yayT onpawmsaTtbca RADIUS-KNMEHTOM KOoMMyTaTopa;
- username — MMs NoJIb30BaTe/A, UCNO/b3YIOLLEECA B Nepuoanye-
CKUX COOBOLLLEeHUAX;
- password — napo/ib, MCNO/b3YHOLWMICA B NEPUOANYECKUX COOB-
LLLEHUSAX;

Mpoeepka pocrynHoctu RADIUS-cepsepa npoucxoaur
V onpaskoii Access-Request, nonyuyeHue orseTHoro Access-
Accept nnm Access-Reject pacueHUBaeTca Kak AOCTYNHbIN
cepsep.

4

Ana RADIUS-cepsepe Heob6xoauma HacTpoiika deadtime.

Ypanser onepaumio nepumoguyeckoi NpoBepKM A0CTynHOCTM RA-
DIUS-cepsepa.

KomaHObI pexcuma KoHgu2ypayuu crnucka 0ocmyna 0718 ynpasaeHus

Bug, 3anpoca KOMaHAHOW CTPOKM B pPeXXMUME KOHPUIypaLmm Cnncka 40CTyna ana ynpasaeHus:

console (config) # management access-list eltex manag

console

(config-macl) #

Tabanuya 217 — KomaHabl perkMma KoHoUMrypaumm Cnucka 4octyna aaa ynpasaeHua

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

permit [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
oob | vlan vian_id] [service
service ]

permit ip-source
{ipv4_address |
ipv6_address/prefix_length}
[mask {mask | prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
oob | vlan vian_id] [service
service]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)
service: (telnet, snmp,
http, https, ssh)

3afaeT paspeluatollee yc0BUe ANA YNPaBAAIOLLEro CNUCcKa Ao-
cTyna.
- service — Tun gocTyna.
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deny [gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
oob | vlan vian_id] [service
service]

deny ip-source {ipv4_address |
ibv6_address/prefix_length}
[mask {mask | prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
oob | vlan vian_id] [service
service]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094);
service: (telnet, snmp,
http, https, ssh)

3a4aeT 3anpewatoLLee ycaosme ANA yNpaBAaoLwWwero cnmcka 4o-
cTyna.
- service — TN AocTyna,

KomaHOwb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnunua 218 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMoA4YaHuo

Aelicmeue

show management access-list
[name]

name: (1..32) cumBona

MoKasbiBaeT CNMcKM goctyna (access list) ans ynpasnexus.

show management
access-class

MokasbiBaeT MHOpMaLMlO 06 aKTUBHbIX CMMCKax [AocTyna
(access list) ans ynpasneHums.

show radius-servers tracking
configuration [ vrf vrf_name ]

MoKa3biBaeT HAaCTPOWKM NEPUOAMYECKOW NPOBEPKU AOCTYMHO-
ctv cepsepos RADIUS.
- vrf — 061acTb BUPTYaIbHOM MapLIpyTU3ALUN.

5.21.7 Hacmpolika docmyna

5.21.7.1

[JaHHble KOomaHAbl

npegHasHa4yeHbl

Telnet, SSH, HTTP, HTTPS u FTP

ONA  HACTPOWKW CcepBepoB AoCTyna ANsA  ynpasieHus

KommyTaTopom. MNMoaaepxka cepsepos Telnet  SSH KommyTaTOpom NO3BOAAET yAaNEHHO NOAKAYATLCA
K HEMyY A9 MOHUTOPUHIa U KOHGUTYpaLMK.

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxmnma rnobanbHoOM KoOHOUrypaLmm:

console (confiqg) #
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Tabnunua 219 — KomaHab! perkuma rinobanbHoM KoHGUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

Aeiicmeue

ip telnet server

no ip telnet server

Mo ymonuanuio Telnet
cepsep BK/OYEH

Paspewaet yaaneHHoe KOHOUrypupoBaHUe yCcTpoMCTBa
yepes Telnet.

3anpelaeTt yaaneHHoe KOHPUrypuposaHue yCcTpPoMcTsa
yepes Telnet.

ip ftp passive

no ip ftp passive

-/BbIK/IIOYEHO

BK/IIOUMTbL NACCUBHbIN peXnm paboTbl FTP-KineHTa.

BbIKNHOYMTb NACCMBHbIN peXxunm paboTbl FTP-KaneHTa.

ip ssh server [vrf vrf_name]

no ip ssh server [vrf vrf_name]

vrf_name: (1..32)
CMMB0/13/NO YMONYAHUIO
SSH cepBep OTKAOYEH BO

Bcex VRF

PaspewaeTt yaaneHHoe KOHOUrypupoBaHUe yCTpoOMCTBa
yepes SSH.
- vrf_name — vma ak3emnnsipa VRF.

[lo Tex nop, noka KAY ANa WUdpoBaHUA He
V creHepupoBaH, SSH-cepsep 6yaet HaxoauTbea
B pe3epse. MNocne reHepauuu Kawoua (Mcnonb-
3yemble KOMaHAbl crypto key generate rsa u
crypto key generate dsa) cepsep nepeiper B
pabouee cocTosHue.

3anpelaeTt yaaneHHoe KOHPUrypuposaHue yCcTpPOMCTBa
yepes SSH.

ip scp server

no ip scp server

no ymon4yanuio SCP-cepsep
OTKJ/ItOYEH

PaspewaeT KonnposaHue ¢aiioB ns ¢paiioBOro XpaHu-
VLA KOMMYTaTOpa U Ha Hero Yepes SCP.

V SSH-cepBep ponKeH 6bITb BKAKOYEH.

Bbikntoyaet SCP-cepsep.

ip ssh port port_number

no ip ssh port

port_number: (1..65535)/22

TCP-nopT, ucnonbsyemsiii SSH-cepsepom.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ip ssh-client source-interface
{gigabitethernet gi _port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
loopback loopback_id | vlan
vlan_id}

no ip ssh-client source-interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128);
vlan_id: (1..4094)

3apaet uHTepdeic ana SSH-ceccui.

Ypansaet untepoelic.

ipv6 ssh-client source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
loopback /loopback_id | vlan
vlan_id}

no ipv6 ssh-client source-interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128);
vlan_id: (1..4094)

3agaet uHTepdeic ana IPvb SSH-ceccui.

Ypansaet untepdeiic.

ip ssh-client username username

no ip ssh-client username

username: (1..70) cumBosioB

YcTaHaBAnBaeT MMA nosb3oBatena ana SCP-ceccui.

Yaanaet uma nonb3osatena ana SCP-ceccui.

ip ssh-client password password

no ip ssh-client password

password: (1..70) cumBosioB

YcTaHaBauBaeT naposb gna SCP-ceccui.

Ypanset naponb ana SCP-ceccuit.

ip ssh pubkey-auth [ auto-login ]

no ip ssh pubkey-auth

Mo ymon4yaHuio
ncnosb3oBaHue nyb6anyHoro
KtoYa 3anpeLueHo

PaspeluaeT Mcnosib3osaHue Ny6ANYHONO KAOYa A5 BXO-
aawmx SSH-ceccuit.

- auto-login — oTK/toYaeT HeobxoAMMOCTb ayTeHTUdUKa-
LM No NOTMHY M NapoAto nocne nposepku SSH-katova.

3anpewaeT Ucnonb3oBaHme nNy6MYHOrO Kako4a 41s BXO-
asawmx SSH-ceccui.

ip ssh cipher algorithms

algorithms: (3des, aes128,
aes192, aes256, arcfour,

3afaeT CNUCOK paspeLLeHHbIX alropuTmoB WndposBaHus
4nA cepsepa.
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no ip ssh cipher

aes128-ctr, aes192-ctr,
aes256-ctr, aes128-

gcm@openssh.com aes256-

gcm@openssh, chacha20-

poly1305@openssh.com)
/paspelueHbl Bce

aAIrOPUTMbI, KPOME None

BoccTaHaBimMBaeT CNUCOK paspeLleHHbIX a/IropuTMoB 06-
MeHa K/1lo4amMm No yMON4YaHUo.

ip ssh kex methods

no ip ssh kex

methods:
(dh-group-exchange-shal,
dh-groupl-shal,
curve25519-
sha256@libssh.org, diffie-
hellman-group-exchange-
sha256, diffie-hellman-
groupl6-sha512, diffie-
hellman-group18-sha512,
diffie-hellman-group14-
sha256, diffie-hellman-
groupl4-shal)/
paspeLleHbl BCe METOAbI

3afaeT CNUCOK paspeLleHHbIX MeToAoB obmeHa KAto-
Yamu gna cepsepa.

BoccTaHaB/IMBaeT CNMCOK Pa3peLleHHbIX airopuTMoB 06-
MeHa KoYamMm No YMOHaHuIo.

ip ssh password-auth

no ip ssh password-auth

Mo ymon4yaHuio BKAOYEHO

BK/IIOYaET PEXKMM ayTEHTUGMKALMM MO NAPOIO.

OTK/IIOYAET PEXUM ayTEHTUDUKALLMM MO Napoto.

crypto key pubkey-chain ssh

Mo yMONYaHMIO KoY He
co3gaH

BXO4MT B pemMm KoHOUrypaumum ny6aMYHoro Katoua.

crypto key generate dsa

leHepupyeT napy Kawouyeit DSA — YyacTHbIN M Ny6ANUYHbIN
ona SSH-cepsuca.
Ecnu xota 6b1 0AUH U3 Napbl Kntouveit yxke co-
V 3[aH, TO cMCTeMa NPeAsIoKMUT nepesanucatb
KAtou.

crypto key generate rsa [size] size

size: (2048..4096)/2048

leHepupyeT napy Katoyer RSA — YacTHbIN U Ny6ANYHBIN
ona SSH-cepsuca.
- size — 3apaeT pasmep K/tova.
Ecnu xota 6bl 04UH U3 Napbl KALOYEN yxke co-
V 3/1aH, TO CUCTEMa MPeAsIoKUT nepesanucatb
KAtou.

crypto key import dsa

encrypted crypto key import dsa

MmnopTupyet napy Katoyeit DSA.
- encrypted — B 3aWwnppoBaHHOM BUE.

crypto key import rsa

encrypted crypto key import rsa

MmnopTupyeTt napy Kntoyel RSA.
- encrypted — B 3aWwndppoBaHHOM BUE.

ip http server

no ip http server

no ymon4yaxuto HTTP-
cepsep BKJIOYEH

PaspeluaeT yaaneHHoe KOHOUIypupoBaHWe YyCTPOICTBa
yepes web.

3anpelaeT yaaneHHoe KOHOUIypupoBaHMe yCTPOMCTBa
yepes web.

ip http port port

no ip http port

1..59999/80

3apaet nopt HTTP-cepBepa.

BoccTaHaBivMBaeT 3HavYeHMe No YMOHAHMUIO.

ip http secure-server

no ip http secure-server

no ymonyanuto HTTPS-
cepBep BKNOYEH

Bkntouaet HTTPS-cepsep.

Bbikntoyaet HTTPS-cepsep.

ip http timeout-policy seconds
[http-only | https-only]

no ip http timeout-policy

seconds: (0..86400)/600

3apaet TalimayT HTTP-ceccum.

BoccTaHaBnmBaeT 3HavyeHue no YMONYaHULO.

crypto certificate {1 | 2} generate

crypto certificate {1 | 2} import

no crypto certificate {1 | 2}

leHepupyeT SSL-cepTndumKar.

Mmnoptupyet SSL-cepTUOUMKAT, Ha3HAYEHHbIW LeHTPOM
cepTudUKaumu.

BocctaHaBnuBaet SSL-cepTudMKaT nNo ymonyaHuio ans
yKasaHHoro cepTudmKara.

Knioum, creHepupoBaHHble KomaH[amu crypto key generate rsa u crypto key generate
dsa, coxpaHATCA B 3aKPbITOM A8 NONb30BaTena ¢aisie KOHPUrypauuu.
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KomaHObI pexcuma KoHgu2ypayuu nybau4Ho20 Kaw4d

BunA 3anpoca KOMaHAHOWN CTPOKM B pexxnume KOHPUrypaumnm nybanyHoro Katouya:

console# configure
console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) #

Tabnnua 220 — KomaHab! perkuma KoHourypaumm nybamMyHoro Kawda

3HayeHue/3HayeHue .
KomaHoa Aelicmesue
no ymoa4YaHuro
user-key username {rsa | dsa} BXoZ, B peKMM CO34aHUA UHOMBUAYANLHOIO NY6AUYHOTO KO-
Ya.
username: (1..48)
- rsa — co3aatb RSA-kntoy;
CMMBONOB
- dsa — co3gatb DSA-Kntou.
no user-key username YaanaeT ny6AnyHbIN KNtoY ana onpeaeneHHoro noab3osatens.

Bupg 3anpoca KOMaHLI,HOf;I CTPOKU B pexXnume co3aaHna nHanBmnayasibHoOro I'IY6J'IMLIHOFO K/to4a:

console# configure

console (config)# crypto key pubkey-chain ssh
console (config-pubkey-chain) # user-key eltex rsa
console (config-pubkey-key) #

Tabnumua 221 — KomaHAabl pexkuma co3aaHusa MHAUBUAYANbHOrO Ny6ANYHOrO KtoYa

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
o ymon4aHuro
key-string - Cospaet nybAnYHbBIN KNKOY AR ONpesesieHHOro No/b3oBaTesns.
key-string row key_string Co3pgaeT ny6nMYHbIN KAOY ANA onpesesieHHOro Nob30BaTens.

BBog, K/toua ocyLWecTBAAETCA NOCTPOYHO.

- key_string —4acTb Kntova.
[na Toro 4To6bl CUCTEMA NOHANA, YTO KAIOY BBEeAEH
NONHOCTbIO, He06X0AMMO BBeCTM KoMaHAy key-string
row 6e3 cumBonoB.

KomaHOowbl pexcuma EXEC

KomaHap! AaHHOro pasaena A0CTyNHbl TONLKO A/1A NPUBUAEITMPOBAHHbIX MO/Ib30BaTENEN.
Bupa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 222 — KomaHabl pexkuma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymon4aHuro
show ip ssh MokasbiBaeT KoHdurypaumo SSH-cepBepa, a TakKe aKTUBHble
) Bxoaawme SSH-ceccum.
show crypto key pubkey-chain username: (1..48) MokasbiBaeT nybnyHble SSH-KNt0UYK, COXpaHeHHbIe Ha KOMMYTa-
ssh [username username] cumBonos.Mo Tope.
[fingerprint {bubble-babble | YMO/IYAHUIO OTNEYATOK | - username — UMA YOANEHHOTO KAUEHTa;
hex}] K/loYa B WecTHaaua- - bubble-babble — otneuatok kntoua B Koge Bubble Babble;
TepuyHom popmarte. - hex — oTneyaToK KntoYa B WeCTHAALATEPUYHOM KoAe.
show crypto key mypubkey MokasbiBaeT nybanyHble Kntoun SSH-kommyTaTopa.
[rsa | dsa] )
show crypto certificate [1 | 2] - Otobparkaet SSL-cepTnduKatbl gna HTTPS-cesepa.
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ﬂpumepb/ 8bIrosHeHUd KOMaHO

BkntounTb cepsep SSH Ha KommyTaTope. PaspewnTb MCNONb30BaHWe Nyb6AnYHbIX Katovelt. Co3aatb
RSA-Knto4 ana nonb3osartens eltex:

console# configure

console (config)# ip ssh server

console (config)# ip ssh pubkey-auth

console (config) # crypto key pubkey-chain ssh

console (config-pubkey-chain) # user-key eltex rsa

console (config-pubkey-key)# key-string
AAAAB3NzaClyc2EAAAADAQABAAABAQCVTINRWPWIAl4kpgIwI9GBRoONZQZxJHKCKL6TrM1Q+ZNX
ZSkvHG+QusIZ/76ILmFT34v7u7ChFAE+VU4GREpSwoQUVV35LgJJk67I0U/zfw0O11gkTwml750Q
RI9gHUJ S6KWGN2QWXgh3ub8gDjTSaqmuSn/WA05iDX2TIExQWu081icglk02LYciz+Z4TrEU/9FIx
wPiVQOjc+KBXuR0OjuNg5nFYsYOZCkON/W9a/tnkmlshRE7Di71+w3fNiOA6w9O044t6+AINEICRB
CCRA4YcF6zMzaTlwefWwX6f+Rmt5nhhgdAtN/40Jfcel66DgVX1gWmNzNR4DYDvSzg01DnwCACS
Qh Fingerprint: a4:16:46:23:5a:8d:1d:b5:37:59:eb:44:13:09:33:e9

5.21.7.2 KomaHObI KOHpuU2ypayuu mepmuHana

KomaHzabl KOHOUTypauumn TepMMUHaNa CAyKaT AN HAaCTPOWMKM NapaMeTPOB SI0KabHOM U yaaneHHoM
KOHCOAN.

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM peRMMa rnobasbHON KOHPUrypaLmm:
console (config) #

Tabnuua 223 — KomaHabl pexxknma rnobanbHon KoHPUrypaumm

3HavyeHue/3Ha4vyeHue ”
KomaHoa / Aelicmeue
Mo ymon4aHuio

line {console | telnet | ssh} BXoZ, B peXXnm cCOOTBETCTBYHIOLLErO TEPMMUHANA (NOKaNbHAsA KOH-
- CO/b, YAANeHHas KoHconb — Telnet uan yaaneHHas 3aliuLLeH-
Has KoHconb — SSH).

KomaHObI pexcuma KoHgu2ypayuu mepmuHana

Bupg, 3anpoca KOMaHAHOM CTPOKM B peXKUMe KOHPUrypaLmm TepMmmuHana

console# configure
console (config)# line {console|telnet|ssh}
console (config-line) #

Tabnunua 224 — KomaHbl pexkMma KoHoUrypauum TepmuHana

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymoa4YaHuro
speed bps YcTaHaBAMBaAET CKOPOCTb AOCTYNA NO SIOKAa/IbHOM KOHCONU (KO-
bps: (4800, 9600, MaHAa AOCTYNHa TO/IbKO B pPeXunme KOHPUrypaumm nNoKanbHoOm
19200, 38400, 57600,
KOHCOAMN).
115200)/115200 604,
no speed YcTaHaBAMBaET 3HaYeHME N0 YMONYAHUIO.
autobaud Bk/toyaeT aBTOMaTMYeCKOe onpeeneHre CKopoCcTM A0CTyna no
NIOKaNIbHOM KOHCOM (KOMaHZa [OCTYMHA TOIbKO B PeXKMME KOH-
-/BbIKNOYEHO durypaummn noKanbHoOM KOHCONN).
no autobaud BblkntoYaeT aBTOMaTUYeCcKoe onpesesieHne CKOpoCTM A0CTyrna

MO /I0KaZIbHOM KOHCONN.

288 Ethernet-kommymamopei ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32



D ELTEX

exec-timeout minutes
[seconds]

no exec-timeout

minutes: (0..65535)/10
MUH;
seconds: (0..59)/0 cek

3ap,aeT WUHTEpBa/, B TeHeHNUE KOTOPOro CUCTEMa OXKUAaeT BBOAA
nonb3osartena. Ecan B Te4eHMe AaHHOIoO MHTEPBana NoJib3oBa-
Te/lb HUYero He BBOAUT, TO KOHCO/Ib OTK/IKOYaeTCA.

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

KomaHObl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnumua 225 — KomaHap! pexkmuma EXEC

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHoa Aelicmeue

show line [console | telnet |
ssh]

lNoKa3blBaeT NapameTpbl TepMUHANA.

5.22 XypHan aBapui, npotokon SYSLOG

CuCTeMHbIe }KypHa bl NO3BOJIAIOT BECTU UCTOPUIO COBBITMIA, NPOM30LLELLMX Ha YCTPOWCTBE, a TaKKe
KOHTPO/IMPOBATbL Mpou3olealwme cobbiTA B peasbHOM BpeMeHU. B XypHan 3aHocATca cobbiTusa cemu
TUMOB: Ype3BblYaliHble, CUrHaNbl TPEBOTU, KPUTUYECKME U HE KPUTUYECKME OLWMBKK, NpeaynpeskaeHus,
yBeaoMNeHns, MHGopmMaLMOHHbIE U OTNaA04HbIE.

KomaHObI pexcuma 2a06ana6Hol KoOHguU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume rnobasibHon KoHdUrypaumm:
console (config) #

Tabnunua 226 — KomaHabl pexkMma rnobanbHol KoHUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

logging on

no logging on

BK/toUaeT perncrpaumio oTnafouHbIX COOBWEHNN U coobweHn
06 owwnbKax.

BbIKkNtOYaAET perncTpaumio oTAag0uHbIX COObLWEHNN U coobLWweHMI

-/pernctpauma
06 owunbKax.
BK/IlOYEHa .

Mpu BbIKNIOYEHHOW perucTpauum oTnagoyHble coob-

weHMa u coobweHna o6 owubkax 6yayT nepepa-

BaTbCA Ha KOHCO/b.
logging host {ip_address | BKAtoyaeT nepepavy aBapuMHbIX M OTNAAO0YHbIX COObOLWEHMI Ha
host} [port port] [severity host: (1..158) yaaneHHblt SYSLOG-cepsep.
level] [facility facility] [ msg- CI/IN;BO};OB' - ip_address — IPv4 unu IPv6-agpec SYSLOG-cepBepa;
format msg-format | ort: (1 65535;/514' - host — ceTeBoe nma SYSLOG-cepsepa;
[description text] port: Ie\./'el' (cm ! - port — Homep nNopTa ANA Nepeaayn cooblieHuid No NPOTOKoNy

[ vrf vrf_name]

Tabnunua 227);
facility: (local0..7)/lo-
cal7;
msg-format: (default,
cef)/default;
text: (1..64) cumBonos
vrf_name:(1..32)

SYSLOG;

-level — ypoBeHb BaXHOCTU cOOOLWEHMI, NepepaBaemblx Ha
SYSLOG-cepsep;

- facility — ycnyra, nepegaBaemas B COObLEHUAX;

- msg-format — d¢opmat cooblieHnn, nepegaBaembix Ha
SYSLOG-cepsep;

- text — onucaHue SYSLOG-cepsepa;

- vrf_name — nma BUPTYanbHO 061aCTU MapLUpyTU3aLMK.

CMMBO/IOB
no logging host {ip_address | Ypansaer BbibpaHHbI cepBep M3 CNMCKa ncnonb3yemblx SYSLOG-
host} [ vrf vrf_name] cepBepos.

logging console [level] level: (cm BKAtoyaeT nepeaady aBapuiiHbIX UM OTNAL0YHbIX COOBLLEHMI Bbl-

6paHHOI'0 YPOBHA BaXXHOCTU Ha KOHCO/1b.

289 Ethernet-kommymamopei ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES35105-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32




JHELTEX

no logging console

Tabnnua
227)/informational

BbIkntouaeT nepepady aBapuHbIX UAW OTAAL0UHbIX COOBLLEHWIA
Ha KOHCO/b.

logging buffered
[severity_level]

no logging buffered

severity_level: (cm.
Tabnnua
227)/informational

Bk/itouaeT nepeaady aBapuintHbIX MM OTNAL0UHBIX COOBLLEHWI Bbi-
6paHHOro YpoBHA BaXKHOCTU BO BHYTpeHHU bydep.

BbIKk/tOYaeT nepesayy aBapuiHbIX UAKM OTNAA0UHbIX COOBLLEHUI BO
BHYTpeHHUI bydep.

logging cli-commands

no logging cli-commands

-/OTKNIOUEHO

Bkntoyaet normposaHue BeefeHHbIX B CLI KomaHa,.

OTKAtOYaeT NornpoBaHme BBegeHHbIx B CLI KomaHa,

logging buffered size size

no logging buffered size

size: (20..1000)/200

M3MeHAEeT KoAn4ecTBo CoobLLEHMI, 3aNOMMHAEMbIX BO BHYTPEH-
Hem Bydepe. HoBoe 3HaueHune pasmepa Bydepa npumeHnuTcs no-
cne nepesarpysKku ycTpoicTsaa.

YcTaHaBAMBAET 3HAYeHUE No YMONYaHUIKO.

logging file [level]

no logging file

level: (
Tabnuua 227) /errors

Bk/itoyaeT nepesayy aBapuiHbIX UM OTNAL0UHBIX COOBLLEHWIA Bbi-
6paHHOro ypoBHA Ba*KHOCTU B $aiin KypHana.

BbIK/IlOYaeT nepeaavy aBapunHbIX UAM OTNAA0UHbIX COOBLLEHUI B
dain KypHana.

aaa logging login

no aaa logging login

-/BKNIOYEHO

3aHOCUTb B XKYpHaJibl COObITUA ayTeHTUDMKALMM, aBTOPU3ALUMN U
yueTa (AAA).

He 3aHOCUTb B }KypHasbl cOBbITUA ayTeHTUOMKALMM, aBTOPU3aLMK
n yueTa (AAA).

file-system logging {copy |
delete-rename}

no file-system logging {copy |
delete-rename}

Mo ymon4yaHuio
perncrTpauma BraoveHa

BKAtoyaeT pernctpauymio cobbiTnin GanaoBoi cucTemsl.

- COpY — PerucTpaLmsa coobLieHul, CBA3aHHbIX C ONepauuaMm Ko-
nuposaHua ¢aiinos;

- delete-rename — perunctpaumsa coobweHnit, CBA3aHHbIX C yaasne-
Huem GaliNoB U NepermeHoBaHWEM OnepaLuii.

BbikntoyaeT permctpaunio cobbitnii $palinoBol cuctemol.

logging aggregation on

no logging aggregation on

-/oTKAOUYEHO

BKAtoyaeT KOHTPO/Ib arperaumm syslog-coobuieHuii.

OTKAtoyaeT arperaumio syslog-coobuieHuni.

logging aggregation aging-
time sec

no logging aggregation
aging-time

sec: (15..3600)/300
CEKYHA,

YcTaHaBAMBaEeT BPeEMA XPaHEHUA CrpynnupoBaHHbIX syslog-coob-
LLLEHWNA.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

logging service cpu-rate-limits

traffic

no logging service
cpu-rate-limits traffic

traffic: (http, telnet, ssh,
snmp, ip, link-local, arp,
arp-inspection,
stp-bpdu, other-bpdu,
routing, ip-options,
dhcp-snooping,
igmp-snooping,
mld-snooping, sflow,
ace, ip-error, other,
vrrp, 00b,
multicast-routing,
multicast-rpf-fail,
tcp-syn, tcp-other)/-

Bkntouaet KOHTPO/Ib OrpaHU4YeHnA CKOPOCTU BXOOALUMX Kagpos
Ana onpeaeneHHoOro Tmna Tpad)MKa.

OTKAIOYaEeT OrMpoBaHme.

logging origin-id {string |
hostname | ip | ipv6}

no logging origin-id

-/Het

3agaeT napameTp, KOTOpbl ByAeT MCMno/ib30BaTbhCA B KayecTse
naeHTMdmKaTopa xocTa B syslog-coobuieHusx.

Mcnonb3oBaTtb 3HaYeHue nNo YMO4YaHUIO.

logging source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
loopback /loopback_id | vlan
vlan_id | oob} [ vrf vrf_name]

no logging source-interface
[ vrf vrf_name]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128);
vlan_id: (1..4094)
vrf_name:(1..32)
CMMBOJI0B

Mcnonb3oBaTtb IP-agpec ykasaHHOro uHTepdeiica B KayecTse uc-
TOYHMKa B IP-nakeTax npoTtokoaa SYSLOG.
- vrf_name — ums BUPTyanbHOM 061aCTM MapLLpPyTU3aLUu.

Ucnonb3osath IP-agpec ucxogawero nHtepdelica.
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logging source-interface-ipv6 gi_port: (1..8/0/1..48); Ucnonb3oBaTh IPv6-agpec yKazaHHOro MHTepdelica B KayecTse Uc-
{gigabitethernet gi_port | te_port: (1..8/0/1..48); | TouHuKa B IP-nakeTax npotokona SYSLOG.
tengigabitethernet te_port | twe_port: - vrf_name — ums BUpPTyanbHOM 061aCTM MapLLpPyTM3aUuu.
twentyfivegigabitethernet (1..8/0/1..120);
twe_port | hu_port: (1..8/0/1..32);
hundredgigabitethernet fo_port: (1..8/0/1..32);
hu_port | loopback_id: (1..64)
fourhundredgigabitethernet group: (1..128);
fo_port | port-channel group | vlan_id: (1..4094)
loopback /oopback_id | vlan vrf_name:(1..32)
vlan_id} CUMBOJI0B
no logging source-interface- Mcnonb3osaTb IPv6-aapec ncxoasiiero nHtepdeica.
ipv6
logging events reload BkntounTb perncTpaumio BBoga KomaHabl reload.

- -/BKAIOYEHO
no logging events reload BbIKNHOUMTL pernctpaumio BBoga KomaHapl reload.
logging events spanning-tree BKAtOUNTL perncTpaLumio usmeHeHus ctatyca nHtepdericos B STP.
port-state-change

- - -/BKNOYEHO —
no logging events spanning- BbIKNHOUNTL perncTpaLmio U3MeHeHUa cTatyca nHtepdericos B STP.
tree port-state-change
logging events spanning-tree BKAtOUNTL perncTpaLmio usmeHeHui Tononormum 8 STP.
topology-change
no logging events spanning- BbIKNHOUNTL perncTpaumio usmeHeHuii Tononoruu 8 STP.
tree topology-change
logging events spanning-tree BKAtounTb perucTpaumio cmeHbl root bridge.
root-bridge-change

- - -/BKNIOYEHO -
no logging events spanning- BbIKNHOUMTb pernctpaumio cmeHsbl root bridge.
tree root-bridge-change
logging events spanning-tree BKkntounTb pernctpaunio cobbitnin pyHKLUMOHana tc-protection.
tc-protection
no logging events spanning- BbIKNHOUMTL pernctpaumto cobbitnin dyHKUMOHana tc-protection.
tree tc-protection

Karkgoe cooblieHne MmeeT CBOM YpOBEHb BAXXHOCTM — B Tabauue HUXKe npuBeneHbl TUMbl

coobLLeHN B NopaaKe yObiBaHUA UX BaXKHOCTU.

Tabanua 227 — Tunbl Ba*KHOCTN COOBLLEHNT

Tun eaxcHocmu coobuweHuli

OnucaHue

YpesBblyaiHble (emergencies)

B cucteme npowusoluna Kputuyeckas owmnbKa, cuctema moxet pabotatb
HenpaBu/bHO.

CurHansbl Tpesoru (alerts)

H606XO,CI,MMO HemegneHHoOe BMeLWaTeN1bCTBO B CUCTeEMY.

Kputnueckme (critical)

B cucteme npounsowna Kputnyeckan owmnbKa.

OwwnbouHble (errors)

B cucteme npousoluna ownbKa.

MpeaynpexaeHua (warnings)

MpeaynpexaeHue, HeaBapuitHoe cooblueHue.

YBepgomneHusa (notifications)

YBegomaeHue cuctemsl, HeaBapMVlHoe COOGIJJ,eHI/Ie.

NHpopmaumoHHble (informational)

MHPopMaLMOHHbIE COOBLLEHUA CUCTEMBI.

OthagouHble (debugging)

OTnafouHble coobLEeHUs, NPefoCTaBAAIOT NOAb30BaTENO MHPOPMALIMIO
AN KOPPEKTHOM HAaCTPOMKM CUCTEMDI.

KomaHOb1 pexcuma Privileged EXEC

Bupa 3anpoca KoMaHAHOM CTPOKK B pexxkume Privileged EXEC:

console#
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Tabnnuya 228 — KomaHgaa pexkmuma Privileged EXEC gns npocmoTpa daina KypHana

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
o yMOAYAHUIO

clear logging - Ypanset Bce coobLieHna u3 BHyTpeHHero bydepa.

clear logging file - Ypansaet Bce coobuieHns us ¢aina xKypHana.

show logging file OTOobparkaeT COCTOAHME KypHana, aBapuiHble U OTNIaA04HbIE CO-
) obueHun, 3anmcaHHble B daline )KypHana.

show logging OTOobparkaeT COCTOAHME KypHaNa, aBapuiHble U OTNIaA04HbIE CO-
) obLeHun, 3anncaHHble Bo BHYTpeHHeMm bydepe.

show syslog-servers - OTobparkaeT HAacTPOMKK AN yaanéHHbIx syslog-cepsepos.

show syslog-servers vrf_name:(1..32) OTobparkaeT HAaCTPOMKM ANA YAaNEHHbIX Syslog-cepBepos.

[ vrf {vrf_name | all}] CMMBO/OB - vrf_name — ums BUPTyanbHON 061acTn MapLupyTU3aumum

[pumepbl UC016308AHUS KOMAHO

BKAIOYNTb PErnCTPaLLUIO OLLMBOYHbBIX COODLLEHUIA HA KOHCON:

console# configure
console (config)# logging on
console (config)# logging console errors

Ounctntb dain XKypHana:

console# clear logging file
Clear Logging File [y/n]ly

5.23 3epKanupoBaHue (MOHUTOPUHT) NOPTOB

®yHKUMA 3epKanpoBaHMA MNOPTOB MpefHasHayeHa A1a KOHTPosA ceTeBoro Tpaduka nytem
NepecbIKM KOMMIn BXOAALWMX M/UAN UCXOOALLMX MAKETOB C OAHOMO WM HECKOJIbKMX KOHTPO/IMPYEMbIX
NOPTOB Ha OANH KOHTPOIMPYIOLWMIA MOPT.

K KOHTpoAMpyloLeMy NopTy NPUMEHSAIOTCA CNeayoWwmne orpaHuYeHns:
— [opT HE MOXKET HbITb KOHTPOMPYIOWMM N KOHTPOMPYEMbIM NOPTOM OAHOBPEMEHHO;
— TopT He MOXKEeT 6bITb YAEHOM rPYMMbl MOPTOB;
—  IP-uHTepdelc A0NKEH OTCYTCTBOBATL 4/14 3TOro NopTa;

— MpoTtokon GVRP gonKeH 6bITb BbIKAKOYEH Ha 3TOM MOPTY.

K KOHTpOAKpyembIM NOPTam NPUMEHAIOTCA cnegylowme orpaHuyeHuna:

MOpPT HE MOXKET HbITb KOHTPOIMPYIOWMM U KOHTPOIMPYEMbIM NOPTOM OAHOBPEMEHHO;
CyuiecTByeT orpaHMYeHmne Ha 7 Ceccuit 3epKanmpoBaHus: no 8 sepkannpyembix nHTepoeiicos (nop-
ToB Mam VLAN) B KaxKaoM.

¢ 3epKanupoBaHue VLAN BO3MOXKHO TONbKO B NepBOA ceccumn

KomaHObI pexcuma 2a06asab6Hol KoOHu2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume rnobasibHon KoHduUrypaumm:

console (config) #
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Tabnnua 229 — KomaHab! perkuma rnobanbHo KoHGUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

monitor session session_id
destination interface
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port [network] |
port-channel group [network]

no monitor session session_id
destination

session_id: (1..7);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

YKa3blBaeT 3epKannpyowmnin NnopT AN BbibpaHHOW CECCUM MOHUTO-
puHra.
- network — no3BonseT BeCTM 06MeH JaHHbIMMK.

BblKknto4aeT QyHKLUMIO MOHWUTOPWMHIA Ha HacTpaMBaeMOM WHTep-
delice.

monitor session session_id
destination remote vlan
vlan_id reflector-port
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port |

port-channel group [network]

no monitor session session_id
destination

vlan_id: (1..4094);
session_id: (1..7);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

YKa3blBaeTcsa CAyKebHbIM vlan ana 3epkanmpoBaHus Tpaduka c 3a-
[aHHOro pedneKkTop-nopTa AN BbI6paHHOM ceccuu.

- remote vlan — cnyxe6bHbili vlan ana sepkannpoBaHuns TpaduKa;

- reflector-port — dp13myeckmnii NopT 4Na nepesaym 3epKkaanpyemoro
TpaduKa, Ha aToM MHTepdelice He JoMKeH Bbln nponucaH remote
vlan.

BbikntoyaeT GyHKLUMIO MOHWUTOPUMHIA Ha HacTpPaMBaeMOM WHTep-
delice.

monitor session session_id
source interface
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port [rx | tx | both]

monitor session session_id
source interface
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port

session_id: (1..7);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

[obaBnaeT yKasaHHbIM 3epKanvpyemblit NopT ana BbIOpaHHOM cec-
CUN MOHUTOPUHTA.

- X — KOMMPOBaTb NaKeTbl, MPUHATbIE KOHTPOAUPYEMbBIM NOPTOM;

- tX — KOMMPOBaTb NaKeTbl, NepeaaHHble KOHTPONUPYEMbIM MOPTOM;
- both — konupoBaTb Bce NakeTbl C KOHTPOMPYEMOTO NOPTA.

BblkntouaeT GYHKLMIO MOHWTOPWHIA Ha HACTpPaMBaeMOM WHTep-
deiice.

monitor session session_id
source vlan vian_id

no monitor session session_id
source vlan vian_id

vlan_id: (1..4094);
session_id: (1..7)

[JobaBnaeT yKasaHHbIM 3epKanupyemblii vian gns BbibpaHHOW cec-
CUN MOHUTOPMUHTA.

BblkntouaeT GyHKLUMIO MOHWTOPMHIa Ha HACTpPaMBaeMOM WHTep-
deiice.

monitor session session_id
source remote vlan vian_id

no monitor session session_id
source remote vlan vian_id

vlan_id: (1..4094);
session_id: (1..7)

[ob6aBnser B KauecTse UCTOYHMKaA Vlan ¢ yxKe paHee 3epKannpyembim
TpadMKOM A5 BbIBPAHHOM CECCUU MOHUTOPUHTA.

BbIK/lOYaeT GYHKLMIO MOHWUTOPUHIA Ha HacTPaMBaeMOM WHTep-
delice.
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Tabnnua 230 — KomaHab! perkuma KoHourypaumm nHtepdeiica VLAN

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

remote-span

no remote-span

-/BbIKNIOYEHO

HactpusaeT VLAN_ID, KoTopbili bygeT npuceansaTbca Tpaduky npu
RSPAN 3epKanvpoBaHuu.

Yaanaet RSPAN VLAN.

5.24 ®dyHKumsa sFlow

sFlow — TexHo/10r1A, N03BO/IAIOLLAN OCYLLECTBAATbD MOHUTOPUHT TPpadMKa B MAKETHbLIX CETAX Nepeaaymn
AAHHbIX MyTem YacTU4HoOM BblIbOpKM TpaduKa Ana nocneaytowein MHKancyaaumMm B cneuyanbHble coobue-

HWA, NepeaaBaemble Ha cepsep cbopa CTaTUCTUKM.

KomaHObI pexcuma 2a06ana6Hol KOHguU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B perume rnobasibHoM KoHbUrypaumm:

console (config) #

Tabnunua 231 — KomaHabl perkuma rnobanbHo KoOHGUrypaumm

3HayeHue/3Ha4eHue »
KomaHoa / Aelicmeue
no ymon4yaHuro
sflow receiver id id: (1..8); 3apaeT agpec cepsepa cbopa ctatucTmkm sflow.

{ipv4_address | ipv6_address |
ipv6z_address | url} [port port]
[max-datagram-size byte] [vrf
vrf_name]

no sflow receiver id

port: (1.. 65535)/6343;
byte: nonoxutenoHoe
uenoe uncno/1400;
dopmar ipv4_address:
A.B.C.D;
¢dopmar ipv6_address:
XX XoXiX;
dopmar ipvbz_address:
X:X:X:X::X%<ID>;
url: (1..158) cumBonos;
vrf_name: (1..32) cum-
BOJIOB

- id — Homep sflow-cepBepa;

- ipv4_address, ipv6_address, ipv6z_address — IP-agpec;

- url — pomeHHOE UMA XOCTa;

- port — HOMep NopTa;

- byte — MaKcMMasibHOe KO/IM4ecTBo 6aiT, KoTopoe MOXKeT BbITb OT-
NnpaBieHo B OAMH NAKeT AaHHbIX;

- vrf_name — ums BUPTyanbHOM 061aCTM MapLLpPYTU3aLUN.

Ypansaet agpec cepsepa cbopa ctatnctuku sflow.

sflow receiver {sourceinterface
| sourceinterface-ipv6} {
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel | group
| loopback loopback_id | vian
vlan_id | oob} [vrf vrf_name]

no sflow receiver {source-in-
terface | sourceinterface-ipv6}
[vrf vrf_name]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128);
vrf_name: (1..32) cum-
BO/IOB

3apaeT nHTepdelic ycTpoiicTea, IP-agpec KoToporo byaeT Ucnonb3o-
BaTbCA MO YMO/YAHUIO B KayecTBe ajpeca UCTOYHMKA cbopa cTaTu-
CTUKM.

Yaansaer siBHOe 3aaaHune uHTepdelica, c agpeca KoToporo byaeT oT-
npaBaATbCA cTatucTuka sflow.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexume KoHpurypaumnm nHtepdelica Ethernet:

console# configure
console (config)# interface { tengigabitethernet te port | }
console (config-if)#
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Tabnnuya 232 — KomaHabl perknuma KoHourypaumm nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

sflow flow-sampling rate id
[max-header-size bytes]
[rx/tx/both]

no sflow flow-sampling

rate:
(1024..107374823);
id: (1..8);
bytes: (20..256)/128
6anT;
direction:
(rx/tx/both)/rx

3afaeT cpesiHIo CKOPOCTb BbIOBOPKM NaKeToB. MTOoroBas CKOPOCTb
BblI6OpKM cumuTaeTcA Kak 1/rate*current_speed (current_speed —
TeKyLL,aa cpefHAA CKOPOCTb).

- rate — cpegHAnA CKOPOCTb BbIGOPKM NAKETOB;

- id — Homep sflow-cepBepa;

- bytes — MakcMmasibHOe KoamnyecTso 6aiT, KoTopoe byaeTt ckonu-
poBaHo 13 obpasua nakera;

- rx — 3axBaTblBaTb NaKeTbl, NPUHMMAEMble NOPTOM;

- tx — 3axBaTblBaTb NaKeTbl, NepeAaBaemble NOPTOM;

- both — 3axBaTbIBaTb NaKeTbl 060MX HaNPaBAEHUNA.

OTKNKOYAET CYETYMKM BbIBOPKM Ha NOPTY.

sflow counters-sampling sec id

no sflow counters-sampling

sec: (15..86400)
CeKyHA;
id: (0..8)

Onpepensaer MakCMManbHbI UHTEPBAN MeEXAY YCMelWHbIMU Bbl-
60pKamu NaKeTos.

- Sec — MaKCMManbHbIi UHTEPBAN MeXAy BbI6OpKamMu B CEKYHAAX;
- id — Homep sflow-cepBepa (3agaetca komaHgol sflow receiver B
rno6anbHOM pexume KoHUrypaLumm).

OTKAKOYAET CYETYMKM BbIBOPKM Ha NOPTY.

KomaHOb1 pexcuma EXEC

3anpoc KOMaHAHOM CTPoKKM B pexkume EXEC umeet cnegytowmii Bua;

console>

Tabnunua 233 — KomaHabl, 40CTYNHbIe B pexkume EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoa4YaHuio

Aeiicmeue

show sflow configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port]

clear sflow statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port]

show sflow statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

BbiBOAWT HacTpoWiku sflow.

Ounwaet ctatuctuky sFlow. Ecam mHTepdeiic He yKasaH, Ko-
MaH/la OYMLLLAeT BCE CYETYMKM CTaTUCTUKM sFlow.

OTobparkaer cTaTUCcTUKy sFlow.
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[Mpumepbl 8bIN0AHEHUA KOMAHO

YctaHosuTb IP-agpec 10.0.80.1 cepsepa 1 ana cbopa cratuctukm sflow. Ona ethernet-uHtepdeiicos
te1/0/1-te1/0/24 ycTtaHOBUTbL CPpeAHIO CKOPOCTb BbIBOPKM NakeTos — 10240 K6UT/c U MaKCUManbHbIA UH-
TepBan mexay ycnewHbiMmn Bbibopkamm naketos — 240 c.

console# configure
console (config)# sflow receiver 1 10.0.80.1

console (config) # interface range tengigabitethernet 1/0/1-24
console (config-if-range) # sflow flow-sampling 10240 1
console (config-if-range) # sflow counters-sampling 240 1

5.25 ®yHKuMM AnarHocTMKn pmusnyeckoro ypoBHs

CeTeBble KOMMYyTaTOpPbl COAEP’KAT annapaTtHble WM MPOrpaMMHble CPeacTBa AAA AWMATHOCTUKM
dusmnyeckmx nHTepdencoB U MHNIM CBA3KU. B nepeyeHb TeCcTMpyeMbIX MapaMeTpoB BXOAAT caeaylolme:

OnAa anekTpnyecknx nHtepdencos:

—  A/IMHa Kabens;

—  paccTosiHMe A0 MecCTa HEeMUCNPaBHOCTU — 06PbIBA UK 3aMblKaHKA.

Ona ontnyeckmx nutepdencos 1G n 10G:

— NapameTpbl NNTaHNA — HanpAaXeHne n ToK,
— BbIXOAHaA oNTU4YeCKaA MOLWHOCTb,

— ONTU4YeCKaAa MOLWHOCTb Ha npuneme.

5.25.1 AlJuazHocmuka medHoz20 Kabens

KomaHObI pexcuma EXEC

3anpoc KomaHAHOM CTPOKU B pexxnume EXEC umeet cneayowmii Bua;

console>

Tabnuua 234 — KomaHAbl AMArHOCTUKM MeHOTo Kabens

KomaHoa

3Ha4yeHue/3HayeHue
Mo ymon4YaHuro

Aeiicmeue

test cable-diagnostics tdr
[all | interface gigabitethernet

gi_port ]

gi_port: (1..8/0/1..48)

BbINONHUTL BUPTYaNIbHOE TECTUPOBaHWE Kabensa ANA yKa3aHHOro
MHTepodeliica.
- all — ana scex MHTepdelicos.

show cable-diagnostics tdr
[interface gigabitethernet

gi_port ]

gi_port: (1..8/0/1..48)

OT06pa3nTb pesy/ibTaTbl NOCAEAHEr0 BUPTYaIbHOTO TECTUPOBaHUA Kabens
ON1A YKa3aHHOro uHTepdeiica.

show cable-diagnostics cable-
length [interface
gigabitethernet gi_port]

gi_port: (1..8/0/1..48)

OT06pasnTb NPeanoNOKUTENBHYIO ANNHY Kabens, NoAKAYEHHOTO
K YKasaHHOMY MHTepdeicy (ecim Homep mopTa He 3a4aH, TO Ko-
MaHZAa BbINOAHAETCA A/1A BCeX NOpTos).
UHTepdeiic ponKeH 6biTb aKTUBHbIM M pabotatb B pe-
ume 1000 M6ut/c nam 100 M6ut/c. AnarHoctuka noa-
AeprKUBaeTca ToNbKO Ha UHTepdeiicax GigabitEthernet.
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[Mpumep 8bIM0AHEHUS KOMAHObI

MpoTectnposatb nopt gi 1/0/1:

console# test cable-diagnostics tdr interface gigabitethernet 1/0/1

5324#test cable-diagnostics tdr interface gi0/1

Cable on port gil/0/1 is good

5.25.2 luaezHocmuKa onmu4yecKko20 mpaHcueepa

q)YHKLI,Mﬂ ANArHOCTUKMN NO3BOJIAET OUEHUTb TeKyuwee COCToAHME ONTUYEeCKOro TpaHCuBEpPa U

ONTUYECKOM INHUM CBA3M.

BO3MOXEH aBTOMATUYECKUIM KOHTPOJIb COCTOSAHUA JIMHUWA  CBA3M.

Ona storo KommyTatop

nepuoamMyeckn onpawmusaeT MnapameTpbl ONTUYECKMX MHTepdEeNCcoB M CPaBHMBAET MX C MNOPOrOBbIMM
3HaYeHUAMM, 334aHHbIMW NPOU3BOAUTENAMM TpaHCMBEPOB. pKU Bbixoge NapaMeTpoB 3a AOMYCTUMble
npegenbl KoMmyTaTop GopMUpPYeT NpeaynpexKaatoLme 1 aBapuiiHble COobLLEHMS.

KomaHOb1 pexcuma EXEC

3anpoc KOMaHAHOM CTPOKKM B pexkume EXEC umeeT chepytowmii Bua;

console>

Tabnunua 235 — KomaHaa AMarHOCTUKM ONTUYECKOro TpaHCcMBepa

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

KomaHoa

Aelicmeue

show fiber-ports
optical-transceiver [interface

OTo6pa)KaeT pe3ynbTaTbl AUMArHOCTUKKU ONTUYECKOro TpaHCHuBepa.

gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

fourhundredgigabitethernet
fo_port | t]

[pumep 8binosHEHUS KOMAHObI:

swl# show fiber-ports optical-transceiver interface

TengigabitEthernetl/0/5

Port Temp Voltage
[C] [Volt]
tel/0/5 33 3.28
Temp
Voltage
Current

Output Power
Input Power
LOS

Current Output Input LOS Transceiver
[mA] Power Power Type

[mW / dBm] [mW / dBm]
11.45 0.28 / -5.52 0.24 / -6.11 No Fiber

- Internally measured transceiver temperature
- Internally measured supply voltage

- Measured TX bias current

- Measured TX output power in milliWatts/dBm

- Measured RX received power in milliWatts/dBm
- Loss of signal

N/A - Not Available, N/S - Not Supported, W - Warning, E - Error

Transceiver information:
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Vendor name: OEM

Serial number: S1C53253701833
Connector type: SC

Type: SFP/SFP+

Compliance code: BaseBX10
Laser wavelength: 1550 nm
Transfer distance: 20000 m
Diagnostic: supported

Tabnvua 236 — MapameTpbl AMAarHOCTUKN ONTUYECKOTO TPpaHCMBeEpa

Mapamemp 3HaveHue
Temp TemnepaTypa TpaHcuBepa.
Voltage HanpaxeHue nuTaHnA TpaHcuBeepa.
Current OTK/I0HEeHWe ToKa Ha nepegaye.
Output Power BbIxoAHaA MOLLHOCTb Ha nepegaye (MBT).
Input Power BxoAHas MOLLHOCTb Ha npueme (MBT).
LOS MoTtepa curHana.

3HayeHnA pe3ybTaToB ANATHOCTUKMU:

— N/A - HegocTynHo;
— N/S - He nogaepxusaerca.

5.26 IP Service Level Agreements (IP SLA)

IP SLA (cornawweHus o6 ypoBHe o6cnyKuBaHua B IP-ceTax) — TEXHONOMMA aKTUBHOTO MOHUTOPWHTA,
NCNO/b3YOWAACA ANA WM3MEPEeHMA MapameTpoB ObICTPOAENCTBMA KOMMbIOTEPHbIX CETEM W KayecTsBa
nepefaym fAaHHbIX. AKTUBHbIA MOHWUTOPUHI NpPeAcTaBafeT Ccoboi NPOLOMKUTENBHYIO LIMKANYECKYHO
reHepauymto Tpadmka, cbop MHPopMaL MM O ero NPOXOKLEHMM NO CETU U BeAEHWNE CTAaTUCTUKM.

Ha [aHHbIN MOMEHT M3MepeHMe MapPamMeTPOB CEeTU MOMKET OCYLLECTBAATLCA C MCMOJIb30BAaHUEM
npoTtokona ICMP.

Mpu Kaxgom BbinosiHeHUM onepaumm ICMP Echo ycTpoiictBo oTnpasnasetr ICMP Echo request
cooblieHMe Ha agpec Ha3HauYeHus, OXKMaaeT nonydeHuns coobuieHma ICMP Echo reply B TedeHue 3aaHHOIO
MHTEpBana BpeMeHMU.

C ogHo IP SLA onepaumelt MOXKHO cBA3aTb HecKo/ibKo 06bekToB TRACK. CocTosaHue o6bekTa TRACK
N3MEHAETCH B MOMEHT U3MeHeHUs cocToAHusA IP SLA onepaumu, inbo ¢ 3aaaHHON 3a4ePKKOM.

Mpn M3MEeHEeHUM COCTOAHUA TpPEeKa BO3MOKHO BbIMOAHEHME MAKPOKOMaHA. MaKpOoKoMaHAabl
BbINO/HAIOTCA B peXKMUMe rNMobanbHOro KoHGUrypmpoBaHus. s BbINONHEHMA KOMaHA, pexxunuma privileged
EXEC KomaHAbl HeobxoaMmo AoNoNAHUTL npedukcom do. KomaHabl co3gaHuAa Habopa MaKpOKOMaHA,
npuseaeHsl B Tabaunue 45.

[ns ucnonbsoBaHuaA GyHKLMM IP SLA He06X0AMMO BbINOAHUTL C/ieAytoLLne AeNCTBUSA:

— CosgaTb onepaumto icmp-echo n cKoHpUrypmpoBsaTb eé.
— 3anyctutb BbINOJIHEHME OMNepaLymu.

— CosgaTtb TRACK-06b€eKT, CBA3aHHbIN C KOHKpeTHOM IP SLA onepaumeit U CKOHGUrypmMpoBaTb
ero.

- an HEO6XOFI,I/IMOCTI/I, C034aTb MaKpOChbl, BbIMo/IHAEMbIE NPU USMEHEHUUN COCTOAHUNA obbeKkTa
TRACK.

— [pocmoTpeTb CTaTUCTUKY, NpU HEO6XO,CI,MMOCTM, O4YUCTUTDL ee.

- |_|pl/1 H606X0,£I,VIMOCTVI, NPEeKPaTUTb BbIMOJIHEHNE Onepaunn.
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KomaHObI pexcuma 2a06asabHol KoHgu2ypayuu

BuAa 3anpoca KoMaHAHOWM CTPOKM B pexume rnobanbHom KoHdUrypaumm:

console (config) #

Tabanua 237 — KomaHgbl pexkuma rnobanbHoi KoHdurypaumm

KomaHoa

3HayeHue/3HayeHue
o ymon4aHuro

Aelicmeue

ip sla operation

no ip sla operation

operation: (1..64)

MNepexoguT B pexkMm KoHpurypmuposaHusa IP SLA onepauumu.
- operation — Homep onepauuu.

Ypansaert IP SLA onepaumio.

ip sla schedule operation life
life start-time start-time

no ip sla schedule operation

operation: (1..64);
life: (forever);
start-time: (now)

3anyckaet Ha BbinosHeHue |IP SLA onepauuto.

- operation — Homep onepauuu.

- life — Bpems, B TeyeHMe KOTOpOro onepauusa byaet Bbinos-
HATbCA.

- start-time — Bpems 3anycka.

Mpekpawaet BbinonHeHme IP SLA onepauuu.
- operation — Homep onepauuu.

track object-id ip sla opera-
tion state

no track object-id ip sla

object-id: (1..64);
operation: (1..64)

Co3paeT TRACK-06beKT, KOTOpbI ByaeT oTCAexunBaTb COCTOA-
Hue IP SLA onepauuu.

- object-id — Homep TRACK-ob6beKTa.

- operation — Homep IP SLA onepauuu.

Ypnansetr TRACK ob6bekT.
- object-id — Homep TRACK-ob6beKTa.

track object-id list boolean {
or|and}

no track object-id list bool-
ean

object-id: (1..64)

Co3spgaet TRACK, norMyeckum obbeaMHAIOWMI COCTOAHMA He-
cKkonbKknx TRACK-06beKTOB.

- object-id — Homep TRACK-o6beKTa.

- or — Jlornyeckana onepauua U.

- and — Jlornyeckas onepauma UIN.

Ypanaetr TRACK-cnncok.
- object-id — Homep TRACK-o6beKTa.

Tabnunua 238 — KomaHgbl pexxuma cosgaHus onepaumit IP SLA

KomaHoa

3HayeHue/3HayeHue
Mo ymonYaHuro

Aelicmeue

icmp-echo {A.B.C.D | host } [
source-ip A.B.C.D]

[ next-hop-ip A.B.C.D] [ vrf
vrf_name]

host: (1..158) cumB0oN0B;
vrf_name: (1..32) cumsona

MepexoauT B pexxum KoHdpurypmposaHua ICMP ECHO
onepauuu.

-A.B.C.D — IPv4-apgpec y3na cetu;

- host — pomeHHOe MMA y3na ceTy;

-vrf_name — vmsa BUPTyanbHOM 061acT MapLipyTnsa-
Lmn.

KomaHObI pexcuma KoHgu2ypuposaHusa IP SLA ICMP ECHO onepauyuu

BunAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypuposaHua IP SLA ICMP ECHO:

console (config-ip-sla-icmp-echo) #
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Tabnnuya 239 — KomaHab! pexnuma KoHpurypuposaHua onepaumm ICMP Echo

3Ha4yeHue/3Ha4vyeHue -
KomaHoa / HAelicmesue
Mo yMoAYaHUIo

YcTaHaBauBaet yactoTy nosTopeHma ICMP ECHO onepauun.

frequency secs
- Secs — 4acToTa, B CEKYHAax.

secs: (10..500)/10 cek ~
YcTaHaBAMBaeT 3HaYeHMe 4acToTbl MOBTOPEHMI N0 yMoya-

no frequency o

YcTaHaBAMBaeT AAuHY TalimayTa, MO UCTEYEHUWU KOTOPOro,
ecnu He npuwen ICMP-oTBeT, onepauna byaer cunTaTbCs He-
YO3a4YHOW.

- msecs — TaimayT, B MUIINCEKYHAAX.

timeout msecs
msecs: (50..5000)/2000 mc

no timeout YcTaHaBAMBaeT 3HaYeHue TaVIMayTa NO YMONYaHUIO.

YCTaHOBUTb KOIMYECTBO 6aiiT, nepegasaembix B ICMP-nakete
request-data-size bytes B KayecTBe AaHHbIX (payload).
bytes: (28..1472)/28 6aitT | . pytes — konuuecTso Gaii.

no request-data-size YCTaHOBWTb 3HaYeHMEe KOANYecTBa 6alT No YMONYaHUIO.

[Onsa HopmanbHOro BbinoaHeHUA onepauun ICMP Echo peKkomeHayeTca ycTaHaBAMBATb 3HA-
H YeHue YacToTbl BbINOJIHEHUA onepaunu 60bWKMM, YeM 3HAYEHUE TaMayTa onepaLuuu.

KomaHObI pexcuma KoHgu2ypupo8aHUsa mpeKa

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma KoOHGUryprupoBaHUa Tpeka:

console (config-track) #

Tabnnua 240 — KomaHabl pexkuma KoHPUrypauum Tpeka

3HayeHue/3HayeHue
Mo ymon4YaHuro

KomaHda Aelicmeue

YcTaHaBAMBaeT 3a4epXKKy Aaa cmeHbl coctoAaHuA TRACK-
ob6beKTa Npu M3meHeHUU coctoaHuA IP SLA onepaumm.

- secs — 3aeprKKa B CEKyHAAX;

- up — 334ep)KKa M3MEHEHWA COCTOAHMA MPU U3MEHEeHUU
secs: (1..180)/0 onepaumm B coctoaHue OK;

- down — 33aep)KKa U3SMEHEHUA COCTOAHMA NPU U3SMEHEHUMU
onepaumu B coctoaHue Error.

delay {up secs down secs | up
secs | down secs}

delay {up secs down secs | up

Ypanaet 3a4epiKy.
secs | down secs} A ACPIKY

KomaHObI pexcuma KoHgu2ypuposaHusa cnucka TRACK-o6bekmos

Bua 3anpoca KOMaHAHOM CTPOKK pexnuma KoHPUrypnposaHua cnmcka TRACK-06beKTOB:
console (config-track-list)#

Tabnvua 241 — KomaHabl pexkuma KoHpurypuposaHua onepaumm TRACK LIST

KomaHoa 3HayeHue Aelicmeue
object object-id MpuBA3bIBaeT 06BEKT, COCTOAHME KOTOPOro TpebyeTca oTcne-
N KUBaTh.
object-id: (1..64) - object-id — Homep TRACK-o6beKTa.

no object object-id YpanaeT npuBA3aHHbIA 0ObEKT.

delay { up secs down YcTaHaBAMBaeT 3af4eprKKy AasA CcmeHbl coctosHma TRACK-
secs | up secs | down secs : (1..180)/0 obbeKTa Npu n3smeHeHuun coctoaHua IP SLA onepaunu.

secs } - secs — 3afepiKKa B CEKYHAAX;
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- up — 334ep’KKa USMEHEHUA COCTOAHUA NPU U3MEHEHUM one-
pauum B coctoaHme OK;

- down — 33geprKKa U3MEHEHUA COCTOAHUA NPU U3MEHEHUMU
onepauumn B coctosHue Error.

KomaHOwbi pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKM pexunma privileged EXEC:

console#

Tabnunua 242 — KomaHgb! pexuma privileged EXEC

KomaHoa

3HaueHue Aelicmsue

show ip sla operation
[operation]

OTobparkaeT MHGopMaL Mo 0 HacTPoeHHbIX IP SLA onepauusax.

operation: (1..64) - operation — HOMep onepaumm.

show track { object-id |
list [ object-id 1}

OTobparkaeT MHPopMaLmto 0 HacTpoeHHbIXx TRACK-ob6beKTax.

object-id: (1..64) - object-id — Homep ob6beKTa.

clear ip sla counters
[operation]

O6HynseT cyeTunkm IP SLA onepauuu

tion: (1..64 :
operation: ( ) - operation — Homep onepauuu.

Mprmep HaCTPOIMKK, NpeaHAa3HAYEeHHOM ANA KOHTPOAA y31a ceTh ¢ agpecom 10.9.2.65 c oTnpasKomn
ICMP-3anpoca Kaxkgble 20 cekyHg, BpemeHem oTBeTa Ha ICMP-3anpoc He npesbiwarowmm 500 mc um
pasmepom fAdaHHbix 92 6aliTa; 3adepkKa cmeHbl coctofHuA TRACK-obbekta — 3 cekyHApl; npwu
n3meHeHmn coctoaHnA TRACK-o6beKTa BbinonHATCA Mmakpocbl TEST_DOWN m TEST_UP:

console# configure

console (config) # interface vlan I

console (config-if)# ip address 10.9.2.80 255.255.255.192
console (config-if) # exit

console (config) # macro name TEST DOWN track 1 state down
Enter macro commands one per line. End with the character '@'.

int gil/0/11
no shutdown
@

console (confiqg) #

console (config)# macro name TEST UP track 1 state up
Enter macro commands one per line. End with the character '@'.

int gil/0/11
shutdown

@

console (config) #

console (config) # ip sla 1

console (config-ip-sla)# icmp-echo 10.9.2.65
console (config-ip-sla-icmp-echo) # timeout 500
console (config-ip-sla-icmp-echo)# frequency 20

)
console (config-ip-sla-icmp-echo)
)

request-data-size 92
exit

#
#

console (config-ip-sla) # exit

console (config)# ip sla schedule 1 life forever start-time now
console (config)# track 1 ip sla 1 state

console (config-track) # delay up 3 down 3

console (config-track)# exit

console (config) # exit

console#

(
(
(
(
(
(
console (config-ip-sla-icmp-echo
(
(
(
(
(
(
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Mpumep BbIBOAA CTaTUCTUKKU ans onepaumm ICMP Echo:

IP SLA Operational Number: 1
Type of operation: icmp-echo
Target address: 10.9.2.65
Source Address: 10.9.2.80
Request size (ICMP data portion): 92
Operation frequency: 20
Operation timeout: 500
Operation state: scheduled
Operation return code: OK
Operation Success counter: 254
Operation Failure counter: 38
ICMP Echo Request counter: 292
ICMP Echo Reply counter: 254
ICMP Error counter: 0

roe

— Operation state — TeKyl,ee COCTOAHME onepaymu:
= scheduled — onepauusa BbINOHAETCS;
= pending — BbINOJIHEHME ONEpaLMM OCTaHOBNEHO.
— Operation return code — Kop, 3aBepLUeHMA NocaeaHen BbINOAHEHHON onepauuu:
=  OK — ycnelwHoe 3aBepLleHne npeablayLien onepauum;
= Error — Heyga4yHoe 3aBepLueHne nocneaHelr nonbiTkM U3MepeHUs.
— Operation Success counter — KOAWMYECTBO YCMNELHO 3aKOHYEHHbIX Onepauui.
— Operation Failure counter — KONNM4YeCTBO HEYAAYHO 3aKOHYEHHbIX OMNepauyi.
— ICMP Echo Request counter — Konn4ecTBoO NpoOBeAEHHbIX 3aMyCKOB Oonepauymu.
— ICMP Echo Request counter — KONM4ecTBO NOAyYeEHHbIX oTBETOB Ha ICMP-3anpoc.

ICMP Error counter — CY4€TYMK, OTOBPAXKaIOLWLMIA KONNYECTBO M3MEPUTENbHbIX ONepaL i, 3aKOHYUBLUNXCA
C COOTBETCTBYHOLMM KOLOM OLWNBKN.

5.27 dnekTponurtaHue no amHuam Ethernet (PoE)

Mogenn KommyTaTopoB c cypdukcom ‘P’ B 0603HAYEHUM NOALEPIKMUBAIOT 3SNEKTPOMNUTAHUE
yCTpolicTB no nnHum Ethernet B cooTBeTcTBUM ¢ pekomeHaaumamu |IEEE 802.3af (PoE) u IEEE 802.3at (PoE+)
No TUNY PacnMHOBKK A,

Mpu oTKNOYEHMM 0gHOrO 6/10Ka NUTaHMA B6rogKeT MoLLHOCTM POE pacnpeaenseTca cornacHo npu-
opuTteTam. o ymonyaHuio Bce MHTepdeicbl metoT npuoputeT low, NoaTomy pacnpeaeneHvne naet no no-
pAOKY, HauMHaA C NepBOro, N NUTaHME NOAAETCA Ha CTOJ/IbKO MHTEPGECOB, HAa CKOIbKO XBAaTUT BrogKeTa
MOLLHOCTK. MpMOPUTETBI MOXKHO HacTpaMBaTb — B 3TOM C/ydae bloaxeT byaeT pacnpenenaTbcsa B No/b3y
nHTepdeiicos c 6oee BbICOKMM NMPUOPUTETOM.

Mpu nepesarpysKe ycTpoiicTBa Ha MHTepdeiicax ¢ BbIKAOYEHHbIM POE BO3MOXHA KpaTKo-
H BpeMeHHan nogaya NUTaHMUA, TaK KaK 3anycKaeTca NpoLecc CornacoBaHUA ero nogaum.

KomaHObI pexcuma 2n06asab6Hol KoOHu2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume rnobasibHo KoHdUrypaumm:

console (config) #
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Tabnunua 243 — KomaHabl perknma rnobanbHo KoHGUrypaumm

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuo

Aelicmeue

power inline limit-mode {port |

class}

no power inline limit-mode

-/class

Bbl6paTb perKMM OrpaHUYeHMA MOLLHOCTU 3NEKTPONUTaHUA:

- port — orpaHuuYeHue yCTaHaB/IMBAETCA HA OCHOBaHUW aAMMHU-
CTPaTUBHbIX MapaMeTpoB MopTa;

- class — orpaHuueHune ycTaHaB/IMBaeTCA Ha OCHOBaHMM Knacca
NOZK/NOYEHHOTO YCTPOWCTBa

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

power inline restart auto

no power inline restart auto

-/BKAOYEHO

BKkAtOUUTL aBTOMaTUYecKuii pectapT POE B ciyyae OTKAOYeHMA
PoE-KoHTpOAnnepa.

YCTaHOBUTbL 3HaAYeHWe Mo ymonyaHuto. OTKAOYMTL aBTOMaTUYe-
CKuit pectapT PoE B cnyyae oTkAtoyeHusa PoE-KoHTpoanepa.

power inline usage-threshold
percent

no power inline usage-
threshold

percent: (1..99)/95

YCTaHOBUTb MOPOT NOTPEBAAEMOI MOLLHOCTH, NPY KOTOPOM GOop-
MUpYeTca MHPOopPMaLMoHHOEe cooblieHune (snmp trap) o npesbl-
LeHnn nopora.

YCTaHOBUTb 3HaYeHMe NopPora No YMOIYAHUIO.

power inline traps enable

no power inline traps enable

-/BbIK/IIOYEHO

PaspewunTtb popmupoBaHMe MHGOPMALMOHHBIX COOBLEHNA Ans
nogcucrtemsl PoE.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

power inline inrush test
disable

no power inline inrush test
disable

-/BKNIOYEHO

BKAtOUNTb NpoBepKy inrush-Toka.

OTKOUYNUTL NPOBEPKY inrush-Toka.

power inline disable

no power inline disable

-/BbIK/OYEHO

OTKAOYNTBL UCnonb3oBaHue PoE.

/1 Hactpoiika BcTynuT B CuAy TONIbKO NOCNe nepesarpysku
yCTpOWcTBa.

BkntounTtb ncnonbsosaHue PoE.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPuUrypaumnm nHtepdelica Ethernet:

console (config-if) #

Tabnunua 244 — KomaHabl perknuma KoHourypaumm nHtepdelica Ethernet

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

power inline {auto | never}

[time-range range_name]

range_name: (1..32)
CUMBON;
-/auto

YnpasnaTb paboToi NpoToKona obHapy»eHna PoE-ycTpoicTs Ha
MHTepoeice.

-auto — paspelwaet paboTy npoTokona obHapyxeHus PoE-
YCTPOMCTB Ha uHTepderice U BKAOYAET NoAady 3NEKTponuUTaHus
Ha UHTepodelic;

- never — 3anpewwaeT paboTy npotokona obHapyxeHus PoE-
YCTPOWCTB Ha MHTepdelice 1 OTKOYaET NoAaYy 3NEKTPONUTAHUA;
- time-range — BpeMeHHOI MHTepPBas, B TEYEHUE KOTOPOro NuTa-
Hue ByaeT noAaBaThca Ha UHTepdeiic.
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power inline powered-device
pd_type

pd_type:(1..24)

[o6asuTb Npon3BonbHOe onncaHme PoE-ycTpoiicTBa gna nomoLm
B aAMUHUCTPUPOBaHUM 06OPYyA0BaHUA.

cumsonos/
no power inline powered-de- He 3aaH0 YaanuTb paHee 3aaHHoOe onucaHue PoE-ycTpolicTsa.
vice
power inline priority {critical | 3agaTtb npuopuTeT nHTepdelica PoE npu ynpaBneHnn anekTponu-
high | low} TaHuem.
- critical — ycTaHaBAMBaeT HauBbICLIMIA NPUOPUTET 3NEKTpONUTa-
i HUWA. DNEKTpoNUTaHMe NOPTOB C TaKUM MpuopuTeTom byaeT npe-
-/low

no power inline priority

KpaLaTbCa B NOC/EAHION ovepeab Npu neperpyske cuctembl PoE;
- high — ycTaHaBAnBaeT BbICOKMIM NPUOPUTET INEKTPONUTAHUS;
- low — ycTaHaBNMBAET HU3KMI1 NPUOPUTET /IEKTPONUTAHMA.

YCTaHOBWUTb NPUOPMUTET MO YMOYAHUIO.

power inline limit power

no power inline limit

power: (0..30000)/
30000 mBT

HasHauuTb Npesen MOLWHOCTU 31eKTPONUTaHNUA ANA BbIGPaHHOrO
nopra.

YCcTaHOBUTbL Npesen MOLWHOCTU NO YMONYAHMUIO.

KomaHOb1 pexcuma privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM B pexume privileged EXEC:

console#

Tabnunua 245 — KomaHabl perkuma privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show power inline
[gigabitethernet gi_port | unit
unit_id]

gi_port: (1..8/0/1..8);
unit_id: (1..8)

OT06pa3nTb COCTOSIHME INEKTPONUTaHUA MHTepdeicoB, noaaep-
KUBAKOLWNX NMUTAHMeE No nvHuKM PoE.
- unit_id — Homep toHMTa B CTEKe.

show power inline
consumption [gigabitethernet
gi_port | unit unit_id]

gi_port: (1..8/0/1..8);
unit_id: (1..8)

OT06pasnTb XapaKTepuUCTUKM noTpebaeHns mowHocTn PoE-
MHTepdencos ycTponcTaa.
- unit_id — Homep toHUTa B CTEKe.

show power inline version

OT06pasnTb Bepcuto NporpaMmHoro obecneyeHms KOHTposanepa
nogcucrtemsbl PoE.

[pumepbl 8b1M0AHEHUS KOMAHO

e [loKasaTb COCTOSIHME 31IEKTPONUTAHUA BCEX MHTepdeCcoB yCTpoiicTBa:

consolef#show power inline

Power-1limit mode:

Class based

Usage threshold: 95%

Trap: Enable

Legacy Mode: Enable

Inrush Test: Enable

Class Error Detection: Enable

Guard-Band Value: Static (1W)

Unit Module Nominal Consumed Temp SW PSE chipset
Power (W) Power (W) (C) Version HW Revision

1 MES2300-24P AC 380 353 (93%) 39 22.211.20.2

0x0

Interface Admin Oper Power (W) Class Device Priority

gil/0/1 Auto Oon 14.400 0 low

gil/o0/2 Auto On 14.600 0 low

gil/o0/3 Auto On 14.800 0 low

gil/o0/4 Auto Oon 14.700 0 low
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gil/0/5 Auto On 14.400 0 low
gil/0/6 Auto Oon 14.300 0 low
gil/o0/7 Auto On 14.900 0 low
gil/0/8 Auto Oon 14.500 0 low
gil/0/9 Auto Oon 14.500 0 low
gil/0/10 Auto On 14.800 0 low
gil/0/11 Auto On 14.900 0 low
gil/0/12 Auto On 14.800 0 low
gil/0/13 Auto On 14.800 0 low
gil/0/14 Auto Oon 14.700 0 low
gil/0/15 Auto On 14.900 0 low
gil/0/16 Auto On 14.600 0 low
gil/0/17 Auto Oon 14.700 0 low
gil/0/18 Auto On 14.700 0 low
gil/0/19 Auto On 14.600 0 low
gil/0/20 Auto On 14.700 0 low
gil/o0/21 Auto On 14.600 0 low
gil/0/22 Auto On 14.700 0 low
gil/0/23 Auto On 14.700 0 low
gil/0/24 Auto On 14.700 0 low
[pumepsbi 8biM0AHEHUS KOMAHO
o [TokasaTb cocToAHUEe I1IEKTPONUTAHUA Bbl6paHHOF0 MHTedeeﬁca:
consolef#show power inline GigabitEthernetl/0/1
Interface Admin Oper Power (W) Class Device Priority
gil/0/1 Auto Searching 0.0 0 low
Port Status: Port is off. Detection is in process
Port standard: 802.3AT
Admin power limit (for port power-limit mode): 30.000 watts
Time range:
Max Power Allocation: 30.000 watts
Spare pair: Disabled
Negotiated power: 0.0 watts (None)
Current (mA) : 0
Voltage (V) : 0.000
Overload Counter: 0
Short Counter: 0
Denied Counter: 0
Absent Counter: 0
Invalid Signature Counter: 0
Tabnnua 246 — MapameTpbl CTAaTyca 3N1EKTPONUTAHUSA

Nominal Power HOMMHaNbHaA MOLLLHOCTb UCTOYHMKA NUTAaHUA nogcuctembl PoE.

Consumed Power N3mepeHHoe 3HayeHMe NoTpebaaemolrt MOLWHOCTH.

Usage Threshold MNMoporosoe 3HayeHMe NoTpebAeMon MOLLHOCTH, NpU KOoTopom dopmu-
pyeTca MHPopmaLMOoHHOe coobleHure (snmp trap) o npesbiWeHUNU no-
pora.

Traps OTobparkaeT paspelleHme popmmpoBaHMe MHPOPMALMOHHBIX coobLe-
HUIA.

Port 0O603Ha4yeHne uHTepdeica KommyTaTopa.

Admin A,CI,MMHMCTpaTVIBHOQ COCTOAHNE SNEKTPONMUTAaHNA NopTa. Bo3moHble
3HavyeHMA — auto u never.

Priority MpuoputeT ynpaBneHUA sNeKTponmTaHnem nopTta. BoamoXKHble 3Have-

HuA — critical, high, low.
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Oper

OnepaTMBHOE COCTOSAAHME 3/IEKTPONUTAHUA NOPTa. BO3MOXKHbIe 3Have-
HUA:

- Off — nuTaHMe nopTa BbIKAKOYEHO aAMUHUCTPATUBHO;

- Searching — nuTaHWe NopTa BK/IOYEHO, OXUAaHMe NoaKAYeHUs PoE-
YCTPOWCTBa;

- On — nNuTaHWe NopTa BKJOYEHO U eCTb NpucoegnuHeHHoe PoE-ycTpoi-
CTBO;

- Fault — aBapusa nuTaHuA nopTa. POE-ycTpoicTBO 3aNpoCcMao MOLLHOCTb
60/bLlWyl0, YeM AOCTYNHO unu notpebnsemasa PoE-ycTpoictBoM MoLu-
HOCTb NPEeBbLICMA 3aaHHbIN Npeaen.

Port standard

Knaccudukaumsa noaxnyeHHOro yctpoictBa B cootseTctBum c |EEE
802.3af, IEEE 802.3at.

Overload Counter

CyeTumK KOMYEeCTBa CNyvaeB Neperpysku No 3NEeKTPONUTAHMIO.

Short Counter

CyeTumK cnyyaeB KOPOTKOMO 3aMblKaHMA.

Denied Counter

CyeTumk C/ly4aeB OTKa3a B nogaye 3/1IeKTpoOnnTaHuA.

Absent Counter

CyeTuMK C/lyyaeB NPeKpaLLeHns 31eKTPOMUTAaHMA U3-3a OTKIHOYEHMUSA Nn-
Taemoro ycTpoWcTBa.

Invalid Signature Counter

CyeTumK oWmMbOoK KnaccudumKaumm noakAtoHeHHbIX POE-ycTpoicTs.

5.28 ®yHKuuM obecneyeHnsa 6esonacHocTn

5.28.1 ®yHKkyuu obecneyeHun 3auumsi NOpMos

C uenbto nosblleHMs 6e30MacHOCTM B KOMMYTATOpe CyLLECTBYET BO3MOMHOCTb HaCTPOUTb KaKoM-
nmMbo nopt TakK, ytobbl AOCTYN K KOMMYTaTOpy Yepe3 3TOT NOPT NPeAoCTaBAsAACA TONbKO 3aAaHHbIM
ycTpoiicTBam. ®yHKLMA 3aLWMTbl NOPTOB OCHOBAHa Ha onpeaeneHnn MAC-aapecos, KOTOPbIM paspeluaeTca
goctyn. MAC-agpeca moryT 6biTb HaCTPOEHbI BPYYHYIO MAKM M3ydYeHbl KOMMyTaTopoM. lMocne M3ydeHus
HeobXxoAMMbIX aapecoB MOPT ciaedyeT 3ab/OKMPOBaThb, 3aWMTUB €ro OT MOCTYMJAEHUA MNaKeToB C
HeunsydyeHHbIMK MAC-agpecamun. Takum 06pasom, Korga 3ab10KMPOBaHHbIM MOPT Noay4aeT naket, U MAC-
aZlpec UCTOYHMKA NaKeTa He CBA3aH C 3TUM NOPTOM, aKTUBU3MPYETCA MEXAHWU3M 3aLUTbl, B 3aBUCMMOCTM OT
KOTOPOro MoryT 6biTb MPUHATLI CAeaylowme Mepbl: HECAaHKLMOHMPOBaAHHbIE MAKeTbl, NMOCTynalowme Ha
3a6/10KMPOBaHHbIN NOPT, NepecbiNaoTca, 0T6packIBaloTCA, MMB0 e NoPT, NPUHABLLUMIA NAKET, OTKAOYAETCA.
®yHKuMa besonacHocT Locked Port nosBonseT coxpaHUTb CNMCOK M3ydeHHbIx MAC-aapecoB B ¢aline
KOHdUrypaumm, Takum 06pasom, 3TOT CMIMCOK MOXKHO BOCCTaHOBUTL NOC/e Nepes3arpyskun ycTpomncTea.

f CyuwiecTByeT orpaHuyeHue Ha Konuyectso MAC-agpecoB, KOTOpoe MOXKeT U3y4UTb NOPT, UC-
NoAb3ylowmii GYHKLMIO 3aLmTDI.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-

ghelica 2pynnbl Mopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexmnme KoHourypauum uHtepdelica Ethernet, nHtepdeiica

rpynnbl NOPTOB:

console (config-if)#

306 Ethernet-kommymamopei ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,

MES5410-48, MES5500-32, MES5600-24, MES5700-32




D ELTEX

Tabnunua 247 — KomaHabl pexkuma KoHourypaumm nHtepdelica Ethernet, rpynnsl nHTepdelicos

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuo

Aelicmeue

port security

no port security

-/BbIK/IIOYEHO

BKAtoyaeT GyHKUMIO 3alWnTbl Ha UHTepdelice. BAOKUpYeET dyHK-
LMI0 M3yYeHUA HOBbIX aapecoB ANnsA uHTepdelica. MakeTbl C HeU3y-
YyeHHbIMM MAC-agpecammn UCTOYHMKA oTBpacbiBatoTca. KomaHaa
aHanornyHa KomaHge port security discard.

OTKAoYaeT GYHKUMIO 3alLMTbl HA UHTepdelice.

port security max num

no port security max

num: (0..32768)/1

3afaeT MakcMmasibHOE KOJ/IMYECTBO afApecoB, KOTOPOEe MOXKeT
M3y4ynTb NOPT.

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

port security routed
secure-address mac_address

no port security routed
secure-address mac_address

dopmat MAC-agpeca:
H.H.H, H:H:H:H:H:H,
H-H-H-H-H-H

YcTaHaBAMBaeT 3aWwmLLeHHbIi MAC-agpec.

Ypansaet sawmueHHblt MAC-agpec.

port security {forward |
discard | discard-shutdown}

[trap freq]

freq: (1..1000000) cek

BKAtoyaeT GyHKUMIO 3aWnTbl Ha UHTepdelice. BAOKMpYeT dyHK-
LMIO M3yYeHUs HOBbIX aApecoB s nHtepdeliica.

- forward — nakeTtbl ¢ HensyyeHHbIMM MAC-agpecamMn UCTOYHMKA
nepecbinatoTcs;

- discard — nakeTbl ¢ HensyyeHHbIMM MAC-agpecammn UCTOYHUKA
oTbpacbiBatoTcs;

- discard-shutdown — nakeTbl ¢ HensydyeHHbIMM MAC-agpecamu
MCTOYHWMKa OTOpacbIBatOTCA, NOPT OTKAKOYAETCH;

- freq — yactoTa reHepupyembix coobuweHnin npotokona SNMP
trap npu NOCTyN/AeHNN HECAHKLMOHNPOBAHHbIX NMaKeTOB.

port security trap freq

freq: (1..1000000) cek

3afaeT 4YacToTy reHepupyembix coobueHuin npotokona SNMP
trap npu NOCTyN/NeHNU HECAHKLMOHNPOBAHHbIX MaKeToB.

port security mode {secure
{permanent | delete-on-reset}
| max-addresses | lock}

no port security mode

-/lock

3ajaeT pexum orpaHuyeHua wusydyeHua MAC-agpecoB Aans
HacTpanBaemoro nHtepdeiica.

- secure — HacTpamBaeT CTAaTUYECKOe OrpaHuYeHue MU3ydYeHus
MAC-agpecos Ha nopTy;

- permanent — gaHHbli MAC-afpec coXxpaHuUTCs B Tabanue paxe
nocne nepesarpysKku ycTpomcTBa;

- delete-on-reset — faHHbIM afpec yaanmTca Noc/e nepesarpysku
YCTPOICTBA;

- max-addresses — yfanfer Tekylwme AMHAMUYECKU U3yYeHHble
agpeca, CBA3aHHble c nHTepdericom. PaspeweHo
M3y4yeHMe MaKCMMaJbHOTO KOJIMYecTBa aApPecoB Ha MOpTy.
MoBTOPHOE MU3yYeHME U CTapeHne paspeLleHbl;

- lock — coxpaHsaeT B KOHOUIYpaumto TEKyLLME AUHAMUYECKN U3Y-
YeHHble afipeca, CBsA3aHHble C UHTepdelicom 1 3anpeLlaeT obyye-
HUEe HOBbIM afpecam U CTapeHUe y¥Ke U3YYeHHbIX afpecos.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

KomaHOobl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console>
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Tabnnuya 248 — KomaHabl pexkmma EXEC

3HaveHue/3HayeHue .
KomaHda / Aelicmeue
no yMmoA4YaHuio

show ports security MoKa3blBaeT HAaCTPOMKMN OYHKLMKM H6e3onacHOCTU Ha BblbpaH-
{gigabitethernet gi_port | HOM MHTepodeiice.

tengigabitethernet te_port |
twentyfivegigabitethernet

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:

twe_port |

L (1..8/0/1..120);
hundredgigabitethernet . )
hu_port | hu_port: (1..8/0/1..32);

fo_port: (1..8/0/1..32);

fourhundredgigabitethernet group: (1..128)

fo_port | port-channel group |
detailed}

show ports security addresses MoKa3bIBaeT TEKYLLME AMHAMUYeCKUe agpeca Ana 3abnoKupo-
{gigabitethernet gi_port | BaHHbIX NOPTOB.

tengigabitethernet te_port |
twentyfivegigabitethernet

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:

twe_port |

- (1..8/0/1..120);
hundredgigabitethernet . .
hu_port | hu_port: (1..8/0/1..32);

fo_port: (1..8/0/1..32);

fourhundredgigabitethernet group: (1..128)

fo_port | port-channel group |

detailed}

set interface active AKTUBU3MPYET UHTEPdENC, OTKNHOYEHHbIM GYHKUMEN 3aLUUTbI
{gigabitethernet gi_port | gi_port: (1..8/0/1..48); noprta (KomaHaa AOCTyMHa TONbKO A1 NPUBUAETMPOBAHHOIO
tengigabitethernet te_port | te_port: (1..8/0/1..48); | nonb3osatens).

twentyfivegigabitethernet twe_port:

twe_port | (1..8/0/1..120);

hundredgigabitethernet hu_port: (1..8/0/1..32);

hu_port | fo_port: (1..8/0/1..32);

fourhundredgigabitethernet group: (1..128)

fo_port | port-channel group}

[pumepbl 8b1M0MHEHUS KOMAHO

BKAOUMTD PYHKUMIO 3aWwMTbl Ha 15 nHTepdeice Ethernet. YcTaHOBUTbL OrpaHuYeHWe Ha U3yYeHWe afpecoB
— 1 agpec. MNocne nsyveHna MAC-agpeca 3a610KMpoBaTb GYHKLMIO U3YyUYEeHMA HOBbIX aApeCcoB AN UHTep-
deiica ¢ uenbto oTOPOCUTL NakeTbl ¢ HenMdydyeHHbIMM MAC-agpecammn UCTOYHUKA. CoXpaHuUTb B dain usy-
YeHHbIl agpec.

console# configure

console (config) # interface tengigabitethernet 1/0/15
console (config-if) # port security mode secure permanent
console (config-if) # port security max 1

console (config-if)# port security

MoaKNUMTb KNMEHTa K NOPTY U n3yunte MAC-agpec.

console (config-if) # port security discard
console (config-if) # port security mode lock
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5.28.2 lposepka NodaAUHHOCMU KAueHma Ha ocHoee nopma (cmaHoapm 802.1x)

5.28.2.1 baszosas nposepKa nodsauHHocmu

AyTeHTUdUMKaumMa Ha ocHoBe cTaHgapta 802.1x obecneunBaeT MPOBEPKY MNOAJIMHHOCTU
Nnosib30BaTeNEN KOMMYTATOPA Yepes BHELLHUI CEPBEP HAa OCHOBE NOPTa, K KOTOPOMY NOAKAIOYEH K/IUEHT.
Tonbko ayTeHTMGUUUPOBAHHbIE M aBTOPM3OBaHHbIE MO/b30BAaTE/IM CMOTYT NepefaBatb M NMPUHUMATb
AaHHble. MpoBepKa NOAJIMHHOCTM No/Ib30BaTeNeN NOPTOB BbiNosHAeTcA cepepom RADIUS nocpeactsom
npotokona EAP (Extensible Authentication Protocol).

KomaHObI pexcuma 2a06ana6Hol KOHgu2ypayuu

BunAa 3anpoca KOMaHAHON CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (config) #

Tabnunua 249 — KomaHabl pexkmma rnobanbHol KoHpuUrypaumm

KomaHoa

3HayeHue/3HayeHue
Mo yMmon4YaHuo

Aelicmeue

dotlx system-auth-control

no dotlx system-auth-control

-/BbIK/IIOYEHO

BKAOUMTL pexknum ayTeHTUdMKaumm 802.1X Ha KommyTaTope.

BbIkntounTb pexmm ayteHTMduKaumm 802.1X Ha KOmMmyTaTope.

aaa authentication dot1x
default {none | radius} [none |
radius]

no aaa authentication dot1x
default

-/radius

3apaTb OAMH MU ABa MeToAa NPOBEPKM NOAJMHHOCTU, aBTOPU3a-
uMm 1 yyeta (AAA), ana ncnonb3oBaHUA Ha MHTepdelicax IEEE
802.1X.
- none — He BbINOJIHATb ayTEHTUPUKALMNIO;
- radius — ncnonbsoBatb cnmMcok RADIUS-cepBepoB ana ayTeHTU-
du1Kaumm nonbsosaTens.
BTtopoit meToa ayTeHTUPUKALMU UCNONb3YETCA TONbKO B
V cnyyae, ecau no nepBomy ayTeHTUPUKauua 6bina He-
yCnewHoi.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

dotlx guest-vlan timeout time

time: (30..180)

YCTaHOBUTb 3afepXKKy B HasHaueHUW guest-vlan Ha mopT nocne
noslyyeHus access-reject ot cepsepa.

cekyHa/0
no dotlx guest-vlan timeout YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.
dotlx mac-auth { radius | eap } BbibpaTb dopmaT coobueHuii, KoTopble oTrnpasastoTca RADIUS-
[ username { groupsize KnmeHToM Ha RADIUS-cepBep B npouecce ayTeHTUdMKaL MM Ha OC-
groupsize separator separator HoBe MAC-aapeca, ¥ ONuMOHabHO HACTPOUTL GopmaT aTpubyTa
{ lowercase | uppercase } }] -/eap User-Name.
groupsize: 1,2,4,12/12 | _ eap — “cnonb3osaTb aTpnbyT EAP B coobuieHmnax RADIUS.
separator: -, ;,./none | _yadius — ucnonbsosats RADIUS Ges aTpubyTa EAP. B KauecTse
3HayeHua aTpubyTa User-Password ncnonbsyetca MAC-agpec cy-
NAVKaHTa.
Ecam username He 6yaeT HacTpoeH, To npumeHuUTca pop-
V mar 6e3 pa3genutens ¢ HUXKHUM PermcTpom.
no dotlx mac-auth YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.
dotlx mac-auth password Mcnonb3oBaTb 3a4aHHbIN aAMUHUCTPATOPOM Naposb B aTpubyTe
password User-Password Bmecto MAC-aapeca cyn/iMKaHTa.
password:

no dotlx mac-auth password

(1..32) cumsonos

V KomaHgaa ucnonbsyetca B nape c dotlx mac-auth radius.

OTMeHa UCno/b30BaHUA 334aHHOTO aAMUHUCTPATOPOM NApPONsA B
aTpubyTe User-Password: ncnonb3osatb MAC-agpec cynivMkaHTa
B aTpmnbyTte User-Password.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumnm nnHtepderica Ethernet:

console (config-if) #

Tabnnua 250 — KomaHab! pexkuma KoHourypaumm nHtepdelica Ethernet

MpoTtokon EAP (Extensible Authentication Protocol) BbinonHser 3agaun gna ayreHTMdUKa-
UMY yAaNEHHOro K/IMEHTa, NPU 3TOM onpeaenas MexaHUu3sm ayTeHTuduKaumu.

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

dotlx port-control {auto |
force-authorized |
force-unauthorized}
[time-range time]

-/force-authorized;

HacTpausaet ayteHTMdMKaymto 802.1X Ha uHTepdeiice. Paspe-
LWAeT Py4YHOM KOHTPO/b 33 COCTOAHMEM aBTOPM3ALLMM NOpPTa.

- auto — ucnonb3osatb 802.1X ANA U3MEHEHWUA COCTOAHUA KAK-
eHTa MeXKy aBTOPM30BaHHbIM Y HEABTOPM30BaHHbIM;

- force-authorized — Bbikntouaet ayteHTUPMKaumio 802.1X Ha
nHTepdeiice. MopT nepexoaAnT B aBTOPU30BaHHOE COCTOAHME
6e3 ayTeHTUdUKauuu;

time: (1..32) - force-unauthorized — nepesoguT NopT B HEeaBTOpM30BaHHOE
cocToAHune. IrHopMpyoTca BCe NOMNbITKM ayTeHTUdUKaL MU KAn-
€HTa, KOMMYTaTop He NPeAOoCTaBAAET CEPBUC ayTEHTUDMKALUU
ON1A 3TOro NopTa;
- time — HTepBan BpemeHuW. Ecav faHHbIM napameTp He onpe-
AeneH, To NopT He aBTOPU30BaH.
no dotlx port-control YcTaHaBAMBaET 3HAaYEHME N0 YMONYAHUIO.
dotlx reauthentication -/nepuoguyeckme BkntoyaeT nepuoanyeckne noBTOPHbIE MPOBEPKU NOAJUNHHO-
NOBTOpPHbIE NPOBEPKU cT1 (nepeayteHTUMKALMIO) KNMEHTA.
no dotlx reauthentication NOAJIMHHOCTH BblKNtoYaeT nepmoamyeckme NoBTOPHbIE NPOBEPKU NOSJANHHO-
BbIK/tOYEHbI cTU (nepeayTeHTUdUKALMIO) KAMEHTA.

dotlx timeout eap-timeout
period

no dotlx timeout eap-timeout

period: (1..65535) /30

3apaeT MHTepBan BPEMEHU B CEKyHAAX, B TeYeHMe KOTOpPOro
cepsep EAP oxnaaet oteeTa oT KAneHTa EAP f0 noBTOpHOM ne-
pefaun 3anpoca.

YCTaHOBUTb 3HAYEHME MO YMOHYAHWUIO.

dotlx timeout supplicant-held-
period period

no dotlx timeout supplicat-
held-period

period: (1..65535) /60

3ajaeT nepmog, BpemeHu, B TeYeHne KOTOPOro 3anpaluunBato-
LM KAET [0 Nepes3anycka ayTeHTUdMKaL MM nocae noayyeHms
otseTa FAIL oT cepsepa Radius.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

dotlx timeout reauth-period
period

no dotlx timeout
reauth-period

period:
(300..4294967295)/
3600 cekK

YcTaHaBAMBaeT Nepuos MexAy NOBTOPHbIMM NPOBEpPKamu
NOANMHHOCTK.

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.

dotlx timeout quiet-period
period

no dotlx timeout quiet-period

period: (10..65535)/60
ceK

YcTtaHaBAMBaeT nepuog, B TeyeHMe KOTOPOro KOMMYyTaTop
OCTaeTcAa B COCTOAHNUU MONYaHUA nocne Heyp,aquﬁ npoBepKku
NOONTMHHOCTU.

B TeueHue nepnoga Mon4aHMA KOMMYTaTop He NPUHUMaET U
HE UHUUMNPYET HUKAKUX ayTeHTMd)VIKaLI,VIOHHbIX COO6LLI,eHVIl71.

YcTaHaBAMBaeT 3HaYeHne o yMmon4yaHuo

dotlx timeout tx-period period

no dotlx timeout tx-period

period: (30..65535)/30
cek

YcTaHaBAnBaeT Nepuoz, B Te4eHe KOTOPOro KOMMYTATOP OXMU-
[aeT OTBeT Ha 3anpoc AMbo naeHTUPUKaLMIO NO NPOTOKONY
EAP OT KNneHTa, nepes, NOBTOPHOM OTMNpPaBKOW 3anpoca.

YcTaHaBAMBaEeT 3HaYeHUe Mo YMONYaHUIO.

dotlx max-req count

count: (1..10)/2

YcTaHaBAMBaeT MaKCMMaibHOEe YMC0 MOMbITOK nepeAayn 3a-
npocos npoTtokona EAP-knneHTy nepea HOBbIM 3aMyCKOM Mpo-
Lecca NnpoBepKM NOAJIMHHOCTY.
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no dotlx max-req

YcTaHaBAMBaeT 3HaYeHUe Mo YMONAYaHUIO.

dotlx timeout supp-timeout
period

no dotlx timeout
supp-timeout

period: (1..65535)/30
CeKyHA,

YcTaHaBAMBaeT nepuoa Mexay noBTOPHbIMU nepefadyamum 3a-
npocos nNpoToKona EAP-kauneHTy.

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

dotlx timeout server-timeout
period

no dotlx timeout
server-timeout

period: (1..65535)/30
CeKyHA,

YcTaHaBNMBaEeT NepMoA, B TEYEHNE KOTOPOTO KOMMYTATOP O¥KMU-
[aeT oTBeTa OT cepBepa ayTeHTUdMKaLmm.

YcTaHaBAMBaeT 3HaYeHUe No YMONYAHUIO.

dotlx timeout silence-period
period

no dotlx timeout
silence-period

period: (60..65535)
ceKk/He 3a4aHo

YcraHaBAuBaet nepnoa BpemeHU HeaKTUBHOCTU KAUEeHTa, no
ncre4yeHme KotToporo KIMeHT CTaHOBUTCA HEABTOPU30BAaHHbIM.

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

dotlx action track dead force-
authorized

no dotlx action track dead

-/BbIK/IIOYEHO

Mpu HegocTynHocTn RADIUS-cepBepa no track KnneHT nepexo-
[OUT B COCTOAAHME aBTOPU30BAHHOIO.

YcTaHaBAWBaeT 3HaYeHne No YMONYAHUIO.

dotlx action track alive
reauthentication

no dotlx action track alive

-/BbIK/OYEHO

Mpu BoccTaHoBAEHUM aocTynHocTu RADIUS-cepsepa (Bo3Bpa-
LeHWK U3 cocTosHuA dead) MHULMMPYETCA NOBTOPHAA ayTEHTU-
dUKauMA KNMEHTOB, aBTOPU30BAHHbBIX B MOMEHT HEAOCTYMNHO-
ctn RADIUS-cepsepa.

YcTaHaBAUBaeT 3HaYeHne No YMONYAHUIO.

KomaHOwbi pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOW CTPOKK pexxunma Privileged EXEC:

console#

Tabnnuya 251 — KomaHabl perkuma Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

dotlx re-authenticate
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet hu_port
| fourhundredgigabitethernet
fo_port | oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

Bpy4yHylo ocyliecTBaseT MOBTOPHYKO NPOBEPKY MNOAJNHHOCTU
YKa3aHHOro nopTta B KOMaHzae, MMb0o Bcex NopToB, NOAAEPKMBA-
towmx 802.1X.

dotlx unlock client
gigabitethernet gi_port |
tengigabitethernet te_port
mac_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

3ab610KMPOBaATb KAMEHTA C YKazaHHbIM MAC-agpecom Ha nopty
npu AOCTUXKEHUWU MOPOra MaKCUMasbHO BO3MOMKHbIX MOMbITOK
ayTeHTUOUKALMM.

show dot1x [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet hu_port
| fourhundredgigabitethernet
fo_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

Moka3sbiBaeT cocToaHue 802.1X gna KommyTaTopa AMbo ANA yKa-
3aHHOro uHTepdelica.

show dotlx users [username
username]

username: (1..160)
CMMBO/I0B

MoKasbiBaeT aKTUBHbIX ayTeHTUOULMPOBAHHBIX NONb30BaTENEH
802.1X KommyTaTtopa.
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show dot1x statistics interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet hu_port
| fourhundredgigabitethernet
fo_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

MoKasbiBaeT cTaTUCTMKY no 802.1X pna BbIBpaHHOro MHTep-

deiica.

show dot1x advanced
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
hundredgigabitethernet hu_port
| fourhundredgigabitethernet
fo_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

MoKasbiBaeT pexkmMmbl paboTbi dotix.

[pumepebl 8b1M0AHEHUA KOMAHO

BKNOUMTb pexkum ayteHTuduKaumm 802.1x Ha KommyTaTope. Ucnonb3osaTe RADIUS-cepBep a0 NpoBepKu
NOA/IMHHOCTU KAMEHTOB Ha MHTepdencax IEEE 802.1X. na 8 nHtepodeica Ethernet ncnonbsosatb pexmm

ayTeHTMduKaumm 802.1x.

console# configure

console (config)# dotlx system-auth-control

console (config)# aaa authentication dotlx default radius
console (config) # interface tengigabitethernet 1/0/8
console (config-if)# dotlx port-control auto

MoKasaTb coctosiHMe 802.1x ans KommyTaTopa, ana 8 uHTepdelica Ethernet.

console# show dotlx interface tengigabitethernet 1/0/8

tel/0/8
Host mode:

Open access:
Server timeout:

Max req: 2

Authentication is enabled
Authenticating Servers:
Unauthenticated VLANs:
Authentication failure traps are disabled
Authentication success traps are disabled
Authentication quiet traps are disabled

Radius

multi-host
Port Administrated Status:
Guest VLAN: disabled
disabled

30 sec
Port Operational Status:
* Port is down or not present
Reauthentication is disabled

auto

Reauthentication period: 3600 sec
Silence period: 0 sec

Quiet period: 60 sec

Interfaces 802.1X-Based Parameters
Tx period: 30 sec

Supplicant timeout: 30 sec

Authentication success: 0
Authentication fails: 0

unauthorized*

Tabnunua 252 — OnucaHune pesynbTaToB BbINOJHEHUS KOMaHL,

Mapamemp

OnucaHue

Port

Homep nopra.

Admin mode

Pexxum ayteHTUduKaumm 802.1X: Force-auth, Force-unauth, Auto.
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Oper mode

OnepaunoHHbIM PeXXMm NnopTa: aBTOPU30BaHHbIN, HEABTOPU30BaHHbIN, MO0 BbIKNOYEH-
Hbi (Authorized, Unauthorized, Down).

Reauth Control

KoHTpo/ib NnepeayTeHTUdMKaLUM.

Reauth Period

Mepurog mexay NOBTOPHLIMW NPOBEPKaMU NOAJUHHOCTH.

Mmsa nonb3oBatensa npu mcnosbsosaHnn 802.1X. Eciv nopT aBTOpPU30BaH, TO OTOOparKa-

Username eTcA UMA TeKyLero nosnb3osaTend. Ecan nopT He aBTopM30BaH, TO OTObparkaeTca UMA No-
cnefHero ycnewHo aBTOpM30BaHHOro NONb30BaTeNA Ha NOPTY.
Quiet period Mepunona, B Te4eHMe KOTOPOro KOMMYTATOP OCTaeTCA B COCTOAHWUM MOAYAHUA NOCNe He-
p yAa4yHO NPOBEPKU NOANNHHOCTY.
Tx period Mepuoga, B Te4eHME KOTOPOro KOMMYTATOP OXKMAAET OTBET Ha 3anpoc Mbo naeHTUdmKa-
umto no npotokony EAP oT KnneHTa, nepes NOBTOPHOM OTNPaBKOM 3anpoca.
Max req MaKcumanbHoe 4MC/I0 NOMNbITOK Nepeaayn 3anpocos nNpotokona EAP knaneHTy nepep Ho-

BbIM 3aMyCKOM MnpoLecca NPOBEPKU NOAJUHHOCTH.

Supplicant timeout

Mepuog mexay NOBTOPHbLIMKM Nepeaayamm 3anpocoB NpoTokona EAP KaneHTy.

Server timeout

Mepuoa, B TeueHME KOTOPOrO KOMMYTATOP OXKMAAET OTBETA OT CepBepa ayTeHTUdUKaLUK.

Session Time

Bpems NoaK/oueHns Nonb30BaTeNs K yCTPOMCTBY.

Mac address

MAC-agpec nonb3soarens.

Authentication Method

MeToga ayTeHTUPUKaLUUN YyCTaHOBAEHHOW CECCUN.

Termination Cause

MpunynHa 3aKkpbITUA ceccuu.

State

Tekyliee 3HaYEHNE aBTOMaTa COCTOAHUI onpeaennTens NoaJAMHHOCTM U BbIXOAHOIO aB-
TOMaTa COCTOAHUA.

Authentication success

KonnyecTso NosiyyeHHbIX COObLEHNI 06 ycrnewHoM ayTeHTUOUKaL MM OT cepBepa.

Authentication fails Ko/imyecTBo nonyyeHHbIX COOBLLEHMI O HeyCNeLHOW ayTeHTUGUKAL MM OT cepBepa.
VLAN Ipynna VLAN Ha3HayeHHaa noab3oBaTesnto.
Filter ID NaeHTudukaTop rpynnbl GuabTpaLmu.

MokasaTb cTaTUCTMKY no 802.1x ana nHTepdeinca Ethernet 8.

console# show dotlx statistics interface tengigabitethernet 1/0/8

EapolFramesRx: 12
EapolFramesTx: 8
EapolStartFramesRx: 1
EapolLogoffFramesRx: 1
EapolRespIdFramesRx: 4
EapolRespFramesRx: 6
EapolRegIdFramesTx: 3
EapolRegFramesTx: 5
InvalidEapolFramesRx: O
EapLengthErrorFramesRx: 0
LastEapolFrameVersion: 1
LastEapolFrameSource: 00:00:02:56:54:38

Tabnnuya 253 — OnucaHune pesynbTaToB BbINOJHEHUA KOMaHS,

Mapamemp OnucaHue
EapolEramesRx KonnuyectBo KOppeKTHbIX NakeToB ftoboro tuna npoTtokona EAPOL (Extensible Au-
p thentication Protocol over LAN), NpuHATbIX 4aHHbIM onpeaenuTenem noganHHOCTU.
Konnyectso KOPPEKTHbIX NakeToB atoboro Tuna npotokona EAPOL, nepeaaHHbIX
EapolFramesTx PP P » NEpen
JaHHbIM onpeaennTenem NOAJIMHHOCTY.
Konnyectso naketos Start npotokona EAPOL, npuHATbIX JaHHbIM onpeaenuTenem
EapolStartFramesRx P » NP A PeA
NOA/IMHHOCTHU.
Konunyectso naketos Logoff npotokona EAPOL, NpUHATbLIX AaHHbIM onpeaenuTenem
EapollLogoffFramesRx J P » P A PEA
NoAJ/IMHHOCTW.
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Konnuectso naketos Resp/ld npotokona EAPOL, npuHATbIX AaHHbIM onpeaenuTe-

EapolRespldFramesRx

nem NOAIMHHOCTW.

Konnyectso naketos oTteeToB (Kpome Resp/Id) npoTtokona EAPOL, NnpuHATbIX AaH-
EapolRespFramesRx (kp p/1d) np P A

HbIM onpegenutenem NoAANHHOCTU.

Konunyectso naketoB Resp/ld npoTokona EAPOL, nepefaHHbIX 4aHHbIM onpeaenmre-
EapolReqldFramesTx p/id np PeA A pea

nem NOAIMHHOCTW.

Konnuectso naketoB 3anpocoB (Kpome Resp/ld) npoTtokosna EAPOL, nepegaHHbIxX
EapolReqFramesTx P (kp p/id) np » NEPEA

OaHHbIM onpeaennTenem NOAIMIHHOCTW.
InvalidEapolFramesRx Konnuectso naketos npotokona EAPOL ¢ Hepacno3HaHHbIM TUNOM, MPUHATBIX AaH-

HbIM onpegenntenem NOATMHHOCTU.

Konnuectso naketoB npoTokona EAPOL c HeKOpPPEKTHOW AJIMHOM, NPUHATLIX AaHHbIM

EapLengthErrorFramesRx
onpegenvtenem nOAJIMHHOCTHU.

Bepcua npoTtokona EAPOL, NpuHATaA B caMOM NOCAeAHEM Ha AaHHbIA MOMEHT na-

LastEapolFrameVersion
KeTe.

LastEapolFrameSource MAC-agpec NCTOYHUKA, NPUHATBIN B CAMOM NOCAeAHEM Ha AAaHHbIM MOMEHT NakKeTe.

5.28.2.2 PacwupeHHas nposepKa noodauHHocCmu

PacwupeHHble HacTpoiku dotlx No3BonAT NPOBOAMTL NMPOBEPKY MOANMHHOCTM AN HECKOAbKUX
KAMEHTOB, NOAKIOYEHHbIX K NOpTy. CyLLecTByeT ABa BapnaHTa ayTeHTUPMKaLMK: NEPBbIN, KOraa NPoBepKa
NOA/IMHHOCTM Ha OCHOBe nopTa TpebyeT ayTeHTUPMKAUMKM TOAbKO OAHOTO KAMEHTA, 4YTObbI AO0CTYn K
cucTeme UMeNn Bce KaumeHTbl (pexkmm Multiple hosts), BTopoi, Korga npoBepKka NOA/JIMHHOCTM TpebyeT
ayTeHTMOUKALMM BCEX MOAKNOYEHHDbIX K MOPTY KAMeHToB (pexunm Multiple sessions). Ecav nopt B pexkume
Multiple hosts He npoxoauT ayTeHTUOMKALMIO, TO BCEM NOAK/IOYEHHbIM XOCTam byAeT 0TKasaHo B 4OCTyne
K pecypcam ceTu.

KomaHObI pexcuma 2a0baab6Hol KoOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXkume rn1obanbHon KoHPUrypaumm:

console (config) #

Tabnuua 254 — KomaHabl pexknma rnobanbHoN KOHPUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

dotlx traps authentication
success [802.1x | mac | web]

no dotlx traps authentication
success

PaspelaeT oTnpaBky trap-coobLEHNI, KOFAa KAMEHT yCrnewHo
NPOXoauT ayTeHTUdMKauuio.

-/BbIKNIOYEHO
YcTaHaBAMBaET 3HaYEHME MO YMOAYAHMIO.

dotlx traps authentication
failure [802.1x | mac | web]

no dotlx traps authentication
failure

PaspeluaeT oTNpaBKy trap-coObLEHWNIA, KOTAa KAWEHT He npoLuen
ayTeHTUdMKaLmio.

-/BbIK/IOYEHO
YcTaHaBAMBaAET 3HaYEHMNE N0 YMONYAHMIO.

dotlx traps authentication
quiet

no dotlx traps authentication
quiet

Bk/touaeT oTnpaBKy trap-coobLeHui Npyu NPeBbIlEeHUM Nob30-
BaTe/leM MaKCMManbHO [OMYyCTUMOrO KO/MMYecTBa 6e3ycreLHblx

-/BbIKIIOYEHO NonbITOK ayTeEHTUDMKALMN.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

dotlx action authentication
reject force-authorized

no dotlx action authentication
reject

BK/touaeT NpUHYAUTENbHYIO aBTOPM3ALLMIO KAMEHTa Npu nosyye-
HWM access-reject oT cepsepa.

-/BbIKNOYEHO
YcTaHaBAMBaET 3HAYEHME MO YMONHYAHMIO.
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D ELTEX

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KOHPuUrypaumnm nHtepderica Ethernet:

console (config-if) #

Tabanua 255 — KomaHab! perkmuma KoHourypaumm nHtepdelica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

dotlx host-mode {multi-host |
single-host | multi-sessions}

PaspelwsaeT HannumMe oAHOro/HECKONbKUX KNIMEHTOB Ha aBTOPU30-
BaHHOM nopTy 802.1X.

no dotlx single-host-violation

-/multi-host - multi-host — HECKO/IbKO KNMEHTOB;
- single-host — oguH KAneHT;
- multi-sessions — HeckonbKo ceccuit.
dotlx violation-mode 3afjaeT [aeincTBue, KOTOpoe HeobXxogMmo BbIMOAHUTb, KOraa
{restrict | protect | shutdown} ycTpoiictBo, MAC-agpec KoToporo oTauuaetrca oT MAC-agpeca
[trap freq] KNMEHTA, OCYLLLECTBAAET NOMbITKY A0CTYNa K MHTepdeiicy.
- restrict — naketbl ¢ MAC-agpecom, oTanyHbim oT MAC-agpeca
KAMEHTA, NepecbiNaloTca, Npu 3TOM afpec UCTOYHMKA He U3y4a-
ercs;
-/protect; - protect — naketbl ¢ MAC-agpecom, oTinyHbIM oT MAC-agpeca
freq: (1..1000000)/1 KNueHTa, oTbpacbiBatoTCs;
cek - shutdown — nopT BbiKAtoYaeTcA, nakeTbl ¢ MAC-agpecom, OTnY-

Hbim oT MAC-agpeca KnueHTa, oTbpacbliBatoTcs;
- freq —4acToTa reHepupyembix coobweHnin npotokona SNMP trap
npu NOCTYNJIEHUN HECAHKLMOHNPOBAHHbIX NAKETOB.

V KomaHga urHopupyertca B pexkxume Multiple hosts.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHUIO.

dotlx authentication [mac |
802.1x | web]

no dotlx authentication

-/BbIK/OYEHO

BktoyaeT ayTeHTUPUKaL Mo
- mac — BK/OYaeT ayTeHTUUKaLMIO, OCHOBaHHyt0 Ha MAC-agpe-
cax;
- 802.1x — BK/ItOYaET ayTeHTUPMKALMIO, OCHOBAHHYIO Ha 802.1x;
- web -BkntoyaeT mexaHnam Web-based ayteHTndumrkaumm.
- He ponkHo 6bITb cTaTUueckux npueasok MAC-agpecos.
. - ®YHKUMA NOBTOPHOWU ayTeHTUPMKALMM AO0NXKHA 6biTb
BK/IlOYEHa.

BbikntoyaeT ayTeHTUdUKaumio, OCHOBaHHyto Ha MAC-agpecax
nosb3osaTesnen.

dotlx max-hosts hosts

no dotlx max-hosts

hosts: (1..4294967295)

33/aeT MaKCMManbHOE KOJIMYECTBO XOCTOB, NPOLUEALWMNX ayTEHTH-
duKaumto.

Bo3Bpalyaer 3HaYeHMe No YMOYAHMIO.

dotlx max-login-attempts num

no dotlx max-login-attempts

num: (0, 3..10)/0

3afaeT KoAMYeCcTBO HeyAauHbIX MOMbITOK BBOAA SIOTMHA, MOCAe Ko-
TOpPbIX KANEHT 6I0KMpyeTCs.
- 0 — 6eCKOHeYHoe YMCNO NOMbITOK.

BoaBpau.l,aeT 3Ha4YeHune No ymonyaHuio.

dotlx guest-vlan enable

no dotlx guest-vlan enable

-/BbIK/IOYEHO

BkntouaeT pyHKumio rocteBoli VLAN Ha Tekywem nHtepdelice.

BobikntoyaeT dyHKLUMio rocteBoi VLAN Ha Tekywem nHTepdeiice.

dotlx critical-vlan enable

no dotlx critical-vlan enable

-/BbIKNOYEHO

BrntoumTb PyHKUMIO KpuTHndeckort VLAN Ha Tekyem nHtepdelice.
OTKpbIBaeT HEAaBTOPM30BaHHbIM NOJIb30BaTeNAM AOCTYN B KPUTU-
yeckyto VLAN npu HepgocTynHocT cepsepos RADIUS.

Ecan Kputnyeckas VLAN onpegeneHa u paspelwleHa, nopT byger
aBTOMaTMYecKM fob6aBneH B Hero Mocsie akTMBaLMW WU MOKMHET
Kputnyeckyto VLAN npu nonyyeHuun otseTta OT cepsepa.

BbIkNtountb PyHKUMIO KpuTnyeckon VLAN Ha TeKylem WHTep-
delice.

dotlx radius-attributes filter-id

no dotlx radius-attributes
filter-id

-/BbIKNOYEHO

BKAOUNTL NPOBEPKY MOA/AMHHOCTM, OCHOBaHHY0 Ha ACL/Ha3Ha-
yntb QoS-Policy.

YCTaHOBUTb 3HaYeHMe no YMONYaHUIO.

dotlx radius-attributes
vlan {reject | static}

-/BbIKNOYEHO

BkatounTtb 06paboTKy onuuu Tunnel-Private-Group-ID (81) B8 coob-
weHunax RADIUS-cepsepa.
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no dotlx radius-attributes vian

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

dotlx radius-attributes

BKAOUUTL GYHKLMIO AMHAaMUYeckoro gobasneHuns ACL Ha nopT ve-

vendor-specific data-filter pes coobueHnsa ot RADIUS-cepsepa.

- - -/BbIKOYEHO
no dotlx radius-attributes

vendor-specific data-filter

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

authentication open BK/tO4aET BO3MOMKHOCTb YCTPOMCTBY 338 MOPTOM C HACTPOEHHOM aB-
Topu3aumeit Noy4YnTb AOCTYN A0 BbINOJAHEHWUA NPOLLECCa ayTEHTU-

dukaumm.

-/BbIKOYEHO

no authentication open -/BbIKI'I}OHeHO YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepagetica VLAN

BuA 3anpoca KOMaHAHOWM CTPOKM B pexnume KoHpurypaunm nHtepoeiica VLAN:

console# configure
console (config)# interface vlan vlan id

Tabanua 256 — KomaHab! perknma KoHourypaumm nHtepdeiica VLAN

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHoa Aelicmeue

dotlx guest-vlan Onpeaenutb roctesyto VLAN.

OTKpbIBaeT HEAaBTOPM30BaHHbIM MOJIb30BaTENAM UHTepdelica A0-
cTyn K rocteBoi VLAN. Ecam roctesas VLAN onpegeneHa v paspe-
WweHa, NopT 6yaeT aBTOMATUYECKU NPUCOEAMHATLCA K Hel, Koraa
He aBTOPWM30BaAH, M MOKMAATb, Korga NponAeT asBTOpPM3aLMUIO.
Y106bI NICNONB30BATbL AAHHbIN GYHKLMOHA, NOPT HE AO/IKEH ObITb
CTaTUYECKMM YneHom roctesoi VLAN.

no ymonyanuto VLAN
He onpeaeneHa Kak
rocteBas

no dotlx guest-vlan YCTaHOBWTb 3HaYEHME MO YMONYAHUIO.

dotlx critical-vlan Onpegenntb VLAN B KauecTBe KPUTUUYECKOMN.

OTKpbIBAaeT HEaBTOPM30BAHHbIM MOJIb30BATENAM A0CTYN B KPUTU-
yeckyto VLAN npu HepgocTynHocTu cepsepos RADIUS.

Ecnn kpuTnueckas VLAN onpegeneHa v paspelieHa, nopt byget
aBTOMaTUYeCcKM f06aBneH B Hero Mocsie akTMBauuM WU MOKMHET

Kputnyeckyto VLAN npu nonyyeHuun otseTta OT cepsepa.

no ymonyanutio VLAN
He onpefeneHa Kak
KpUTUYeCcKas

no dotlx critical-vlan YCTaHOBWUTb 3Ha4YeHUE NO YMONYAHUIO.

dotlx auth-not-req Onpeaenntb VLAN 6e3 aBTopur3aummn. OTKpbIBaeT HeaBTOPM30BaH-
HbIM NONb30BaTENAM A0CTYN K BbiaeneHHomy VLAN. HeasTopuso-
BaHHbIN VLAN posikeH 6biTb HazHauyeH Ha MOPT CTaTUYECKM Kak

tagged.

Nno YMONYaHWIo
asTopusauma ana VLAN
BK/IlOYEHA

no dotlx auth-not-req YCTaHOBWTb 3HaYEHME MO YMONYAHUIO.

KomaHOwbI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxnma Privileged EXEC:
console#

Tabnunua 257 — KomaHgbl pexkuma Privileged EXEC

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

show dot1x [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet

MoKasbliBaeT coctoaHne 802.1X gna KommyTaTopa NMbo ANs yKa-

gi_port: (1..8/0/1..48); 3aHHOro UHTepdeiica.

te_port: (1..8/0/1..48);
twe_port:

twe_port |

s (1..8/0/1..120);
hundredgigabitethernet ) )
hu_port | hu_port: (1..8/0/1..32);

fourhundredgigabitethernet fo_port: (1..8/0/1..32)

fo_port | oob}

show dotlx detailed - MoKa3blBaeT pacluMpeHHble HacTPOMKM NpoTokona 802.1x.

316 Ethernet-kommymamopei ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32



D ELTEX

show dot1x credentials CTpyKTypa y4yeTa AaHHbIX oTobparkaeT napameTpbl aBTOPU30BaH-
HbIX K/IMEHTOB.

show dotlx users [username] username: cTpoka MoKa3blBaeT aBTOPU30BAHHbIX KUEHTOB.

show dot1x locked clients MoKa3blBaeT HEaBTOPU30BAHHbIX K/IMEHTOB, 3a6/10KUPOBAHHbIX MO
) Tavm-ayTy.

show dot1x statistics interface MokasbiBaeT cTaTUCTUKY 802.1X Ha uHTepdericax.

{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:

twe_port |

s (1..8/0/1..120);
hundredgigabitethernet . .
hu_port | hu_port: (1..8/0/1..32);

fourhundredgigabitethernet fo_port: (1..8/0/1.32)

fo_port | oob}

5.28.3 Hacmpolika akmueHo20 ceaHca KaueHma (CoA)

RADIUS CoA (Change of Authorization) — 3To ¢yHKumMA, KoTopas nossonset cepsepy RADIUS
HaCTPOMTb aKTUBHbIN CEaHC KNMEHTA, paHee ayTeHTUOULMPOBAHHOIO Ha OCHoBe cTaHAapTa 802.1x. O6pa-
60TKa coobuweHnit CoA-Request nponcxogut B cootseTcTBumn ¢ RFC 5176. ObpabaTbiBatoTca cooblieHus,
npuweawme Ha UDP-nopt 3799 oT cepBepos, 3a4aHHbIX KOMaHAoM radius-server hosts u ¢ Knto4om, 3a4aH-
HbIM KOMaHgoM radius-server key. na ngeHTMGMKaummn ceaHca KnmMeHTa ncnonbsytotcs RADIUS-aTpubyThl
User-Name wnu Acct-Session-Id. Jns HacTPOMKM ceaHca KnneHTa nogaepxusatotca RADIUS-aTpmbyTtbl Tun-
nel-Private-Group-ld, Filter-Id, Calling-Station-Id, Eltex-Data-Filter, Eltex-Data-Filter-Name.

KomaHObI pexcuma 2a0b6ana6Hol KoOHguU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU pPeXKMma rnobanbHoOM KOHGUIypauum:
console (config) #

Tabnnua 258 — KomaHabl pexuma rnobanbHomn KoHdUrypaumm

3HayeHue/3HayeHue »
KomaHoa Aelicmeue

no ymosn4YaHuro
aaa authorization dynamic BK/I1OUMTb GYHKLMIO HACTPOIMKM aKTUBHOTO CeaHca KnneHTa (CoA).
radius

— -/BbIKNIOYEHO -

no aaa authorization BbIKNOUMTb PYHKLMIO HACTPOMKM AKTMBHOIO CeaHca K/AMEeHTa
dynamic (CoA).
aaa authorization dynamic YcraHasnusaet UDP-port ans pabotbl ¢ 3anpocamun CoA oT cep-
radius port local Bepa.
<port_num> <1-65535>/3799
no aaa authorization dy- BepHyTb 3HaYeHWe No yMONYaHMIo.
namic radius port

5.28.4 Hacmpolika ¢pyHkyuu MAC Address Notification

dyHKuma MAC Address Notification nosBonseT oTcnekmaTtb NosBAEHMUE U UCHE3HOBEHUE aKTUBHOIO
060pyaoBaHUA Ha CeTU MnyTemM COXpaHeHusa wuctopum usydeHna MAC-agpecos. pu 06HapyKeHuu
M3MeHEeHU B cocTaBe M3yyeHHbIx MAC-agpecoB KOMMYTATOp COXpaHaeT uHbopmaumio B Tabavue wu
ussewaer o6 sTom C nomouibo coobuieHnint npotokona SNMP. OyHKUMA MmeeT HacTpaMBaemble
napameTpbl — rybuHa UCTOpUM O COBBITUAX U MUHUMANbHBIN MHTEPBaN OTNPaBKM coobueHnin. Cepsuc
MAC Address Notification oTKAtO4YEH NO YMONYAHUIO M MOXKET ObITb HACTPOEH BbIBOPOYHO ANA OTAENbHbIX
NoOpPTOB KOMMYyTaTOPA.
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KomaHObI pexcuma 2a06asabHol KoHgu2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (confiqg) #

Tabanua 259 — KomaHab! perknma rnobanbHom KoOHPUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

mac address-table notification
change

no mac address-table
notification change

-/BblK/IlOYEHA

KomaHzaa npegHasHauyeHa ana rnobanbHoro ynpasneHus ¢yHK-
umeit MAC notification. KomaHaa paspelwaeT peructpaumuio cobbl-
™Mt nobasneHus u yganenna MAC-agpecos B/v3 Tabimu, KOMMY-
TaTopa M OTNPaBKY yBeAOMIeHNsA 0 cobbiTuaX. [ns paboTbl GyHK-
UMM HeobXoAMMO [AOMOSHUTENbHO pa3peLlaTb reHepauuto yBe-
LOMIEHUI Ha nHTepdelicax (cm. HUXKe).

Bbikntountb dyHKumMio MAC notification rno6anbHo 1 0TMEHUTb co-
OTBETCTBYIOLLME HAaCTPOMKM Ha BCceX MHTepdelicax.

mac address-table notification
flapping

BKkAtoumTb PyHKLMIO 06HapykeHua daannmHra MAC-agpecos.

no mac address-table
notification change interval

(0..4294967295)/1

-/BKAtOYEHA
no mac address-table BbIkNtoUNTL GYHKLUMIO 06HapyKeHna pnannmHra MAC-agpecos.
notification flapping
mac address-table notification MaKcMManbHbIM MPOMENKYTOK BpPEMEHM MeXAy OTNpaBKamu
change interval value SNMP-yBegomneHunin. Ecnu 3HaueHne nHTepBana BpeEMeHU paBHO
0, To reHepaLmsa yBeAOMIEHUM U COXPAaHEHME COBbITUI B UCTOPUIO
6yaeT ocylecTBAATLCA HEMEANEHHO N0 Mepe BO3HWKHOBEHUA C
| 6bITUIN 06 M3MeHeHUN cocTosiHMA Tabanubl MAC-agpecos. Ecan
value:

3HayeHWe UHTepBana BpemeHn 6osbwe 0, To ycTpolictBo byaeT
HaKananeaTb cobbITMA 06 M3MEHEHUM COCTOAHUSA Tabamubl MAC-
a[pecoB B TeYEHME 3TOr0 BPeMeHM, a 3aTeM OTNPaBAATb YBeAOM-
NeHna npotokona SNMP 1 coxpaHaTb cOBbITUA B UCTOPUU.

YCTaHOBUTb 3HAYEHME MO YMOHYAHWUIO.

mac address-table notification
change history value

no mac address-table
notification change history

value: (0..500)/1

3aZaTb MAKCMMA/IbHOE KOJIMYECTBO COObITUI 06 M3MEHEHUU Co-
cTOAHUA Tabanubl MAC-agpecoB, KOTOPOE COXPaHAETCA B UCTO-
pun. Ecnm ycTaHOBAEH pasmep UCTOPUM paBHbIi 0, To cobbiTnA He
coxpaHstoTca. Mpu nepenonHeHnn bydepa nctopun Hosoe cobbl-
TWe NOMELLAETCA Ha MecTo CaMoro CTaporo.

YCTaHOBUTb 3HaYeHME N0 YMOHAHMUIO.

snmp-server enable traps
mac-notification change

no snmp-server enable traps
mac-notification change

-/BbIK/OYEHa

BkatounTb oTnpasky SNMP-yBesomneHuii 06 MameHeHUn cocton-
HUA Tabanupl MAC-agpecoB. Ona OTKAKOYEHUS UCMOJIb3YeTCa OT-
puuatenbHaa ¢opma KomaHabl. Ecam oTnpaBKa yBedomaeHWi
BKJ/IOYEHA, TO YCTPOMCTBO ByaeT MHPOPMMPOBATL O COBLITUAX CO-
obweHnamM npoTokona SNMP 1 coxpaHATb COOTBETCTBYOLLME CO-
6bITMA B UcTopumn. Ecam otnpaska SNMP-yBefoMAeHUI BbIK/LO-
4eHa, TO YCTPOICTBO ByAeT TOIbKO COXPaHATbL COBLITUA B UCTOPUMN.

OTKkNtounTbL oTnNpasky SNMP-yBegomneHnii 06 MU3SMeHeHUn cocTo-
AHUA Tabanubl MAC-agpecos.

snmp-server enable traps
mac-notification flapping

no snmp-server enable traps
mac-notification flapping

-/BKNIOYEHA

BkntounTb 0TNpasKy Tpanos o dnannuHre MAC-aapecos.

OTKAOYNUTL OTNPaBKy Tpanos o ¢pnannuHre MAC-aapecos.

KomaHObI pexcuma KoHguypayuu uHmepagelica Ethernet

Bug, 3anpoca KOMaHAHOW CTPOKM:

console (config-if) #
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Tabnnuya 260 — KomaHab! perkuma KoHourypaumm nHtepdelica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
Mo yMo4YaHUuio

Aelicmeue

snmp trap mac-notification
change [added | removed]

no snmp trap mac-notification
change

-/BblK/lOYEHa

BKOYUTL reHepaLumio yBegomaeHui Ha nHtepdeice o cobbiTUAX
n3meHeHuna coctoaHna MAC-agpecoB. OTAeNbHO MOXKHO paspe-
LINTb reHepaLmio yBeJoMIEeHUI ToNbKo 06 nyyeHnn MAC-agpe-
coB IM60 TONbKO 06 UX yaaneHuu.

OTKNOYNUTb reHepaLmio YBeLOMAEHUI Ha MHTepdeice.

KomaHOwbi pexcuma privileged EXEC

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console#

Tabnunua 261 — KomaHabl pexknuma KoHourypaumm nHtepdelica Ethernet

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show mac address-table
notification change history
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigaethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel
group | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)
group: (1..128);
vlan_id: (1..4094)

0OT06pa3nTb Bce yBeaomneHnsa ob nameHeHun coctoaHmsa MAC-
a[pecoB, COXPaHEHHbIX B UCTOPUM.

show mac address-table
notification change statistics

OT06pPa3nTb CTAaTUCTUKY cepBumca: obLee KoaAMYecTBo cobbiTuii 06
nsyyeHmn MAC-agpecos, obLiee KOAMYecTBo cobbiTnii 06 yaane-
HuM MAC-agpecos, obliee KoamnyecTBO oTnpaBaeHHbiXx SNMP-
coobLeHui.

[pumep UC0a16308AHUA KOMAHO

B npumepe noKasaHo, Kak HacTpouTb nepenady coobueHnin SNMP MAC Notification Ha cepsep ¢ agpecom
172.16.1.5. Mpw HacTpoliKe 3agaeTcs obuiee paspelleHne paboTbl cepBurCca, HACTPaMBAETCA MUHUMAbHbIN
WHTEepBas OTNPaBKKM COOBLLEHNN, 3a4aeTcA pa3mep UCTOPUN COBbITUIN U HacTpaMBaETCA CePBUC Ha BblbpaH-

HOM MopTy.

console (config) #
console (config) #
console (config) #
console (config) #
console (config) #
console (config) #

(

(

(

console (confiqg) #

snmp-server host 172.16.1.5 traps private
snmp-server enable traps mac-notification change
mac address-table notification change

mac address-table notification change interval 60
mac address-table notification change history 100
interface gigabitethernet 0/7

console (config-if) # snmp trap mac-notification change

console (config-if)# exit
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5.28.5 Konmpone npomokona DHCP u onyus 82

DHCP (Dynamic Host Configuration Protocol) — ceTeBoil MpPOTOKOA, MO3BOAAKOWMIA KAUEHTY MO
3anpocy nony4atb IP-agpec u agpyrue Tpebyemble napameTpbl, Heobxoammblie ana pabotbl B cetn TCP/IP.

MpoTokon DHCP moKeT MCnoab30BaTbCA 310YMbILLAEHHUKAMU A5 COBEPLUEHWNA aTaK Ha YCTPOMCTBO,
KaK CO CTOpPOHbl KAueHTa, 3actasnaa DHCP-cepBep BblaaTbh Bce AOCTYMHble agpeca, TaK U CO CTOPOHbI
cepsepa nyTem ero nogmeHsbl. lNporpammHoe obecneyeHne KoOMMyTaTopa NO3BOASAET 0HecneunTb 3aLUnTy
YCTPOMCTBA OT aTak C Mchnosb3oBaHWem npoTtokosa DHCP, ans yero npumeHsetca GpyHKUMA KOHTPOAA
npotokona DHCP — DHCP snooping.

YcTpoiicTBO cnocobHo oTcnexusaTb nossneHne DHCP-cepsepoB B ceTw, paspewwas ux
NCNoO/Ib30BaHME TOMIbKO HAa «O0BEPEHHbIX» UHTepdelicax, a TakKe KOHTPOAMPOBATb AOCTYN KAMEHTOB K
DHCP-cepBepam no Tabnumue cooTBETCTBUN.

Onuus 82 npotokona DHCP (option 82) ncnonb3syetca ana Toro, ytobbl nponHpopmmnposats DHCP-
cepBsep 0 Tom, oT Kakoro DHCP-peTpaHcnaTopa (Relay Agent) n yepes Kakoli ero nopT 6bIN1 NOIyYeH 3anpoc.
MpumeHseTca gnsa yCTaHOBAEHUS COOTBETCTBMI IP-agpecoB M NOPTOB KOMMYTATOPA, @ TaKkKe A4N1A 3aLnUTbI
OT aTak C ucnosib3oBaHMem npoTtokosia DHCP. Onuus 82 npeactaBnseTr coboit AONONHUTENbHYIO
nHbopmaumio (Mma yctpolictea, Homep nopTta), AobaBAAemMyld KOMMYTaTOPOM, KOTOpbli paboTtaeT B
pexknme DHCP relay areHTta (6e3 gobaBnenus IP-agpeca Ha KAMEHTCKUN UHTepdeinc) nan ¢yHkumm DHCP
Snooping (npu ychosum BrkAoYeHUA KomaHabl ip dhcp information option). Ha ocHoBaHWKM gaHHOM onuumu,
DHCP-cepsep BbigensieT IP-agpec (ananasoH IP-agpecoBs) u Apyrve napameTpbl MOpPTy KOmmyTaTopa.
Monyume Heobxoaumble AaHHble oT cepBepa, DHCP Relay areHT BbiaenneT IP-agpec KAMEHTY, a TaKxKe
nepefaer emy Apyrne Heobxoanmble NapameTpbl.

Tabnnuya 262 — dopmat nonen onumm 82

Mone Mepedaeaemasn uHgpopmayusa

- Mms xocTa yCTpoicTBa.
Agent Circuit ID yerp

Ctpoka Bmaa eth <stacked><slotid>/<interfaceid>:<vlan>

Agent Remote ID MAC-agpec ycTpouncTsa.

DnAa ucnonb3oBaHua onuum 82 Ha YCTPOICTBE A0/KHA 6bITb BKAOYEHA PYHKLUA
f DHCP relay areHTa (6e3 po6aBneHusa IP-agpeca Ha KAMEHTCKUA uHTepdeic) nam
— $yHKumna DHCP Snooping (npu ycnosum BkatoueHua komaHpabl ip dhcp information
option).

Ona KoppeKkTHo paboTbl ¢pyHKUMM DHCP Snooping Bce ncnonbsyemble DHCP-cep-
Bepbl A40MXKHbl 6bITb NOAK/IOYEHDBI K «A0BEPEHHbIM» NOPTamMm KommyTatopa. Oas
[ob6aBneHnA noprta B CNUCOK «A0BEpPEeHHbIX» Ucnonb3yetca KomaHga IP dhcp
snooping trust B pexxume KoHpuUrypauum nitepdeiica. nsa obecneyeHnsa 6esonac-
HOCTM BCE OCTa/IbHble NOPTbl KOMMYTAaTOPA A0/3KHbI 6bITb «HEA,0BEPEHHBIMUY.

'.h

KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KOHOUrypaumm:

console (config) #
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Tabnnua 263 — KomaHab! perkuma riobanbHOM KoHGUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

ip dhcp snooping

no ip dhcp snooping

-/BbIKOYEHO

BkntoyaeT KoHTposb npoTtokona DHCP nytem BegeHuA
Tabamubl DHCP snooping 1 0TNPaBKM KIMEHTCKUX
wupokoselatensHblx DHCP-3anpocos Ha «40BepeHHble»
nopTbl.

BbIkntoyaeT KOHTpOAb NpoTokona DHCP.

ip dhcp snooping vlan vian_id

no ip dhcp snooping vlan
vlan_id

vlan_id:
(1..4094)/BbIKNtOYEHO

PaspelaeTt KoHTponb npotokona DHCP B npeaenax ykasaHHOM
VLAN.

3anpewaeT KOHTpob npoTtokona DHCP B npeaenax yKasaHHoOM
VLAN.

ip dhcp snooping information
option allowed-untrusted

no ip dhcp snooping
information option
allowed-untrusted

Mo ymonyaHutio npuem
DHCP-nakeToB ¢
onuuer 82 ot
«HEHAAEXHbIX» NOPTOB
3anpeLueH

PaspewaeT npnHnumatb DHCP-nakeTbl ¢ onumei 82 oT «HeHazeX-
HbIX» NOPTOB.

3anpewaet npuHMMaTb DHCP-nakeTbl ¢ onumen 82 oT KHEHaAEX-
HbIX» MOPTOB.

ip dhcp snooping verify

no ip dhcp snooping verify

Mo ymonuyanutio
BepudUKaums
BK/OYEHa

BkntouaeT Bepudmraumio MAC-agpeca kaneHta 1 MAC-agpeca mc-
TOYHWKA, NpuHATOro B DHCP-nakeTe Ha «Hef0BEepPEHHbIX» NOPTax.

BoikntoyaeT Bepudukaumio MAC-agpeca kameHTa u MAC-agpeca
MCTOYHMKa, NpuHAToro 8 DHCP-nakeTe Ha «Hea0BEepPEHHbIX» Nop-
Tax.

ip dhcp snooping database

no ip dhcp snooping database

PesepBHbIi dain He
ncnosb3yerca

PaspelwaeT ncnonb3oBaHue pesepsBHoro ¢aina (6asbl) KOHTPOAA
npotokona DHCP, no3Bonstowero BOCCTaHOBUTbL 3anucu B Tab-
/ivue B Clydae nepesarpysku ycTponcTea.

HeobxoaMma HacTpoiika CMHXPOHMU3ALUKN CUCTEMHOIO
V spemenu (NTP/SNTP).

3anpewaeT Ucnonb3oBaHUe pe3epBHOro ¢aina (6asbl) KOHTpPoONA
npotokona DHCP.

ip dhcp information option

no ip dhcp information option

-/BbIKNIOYEHO

Paspewaet ycTpolicTBy gobasneHune onummn 82 npu paboTe npoTo-
Kona DHCP.

3anpewaet ycTponctay AobasneHne onuumn 82 npu paboTe npoTo-
Kona DHCP.

ip dhcp route {connected |
static}

no ip dhcp route

-/BbIK/IIOYEHO

BkntoyaeT cosgaHue 3anucelt B Tabaunue maplipytusaymm ¢ mac-
Ko /32 ana Kawgoro |P-agpeca, HasHaYyeHHOro knmeHty DHCP-
cepsepom.
3anucu B Tabauue MaplipyTM3aLMuM aBTOMATUYECKMU yAanaoTca
npu ncTeyeHnmn cpoka apeHabl IP-aapecos.
— connected — MmapLpyT cO343aeTcA KaK NOAKOYEHHbIN;
— static — MmapLwpyT co3gaeTca Kak CTaTUYECKUiA.

V ®dyHKUuMA paboTtaeT To/bKO Npu BKAo4eHHOM DHCP

Snooping.
YcTaHaBAWBaET 3Ha4YEHMe MO YMONYAHUIO.

ip dhcp information option for-
mat-type access-node-id
node_id

no ip dhcp information option
format-type access-node-id

node_id: (1..48)
cumeosios/hostname

YcTaHaBAnBaeT naeHtudukatTop Access Node ID onumm 82.
DOna pob6asneHus ngeHtudukaropa Access Node ID B on-
ymio 82 Heobxogum oAUH U3 cnepywWwmnx GopmaTtos
circuit-id: sp, sv, pv, spv.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.
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ip dhcp information option for-
mat-type circuit-id {bin | sp |
sv | pv | spv | user-defined
format } [delimiter delimiter ]

no ip dhcp information option
format-type circuit-id

-/spv;
format: (1..160)
CMMBOJIOB;
delimiter: (. |, | ;| #]
/ | space)/tr101

HacTpaunsaeT ¢popmat onuum 82.

- bin — 6uHapHbI dpopmat: VLAN, HOMep oHUTA, NOPT;

- Sp — HOMep IOHUTa, HOMep C/I0Ta U NOPTa;

- SV — HOMep toHMTa, Homep cnoTa u VLAN;

- pVv — HOMep tOHUTA, HoOMep nopTa u VLAN;

- SpV — HOMep HOHUTa, HOMep cnoTa, nopTa u VLAN;

- user-defined — dopmat onpeaenserca nonbsosatenem. Bos-
MOKHO HacTpouTb WabaoHbl B ASCII n HEX.

Mpw ncnonb3oBaHUKM Noab3oBaTeNbckoro popmara (user-defined)
ncnonb3yTes ciegyowmii format:

%h: hostname B ASCII;

%p: KOpPOTKOe UMA NopTa, Hanpumep, gil/0/1 B ASCII;

%P: oAMHHOE MMA nopTa, Hanpumep, gigabitethernet 1/0/1 B
ASCII;

%t: TMN nopTa (3HadyeHwue nons ifTable::ifType B wWecTHaguaTepny-
Hom Buae) 8 ASCII;

%m: maKk-agpec nopta B ¢opmate H-H-H-H-H-H-H B ASCII;

%M: mak-agpec cuctembl B popmate H-H-H-H-H-H-H B ASCII;

%u: Homep toHMTa B ASCII;

%s: Homep cnoTta B ASCII;

%n: Homep nopTa (Kak Ha anuesol naHenn) B ASCII;

%i: ifindex nopta B ASCII;

%vV: naeHtndukatop VLAN B ASCII;

%V: umsa VLAN B ASCII;

%qc: naeHtudunkatop C-VLAN B ASCII;

%qs: naeHTuduKatop S-VLAN B ASCII;

%cC: MaK-aapec KnneHTta B popmate H-H-H-H-H-H B ASCII;

%a: IP agpec cuctemol B popmate A.B.C.D B ASCII. (%al0—agpecc
interface vlan 10);

%d: nepsble 16 6anT onucaHus 8 ASCII;

%D: nepsble 64 6ainTa onucaHma B ASCII;

%%: 0AMHOYHbIN cumBon % B ASCII;

SS: 0aMHOYHbIN cumson S B ASCII;

St: Tun nopta (3HaueHue nonsa ifTable::ifType B wWecTHaguaTepuy-
Hom Buae) B HEX;

Sm: mak-agpec nopta B popmare H-H-H-H-H-H-H B HEX;

SM: mak-agpec cuctembl B popmare H-H-H-H-H-H-H B HEX;

Su: Homep toHWTa B HEX;

Ss: Homep cnoTa B HEX;

Sn: Homep nopTa (KaKk Ha nuesoi naHenwn) B HEX;

Si: ifindex nopta B HEX;

Sv: naentnudukatop VLAN B HEX;

Sqc: naentudukatop C-VLAN B HEX;

Sgs: naeHtTndmkatop S-VLAN B HEX;

Sc: mak-agapec knneHta B popmate H-H-H-H-H-H B HEX;

Sb[XY]: nobasnaoTca nponssonbHble 6ainTbl XY 8 HEX (Sb13)

Ucnonb3oBaHue pasgenurtens npegycMoTpeHo Ana pe-

V }KMMOB Sp, SV, PV U Spv.
- trl01 — ycraHaBnAuBaetr ¢popmar onuumn 82 COrnacHo
CUHTaKCUCy, NPUHATOMY B peKomeHgaumax TR-101 B co-
OTBETCTBMM ¢ GOpPMaATOM, KOTOpbIN NpuBeaeH B Tabauue
262.

YcTaHaBAMBaeT 3HaYeHUe Mo YMOAYaHUIO.

ip dhcp information option for-
mat-type remote-id
remote-id

no ip dhcp information option
format-type remote-id

remote_id: (1..160)
cumsonos/MAC-
address B HEX

YctaHaBnausaeT naeHtupukatop Remote agentlD onuuun 82. Ana
HaACTPOMKM BO3MOXHO MCMO/b30BaTh WabaoHbI, onpeseneHHble B
circuit-id user-defined.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

ip dhcp information option
suboption-type

no ip dhcp information option
suboption-type

-/BbIKNOYEHO

BkntouaeT gobasieHne B Havyano circuit-id u remote-id gononHu-
TenbHbix 2 6aiT (Type u Length).

BbikntoyaeT gobasneHue B Havano circuit-id v remote-id fononHu-
TenbHbix 2 6aiT (Type u Length).
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ip dhcp information option vpn BkntoyaeT fobasneHne B onunio 82 A0MNONHUTENbHbIX NOLONUMIA:
[link-selection | server-over- -vpn — gobasuTb nogonumm 5, 11 n 151;
ride | virtual-subnet] - link-selection — go06aB1Tb TONLKO NOAONLMIO 5;
-/BbIK/NOYEHO - server-override — 006aBuTb To/IbKO Nogonuuio 11;
- virtual-subnet — go6aBuTb ToNbKO Nogonuuto 151.
no ip dhcp information option BblkntoyaeT fobasneHne AONONHUTENbHbIX NOAONLMI onuun 82.
vpn

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-
gelica epynnsl nopmos, UuHmepgetica VLAN

CyLiecTByeT BO3MOXKHOCTb BK/IOYMTb Aob6aBaeHue onuumn 82 ans oTaenbHbix MHTepdeicos. Mpuopu-
TET NPUMEHEHMS KOMaHAbl OT HU3KOrO YPOBHA K BbICOKOMY: rnobasibHas HacTpoMKa, HacTpolika Ha VLAN,
HacTpoViKa Ha NopTy.

Bua 3anpoca KOMaHAHOW CTPOKM B pexume KoHourypaumm mHtepdeiica Ethernet, nntepdeitca
rpynnbl NOPTOB:

console (config-if) #

Tabnuua 264 — KomaHabl pexkuma KoHourypaumm nHtepoeica Ethernet, nHTepdeiica rpynnbl NOPTOB, MH-
Tepdeiica VLAN

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
ip dhcp information option Paspelwaet gobasneHune onumm 82 Ha BbIbpaHHOM MHTepdeice
[global] npu pabote npoTtokosa DHCP.
- global — ucnonbsoBaHMe rnobanbHbIX HacTpoek gobasneHun
-/global
onuum 82.
no ip dhcp information option 3anpewaeT aobasneHue onummn 82 Ha BbIBpaHHOM UHTepdelice
npwv pabote npotokona DHCP.
ip dhcp information option YctaHasnusaeT ugentuourkatop Access Node ID onumm 82 Ha
format-type access-node-id BblbpaHHOM MHTepdeiice.
node_id Ona po6asnenuna ngeHtnpukaropa Access Node ID B
node_id: (1..48) « onuuto 82 Heo6xo4UM OA4UH U3 Ciegytowmux GopmaTos
cumeonos/hostname circuit-id: sp, sv, pv, spv.
no ip dhcp information option YcTaHaBAUBaeT 3HaYeHMe MO0 YMONYAHUIO.
format-type access-node-id
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ip dhcp information option HacTpaunsaeT ¢popmat onuum 82 Ha BbibpaHHOM UHTepdelice.
format-type circuit-id {bin | sp - bin — 6uHapHbI dpopmat: VLAN, HOMep IOHUTA, NOPT;

| sv | pv | spv | user-defined - Sp — HOMep IOHUTA, HOMEP C/1I0Ta M NOpPTa;

format } [delimiter delimiter ] - SV — Homep toHUTa, Homep cnoTa u VLAN;

- pVv — HOMep tOHUTA, HoMep nopTa u VLAN;

- SpV — HOMep HOHUTa, HOMep cnoTa, nopTa u VLAN;

- user-defined — dopmart onpegenserca nonb3osaTtesnem. Bos-
MOHO HacTpouTb WabaoHbl B ASCI n HEX.

MpyM MCnonb3oBaHWM NoAb3oBaTesIbckoro ¢opmarta (user-
defined) ncnonssytoTtcsa cnegyowmin format:

%h: hostname B ASCII;

%p: KOPOTKOEe UMA NopTa, Hanpumep, gil/0/1 8 ASCII;

%P: AnnMHHOe MMA nopTa, Hanpumep, gigabitethernet 1/0/1 8
ASCII;

%t: TMN nopTa (3Ha4yeHue nonsa ifTable::ifType B wecTHaguaTe-
puuHom Buge) 8 ASCII;

%m: maK-agpec nopta B popmate H-H-H-H-H-H-H B ASCII;

%M: mak-agpec cuctembl B popmate H-H-H-H-H-H-H B ASCII;
%u: Homep toHMTa B ASCII;

%s: Homep cnoTa B ASCII;

%n: Homep nopTa (KaKk Ha anuesol naHenwu) B ASCII;

%i: ifiIndex nopta B ASCII;

%v: naeHtndukaTtop VLAN B ASCII;

format: (1..160) %V: uma VLAN B ASCII;
CMMBOJI0B; %qc: ngeHtuourkatop C-VLAN B ASCII;
delimiter: (. |, | ; | #] | %as: naeHtndunkatop S-VLAN B ASCI;
/ | space)/tr101; %c: Mmak-agpec kKnaveHTa B dopmate H-H-H-H-H-H B ASCI;
-/no ymonyaHuio %a: IP appec cuctembl B popmate A.B.C.D B ASCII. (%al0 —aapec
MCcnonb3yoTca c interface vlan 10);
HacTpoiku rnobanbHoi | %d: nepsble 16 6aiiT onucaHua s ASCII;
KOHOUrypaumm %D: nepsble 64 6aiiTa onucaHua B ASCII;

%%: 0AMHOYHbIN cumBon % B ASCII.;

SS: ogmHouHbIN cumeon $ B ASCII;

St: Tmn nopta (3HaueHune nons ifTable::ifType B wectHaguaTe-
puuHom Buae) B HEX;

Sm: mak-agpec nopta B popmare H-H-H-H-H-H-H B HEX;

SM: mak-agpec cuctembl B popmare H-H-H-H-H-H-H B HEX;
Su: Homep toHWTa B HEX;

Ss: Homep cnoTa B HEX;

Sn: Homep nopTa (Kak Ha nuesoi naHenwn) 8 HEX;

Si: ifindex nopta 8 HEX;

Sv: naentnudukatop VLAN B HEX;

Sqc: naertudukatop C-VLAN B HEX;

Sqgs: naeHtTnomkatop S-VLAN B HEX;

Sc: mak-agapec knneHta B popmate H-H-H-H-H-H B HEX;
Sb[XY]: nob6asnatoTca nponssonbHble 6ainTbl XY 8B HEX (Sb13).

Ucnonb3osBaHue pasaenurens npeaycmoTpeHo Ana
V PeXUMOB Sp, SV, PV U SpV.
- tr101 — ycraHaBamBaeT ¢popmart onuum 82 cornacHo
CUHTAKCUCY, NPUHATOMY B pekomeHpgauuax TR-101 B
COOTBETCTBUM C POpMaATOM, KOTOPbIN NpuBeaeH B Tab-

nvue 262.
no ip dhcp information option YcTaHaBAMBAET 3HAYEHME MO YMOYAHUIO.
format-type circuit-id
ip dhcp information option remote_id: (1..160) YcTaHaBAuBaeT naeHtuoukatop Remote agentlD onumm 82 Ha
format-type remote-id cumsonos/MAC- BblbBpaHHOM UHTepdeice. s HACTPONKM BO3MOXKHO UCMOJb30-
remote-id address B HEX; BaTb WaboHbI, onpeaeneHHsble B circuit-id user-defined.
no ip dhcp information option -/no ymonuanuio YcTaHaBAMBAET 3HAYEHME MO YMONYAHUIO.
format-type remote-id ncnonbsytoTea
HACTPOWKM rnobanbHOM

KoHdUrypauum
ip dhcp information option Bk/toyaeT Ha BbibpaHHOM MHTepdelice fobasneHne B Hayano
suboption-type [enable | -/global circuit-id u remote-id gononHuTenbHbix 2 6anT (Type u Length).

disable | global]
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no ip dhcp information option
suboption-type

BbIKk/toYaeT Ha BbibpaHHOM MHTepdelice obaBNeHWe B Hayano
circuit-id u remote-id gononHuTenbHbix 2 6aT (Type u Length).

ip dhcp information option vpn
[global] [link-selection |
server-override | virtual-
subnet]

no ip dhcp information option
vpn [link-selection | server-
override | virtual-subnet]

-/global

BktoyaeT gobaBneHme Ha BblIbpaHHOM MHTEpdEce JONONHU-
TeNbHbIX NOA0NUNIA onuun 82:

-vpn — gobasuTb nogonumm 5, 11 n 151;

- global — ncnonb3oBaTb HacTPOWKM rNob6anbHOW KOHdUrypa-
umnm;

- link-selection — go6aBuTb TONLKO NogoNUMIO 5;

- server-override — 106aBuUTb To/IbKO nogonuuio 11;

- virtual-subnet — no6aBuTb To/IbKO Nogonuuio 151.

BbiktoyaeT gobaBneHne Ha BbiIbpaHHOM UHTepdelice A40NONHK-
Te/IbHbIX MOAONLMIA onumm 82.

KomaHObI pexcuma KoHguaypauyuu uHmepgelica (QuanazoHa uHmepgelicos) Ethernet, uHmep-

ghelica 2pynnbl Mopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexunme KoHourypauum uHtepdelica Ethernet, untepdeliica

rpynnbl NOPTOB:

console (config-if) #

Tabnnuya 265 — KomaHabl perkmuma KoHourypaumm nHtepdelica Ethernet, rpynnoel uHTepdelicos

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip dhcp snooping trust

no ip dhcp snooping trust

Mo ymonyanumio
nHTepdeiic He aBnaeTca
[0BEpPEHHbIM

[ob6asnaeT nHTepdEIC B CNUCOK «A0BEPEHHbIX» NPU UCMONb30-
BaHWM KoHTpona npoTtokona DHCP. DHCP-tpaduk «aposepeH-
HOro» uHTepderica cumTaeTca 6e30nacHbIM U He KOHTPOMPY-
eTcA.

Ypanaer nHteppenc M3 Cnmcka «40BEPEHHbIX» MPU UCMOb30-
BaHMK KOHTpoAA npoTtokoaa DHCP.

ip dhcp snooping limit clients
value

no ip dhcp snooping limit
clients

value: (1..2048)/
He 3ajaH

YcTtaHaBauBsaet npegenbHoe KONM4YecTso NOAKMKOYEHHbIX KAn-
€HTOB.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

ip dhcp snooping limit rate pps

no ip dhcp snooping limit rate

pps: (1..2048)/
6e3 orpaHuyeHnA

YcTaHaBAMBaeT oOrpaHuveHMe CKopocTu BxogAwmx DHCP-
naKkeTos.
- ppS — KO/IMYECTBO NAKeTOB B CEKYHAY.

Mpw npesblleHUN numuTa uHTepdeic byaer NnpuHy-

& | puTenbHo yeeaeH B errdisable.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

KomaHOb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma Privileged EXEC:

console#

325 Ethernet-kommymamopei ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES35105-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32



JHELTEX

Tabnnua 266 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

ip dhcp snooping binding
mac_address vian_id
ip_address {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}
expiry {seconds | infinite}

no ip dhcp snooping binding
mac_address vian_id

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
seconds:
(10..4294967295) cek

Lobasnset B paiin (6asy) KoHTpossa npoTokona DHCP cooTseT-
ctene MAC-agpeca knneHTa, rpynne VLAN u IP-agpecy AnAa yka-
3aHHOro UHTepdelica.

[aHHas 3anucb byaeT AencTBUTENbHA B TEYEHUE YKA3aHHOTO B
KOMaHAe BPEMEHU XKU3HU 3aMnucu, ec/iv KIUEHT He OTNpaBuT
3anpoc Ha DHCP-cepsep Ha obHoBNeHUe. Tallmep 06HyNAeTCA
B C/ly4ae NoJly4yeHns OT KNMEeHTa 3anpoca Ha obHoBneHue (Ko-
MaHAa AOCTYMHA TONbKO A/1A NMPUBUIETMPOBAHHOIO NO/b30Ba-
Tens).

- seconds — BpeMs }KWU3HU 3anucy;

- infinity — Bpems *KM3HM 3anucK He orpaHNYeHo.

Yaansaet us ¢aiina (6asbl) KoHTpona npotokona DHCP cooTtseT-
cteue MAC-agpeca kaneHTa u rpynnsl VLAN.

clear ip dhcp snooping
database

Ounwaert daiin (6asy) KoHTpona npoTokona DHCP.

show ip dhcp snooping
statistics interface {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
vlan vian_id }

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

OTobparkaeT cTaTucTMKy pabotbl DHCP snooping Ha WHTep-
delice.

KomaHOowbl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 267 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip dhcp information
option

MoKa3sblBaeT MHPopmaLumio 06 ncnoib3oBaHMM onuum 82 npo-
TOoKona DHCP.

show ip dhcp information
option vlan vlan_id interface
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | portchannel group]

gi_port: (1..8/0/1..48)
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..48);
vlan:(1..4094)

Moka3sbiBaeT MHGOPMALMIO NO ONLLMM 82 Ha KOHKPETHOM NOPTY.

show ip dhcp information
option tokens [brief]

MoKasbiBaeT WHPopmaumuo o
HACTPOWKK WabnoHoB B onumu 82.

BO3MOXHbIX BapuaHTax
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show ip dhcp snooping
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | portchannel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

MoKasbiBaeT KoHdUrypaumio ¢yHKUMM KOHTPONA MNPOTOKOAa
DHCP.

show ip dhcp snooping binding
[macaddress mac_address] [ip-
address ip_address ] [vlan
vlan_id]

[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | portchannel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MoKa3sblBaeT cooTBeTcTBMA U3 daiina (6asbl) KOHTPONSA NPOTO-
kona DHCP.

[pumepbl 8b1N0AHEHUS KOMAHO

PaspewunTb ncnonososaHme DHCP onumun 82 8 10 VLAN:

console# configure

console (config) #
console (config) #
console (confiqg)

console (confiqg)
console (config)

#
#
#

ip dhcp snooping

ip dhcp snooping vlan 10

ip dhcp information option
interface tengigabitethernet 1/0/24
ip dhcp snooping trust

e [lokasaTb BCE COOTBETCTBUA U3 TabnLbl KOHTPOAA NpoToKkona DHCP:

console# show ip dhcp snooping binding

5.28.6 3awyuma IP-adpeca knueHuma (IP source Guard)

®yHKUMA 3awmTbl IP-aapeca (IP Source Guard) npeaHasHayeHa ansa ¢puabTpaumm Tpadmka, NPUHATOro
C UHTepdelica, Ha OCHOBaHUM Tabauubl cooTBeTcTBMI DHCP snooping M cTaTMYeckux cooTBeTcTBui IP
Source Guard. Takum o6pasom, IP Source Guard nossonseTt 60poTbcA C NogMeHol IP-agpecos B NakeTax.

V Dna KoppeKTHOI paboTbl PyHKUMOHanNa Heobxoaumo npepBaputenbHo HacTpoutb DHCP
Snooping.
V dyHKumio 3awuThbl IP-agpeca (IP Source Guard) Heo6xoa4UMO BKAOUYUTL rNO06anbHO U Ana
uHTepdeiica.
V B pexxume KoHpurypaumm nntepdeiica Ethernet goctynHa KomaHga ip source-guard mac-
check, nossonstowan gonoaHuTenbHo 6opoTbea ¢ nogmeHo MAC-agpeca UCTOYHMKA.

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KOHOUrypaumm:

console (config) #
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Tabnnua 268 — KomaHab! perknma rnobanbHOoM KoHGUrypaumm

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHoa Aelicmeue

ip source-guard BkntouaeT ¢yHKUMIO ANA  33WMUTbl  KAMEHTOB OT  MNOAMEHbI
IP-TpaduKa NO afpecy MWCTOYHMKA HA OCHOBaHUM Tabauupl
cootBeTctBMii DHCP Snooping u cratuMyeckux cooTeeTcTBuii IP

Nno YMOYaHUIO
v Source Guard.

N bYHKUMA BbIKAKOYEHA
no ip source-guard BbIK/lOYaeT GYHKLUMIO A1 3aLMTbl KNMEHTOB OT NOAMeEHbI IP-Tpa-

¢duKa no agpecy UCTOYHMKA HA OCHOBaHWUM TabanLbl COOTBETCTBUIM
DHCP Snooping 1 ctatuyeckux cootsetctaui IP Source Guard.

ip source-guard [ mac-check ] [ BKAtoyaeT PpyHKUMIO 3aWmTbl OT NogMmeHbl IP-TpaduKa UCTOYHUMKA
vlan vian-id] ONA HacTpaMBaemoro uHtepdelica.
- mac-check — po6asnser nposepky MAC-agpeca UCTOYHUKA ANA
BXoasLLero Tpadpuka.
- vlan — BkstoyaeT PyHKUMIO 3alwmTbl IP-TpadurKa UCTOYHUKA ANnA
nHTepodeiica VLAN.
Heckonbko KnueHTckux VLAN pgo6asnsatoTtca yepes 3ansa-
TYI0 B C/ly4ae nepevyncneHmsn u yepes aeduc B cnyyae yka-
3aHUA AMANA30HOB.

no ip source-guard [ mac-check BbikntoyaeT GpyHKUMIO 3aWwmThl IP-TpadmKa UCTOYHUKA oNa HacTpa-
11 vlan vian-id] nBaemoro nHtepoeiica.

- mac-check — BbikntouaeT nposepky MAC-agpeca UCTOYHMKA A
BxogsAuero Tpaduka.

- vlan — BbiKAoYaeT GyHKUMIO 3aWmTbl IP-TpadmKa UCTOUHMKE AnA
HacTpauBaemoro nHTepdeinca VLAN.

ip source-guard binding Co3paHune cTaTUYecKon 3anmcu B Tabaunue cooTBeTcTBUA mexay IP-
mac_address vian_id agpecom KnueHta, ero MAC-agpecom v rpynnoi VLAN gns ykasaH-
ip_address {gigabitethernet HOro B KOMaHAe uHTepdelica.

gi_port: (1..8/0/1..48);

i_port | tengigabitethernet
?{Zort: s te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port:
twe_port | (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32);
hu_port | fo_port: (1..8/0/1..32);

group: (1..128);

fourhundredgigabitethernet !
vlan_id: (1..4094)

fo_port | port-channel group}

no ip source-guard binding YpaaneHue cTaTU4ecKom 3anmcu B Tabaunue cooTBeTcTBMA.
mac_address vlan_id
ip source-guard tcam 3apaeT YacToTy 06paLLeHMA YCTPOMCTBA K BHYTPEHHUM pecypcam €
retries-freq {seconds | never} Lie/Iblo 3anu1cK B NaMATb HEAKTUBHBIX 3aLLMLLEHHbIX |P-agpecos.
seconds: (10..600)/60 - never — 3anpewaeT 3anNncb B NaMATb HEAKTUBHbIX 3aLMLLEHHbIX
cek IP-agpecos.
no ip source-guard tcam YcTaHaB/MBAET 3HAYEHUE MO YMOIYAHWUIO.

retries-freq

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (duanaszoHa uHmepgeticos) Ethernet, uHmep-
gelica 2pynnbl MOpmMos

Bua 3anpoca KOMaHAHOM CTPOKM B pexmnme KoHourypauum uHtepdelica Ethernet, nHtepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 269 — KomaHabl pexkuma KoHourypauum nHtepdelica Ethernet, rpynnsi nHTepdelicos

KomaHda 3HayeHue/3HayeHue Aelicmeue
o ymoa4aHuro
ip source-guard BratoyaeT dyHKUMIO 3awuThl IP-agpeca KneHTa ona HacTpau-
Mo ymonyaHuio Baemoro nHtepdeiica.
no ip source-guard GYHKUWA BbIK/IIOYEHA. | BbikatouaeT GpyHKLMIO 3aWwmThl IP-agpeca KAMeHTa AnA HacTpa-
MBaemoro nHtepdelica.
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KomaHObi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabanua 270 — KomaHgabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

ip source-guard tcam locate

BpyuHyto 3anyckaeT npouecc obpalleHus ycTPoWCTBa K BHYT-
PEHHMM pecypcam C LLeblo 3anucK B NamsATb HEAKTUBHbIX 3a-
wueHHbIX IP-agpecos. KomaHaa 40CTynHa TOIbKO 414 NPUBK-
NIerMpoBaHHOro Nosib3oBaTens.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnuya 271 — KomaHzabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip source-guard
configuration [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

KomaHpaa oTobparkaeT HacTpoiky ¢yHKumMKM IP Source Guard Ha
3afaHHOM nnbo Ha Bcex UHTepdericax ycTpomncTaa.

show ip source-guard statistics
[vlan vian_id]

vlan_id: (1..4094)

KomaHza otobparkaeTt ctatuctuky dyHkumm IP Source Guard Ha
3agaHHOM 6o Ha Bcex VLAN.

show ip source-guard status
[mac-address mac_address]
[ip-address ip_address ]

[vlan vian_id] [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

KomaHpaa oTobparkaet ctaTyc ¢yHKumu IP Source Guard gns
yKasaHHoro nHtepdeiica, IP-agpeca, MAC-agpeca nam rpynnol
VLAN.

show ip source-guard inactive

KomaHpa otobpaaet IP-agpeca UCTOYHUKOB, HE NPOXOAALLMX
nposepky IP Source Guard.
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[Mpumepbl 8bIN0AHEHUA KOMAHO

MoKasaTb HAacTPOMKY GYHKLMM 3aWwmTbl IP-agpeca ans Bcex MHTepdencos:

console# show ip source-guard configuration

IP source guard is globally enabled.
Interface State
te0/4 Enabled
te0/21 Enabled
te0/22 Enabled

BKNounTb GyHKUMIO 3aWwmThl IP-agpeca ana punbTpaumm Tpadmka Ha OCHOBAHUM TabauULbl COOTBET-
cteuin DHCP snooping u ctatnyeckmx cootsetcTemit IP Source Guard. Co34aTb CTaTUYECKYIO 3anuch B
Tabnuue cootsetcTBuA ana uHtepdeiica Ethernet 12: IP-agpec knveHTa — 192.168.16.14, ero MAC-
agpec —00:60:70:4A:AB:AF. UHTepdeiic B TpeTbel rpynne VLAN:

console# configure

console (config)# ip dhcp snooping

console (config)# ip source-guard

console (config)# ip source-guard binding 0060.704A.ABAF 3 192.168.16.14
1/0/12

5.28.7 KoHmpons npomokona ARP (ARP Inspection)

®yHKUMA KoHTpona npoTtokona ARP (ARP Inspection) npegHasHayeHa A/1A 3alWWTbl OT aTak C

ncrnosb3oBaHWeM npoTokona ARP (Hanpumep, ARP-spoofing — nepexsat ARP-tpaduka). KoHTponb
npotokosaa ARP ocyliecTBaseTca Ha OCHOBE CTaTUYeCKMX cooTBeTcTBul IP- 1 MAC-agpecos, 3a4aHHbIX a1
rpynnbl VLAN.

l .

NopT, CKoHUrypupPoBaHHbINA «HegoBepeHHbIM» ana GyHKuMM ARP Inspection, AonKeH Tak}Ke

o 6bITb «HepoBepeHHbIM» ana ¢pyHKuum DHCP snooping nam cooresercteue MAC-agpeca u IP-
appeca ANA 3TOro NopTa A0MKHO 6bITb CKOHPUrypupoBaHO cTaTUUecKu. MHaue gaHHbIA nopT
He 6ygeT oTBeuaTtb Ha 3anpocbl ARP.

vl DnAa HeHaAEXHbIX NOPTOB BbINO/IHAIOTCA NpoBepKu cooTseTcTBuit IP- u MAC-agpecos.

KomaHObI pexcuma 2a0b6aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KOHOUrypaumm:

console (config) #

Tabnnua 272 — KomaHab! perkuma riobanbHoM KoHpUrypaumm

3HavyeHue/3Ha4yeHue .
KomaHoa Aelicmeue
no yMO/YAHUIO
ip arp inspection Mo ymonuaHuio BktoyaeT KOHTposib NnpoTokona ARP (dyHKumio ARP Inspection).
no ip arp inspection bYHKUMA BbIKNKOYEHa BbIKntoYaeT KOHTPOob NpoTokona ARP (dyHKumio ARP Inspection).

ip arp inspection vlan vian_id

PaspewaeT nposepKy npoTtokona ARP, ocHoBaHHyto Ha 6a3se cooT-

vlan_id: (1..4094); BeTcTBuit DHCP snooping, B Bbi6paHHo rpynne VLAN.

no ip arp inspection vlan
vlan_id

Mo ymonuyaHutio

3anpeuaeT npoBepKy npotokona ARP, ocHOBaHHylO Ha 6a3e cooT-
dYHKUMSA BbIKIOYEHA pew poBepky np ’ Y

BeTcTBui DHCP snooping, B BbibpaHHo rpynne VLAN.
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ip arp inspection validate

no ip arp inspection validate

MpepocTtasnseT cneunduyHble NPOBEPKN A1 KOHTPOAA NPOTOKONA
ARP.

MAC-agpec nctouyHmka: na ARP-3anpocoB n 0TBeTOB NpoBepAaeTcA
cooTBeTcTBMe MAC-aapeca B 3aronoske Ethernet MAC-agpecy uc-
TOYHMKA B coaepXMmom npotokosa ARP.

MAC-agpec Ha3HauyeHua: [1na ARP-0TBETOB npoBepaeTcA COOTBET-
ctBue MAC-agpeca B 3aronoske Ethernet MAC-aapecy Ha3HayeHuA
B coaeprKMmom npotokona ARP.

IP-agpec: MposepseTca cogepxnumoe ARP-coobLLIEHMA HA Hanuuyme
HEeKOppPEeKTHbIX IP-aapecos.

3anpewaeT cneunduryHble NPOBEPKM 414 KOHTPOAA NPOTOKoAa ARP.

ip arp inspection list create
name

no ip arp inspection list create
name

name: (1..32) cumBona

1. Co3gaHue cnvcKa cTatuyeckux ARP-coOTBETCTBUN.
2. Bxop, B perkum KoHurypaumm ARP-cnnckos.

YpaaneHue cnvcka ctatuyeckmx ARP-cOOTBETCTBUN.

ip arp inspection list assign
vlan_id

no ip arp inspection list assign
vlan_id

vlan_id: (1..4094)

HasHauaeTt cnucok ctatuyeckmx ARP-COOTBETCTBUI A5 YKa3aHHOM
VLAN.

OTMeHSAET HasHa4YeHne Cnucka ctatndeckmux ARP-cooTtBeTcTBMI ANA
yKasaHHowu VLAN.

ip arp inspection logging
interval {seconds | infinite}

no ip arp inspection logging
interval

seconds: (0..86400)/
5 cek

3a4aeT MUMHUMANbHBIN UHTEPBAN MeXAY cOobLeHnAMN, coaepKa-
LWMmmM MHopmaumio npoTokosia ARP, nepegasaembiMu B XKypHas.

- 3HayeHue 0 yKasblBaeT Ha TO, 4TO cooblieHua byayT reHepupo-
BATbCA HE3AMEL/IUTENIbHO;

- infinite — He reHepMpoBaTb COOBLLEHMIA B KypHan.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-

gelica 2pynnbl MOpMos

Bupa 3anpoca KOMaHAHOM CTPOKM B pexunme KoHourypauum uHtepdelica Ethernet, nntepdeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnunua 273 — KomaHabl pexkmuma KoHourypauum nHtepdelica Ethernet, rpynnsl nHTepdelicos

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuo

Aelicmeue

ip arp inspection trust

no ip arp inspection trust

Mo ymonyaHuio
MHTepdelic He ABnaeTcA
[0BEepPEeHHbIM

[ob6asnseT nHTepdeiic B CNMCOK «A0BEPEHHbIX» MPU UCMO/Ib30Ba-
HUW KOHTPONA NpoToKkona ARP. ARP-TpaduK «a0BEPEeHHOro» UHTEp-
delica cuntaeTca 6€30NacHbIM U HEe KOHTPOIMPYETCA.

Ypansaer uHtepdeic ns cnncka «40BepeHHbIX» Npu MCNoAb30BaHUN
KOHTponA npotokona ARP.

ip arp inspection limit rate rate

no ip arp inspection limit rate

rate:(0..2048)/0 pps

HactpouTb orpaHuuyeHue cKopocTu paspelleHHbix ARP-nakeTos B
pps.

Yaanutb orpaHuyeHmne CKopocTu ANna paspelleHHbix ARP-nakeTos.

KomaHObI pexcuma KoHgu2ypayuu ARP-criuckos

BuAa 3anpoca KOMaHAHOM CTPOKK B pexume KoHpurypaumm ARP-cnuckos:

console# configure
console (config)# ip arp inspection list create spisok
console (config-arp-list) #
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Tabnnua 274 — KomaHabl perkmuma KoHourypaumm ARP-cnvckoBs

KomaHoa

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeiicmeue

ip ip_address mac-address
mac_address

no ip ip_address mac-address
mac_address

[LobasnsaeT ctaTnyeckoe cootsetcTeue IP- 1 MAC-agpecos.

Ypanaet ctatnyeckoe cootsetctame IP- u MAC-agpecos.

KomaHOowbl pexcuma EXEC

Bug, 3anpoca KOMaHAHOW CTPOKU pPexnma

console#

Tabnnuya 275 — KomaHzabl pexkmma EXEC

EXEC:

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip arp inspection
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

MoKasbiBaeT KOHOUrypaumo ¢GyHKUMM KOHTpOAs npoTokosna ARP
Inspection Ha BbIGpaHHOM nHTepdelice/Bcex MHTepdeincax.

show ip arp inspection list

MoKasblBaeT CNUCKKN cTaTUYECKUX cooTBeTCTBUIM IP- 1 MAC-agpecos
(komaHga AoCTynHa TONbKO A/1A MPUBMAETMPOBAHHONO NOJ/b30Ba-
Tensa).

show ip arp inspection
statistics [vlan vian_id]

vlan_id: (1..4094)

MoKa3blBaeT CTaTUCTUKY ANA CAeAyHOLWMX TUMNOB MaKeToB, KOTopble
6111 06paboTaHbl Npu Nnomowwm eyHKLMK ARP:

- nepeaaHHble naketsl (forwarded);

- noTepsAHHble nakeTbl (dropped);

- ownbkm B IP/MAC (IP/MAC Failures).

clear ip arp inspection
statistics [vlan vian_id]

vlan_id: (1..4094)

OumLLaeT CTaTUCTUKY KOHTPOAA npoToKona ARP Inspection.

[pumepbl 8b1M0AHEHUS KOMAHO

BKAtOUMTb KOHTPOb NpoTokona ARP 1 no6asuTb B cnvcok spisok ctatuueckoe cootsetcTeue: MAC-aapec:
00:60:70:AB:CC:CD, IP-agpec: 192.168.16.98. HazHaunTb cnucoK spisok ctatnyeckmx ARP-cooTBeTCTBUM ANA

VLAN 11:

console# configure
console (config)# ip arp inspection list create spisok
console (config-ARP-1list)# ip 192.168.16.98 mac-address 0060.70AB.CCCD
console (config-ARP-list) # exit

console (config)# ip arp inspection list assign 11 spisok

MoKasaTb CNUCKKN CTaTUYECKMX cooTBeTcTBUiM IP- n MAC-agpecos:

console# show ip arp inspection list

List name:

IP

192.168.16.98

servers
Assigned to VLANs:

11

0060.70AB.CCCD
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5.28.8 ®dyHkyuoHan First Hop Security

MNakeT ¢pyHKUMI First Hop Security BkntoyaeT B ceba aHannsatop DHCPv6-naketos, IPv6 Source Guard,
ND Inspection n RA Guard. [daHHbii Habop ¢yHKUMI npepHasHayeH anAa obecrnevyeHMA KOHTPOAA M
dunbTpaymm IPv6 Tpaduka B cetu.

AHanunszatop DHCPv6 naketos no3sonset AobasnaTtb coceaen B Tabanuy npmeasok IPv6 binding table
npu nonyyeHumn agpeca no DHCP, a Takke no3soaseT 6bopoTbca ¢ HegosepeHHbIMM DHCPV6 cepsepamm.

IPv6 Source Guard no3BonsieT YyCTPOMCTBY OTKAOHATbL TPadUK, €C/IM OH UCXOAMUT OT agpeca, KOTopbIi
He coxpaHeH B IPv6 binding table. Tabanua npussasok coceaen IPv6 binding table, noakntoyeHHbIX K
YCTPOMCTBY, CO34aeTcA M3 TaKUX WCTOMHMKOB WHPOPMaLMKM, KaK OTCAEXMBaHWE MO NpPOTOKOAY
obHapyxeHus coceaen (NDP).

C nomoubio dyHKUmMKM ND Inspection kommyTtatop nposepseT coobuweHunsa NS (Neighbor Solicitation)
n NA (Neighbor Advertisement) n coxpaHsaet ux B IPv6 binding table. Ha ocHoBaHWK Tabanubl KOMMyTaTOP
oTbpacbiBaeT Ntobble noaaensHble coobweHna NS / NA.

®yHKumMoHan RA Guard no3sosifieT 6J10KMPOBaATb UM OTKAOHATL HEXKeNaTe/lbHble UM NOCTOPOHHKE
coobuieHnn Router Advertisement (RA), noctynatowpe Ha KOMMYTaTop OT MapLUpyTM3aTopa.

KomaHObI pexcuma 2a06ana6Hol KoOHguU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHom KoOHOUrypaumm:
console (config) #

Tabnunua 276 — KomaHabl perkunma rnobanbHoM KoOHGUrypaumm

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
o ymMmon4aHuro
ipv6 neighbor binding policy Co3aaTb NONUTUKY NpuBA3KKM coceselt (neighbor binding) v ne-
policy_name policy_name: (1..32) PEenTU B peXKMm eé KoHOUTrypupoBaHus.
no ipv6 neighbor binding policy cMmBona YaanuTtb NONUTURY NPUBA3KK cocenein
policy_name
ipv6 first hop security policy Coszaatb noantuky First Hop Security.
policy_name policy_name: (1..32)
no ipv6 first hop security policy cumBoONna YaanuTte NONUTUKY NPUBA3KK coceaeit
policy_name
ipvé first hop security logging -/BbIKAOYEHO AKTMBMPOBATL IOFMMPOBaHWE ApOna NakeToB NpPU HecooTBeT-
packet drop CTBUM NoMTUKam 6esonacHoctu cayxb6 RA Guard, ND Inspec-
tion, DHCPv6 Guard u IPv6 Source Guard.
no ipv6 first hop security logging YCTaHOBUTb 3HAaYEHUE NO YMONYAHUIO.
packet drop
ipv6 neighbor binding address- -/BbIKAOYEHO BkntounTb fob6aBneHme 3anumceli B Tabauvuy NpUBA3KK cocepem
config {stateless | any | dhcp} Ha OCHOBaHWUM:
- dhcp-naketra DHCPv6 Reply. Mpu atom Bce Link-local IPv6-
afpeca BHOCATCA B Tab/vLy NPMBA3KKM coceneit No ymonya-
HUIO B pe3ynbTaTte aHanm3a ICMPv6-nakeToB;
- any — po6asnaTtb Bce aapeca;
- stateless — Ha ocHoBe IPv6 RA coobuieHnin.
no ipv6 neighbor binding ad- YCTaHOBUTb 3HaYeHUE NO YMOIYAHUIO.
dress-config
ipv6 neighbor binding address- - [Jo6aBuTb cTaTMyeckyto 3anuck ¢ npedukcom B Tabauuy
prefix {vlan | X:X:X:X::X/<0-128>} Neighbor Prefix Table:
vlan — npuBsasaTtb 3anucb K onpegeneHHomy VLAN.
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no ipv6 neighbor binding ad-
dress-prefix {vlan |
X:X:X:X::X/<0-128>}

YOanuTb CTaTUYeCKyl 3anucb C npeduKkcom w3 Tabauupl
Neighbor Prefix Table.

ipv6 neighbor binding address-
prefix-validation

no ipv6 neighbor binding ad-
dress-prefix-validation

-/BbIK/IIOYEHO

BKHOUNTL NPOBEPKY aApPECcoB B Tabanue NpUBA3KK cocenei

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

ipv6 neighbor binding lifetime
minutes

no ipv6 neighbor binding lifetime

minutes: 1..60/ 5

YCTaHOBUTbL BPeMS KM3HW Tabanupbl NpUBA3KK cocepent ana
3aMMcy B MUHYTaXx.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

ipv6 neighbor binding logging

no ipv6 neighbor binding logging

-/BbIK/IIOYEHO

BK/HOUNTL NOTMPOBaHME OCHOBHBIX COBLITUIN MO U3MEHWUHUIO
TabMUbl NPUBAZKM.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

ipv6 neighbor binding max-en-
tries {interface-limit | vlan-limit |
mac-limit} {limit | disable}

no ipv6 neighbor binding
max-entries

limit: (0..65535)/
BbIK/TKOYEHO

Onpefenvtb MakcMmanbHOE KOAMYECTBO 3anuceit B Tabavue
npvBA3KK coceaent.

- interface-limit — onpegenute AMMUT ans HTepdeiica;

- vlan-limit — onpegenuts aumut VLAN;

- mac-limit — onpegenntb AumnutT MAC-agpecos;

- disable — pa3spewnTb MakcMManbHOE KOJIMYECTBO 3aMnucei.
MakcumanbHoe 3HaueHue = 4294967294.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

ipv6 neighbor binding static ipv6
{X:X:X:X::X} vlan vlan_id interface
interface mac mac-address

no ipv6 neighbor binding static
ipv6 {X:X:X:X::X} vlan vlan_id

[Oob6aBuTb cTaTuuyeckylo 3anuck 6e3 npedukca B Tabauuy
Neighbor Prefix Table:

- vlan — npwuBAa3aTb 3anuck k onpegeneHHomy VLAN;

- interface — npwuBA3aTb 3anucb K onpegeseHHoOMY WUHTep-
deiicy;

- mac — npwBeA3aTb 3anucb K onpegeneHHomy MAC-agpecy.

YaanuTb CTaTUYECKYIO 3aNuUCh.

ipv6 source guard policy
policy_name

no ipv6 source guard policy
policy_name

policy_name:
(1..32) cumBona

Co3aatb NoanTMKY Source Guard v neperTn B peXKUM e€ KOH-
durypnpoBaHums.

Ypanutb nonnTuky Source Guard.

ipv6 dhcp guard policy
policy_name

no ipv6 dhcp guard policy
policy_name

policy_name:
(1..32) cumBona

Co3aatb nonntnky DHCP Guard 1 nepeiTv B pexmnm eé KoH-
duUrypnpoBaHms.

Ypanute nonantuky DHCP Guard.

ipv6 dhcp guard preference
{minimum minimum_value |
maximum maximum_value}

ipv6 dhcp guard preference

minimum_value;
maximum_value:
(0..255)/BbIKNtOYEHO

YCTaHOBUTb MaKCUMa/bHbIA U MUHUMaA/bHbIN npeaenbl npea-
nouteHunsa gna DHCPv6-cepsepa.

YCTaHOBUTb 3HAYEHME NO YMOHYAHMUIO.

ipv6 nd inspection policy
policy_name

no ipv6 nd inspection policy
policy_name

policy_name:
(1..32) cumBona

Co3zaatb noantuky ND Inspection u nepeiTn B pexxnum eé KoH-
duUrypnpoBaHms.

Ypanutb noantuky ND Inspection.

ipv6 nd inspection drop-unsecure

no ipv6 nd inspection
drop-unsecure

-/BbIKAOYEHO

Bkaountb OT6paCbIBaHMe NaKeToB C OTCYTCTBYHOWNMU NN HE-
A0NYCTUMbIMU NapameTpamn Uam nognncblo.

YCTaHOBUTb 3HaYeHME N0 YMOHYAHUIO.

ipv6 nd inspection sec-level
minimum

no ipv6 nd inspection sec-level
minimum

minimum: (0..7)/
BbIK/IOYEHO

YCTaHOBUTb MMHMMAJIbHOE 3HaYeHMe napameTpa ypoBHA 6e3-
OMacHOCTM MpPY WUCMOJIb30BAHUM OMUMIA KPUNTOrpaduueckn
creHepupoBaHHoro agpeca (CGA).

YCTaHOBUTb 3HaYeHue no YMOANYaHUIO.

ipv6 nd inspection validate
source-mac

no ipv6 nd inspection validate
source-mac

-/BbIK/IIOYEHO

BkntounTb nposepky MAC-agpeca naketa no ero agpecy link-
layer.

YCTaHOBUTb 3HaYeHME N0 YMOYAHWUIO.

ipv6 nd raguard policy

no ipv6 nd raguard policy

policy_name:
(1..32) cumeona

Co3patb nonmntuKy ND RA Guard v nepeiitn B perKUm eé KOoH-
durypmpoBaHus.

Ypanute nonntuky ND RA Guard.
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ipv6 nd raguard hop-limit
{minimum minimum_value |
maximum maximum_value}

no ipv6 nd raguard hop-limit

minimum_value;
maximum_value:
(1..255)/BbIKNIOYEHO

YcTaHoBUTL Npegensl 3HadeHmsa Cur Hop Limit B cooblueHnax
Router Advertisement.

YCTaHOBUTb 3HaYeHME N0 YMOIYAHMUIO.

ipv6 nd raguard managed-config-
flag {off | on}

no ipv6 nd raguard managed-
config-flag

-/BbIK/IIOYEHO

Bktountb npoBepKy ¢sara managed-config B coobuieHunsax
Router Advertisement:

- off — 3HaueHue dnara foNKHO 6bITb O;

- on — 3HayeHue dnara JONKHO 6biTb 1.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

ipv6 nd raguard other-config-flag
{off | on}

no ipv6 nd raguard other-config-
flag

-/BbIK/IIOYEHO

Bkatountb nposepky ¢nara other-config B coobueHusx
Router Advertisement:

- off — 3HaueHue dnara foNKHO 6bITb O;

- on — 3HayeHue dnara JONKHO bbiTb 1.

YCTaHOBUTb 3HaYeHME N0 YMOYAHWUIO.

ipv6 nd raguard router-
preference minimum {low |
medium | high}

no ipv6 nd raguard router-
preference minimum

-/BbIK/OYEHO

YCTaHOBUTb MMHUMaIbHOe 0b6bsBAsemoe 3HayeHue Default
Router Preference B coobuieHunsax Router Advertisement:

- low — HU3KOe 3HauyeHue;

- medium — cpegHee 3HayeHue;

- high — Bbicokoe 3HayeHue.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

ipv6 nd raguard router-
preference maximum {low |
medium | high}

no ipv6 nd raguard router-
preference maximum

-/BbIK/IIOYEHO

YCTaHOBUTb MaKcMManbHoe obbsaBnsemoe 3HaveHue Default
Router Preference B coobuieHunsax Router Advertisement:

- low — HU3KOe 3HauyeHue;

- medium — cpegHee 3HaYeHuUE;

- high — Bbicokoe 3HayeHue.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuKu npusasku cocedell

BuAa 3anpoca KOMaHAHOM CTPOKMU:

console (config-nbr-binding) #

Tabnunua 277 — KomaHabl pexkrma NoIMTUKK NPUBA3KK cocenen

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

logging binding enable

logging binding disable

-/BbIK/IOYEHO

BkAounTb noruposaHue gobasneHusa/yaaneHus IPve B 1ab-
MLy NPUBA3KK cocesen.

BbIKMOUNTL IorMpoBaHne gobasneHns/yaanerms IPv6 B Tab-
MUY NPUBA3KK coceaent.

max-entries {interface-limit |
vlan-limit | mac-limit} {limit |
disable}

no max-entries

limit: (0..65535)/
BbIK/TKOYEHO

Onpefenvtb MakCMManbHOe KOAMYEeCTBO 3anuceit B Tabavue
NPUBA3KK coceaeit.

- interface-limit — onpeaenntb AMMUT ana nHTepdeiica;

- vlan-limit — onpegenuTb Aumut VLAN;

- mac-limit — onpegennte AumutT MAC-agpecos;

- disable — paspewnTb MakCMManbHOE KOJIMYECTBO 3anucei.
MakcmmanbHoe 3HaveHue = 4294967294,

YCTaHOBUTb 3HaYeHME N0 YMOHYAHWUIO.

address-config {dhcp | any |
stateless}

no address-config

-/BbIK/IIOYEHO

BkntounTb fob6aBneHme 3anumcelt B Tabavuy NpUBA3KK cocepen
Ha OCHOBaHWUMU:

- dhcp-naketa DHCPv6 Reply. Mpu atom Bce Link-local IPv6-
afpeca BHOCATCA B Tab/vLy NPMBA3KKM coceneit No ymonya-
HUIO B pe3ynbTtaTte aHanm3a ICMPv6-nakeTos;

- any — pobasnaTb BCe agpeca;

- stateless — Ha ocHoBe IPv6 RA coobuyeHnin.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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address-prefix-validation {enable
| disable}

no address-prefix-validation

-/BbIK/IIOYEHO

BK/IOUNTL NPOBEPKY aApecoB B TabnLe NPUBA3KK coceaei.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

device-role {permiter | internal}

no device-role

-/BbIK/IIOYEHO

YKa3aTb po/ib YCTPOICTBA, MOAK/IOYEHHOIO K MHTEpdeicy:
- permiter — ycTpoicTBO NepumeTpa;
- internal — BHyTpeHee ycTpOMICTBO.

Y6paTb posib C yCTPOWCTBA, NOAK/IOUEHHOTO K HTEpdElicy.

KomaHObI pexcuma KoHgu2ypayuu noaumuku Source Guard

BuAa 3anpoca KOMaHAHOM CTPOKM:

console (config-ipv6-srcgrd) #

Tabnunua 278 — KomaHab! perkuma IPv6 Source Guard noanTuKm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

trusted-port

no trusted-port

-/BbIK/IIOYEHO

OnpeaennTb A0BEepeHHbI nNopT. [laHHaa NoaMTUKa HasHaya-
€TCA Ha MoPT, Ha KOTOPOM He A0/KHA MPUMEHATLCA MOANTUKA
Source Guard.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuku DHCP Guard

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-dhcp-guard) #

Tabnunuya 279 — KomaHab! perkuma ipve DHCP Guard noantmku

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuio

Aeiicmeue

device-role {client | server}

no device-role

-/BbIK/OYEHO

YKa3aTb po/ib YCTPOMCTBA, MOAK/IOYEHHOTO K MHTEpdeicy:
- server — yCTaHOBWTb POJib CEPBEPA;
- client — ycTaHOBUTb PO/Ib KAMEHTA.

Y6paTb posib C YCTPOMCTBA, MOAK/IOYEHHOTO K MHTEpdeicy.

match reply {disable | prefix-list prefix_list: BKOUNTL NPOBEPKY aHOHCMPYEMbIX afpecos, NONYYEHHbIX B
prefix_list} (1..64) cumsona/ coobueHunax DHCPv6:
BbIK/IHOYEHO - disable — oTkntounTL NposepKy no DHCPv6-coobuweHnam;
- prefix-list — npedukc-macka, no kotopoi byaer ocyLiecTs-
NIATCA NpPOBepKa.
no match reply YCTaHOBWUTb 3HAYEHME NO YMOYAHUIO.
match server address {disable | prefix_list: BKAOUYMTL NPOBEPKY agpeca UCTOYHMKA cepsepa:
prefix-list prefix_list} (1..64) cumsona/ - disable — oTKNOUNTL NPOBEPKY agpeca NCTOUHMKA cepBepa;
BbIK/IHOYEHO - prefix-list — npedukc-macka, no KoTopol bygeT ocyliecTs-

no match server address

NIATCA NpOBEpPKa.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

preference minimum
{preference_value | disable}

no preference minimum

preference_value:
(0..255)/BbIKNIOYEHO

YCTaHOBWUTb MUHMMANbHbIN Npesen aHoHcupyembix DHCPv6-
cepBepom onumi:
- disable — BbIKNOUNTL NPOBEPKY ONLMUNA.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

preference maximum
{preference_value | disable}

no preference maximum

preference_value:
(0..255)/BbIKNIOYEHO

YCTaHOBUTb MaKCUMMasibHbIV Npeaen aHoHcupyembix DHCPV6-
CcepBepom Onumit:
- disable — BbIKNOYNTL NPOBEPKY ONLMNA.

YCTaHOBUTb 3HaYeHME N0 YMOHYAHWUIO.
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KomaHObI pexcuma KoHgu2ypayuu noaumuku ND Inspection

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-nd-inspection) #

Tabnumua 280 — KomaHap! pexkmma IPv6 ND Inspection noantmukm

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

device-role {host | router}

no device-role

-/BbIK/IIOYEHO

YKasaTb poJib yCTPOWCTBA, MOAK/IIOYEHHOIO K MHTepdeicy:
- host — ycTaHOBUTb posib XOCTa
- router — yCTaHOBUTb POJIb MapLLpPyTU3aTOpa

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

drop-unsecure {enable |disable}

no drop-unsecure

-/BbIK/IIOYEHO

BK/10UNTB OTOpacbIBaHUE NAKETOB C OTCYTCTBYHOLLMMMN NN He-
A0ONYCTUMbIMM NapameTpamu UAK NOLNNUCHIO.

YCTaHOBUTb 3HaYeHMe No YMONYaHUIO.

sec-level minimum
{sec_level _minimum | disable}

no sec-level minimum

sec_level_minimum:
(0..7)/BbIkNtOYEHO

YKaszaTb MMHMMAa/IbHOE 3HayeHWe MnapameTpa ypoBHA 6es-
OMacHOCTM MPU WUCMOIb30BaHWM OMUMIA KpUNTOrpaduuecku
creHepupoBaHHoro agpeca (CGA).

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

validate source-mac {enable |
disable}

no validate source-mac

-/BbIK/OYEHO

BkntounTb nposepky MAC-agpeca naketa no ero link-layer ag-
pecy:

- enable — BkaoUnTHL

- disable — BbIKAHOUUTB

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

KomaHObI pexcuma KoHguypayuu noaumuku RA Guard

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-ra-guard) #

Tabnnuya 281 — KomaHab!l perkuma IPv6 RA Guard noantukm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

device-role {host | router}

no device-role

-/BbIK/OYEHO

YKa3aTb po/ib YCTPOMCTBA, MOAK/IOYEHHOTO K MHTEpdeicy:
- host — ycTaHOBUTb PONb XOCTa;
- router — yCTaHOBMUTb POJib MapLLPyTM3aToOpa.

YCTaHOBUTb 3HaYeHMe No YMONYaHUIO.

hop-limit {minimum value_limit |
maximum value_limit}

no hop-limit

value_limit:
(1..255)/BbIKNIOYEHO

YcTaHOBUTL Npeaenbl 3HadeHna Cur Hop Limit B coobuieHmax
Router Advertisement.

YCTaHOBUTb 3HaYeHME N0 YMOHYAHUIO.

managed-config-flag {off | on}

no managed-config-flag

-/BbIK/IIOYEHO

BkAtountb nposepKy ¢nara managed-config B8 coobuieHunax
Router Advertisement:

- off — 3HaueHue dnara fo0MKHO 6bITb O;

- on — 3HayeHue pnara 4OMKHO 6bITb 1.

YCTaHOBUTb 3HaYeHME N0 YMOHYAHWUIO.

match ra address {disable | prefix- prefix_list: BKAOUMTL NPOBEpPKY afpecoB B coobuieHusax Router Adver-
list prefix_list} (1..64) cumsona/ tisement:
BbIK/IHOYEHO - disable — oTKntOUYNTL NPOBEPKY agpecos
- prefix-list — npedukc macka, no KoTopol bygeT ocyliecTs-
NIATCA NpPOBepKa.
no match ra address YCTaHOBWTb 3HAYEHME MO YMOYAHUIO.
match ra prefixes {disable | prefix- prefix_list: BKAtounTb NpoBepKy Nnpedukcos B coobueHunsax Router Adver-
list prefix_list} (1..64) cumsona/ tisement:
BbIK/IHOYEHO - disable — oTKNOUNTL NPOBEPKY NPedUKCOoB;

no match ra address

- prefix-list — npedukc-macka, no KotTopoi byaer ocyuecTs-
NIATCA NPOBepKa.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.
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other-config-flag {off | on}

no other-config-flag

-/BbIK/IIOYEHO

Bkntountb npoBepky ¢nara other-config B coobuieHuax
Router Advertisement:

- off — 3HaueHune dnara 4oNKHO BbITh O;

- on — 3Ha4yeHue piara JO0MKHO bbiTh 1.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

router-preference minimum {low |
medium | high}

no router-preference minimum

-/BbIK/IIOYEHO

YCcTaHOBUTb MUHMMabHOe 06bsABNAemoe 3HadeHue Default
Router Preference B coobuieHunsax Router Advertisement:

- low — HU3KOe 3HauyeHue;

- medium — cpegHee 3HayeHuUE;

- high — Bbicokoe 3HaueHue.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

router-preference maximum {low |
medium | high}

no router-preference maximum

-/BbIK/IIOYEHO

YCcTaHOBUTb MaKcMmanbHoe obbasnsemoe 3HadeHue Default
Router Preference B Router Advertisement cooblieHunsx:

- low — HU3KOe 3HauyeHue;

- medium — cpegHee 3HayeHuUE;

- high — Bbicokoe 3HaueHue.

YCTaHOBUTb 3HaYeHMEe N0 YMOYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuku First Hop Security

BuAa 3anpoca KOMaHAHOM CTPOKM:

console (config-ipv6e-fhs) #

Tabnunua 282 — KomaHabl pexkuma IPv6 First Hop Security nonMtukm

KomaHoa

3HayeHue/3HayeHue
no yMmoa4aHuo

Aeiicmeue

logging packet drop {enable |
disable}

no logging packet drop

-/BbIK/IIOYEHO

AKTMBUPOBATb NOMMPOBaHME Apona NaKeToB NPU HEeCoOoTBET-
CTBUM MNOAUTMKAM 6e3onacHocTu cnyk6 RA Guard, ND
Inspection, DHCPv6 Guard u IPv6 Source Guard:

- enable — BK/IOUUTL NOTMPOBAHME APONA NaKeToB A/1A AaH-
HOM MOJIUTUKY;

- disable — oTKNOYUTL IOrMpPOBaHUE ApPONa NAKETOB AN AdH-
HOM MNONUTUKMN.

YCTaHOBUTb 3HaYeHMe No YMONYaHUIO.

KomaHObI pexcuma KoHguypayuu uHmepagetica VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnnua 283 — KomaHab!l perkuma KoHourypaumm nHtepderica VLAN

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipv6 first hop security

no ipvé first hop security

-/BbIK/IIOYEHO

Bkntountb PpyHKLMOHan First Hop Security o VLAN.

Bbikntountb dyHKUMOHan First Hop Security Bo VLAN.

ipv6 first hop security attach-policy
policy_name

no ipv6 first hop security attach-
policy

policy_name:
(1..32) cumsona/
BbIK/OYEHO

LOob6asutb nonntuky First Hop Security Ha uHTepdelic.

Yaanute nonntuky First Hop Security c uHTepdeiica.

ipv6 neighbor binding

no ipv6 neighbor binding

-/BbIK/IIOYEHO

BKAtOUMTL NpUBA3KY coceaeit n pobasnexHue 3anuceli B Tab-
uy.

BbIK/OUNTL NPUBA3KY coceaeit U gobasneHne 3anucen B Tab-
nnuy.

ipv6 neighbor binding attach-policy
policy_name

no ipv6 neighbor binding attach-
policy

policy_name:
(1..32) cumona/
BbIK/IOYEHO

LOo6asutb nonntuky Neighbor Binding Ha nHtepdelic.

Yaanute nonntnky Neighbor Binding c untepdeiica.
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ipv6 source guard

no ipv6 source guard

-/BbIK/IIOYEHO

Bkntoumtb IPV6 Source Guard.

Bbikntountb IPVv6 Source Guard.

ipv6 dhcp guard

no ipv6 dhcp guard

-/BbIK/IIOYEHO

Bkntoumtb DHCP Guard.

Bbikntounts DHCP Guard.

ipv6 dhcp guard attach-policy
policy_name

no ipv6 dhcp guard attach-policy

policy_name:
(1..32) cumsona/
BbIK/IOYEHO

Oo6asutb nonntnuky DHCP Guard Ha uHTepdelic.

Ypanute nonntnkn DHCP Guard ¢ nHtepdelica.

ipv6 nd inspection

no ipv6 nd inspection

-/BbIK/IIOYEHO

Bkatoumntb IPv6 ND Inspection.

BbikntounTb IPv6 ND Inspection.

ipv6 nd inspection attach-policy
policy_name

no ipv6 nd inspection attach-policy

policy_name:
(1..32) cumona/
BbIK/IOYEHO

Lo6asutb noantuky ND Inspection Ha nHTepdeiic.

Ypanute noantury ND Inspection ¢ nHtepdeiica.

ipv6 nd raguard

no ipv6 nd raguard

-/BbIK/IIOYEHO

Bkntoumtb IPv6 ND RA Guard.

BbikntounTs IPv6 ND RA Guard.

ipv6 nd raguard attach-policy
policy_name

no ipv6 nd raguard attach-policy

policy_name:
(1..32) cumsona/
BbIK/IIOYEHO

Oo6asutb nonntuky ND RA Guard Ha nHtepdeiic.

Ypanute nonntuky ND RA Guard c nHtepdeiica.

KomaHOowb! pexcuma EXEC

Bug, 3anpoca KOMaHAHOW CTPOKMK:
console#

Tabnnuya 284 — KomaHzabl pexkmma EXEC

3HayeHue/3HayeHue

Aeiicmeue
1o yMmon4aHuio

KomaHoa

show ipvé6 first hop security - OT06pa3unTb HacTpolikm GyHKUMI IPV6 First Hop Security.

show ipv6 source guard - OT06pa3unTb cocTosiHne PpyHKUMM IPv6 source guard.

show ipv6 neighbor binding table - OT06pa3unTb TabanLy NPMBA3OK coceaeit.

show ipv6 dhcp guard - OT06pPO3KTH COCTOAHME U HAacTPOlKK PpyHKLMM DHCP Guard.

show ipv6 nd inspection - OT06pPO3UTbL COCTOAHNE U HacTpoiKkM dyHKLUMM ND Inspection.

show ipv6 nd raguard - OT06pPa3unTb COCTOSHME W HACTPONKKN dyHKLMKM RA Guard.

5.29 ®yHKumum DHCP Relay areHTa

KommyTtatopbl noaaeprkueatoT GyHKumm DHCP Relay areHTta. 3agavet DHCP Relay areHTa siBnaetca
nepenaya DHCP-nakeToB OT KAMEHTa K cepBepy M 0bpaTHO B cnydae, ecnn DHCP-cepBep HaxoauTca B 04HOM
CeTH, a KAMeHT B apyron. [pyroit ¢yHKumen apnsetca pobasneHne AONOAHUTENbHbIX onuunii B DHCP-
3anpocbl KANeHTa (Hanpumep, onuun 82).

MpuHumn pabotol DHCP Relay areHTa Ha KOMMyTaTope: KOMMYTATOpP NPUHUMAET OT KaneHTa DHCP-
3anpockbl, NepesaeT 3TM 3aNpOoChl CepBEPY OT UMEHU K/IMEHTa (0CTaBaAsA B 3anpoce onuuun ¢ Tpebyembimu
KAMEHTOM MapameTpamu 1, B 3aBUCMMOCTM OT KOHOUrypaumu, fobaensas ceom onuuu). Moayums oTBeT OT
cepBepa, KOMMYTaToOp NepeaaeT ero KANeHTy.

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHoM KOHPUrypaumm:

console (config) #
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Tabnnua 285 — KomaHab! perknma riobanbHoM KoHGUrypaumm

3HayeHue/3Ha4eHue »
KomaHoa / Aelicmeue
o ymon4yaHuio
ip dhcp relay enable Mo ymonuaHuio areHT | Braountb pyHKumm DHCP Relay areHTa Ha KommyTaTope.

no ip dhcp relay enable BbIK/IHOYEH

BbIkNounTb dyHKUMM DHCP Relay areHTa Ha KommyTaTope.

ip dhcp relay address
ip_address [vlan vian_id]

[vrf vrf_name] vlan_id: (1..4094);

vrf_name: (1..32)
CMMBONOB
MosKeT 6bITb 3a4aH0 40
32 cepBepoB
(avnanasoHom nam

no ip dhcp relay address nepeyncneHnem)

[ip_address] [vrf vrf_name]

3agaTtb IP-appec pgoctynHoro DHCP-cepsepa ansa DHCP Relay

areHTa.

- vlan — knneHTckuin VLAN, 3anpocbl U3 KoToporo 6yayT Hanpas-

neHbl Ha IP-agpec KoHKpeTHOro DHCP-cepsepa;

- vrf_name — ums BUpTyanbHOM 061aCT MapLIpyTU3aLNN.
Heckonbko KnueHTckux VLAN pgob6asnsiotca yepes 3ans-

TYl0 B C/ly4ae nepeyncneHuns u yepes aeduc B cnyyae yka-
3aHWA AMANa30HOB.

Ypanute IP-agpec n3 cnucka DHCP-cepsepos gna DHCP Relay
areHTa. MoxeT 6bITb 3a4aHO 40 BOCbMW CepBepOB B BUAE Auana-
30Ha WK NepeyncneHmem.

KomaHObI pexcuma KoHguaypayuu uHmepagpetica VLAN

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexxnme KoHpurypaumnm nHtepoerica VLAN:

console# configure

console(config)# interface vlan vian id

console (config-if) #

Tabanuya 286 — KomaHab! perknma KoHourypaumm nHtepdeiica VLAN, nHtepoeitca Ethernet

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

ip dhcp relay enable

no ip dhcp relay enable BbIK/IIOYEH

Mo YMONYAHUIO areHT

Bkntountb PpyHKUMM DHCP Relay areHTa Ha HacTpanBaemom
nHTepodelice.

Bbikntountb dyHKLuMM DHCP Relay areHTa Ha HacTpavMBaemom
nHTepodelice.

ip dhcp relay gateway-address
ip_addr

- He BblbpaH
no ip dhcp relay gateway-address

Mo ymonuyanuio agpec

Mo3BOAUTL HACTPOUTb KOHKPETHbIN aapec WUCTOYHMKA AnA
DHCP-nakeToB 13 KaneHtckoro VLAN.

BepHyTb B pexXum paboTbl N0 yMONYaHUIO.

KomaHOowbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 287 — KomaHzabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show ip dhcp relay [ vrf {vrf_name |

all}]

- vrf_name — ums BUPTYasibHOM 061aCTU MapLLPYTU3aLMN.
OTO6pasnTb KOHOUrypaumto HacTpoeHHoW ¢yHKumMmM DHCP
Relay areHTa o1 KOMMyTaTOpa M OTAENbHO ANA UHTepdelicos,
a TaK¥Ke CMMCOK AOCTYMHbIX CEPBEPOB.

show ip dhcp relay statistics [
interface [ gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet twe_port
|

hundredgigabitethernet hu_port |
fourhundredgigabitethernet fo_port
| port-channel group | vlan vian_id ]

]

twe_port:
(1..8/0/1..120);

group: (1..128);

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);

vlan_id: (1..4094)

OTobparkaeT cTaTUCTMKY paboTbl pyHKUMM DHCP Relay.
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[Mpumepbl 8bIN0AHEHUA KOMAHO

MNMokasaTtb coctoaHMe ¢yHKunm DHCP Relay areHTa:

console# show ip dhcp relay

DHCP relay is Enabled
DHCP relay is not configured on any vlan.
Servers: 192.168.16.38
Relay agent Information option is Enabled

5.30 ®dyHKumum DHCPv6 Relay areHTa

KommyTtatopbl nogaeprkmsatot ¢pyHKumm DHCPv6 Relay areHTa. 3agaveir DHCPv6 Relay areHTa sB-
naetca nepegadya DHCPv6-nakeToB OT KAMEHTA K cepBepy M 0bpaTHO B cayyae, ecainm DHCPv6-cepBep Haxo-
AMWTCA B OHOM CETU, a KNNEHT B Apyroi. Jpyron yHKuuel asasetca gobasaeHne A0N0SHUTENbHbIX OMLUIMA
B DHCPv6 — 3anpocbl KnneHTa (Hanpumep, onuun 79).

KomaHObI pexcuma 2a06ana6Hol KOHguU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKN peXKnma rnobanbHom KOHGUrypauum:
console (config) #

Tabnunua 288 — KomaHabl perknma rnobanbHoM KoOHGUrypaumm

Komanda 3HayeHue/3HayeHue Leiicmeue
o ymMmon4aHuro
ipv6 dhcp relay destination [
prefix ]
{ GigabitEthernet gi_port |
TenGigabitEthernet te_port |
TwentyFiveGigaEthernet
twe_port | 3apatb IPv6-appec goctynHoro DHCPv6-cepsepa gna DHCPv6
HundredGigabitEthernet prefix: X:X:X:X::X; Relay arenTa. MoxeT 6biTb 337aHO A0 CTa cepsepos.
hu_port | gi_port: (1..8/0/1..48);
FourHundredGigabitEthernet te_port: (1..8/0/1..48);
fo_port | twe_port:
Port-Channel group | Tunnel (1..8/0/1..120);
tunnel_id | Vlan vian_id } hu_port:
Fzri;c\;f]dhcp relay destination fo_éirf/g/lg/loz/?' 32);
[ GigabitEthernet gi_port | tfr:cr)]:ru(jl(izfé)
TenGigabitEthernet te_port | Y
L vlan_id (1..4094)
TwentyFiveGigaEthernet /ne 3apaH
twe_port | Ypanutb IPv6-agpec 13 cnucka DHCPv6-cepsepos ana DHCPv6
HundredGigabitEthernet Relay areHTa.
hu_port |
FourHundredGigabitEthernet
fo_port |
Port-Channel group | Tunnel
tunnel_id | Vlan vian_id ]
ipvé dhcp relay option client- BkatounTb onumio 79 Ha DHCPv6 Relay areHTe.
link-address
Onuua 79 po6aBNseTCA TONIbKO Ha NePBOM K K/IMEHTY
-/BbIKNIOYEHO Relay areHrte.
no ipv6 dhcp relay option BbIkntounTb onumto 79 Ha DHCPv6 Relay areHTe.
client-link-address
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KomaHObI pexcuma 2a06asabHol KoHgu2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:
console (config-if) #

Tabanuya 289 — KomaHab! perkmuma KoHourypaumm nHtepdeiica VLAN, nHtepoeitca Ethernet

3HayeHue/3HayeHue .
KomaHoa / Aelicmeue
no yMmon4aHuwo

ipv6 dhcp relay destination [
prefix ]

[ GigabitEthernet gi_port |
TenGigabitEthernet te_port |
TwentyFiveGigaEthernet
twe_port | Bkatountb ¢yHKUMM DHCPV6 Relay areHTa Ha HacTpavBaemom

HundredGigabitEthernet uHTepdeice.
prefix: X:X:X:X::X;

hu_port | i_port: (1..8/0/1..48)

Lo gi_port: (1.. ..48);
;ourHl;nIdredGlgabltEthernet te_port: (1..8/0/1..48);
0_por

twe_port:

Port-Channel group | Tunnel (1..8/0/1..120);
tunnel_id | Vlan vian_id ] hu_port:
no ipv6 dhcp relay destination (1..8/0/1..120);
[ prefix | fo_port: (1..8/0/1..32);

group: (1..128);

. tunnel_id: (1..16);
TenGigabitEthernet te_port | vian_id (1..4094)

[ GigabitEthernet gi_port |

TwentyFiveGigaEthernet /BbIKAOYEHO
twe_port | BbIkntountb dpyHKUuMm DHCPV6 Relay areHTa Ha HacTpavBaemom
HundredGigabitEthernet uHTepdeice.

hu_port |
FourHundredGigabitEthernet
fo_port |

Port-Channel group | Tunnel
tunnel_id | Vlan vian_id ]

KomaHOwb1 pexcuma EXEC

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHom KoOHOUrypaumm:
console#

Tabnnua 290 — KomaHabl pexkuma EXEC

3HaveHue/3HayeHue .
KomaHda / Aelicmeue
Mo yMmoA4YaHuo

show ipv6 dhcp relay ) 0OT106pasnTb KOHPUrypaLMIO HacTpoeHHbIx onumit DHCPV6 Relay
areHTa Ana KommyTaTopa.

5.31 KoHdwurypauusa PPPoE Intermediate Agent

dyHKumMA PPPOE |IA peanv3oBaHa B COOTBETCTBMU C TpeboBaHUAMM AokymeHTa DSL Forum TR-101 u
npefHasHavyeHa 411 UCNOAb30BaHMA Ha KOMMYTATopax, paboTatoLwmx Ha ypoBHe AoCTyna.

®PyHKUMA No3BONAET A0NOAHATbL NakeTbl PPPOE Discovery nHbopmaumnen, xapaktepusyrowen nH-
Tepdenc goctyna. 3To HeobxoaMmMo Ana NaeHTUGUKALNM NOIb30BATEIbCKOro MHTepdeiica Ha cepBepe [0-
cryna (BRAS, Broadband Remote Access Server). YnpaBneHvne nepexsatom n obpaboTtkoi naketos PPPoE
Active Discovery ocyuiectsnserca rnobanbHO A1A BCEro YCTPOWCTBA M BbIBOPOUHO ANA KaXKAOFO MHTep-
delica.
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Peanusauma pyHKumm PPPOE |IA npegocTtaBafaeT AONOAHUTENbHbIE BO3MOMKHOCTU KOHTPONSA CO06-
LLEeHWM NPOTOKO1A NYyTEM HAa3HAYEHUA AOBEPEHHBIX UHTEPPENCOB.

KomaHOb! pexcuma 2106aa6HoU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM peXxnmMa rnobaibHOW KOHPUIypaLmm:
console (config) #

Tabanuya 291 — KomaHab! perknma rnobanbHo KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuwo

Aelicmeue

pppoe intermediate-agent

no pppoe intermediate-agent

-/OTKAOYEH

PaspewunTb paboTy PPPOE Intermediate Agent.

3anpetutb paboty PPPOE Intermediate Agent.

pppoe intermediate-agent
timeout seconds

no pppoe intermedi-
ate-agent timeout

seconds :(0..600)/300

YCTaHOBUTb IMMUT BpeMeHU HeaKTUBHOCTU NONb30BaTeN1A.

BoccTaHOBWTb HAaCTPOMKM NO YMONYAHUIO.

pppoe intermediate-agent word: (1..48) YCTaHOBUTb CTPOKY MAEHTUOMKALMM YCTPOICTBA AOCTYNa.
format-type access-node-id cumsona/
word naeHTudumKaTop
no pppoe intermediate-agent YCTPOMCTBa He BOCCTaHOBMTb HACTPOMKM MO YMOIYAHMIO.
format-type access-node-id Ha3HayeH
pppoe intermediate-agent YCTaHOBUTb TEKCT coobLieHna o6 owmnbKe npesbilleHUA pas-
format-type generic-er- mepa naketa (MTU), otnpasnsemoro PPPOE IA 8 PADO- nau
ror-message word
s word: (1..128) PADS-nakeTax.
cumsona/PPPoE

no pppoe intermediate-agent
format-type generic-error-
message

Discover packet is too
large to process

’ Ecnu coobuieHune cogepUT cumBonbl npobena, ero

- HEOGXOAMMO 3aK/II0O4YNUTb B KaBblYKU.

BOCCTaHOBMTbL HACTPOMKM MO YMOAYAHMIO.

pppoe intermediate-agent
format-type option {sp | sv
| pv | spv}

delimeter [.,;#/, space]

no pppoe intermediate-agent
format-type option

-/ycTaHoBAEH dopmat
B COOTBETCTBUM
c TR-101:
slot / port : vlan

HacTpounTb Habop NapameTpoB W PasAennTeNnn mexay HUMH,
KOTOpble MCNONb3YTCA AN GOPMUPOBAHUA NOAONUMM Circuit -
id.

B KomaHZe ucnosb3yoTca cneaytolme ycoBHble 0603HaYeHUA:
- sp — slot + port

-sv — slot + vlan

- pv — port + vlan

- spv — slot + port + vlan

- user-defined — ¢dopmat onpegenserca nonb3osatenem. Mpu
onpeaeneHnn UCNob3yTCA cneaytowme WabnoHbl:

%h: hostname;

%p: KOPOTKOE UMA NopTa, Hanpumep gil/0/1;

%P: oiHHOE MMA nopTa, Hanpumep, gigabitethernet 1/0/1;
%t: Tn nopTa (3HayeHwue nons ifTable::ifType B
WwecTHaauaTepMyHOM B1AeE);

%m: MAC-agpec nopta B popmate H-H-H-H-H-H-H;

%M: MAC-agpec cuctembl B popmate H-H-H-H-H-H-H;

%U: HOMep HUTA;

%S: HOMep CNoTa;

%n: HoMmep nopTa (KaK Ha N1MLEeBOI NaHenn);

%i: ifindex nopTa;

%V: uaeHtTnduratop VLAN.

%c: MAC-aapec abOHEHTCKOro yCTPOMCTBa;

%al[vlan_id]: IP-agpec nHtepoelica VLAN. Ecam vlan_id He yka-
3aH, To noacTasnsetca IP-agpec nHtepdeiica default vian. Ecam
IP-appec He HaltaeH, noacTasnsaercsa agpec 0.0.0.0.

BOCCTaHOBUTbL HACTPOMKM MO YMOAYAHUIO.
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pppoe intermediate-agent
format-type remote-id
remote_id

no pppoe intermedi-
ate-agent format-type re-
mote-id

remote_id: (1..128)
CUMBOJI0B

HasHauutb naeHTnduKatop remote-id, fobasnaemoro Kommy-
TaTOPOM rn106anbHO.

Mpu onpeaeneHnn UCNob3yrTCA caeaytolme WabnoHbI:

%h: hostname;

%p: KOPOTKOE UMA NopTa, Hanpumep gil/0/1;

%P: ANMHHOE UMA NopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TMN nopta (3HaveHue nons ifTable::ifType B
WwecTHaauaTepmMyHoM Buae);

%m: MAC-agpec nopta B popmaTte H-H-H-H-H-H-H;

%M: MAC-agpec cuctemsl B popmate H-H-H-H-H-H-H;

%U: HOMep KHUTA;

%S: HOMep CNoTa;

%n: HoMmep nopTa (KaK Ha ML,EeBoI NaHenwn);

%i: ifiIndex nopTa;

%V: naeHtTnduratop VLAN.

%c: MAC-agpec abOHEHTCKOTro yCTPOCTBa;

%al[vlan_id]: IP-agpec uHtepoelica VLAN. Ecam vlan_id He yKa-
3aH, To noacTasnsaetca IP-agpec nHtepdeica default vian. Ecau
IP-aapec He HallaeH, noacTasnsaerca agpec 0.0.0.0.

BoccTaHOBWTb HACTPOMKM NO YMONYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

BunAa 3anpoca KoMaHAHOM CTPOKM pexmnma KoHdurypaumm nHtepdeica:

console (config-if)#

Tabnnua 292 — KomaHabl pexxnma KoHpurypaumm nHtepoelica Ethernet, rpynnel noptos

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

pppoe intermediate-agent

no pppoe intermediate-agent

-/3anpet

PaspewunTb paboTy PPPOE Intermediate Agent.

3anpetutb paboty PPPoE Intermediate Agent.

pppoe intermediate-agent
format-type circuit-id circuit_id

no pppoe intermediate-agent
format-type circuit-id

circuit_id: (1..63)
CUMBOJI0B

HasHauuTb naeHtTnduKaTop circuit-id, Lo6aBAsEMOro KommyTa-
Topom. NaeHTUdUKaTOp, 3a4aHHbIM B KOMaHAE, NOAHOCTLIO Mne-
peonpepenseT uaeHTUGUKATOP, BbIYUCNSEMBIN Ha OCHOBE 10-
6asbHbIX NapameTpos access-node-id u option/delimeter.

BOCCTaHOBMTb HAcTPOMKY Ha OCHOBe r106asbHbIX MapaMeTpos
access-node-id v option/delimeter.

pppoe intermediate-agent
format-type remote-id
remote_id

no pppoe intermediate-agent
format-type
remote-id

remote_id: (1..63)
cumeonos/MAC-agpec
KOMMyTaToOpa

HasHauutb naeHtndukatTop remote-id, gob6asnsemoro Kommy-
TaTopom. NaeHTMdUKaTOp AOMKEH BbiTb CKOHOUIYPUPOBAH Ha
BCeX MHTepdencax KommyTaTopa, rae pabotaet PPPOE IA.

BOCCTaHOBUTL HACTPOIKY MO YMOAYAHMUIO.

pppoe intermediate-agent
trust

no pppoe intermediate-agent
trust

-/He aBnaetca
[,0BEPEHHbIM

YNpaBnaTb pexxmumom foBepus K HTepoelicy. KomaHaa nobas-
NAeT uHTepdenc K CNUCKy AoBepeHHbIX. MHTepdelicbl, K KOoTo-
pbim noakntoyeHbl PPPoE-cepBepbl, HaCTpanBaloTCA Kak Aose-
peHHble. MHTepdelicbl, K KOTOPbIM NOAKAOYEHbI N0Nb30BATENN,
HaCTPauBaKOTCA KaK He0BEPEHHbIE.

BoccTaHOBUTL 3HaYeHMe NO YMOHYAHWUIO.

pppoe intermediate-agent
vendor-tag strip

no pppoe intermediate-agent
vendor-tag strip

-/BblK/IOYEH

PaspewunTb yaaneHune vendor-specific onuum 3 naketos PADO,
PADS, PADT nepepn OTMpaBKOM WX B CTOPOHY MOJ/Ib30BATeNS.
PYHKLMA yaaneHna MoKeT HbITb MCNO/Ib30BAHA TONBKO Ha UH-
Tepdelice, Ha KOTOpom paspelleHa paboTta PPPOE IA 1 KoTopbili
ABNAETCA AOBEepeHHbIM UHTepdelricom. O6bIYHO dYHKLMA yaa-
NleHnA HacTpamsaeTca Ha MHTepdeiice, obpaLLeHHOM B CTOPOHY
PPPoE-cepsepa.

BbIKAIOUUTb PEKUM yaaNeHUs.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnumua 293 — KomaHap! pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuwo

Aelicmeue

show pppoe
intermediate-agent info
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigaethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

OT06pa3unTb HacTpoliku PPPoE Intermediate Agent. Eciu B Ko-
MaHAe ABHO He 334aH WHTepdelc, TO KOMaHAa BbINOJHAETCA
oA Bcex uHTepdeicos, rae paspeweHa pabota PPPoE IA n Bcex
[O0BEPEHHbIX MOPTOB.

show pppoe intermediate-
agent statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigaethernet
twe_port |
hundredgigabitethernet
hu_port|
fourhundredgigabitethernet
fo_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

OT06pa3nTb cTaTUCTUKY paboTbl PPPOE Intermediate Agent.
Ecnv B KOMaHAe He 33JaH ABHO MHTepdelic, TO KOMaHAa BbINon-
HAETCA ANA BceX UHTepdelicos ¢ paspelteHHbIM PPPOE A 1 Bcex
[OBepeHHbIX NOPTOB.

clear pppoe intermediate-
agent statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigaethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

OYMnCTUTL CTAaTUCTURY paboTbl PPPOE Intermediate Agent. Ecau B
KOMaHAe He 3a/1aH ABHO MHTepdelic, TO KOMaHAA BbINOHAETCA
ANA Bcex nHTepdelicos ¢ paspelieHHbIMm PPPOE A 1 Bcex
[0BEPEHHbIX MOPTOB.

show pppoe intermediate-
agent sessions
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigaethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

OTO6pasnTb BCEX 3aperucTpUpOBaHHbIX KAMEHTCKUX CECCUi.
Ecnv B KOmaHZe He 3a4aH ABHO UHTepdeiic, To oTobparkatoTea
BCE CECCUM C COPTUPOBKON NO MHTepdecam.

clear pppoe intermediate-
agent sessions [mac-ad-

dress]

mac address: (H.H.H
vnan H:H:H:H:H:H nan
H-H-H-H-H-H)

OuunCcTUTb CTaTUCTUKY paboTbl PPPOE Intermediate Agent ansa og-
HoM ceccum. Ecnm He yKasaH mac address, To oumwiatoTcs Bce
ceccum.

5.32 KoHdwurypauua DHCP-cepBepa

DHCP-cepBep oCyLLEeCTBASET LeHTPaM30BaHHOE YNPaB/ieHNe ceTeBbIMM agpecamMm 1 COOTBETCTBYIO-
WMMK KOHOUTYPALMOHHBIMM NapameTpamm, aBTOMATUYECKM NPeLOCTaBAAA UX KANEHTam. ITO No3BOASET
n3bexKaTb Py4HOM HACTPOIMKN YCTPOMCTB CETU M YMEHbLUAET KOJIMYECTBO OLUINMOOK.
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Ethernet-kommyTaTopbl MoryT paboTaTb Kak DHCP-KaueHT (nonyyeHune cobcrteeHHoro IP-agpeca ot
cepsepa DHCP), Tak n kak DHCP-cepBep. BoamorkHa ogHoBpemeHHasn paboTta DHCP-cepsepa u DHCP-relay.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (config) #

Tabnunua 294 — KomaHab! perknma riobanbHoM KoHpUrypaumm

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aelicmeue

ip dhcp server

-/BbIKNOYEHO

BkntounTb PpyHKUM0 DHCP-cepBepa Ha KOMMyTaTope.
Mepea BkAloueHnem DHCP-cepBepa npeaBapu-
’ TEeNbHO AO0MKHbI 6bITb OTKAOUeHbl DHCP-KAMEHTDI
e B0 Bcex VLAN. B Tom uucne BKAKOUYEHHbI N0 ymon-
yaHuio DHCP-knueHT B VLAN 1.

no ip dhcp server

Bbikntountb pyHKUMio DHCP-cepsepa Ha KommyTaTope.

ip dhcp pool host name
P PP name: (1..32)

BoiiTM B permMm KoHduUrypauum crtatuyeckux agpecos DHCP-
cepsepa.

- CUMBO/I0B
no ip dhcp pool host name

Ypanute KoHpurypaumto DHCP-knneHTa ¢ 3a,aHHbIM MMEHeM.

ip dhcp pool network name

name: (1..32) cumBonos

BoiiTn B pexkum KoHourypaummn DHCP-nyna agpecos DHCP-cep-
Bepa.
- name — umsa DHCP-nyna agpecos.
MakcumanbHo gonyctumoe Konudectso DHCP pool
N yKasaHo B Tabnuue 10.

no ip dhcp pool network name

Yaanute DHCP-nyn ¢ 3agaHHbIM MMEHEM.

ip dhcp excluded-address
low_address [high_address]

Yka3atb IP-agpeca, KoTopble DHCP-cepBep He byaeT HasHavaTb
ana DHCP-knueHTOB.

- low-address — HavanbHbIN IP-agpec AnanasoHa;

- high-address — KoHeuHbIV IP-agpec gManasoHa.

no ip dhcp excluded-address
low_address [high_address]

Yaanutb IP-agpeca us cnucka UCKAOYEeHU A1a HasHauYeHus ero
DHCP-knneHTam.

KomaHObI pexcuma KoHgu2ypayuu cmamuyeckux adpecos DHCP-cepsepa

BuAa 3anpoca KOMaHAHOM CTPOKM B pexnume KOHPUrypaumm ctatuyeckmx agpecos DHCP-cepsepa:

console# configure

console (config) # ip dhcp pool host name

console (config-dhcp) #

Tabnunua 295 — KomaHabl pexkmma KoHourypaumm

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHda

Aelicmeue

address ip_address {mask |
prefix_length} {client-identifier
id | hardware-address
mac_address} -

no address

PyuHoe pesepsupoBaHue IP-agpecos ans DHCP-knmeHTa.

- ip_address — IP-appec, KoTopblii ByaeT conoctasneH ¢ ¢pusmn-
YeCKUM afpecom KAMEeHTa;

- mask/prefix_length — macka noacetn/nnvHa npeduKca;

- id — pusnyecknit agpec (MaeHTUGUKaTOP) CETEBOM KapTbl;

- mac_address — MAC-agpec.

Ypaanutb 3ape3epsupoBaHHble IP-agpeca.

client-name name

- name: (1..32) cumBonos
no client-name

Onpegenntb uma DHCP-knuneHTa.

Yaanute uma DHCP-knneHTa.

KomaHObI pexcuma KoHgu2ypayuu nyana DHCP-cepsepa

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypaumum nyna DHCP-cepsepa:
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console# configure

console (config) # ip dhcp pool network name

console (config-dhcp) #

Tabnunua 296 — KomaHabl pexkMma KoHburypaumm

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aelicmeue

address {network_number |
low low_address high
high_address} {mask |
prefix_length} -

no address

YCTaHOBWUTb HOMEpP NOACETM M MACKy NOACETU ANA Nyna agpe-
cos DHCP-cepsepa.

- network_number — |P-aapec Homepa noaceTu;

- low_address — HayanbHbIl IP-agpec AnanasoHa aapecos;

- high_address — KoHeuHbIW |P-agpec gManasoHa agpecos.

- mask/prefix_length — macka noacetn/annHa npeduKca.

Ynanutb KoHdurypaumuto DHCP - nyna agpecos

lease {days [hours [minutes]] |

Bpems apeHgbl IP-agpeca, KOTopblit HasHavyeH oT DHCP.

no auto-default-router

infinite} - infinite — Bpems apeHAbl He OrpaHNYEeHo;
- days — Konn4yecTso gHew;
-/1 peHb h .
- hours — KonMYecTBO Yacos;
- minutes — KONMYECTBO MUHYT.
no lease YCTaHOBWTb 3HaYEHME MO YMOYAHUIO.
auto-default-router -/BK/IIOYEHO DHCP-knueHTy BblgaeTca mMapLlipyT no ymosayaHuio ¢ IP-agpe-

com DHCP-cepBepa B C/nyyae, €C/IM KOHKPETHbIW W03 He
HacTpoeH komaHgo default-router .

OTMeHUTb BblAauy MmapLipyTa no ymonyaHuto DHCP-kaneHTy.

KomaHObI pexcuma KoHgu2ypayuu nyaa DHCP-cepsepa u cmamuyeckux adpecos DHCP-cepsepa

BuAa 3anpoca KOMaHAHOM CTPOKM:
console (config-dhcp) #

Tabnunua 297 — KomaHabl pexkMma KoHburypaumm

3HayeHue/3Ha4yeHue
Mo yMmoA4YaHuio

KomaHda

Aelicmeue

default-router ip_address_list

Mo ymonyaHuIo CNUCoK
MapLIpyTU3aTOPOB He
onpeaeneH.

no default-router

OnpeaennTb CNMCOK MapLIpyTU3aTOPOB MO YMONYAHUIO ANs
DHCP-knueHTa:
- ip_address_list — cnucok IP-aapecoB mapLpyTM3aTopos, Mo-
YKEeT coaep:kaTb A0 8 3anuceit, pasaeneHHbix npobesom.
IP-agpec mapLlupyTM3aTtopa Ao0NXKeH 6biTb B TOW Ke
. NOACETH, YTO U KJNEHT.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

dns-server ip_address_list
Mo ymonyaHuio cnncok
DNS-cepsepos He

Onpegenutb cnucok DNS-cepBepoB, AOCTYMHbIX ANA KNNEHTOB
DHCP.
- ip_address_list — cnucok IP-agpecos DNS-cepBepoB, MoXKeT

onpeaenex. copepaTb 40 8 3anuceit, pasgeneHHblx npobenom.
no dns-server YCTaHOBWTb 3HaYeHNe NO YMOIYAHUIO.
domain-name domain domain: (1..32) Onpegenutb gomeHHoe umsa ana DHCP-kaneHToB.
no domain-name CMMBO/IOB YCTaHOBWTb 3HaYeHNe No YMOIYAHUIO.

netbios-name-server
ip_address_list Mo YyMONYaHWUIO CNNCOK
WINS-cepBepoB He

onpeaeneH.

no netbios-name-server

Onpegenutb cnucok WINS-cepBepoB, AOCTYMHbIX ANA KAUEH-
ToB DHCP.

- ip_address_list — cnucok IP-agpecos WINS-cepBepoB, MOXKeT
cofepxaTb A0 8 3anucen, pasgesieHHbix npobenom.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

netbios-node-type {b-node |

p-node | m-node | h-node}
Mo ymonuyaHuio Tun

y3na NetBIOS He
onpegenex.

no netbios-node-type

Onpegenntb TMN y3na NetBIOS Microsoft ana knueHtos DHCP:
- b-node — lWWMpPOKOBELLATENbHDI;

- p-node — TO4Ka-TOUKa;

- m-node — KOMBUHMPOBAHHbIW;

- h-node — rMbpuaHbIi.

YCTaHOBUTb 3HaYeHMe no YMONYaHUIO.

347 Ethernet-kommymamopei ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES35105-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32




JHELTEX

next-server ip_address

no next-server

Mcnonb3oBatb AnA ykasaHuAa DHCP-knneHTy agpeca cepsepa
(kak npasuno, TFTP-cepBepa), C KOTOPOro AO0MXKEH BbITb NONY-
YeH 3arpy3oyHbli dana.

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHWUIO.

next-server-name name

no next-server-name

name: (1..64) cumBonoB

Mcnonb3osatb ana ykazaHua DHCP-knnMeHTy Mmsa cepBepa, C KO-
TOPOro A0/KeH BbiTb NOMYYEH 3arpy304Hblii daiin.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

bootfile filename

no bootfile

filename: (1..128)
CUMBO/I0B

YKasaTtb ums ¢daina, UCnonb3yemoro AN Hava/bHOMW 3arpysKku
DHCP-KnueHTa.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

time-server ip_address_list

no time-server

Mo yMONYaHMIO CNUCOK
cepBepos He
onpeaeneH.

OnpeaennTb CNUCOK CEPBEPOB BPEeMEeHW, AOCTYNHbIX ANA KAU-
eHTos DHCP.

- ip_address_list — cnucok IP-appecos cepBepoB BpeMeHU, MO-
KeT cogepaTb Ao 8 3anucei, pasgeneHHbix npobenom.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

option code {boolean
bool_val | integer int_val |
ascii ascii_string | ip[-list]
ip_address_list | hex
{hex_string | none}}
[description desc]

no option code

code: (0..255);
bool_val: (true, false);
int_val:
(0..4294967295);
ascii_string: (1..160)
CUMBO/I0OB;
desc: (1..160)
CUMBO/I0B

Hactpoutb onumn DHCP-cepsepa.

- code — kop, onunn DHCP-cepBepa;

- bool_val — nornyeckoe 3Ha4yeHuWe;

- integer — uenoe NoNOXNUTENbHOE YNCAO;
- ascii_string — cTpoka B dpopmate ASCII;

- ip_address_list — cnucok IP-agpecos;

- hex_string — cTpoka B 16-om dopmare.

Ypanuts onunmn ana DHCP-cepsepa.

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOW CTPOKK pexxkunma Privileged EXEC:

console#

Tabnuua 298 — KomaHabl pexxunma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

clear ip dhcp binding
{ip_address | *}

Ypanute 3anuceit U3 TabanLbl COOTBETCTBUA GU3NYECKMX aape-
COB W aApecoB, BblAaHHbIX ¢ nyna DHCP-cepsepom:

- ip_address — IP-agpec, HazHayeHHbIi DHCP-cepsepom;

- * —yAanuThb BCe 3anucu.

show ip dhcp

MpocmoTp KoHoUrypaumm DHCP-cepsepa.

show ip dhcp
excluded-addresses

MpocmoTp IP-appecos, kKoTopble DHCP-cepBep He byaeT HasHa-
yatb gna DHCP-knueHTOB.

show ip dhcp pool host
lin_address | name]

name: (1..32) cumBonos

MpocmoTp KoHOUTypauun ans ctatmyeckmx agpecos DHCP-cep-
Bepa:

- ip_address — IP-agpec KnneHTa;

- name — vuma DHCP-nyna agpecos.

show ip dhcp pool network
[name]

name: (1..32) cumBonos

MpocmoTp KoHoUrypaumm DHCP-nyna appecos DHCP-cepBepa:
- name — vuma DHCP-nyna agpecos.

show ip dhcp binding
[ip_address]

MpocmoTp IP-aapecos, KoTopble conocTaseHbl ¢ PUINYECKUMU
afpecamu KAMEHTOB, a TaKXKe Bpema apeHapbl, cnocob HasHave-
HWA 1 coctoaHue IP-agpecos.

show ip dhcp server statistics

MpocmoTp ctatnctukmn DHCP-cepsepa.

show ip dhcp allocated

MpocmoTp akTMBHbIX IP-agpecos, BbligaHHbIX DHCP-cepBepom.

[pumepsi 8biM0AHEHUS KOMAHO

HacTtpontb DHCP-nyn ¢ nmeHem test u ykasaTb ana DHCP-KAMeHTOB: uma gomeHa — test.ru, a3 no ymon-
YaHuto —192.168.45.1 n DNS-cepBep — 192.168.45.112.

console#

console# configure

console (config)# ip dhcp pool network test
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# address 192.168.45.0 255.255.255.0
# domain-name test.ru

# dns-server 192.168.45.112

# default-router 192.168.45.1

console
console
console
console

config-dhcp
config-dhcp
config-dhcp
config-dhcp

A,\,\,\
— — o~ ~—

5.33 KoHdwurypauma ACL (cnuckmn KOHTpoAaa aoctyna)

ACL (Access Control List — cnncok KoHTpona goctyna) — Tabauua, KoTopas onpegenset npasuna
dunbTpaumm BXxoaAWero U ncxogauwero Tpaduka Ha OCHOBaHWUM NepeAaBaeMblX B MaKeTax NPOTOKOJIOB,
TCP/UDP noprtos, IP-agpecos nan MAC-aapecos.

% ACL-cnucku Ha 6a3se IPv6, IPv4 u MAC-aapecoB He 40/1)KHbl UMETb OAMHAKOBble Ha3BaHUA.
fb' A IPv6- un IPv4-cnuckn moryt pabotatb BmecTe Ha ogHOM ¢usnyeckom UHTepdeiice.
! IPv4-cnucku n ACL Ha 6a3e MAC-agpecauumu moryTt pabotatb BMmecte Ha ogHOM dpusnueckom

uHTepdeice. Cnucok ACL Ha 6a3e MAC-agpecaumm He MOXKeT COBMeLLLATbCA CO CMUCKaMM
ana IPv6. [1Ba cnMcka o4MHAKOBOro TMNa He MoryT pabotatb BMmecTe Ha UHTepdeiice.

KomaHapl Ans co3paHusas uM pedaktupoBaHus cnivckoB ACL gocTtynHbl B pexume rnobasnbHoOM
KOHUrypauuu.

KomaHObI pexcuma 2a06ana6HolU KOHuU2ypayuu

KomaHZHas cTpoka B perkume rnobanbHol KoHUrypauumn nmeet Bua;

console (config) #

Tabnunua 299 — KomaHabl a4nsa co3gaHusa U KoHdurypaumm cnmckos ACL

Komanoa 3Ha4yeHue/3HayeHue Leiicmeue
no ymMoa4YaHuto
ip access-list access_list Co3aaTb CTaHAAPTHbLIV cnivcok ACL.
{deny | permit} {any | - deny — 3anpeTuTb NPOXOXKAEHME MAKETOB C yKa3aHHbIMW Mapa-
ip_address [ip_address_mask]} MeTpamu;
- permit — paspeLnTb NPOXOKAEHME NAKETOB C YKa3aHHbIMW Napa-
MeTpamu.
no ip access-list access_list YaanuTb CTaHOApTHbIN cnncok ACL.
ip access-list extended Co3aaTb HOBbIW pacliMpeHHbIi cnucok ACL ans agpecaumm IPv4 n
access_list BOMTU B peXUM ero KoHdurypaLumn (ecaim cnucok ¢ AaHHbIM nme-
HeMm elle He co3aaH) b0 B peKUM KOHOUIypaLLMmM paHee co3aaH-
HOTrO CrUCKa.
no ip access-list extended Yaanutb pacwmpeHHbin cnucok ACL ana agpecaumn IPv4.
access_list

ipv6 access-list access_list
{deny | permit} {any |

Co3aaTb HOBbIM CTaHAAPTHbIM cnucok ACL ans agpecauun IPvb.

access_list: (0..32
list: ( ) - deny — 3anpeTnTb NPOXOXKAEHME MAKETOB C yKa3aHHbIMW Mapa-

cumBoOaa

ipv6_address MeTpamu;

[ipv6_address_prefix]} - permit — paspeLmnTb NPOXOXKAEHNE NAKETOB C YKa3aHHbIMW Napa-
MeTpamu.

no ipv6 access-list access_list Yaanutb cTaHgapTHbIM cnncok ACL gns agpecaumu IPv6.

ipv6 access-list extended Co3aaTb HOBbIV pacliMpeHHbIi cnucok ACL ans agpecaumm IPvé u

access_list BOMTM B PEXUM ero KoHdurypauumn (ecam cnucok ¢ AaHHbIM Ume-
HeMm elle He co34aH) B0 B PeXKUM KOHOUIypaLLMM paHee co3aaH-
HOrO CrM1CKa.

no ipv6 access-list extended Ypanutb pacwmpeHHoro cnucka ACL ana agpecauum IPv6.

access_list

mac access-list extended Co3aaTtb HOBbIN cnncok ACL Ha 6ase MAC-aapecaunn u BOMTU B pe-

access_list MM ero KoHdUrypauum (ecam cnucok ¢ AaHHbIM UMEHEM elle He

€0o34aH) b0 B pexknm KoHdUrypauum paHee Co34aHHOIO CNMCKa.
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no mac access-list extended Yaanutb cnucka ACL Ha 6a3e MAC-agpecauuu.
access_list
time-range time_name BoiTu B pexxum KoHoUrypauum time-range 1 onpesenvtb BpemeH-
time_name: (0..32) Hble MHTepBasibl ANA CMUCKa AOCTyna.
cMmBONIA - time_name — nma npoduna HacTpoek time-range.
no time-range time_name YoanuTb 3agaHHyto KoHburypaumio time-range.
access-list statistics -/oTKAOYEHO BkAtounTb GyHKLMOHaN noacyeTa paboTbl ana ACL-npasuman.

B Tekyweit Bepcum NO dyHKUMOHaAn paboTaeT B Hanpas-
nexuu IN, pabota pyHKUMOHaNA He NnoaaepiKaHa Ha KOM-
myTaTtopax cepun MES53xxA.

no access-list statistics YCTaHOBWTb 3HaYEHME NO YMOHAHUIO.

Ona Toro 4tobbl aKTMBM3MpoBaTb cnucok ACL, HeobxoauMmo cBsizaTb €ro ¢ WHTepdencom.
NHTepdelicom, MCNOb3YHOLMM CMUCOK, MOXKeT bbiTb IN60 MHTepdeic Ethernet, nnbo rpynna nopros.

KomaHObI pexcuma KoHgu2ypauuu uHmepgpetica Ethernet, VLAN, epynnsi nopmoes

KomaHaHan cTpoka B pexkume KoHpurypaumm uHtepoderica Ethernet, VLAN, rpynnbl nopToB nmeet
BUA;:

console (config-if) #

Tabnumua 300 — KomaHaa HasHaveHusa cnucka ACL-nHtepdeicy

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
o ymMoa4YaHuro
service-acl input access_list B HacTpolikax onpeaenéHHoro ¢pusmMyeckoro nHTepdeica KomaHaa
NPUBA3bIBAET YKa3aHHbIV CMUCOK K JaHHOMY UHTepdelicy.
—rnobanbHaA HacTPOWKa A5 NPUMEHeHUA onuum 82,
MNop peiictBue ACL, HazHayaemoro Ha interface vlan, no-
V nagaeT He TONbKO MapLIPYTU3UPYeMbIii TpaduK, HO U
TpaduK BHYTpU ceTu.
access_list: (0..32) Mog peiicteue ACL, HasHayaemoro Ha interface vlan, no-
CcMMBONA V nagaer BeCb BXOAALLMIA B NopTbl Tpadpuk B AaHHOM VLAN.
V Ha unrepdeiic moxHo Ha3HauuTb TonbKo Extended ACL.
V MpuBaska K uHTepdeiicy VLAN BO3MOXKHa TONbKO ANnA
HanpasaeHus input.
no service-acl input YAanuTb CNUCOK ¢ nHTepdelica.

KomaHObI pexcuma Privileged EXEC

KomaHaHan cTpoka B perkume Privileged EXEC nmeet Bua:
console#

Tabanuya 301 — KomaHab! gns npocmoTpa cnmckos ACL

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymon4aHuro
show access-lists [access_list] . MNMoka3aTtb cnuckn ACL, co3aaHHble Ha KOMMyTaTope.
show access-lists accest_IJ\lszn(;)..32) MNokasatb cnnckn ACL, co3gaHHble Ha KOMMyTaTope, KOTopble B
time-range-active [access_list] HacToALLee BpemMa ABAAKOTCA aKTUBHbIMW.
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show interfaces access-lists
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MokasaTtb cnunckm ACL, HazHaYeHHble HTepdericam.

clear access-lists counters
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

O6HYNUTbL BCe cYeTYMKM cnmckoB ACL 6O cYETUMKM ANs CNUCKOB
ACL 3agaHHoro nHtepdelica.

show interfaces access-lists
trapped packets
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MoKa3aTb CYETYMKN CMUCKOB AocTtyna.

KomaHOwbl pexcuma EXEC

KomaHaHasa cTpoka B pexkmme EXEC nmeert sua;

console#

Tabanuya 302 — KomaHab! gns npocmoTpa cnuckos ACL

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show time-range [time_name]

MokasaTtb KoHUrypaumto time-range.

5.33.1 Kongpuzypayusa ACL Ha 6a3e IPv4

B pgaHHOM pa3sgene npusedeHbl 3HAYEHMA U OMUCAHMA OCHOBHbLIX MapamMeTpoB, UCMOAb3yeMbIX B
COCTaBe KOMaHpA, HacTpoiKkm cnmckoB ACL, ocHOBaHHbIX Ha agpecauun IPv4. CospaHne U BXoA B PeKUM
penaktupoBaHua cnuckoB ACL, OCHOBaHHbIX Ha agpecaumn IPv4, ocyliecTBnseTca No KomaHAae: ip
access-list extended access-1ist.Hanpumep, ana co3gaHuns cnmucka ACL nog Ha3BaHuem EltexAL
Heob6X04MMO BbINOJHUTL CleaytoLLMe KOMaHAbI:

console#

console# configure
console (config)# ip access-list extended EltexAL
console (config-ip-al)#
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Tabanua 303 — OcHOBHbIE MapameTpbl, UCNOJIb3yeMble B KOMaHAaX

Mapamemp 3HayeHue Aelicmeue

permit [Oevicteue ‘paspewnTs’ Co3patb paspewatoliee npaBuao ¢punbTpaymm B cnmcke ACL.

deny [Oeictaue ‘3anpeTuTts’ Co3paTb 3anpeuyatouiee npasuao ¢punbtpaymm B cnmucke ACL.

protocol Mone npegHasHavyeHo ANA yKasaHWA NPOTOKOAA (MK Bcex NpoTo-
KO/I0B), Ha OCHOBE KOTOPOro ByaeT ocyllecTsaseTcs puabTpaumsa.
Mpw BbIBOpe NPOTOKO1a BO3MOXKHbI CieaytoLme BapmaHTbl: icmp,
igmp, ip, tcp, egp, igp, udp, hmp, rdp, idpr, ipv6, ipv6:rout,

Mpotokon _EPP_P gp, 18P IO_D.P_FJ p P _

ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp, ospf, ipinip, pim,
12tp, isis, ipip, "M60 UnCcNOBOE 3HAYEHWE NPOTOKONA, B ANanasoHe
(0—255).
[na cooTBeTCTBMA N106OMY NPOTOKONY UCNO/b3yeTcA 3HaveHue IP.

source Afpec UCTOYHMKA Onpepenntb IP-agpec NCTOYHMKA NakeTa.

source_wildcard

Wildcard-macka agpeca
MUCTOYHMKA

butoBas macka, npumeHseman K IP-agpecy UCTOYHMKa MakeTa.
Macka onpegenset 6utbl IP-agpeca, KoTopble HE06X0AMMO UTHO-
pupoBaTb. B 3HaYeHUs UrHopmpyembix BUTOB JOKHbI ObITb 3anK-
caHbl eguMHuubl. Hanpumep, Mcnonb3ya mMacky, MOXKHO onpege-
nnTb gna npasuna eunbtpaumm IP-cetb. YTobbl A06aBUTL B Npa-
Buo punbtpaumm IP-cetb 195.165.0.0, HeobxoaMMO 3a4aTb 3Ha-
yeHne macku 0.0.255.255, To ecTb COrnacHo AaHHOW MacKke no-
cneaHue 16 6ut IP-agpeca 6yayT UTHOPUPOBATLCA.

destination

Appec HasHayeHuA

Onpegenntb IP-agpec Ha3HayeHUA nakerTa.

destination_wildcard

Wildcard-macka agpeca
Ha3HayeHuA

BuTOBasa macka, npumeHsaemas K IP-agpecy HasHayeHMA naketa.
Macka onpegenset 6uTbl IP-agpeca, KoTopble He06X0AMMO UFHO-
pupoBaTb. B 3HaueHnA urHopmpyembix 6UTOB JOMKHbI BbITb 3anu-
CaHbl eAuHUUbl. Macka MWCMo/b3yeTcs aHa/lofMYHO MacKe
source_wildcard.

vlan

NaeHTndukaTop Vlan

Onpeaenntb VLAN, ana Kotoporo 6yaeT npumeHAaTbCA NpaBuo.

dscp

Mone DSCP B 3aronoske L3

Onpepenntb 3HayeHne DSCP-nons diffserv. BoamorkHble Koabl CO-
06ueHunit nona dscp: (0 —63).

precedence

Mpuopurer IP

Onpegenntb NpuopuTeT IP-Tpaduka: (0-7).

time_name

NUmsa npoduna
KoHbUrypauum time-range

OnpeaennTb KOHOUIYpPaLMIO BPEMEHHbIX MHTEPBA/IOB.

icmp_type

Tun coobuweHnin npotokona ICMP, ncnonbsyemolt gns puabTpa-
umMm  ICMP-naketoB. BO3MOXHble Tunbl COOBLWEHUI nons
icmp_type: echo-reply, destination-unreachable, source-quench,
redirect, alternate-host-address, echo-request, router-advertise-
ment, router-solicitation, time-exceeded, parameter-problem,
timestamp, timestamp-reply, information-request, information-
reply, address-mask-request, address-mask-reply, traceroute,
datagram-conversion-error, mobile-host-redirect, mobile-regis-
tration-request, mobile-registration-reply, domain_name-re-
quest, domain_name-reply, skip, photuris, in6o uncnosoe 3Haye-
HUWe Tuna cooblieHunsa, B guanasoHe (0 — 255).

icmp_code

Kopg, coobuieHuns npoTtokona
ICMP

Kog coobuieHunii npotokona ICMP, ncnonbsyembln ana punbtpa-
umm  ICMP-nakeToB. BO3MOMKHble Koabl COOb6UIEHUI nonA
icmp_code: (0 — 255).

igmp_type

Tun cooblweHna npoTokona
IGMP

Tun coobweHnii npotokona IGMP, ncnonbsyemoiii ana GunbTpa-
umMm naketoB |IGMP. Bo3moKHble TuNbl COObBLIEHUI noAA
igmp_type: host-query, host-report, dvmrp, pim, cisco-trace, host-
report-v2, host-leave-v2, host-report-v3, nn6o umcnoBoe sHayeHune
Tvna coobuieHuns, B ananasoHe (0 — 255).

destination_port

UDP/TCP-nopT Ha3Ha4YeHus
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source_port

UDP/TCP-nopT UCTOYHMKA

Bo3morKHble 3HaueHusa nona TCP-nopta: bgp (179), chargen (19),
daytime (13), discard (9), domain (53), drip (3949), echo (7), finger
(79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc (194),
klogin (543), kshell (544), lpd (515), nntp (119), pop2 (109), pop3
(110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk
(517), telnet (23), time (37), uucp (117), whois (43), www (80);
Ons UDP-nopra: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver (42),
netbios-dgm (138), netbios-ns (137), on500-isakmp (4500), ntp
(123), rip (520), snmp (161), snmptrap (162), sunrpc (111), syslog
(514), tacacs-ds (49), talk (517), tftp (69), time (37), who (513),
xdmcp (177).

JInbo uncnosoe 3HayeHue (0 — 65535).

list_of flags

®dnarn npotokona TCP

Ecam ana ycnosua dunbTpaumm naar goaxkeH 6biTb YCTaHOB/EH,
TO Nepes, HUM CTaBUTCA 3HAK «+», C/IN He JO/KEH BbiTb YCTaHOB-
NeH, To «-». Bo3amoskHble BapuaHTbl dnaros: +urg, +ack, +psh, +rst,
+syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin. Mpu ncnonvzoBaHun
HECKOJIbkMX ¢naros B ycnosuun punbtpaumm, dnarn obbegmHa-
10TCA B OA4HY CTPOKY H6e3 npobenos, Hanpumep: +fin-ack.

OTnpaBKa coobuieHni

disable_port BbIK/OYMTL MOPT, C KOTOPOro 6bia NPUHAT NaKeT, YA0BAETBOPAIO-
OTKNtoYeHMe nopTa LMK ycnoBmaM ntoboit M3 KomaHg, 3anpeTa deny, B cOCTaBe KOTo-

pow 6bl10 onucaHo none.
log_input BKAOUUTL 0TNPaBKy MHGOPMALMOHHBIX COOBLLEHWNI B CUCTEMHDIN

YKYPHaa Npv NoNy4yeHUM NakeTa, KOTOPbIN COOTBETCTBYET 3aNuUCK.

offset_list_name
HanmeHoBaHue crnucka

wabnoHoB Nonb3osaTens

3apaTb UCNONb30BaHME CNUCKA WabnoHOB Noib3oBaTens o pac-
Nno3HaBaHWA NakeToB. [na Kaxaoro cnucka ACL moskeT bbITb onpe-
AesleH CBOM CNUCOK WabsoHOoB.

ace-priority
MpuopuTeT 3anucm

MNHAeKe 3a4aeT NONOKEHWe NpaBMaa B CNUCKE U ero NpuopuTeT.
Yem meHblle MHAEKC — TeM NpuopuTeTHee npasuao. [uanasoH
O0NYyCTUMbIX 3HauYeHui (1..2147483647).

Y

pameTp «any».

HU ogHoro u3 npasun IP ACL).

Y
Y
Y

Dns BbI6opa Bcero gnanasoHa napameTpos, Kpome dscp u IP-precedence, ucnonb3syertca na-

Ecnv naket nonagaet nog Kputepuit npasuna B ACL, To Hag HMM BbINOJHAEGTCA AeiAcTBUE
aToro npasuna (permit/deny). JanbHeiilwan npoBepKa He NPOU3BOAMUTCA.

Ecnn Ha nHtepdeiic HasHaueHbl IP 1 MAC ACL, To nepBoHavasibHO NaKeT byaeT npoBepeH Ha
cooTtBeTcTBUe Npasuaam IP ACL, notom MAC ACL (B cnyyae, ecim He nonagaér noa peiictemne

Ecau nocne npoeepKku Ha cootBetcTBue npasunam IP unu MAC ACL (korga 1 ACL Ha3sHaueH
Ha uHtepdodeiic) uam IP u MAC ACL (Korga 2 ACL HasHaueHbl Ha HTepdeiic) nakeT He nonan

noa AeAcTBME HU OAHOro U3 NPaBUJ, TO HaZ AaHHbIM NakeTom 6yaeT NpUMeHeHOo aeicTeue

"deny any any".

Tabanua 304 — KomaHabl, cnosibayemble aaa HacTpoiku ACL-cnnckoB Ha ocHoBe IP-aapecauunn

KomaHoa

Aelicmeue

permit protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[ace-priority index]

[06aBuTb paspellatoLLyto 3anncb GUAbTPALUKM ANA NPOTOKOAa.
lMaKeTbl, OTBEYAtOLLME YCAOBMAM 3anucu, byayT obpabaTbiBaTbea
KOMMYTaToOpPOM.

no permit protocol {any | source source_wildcard}{any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]

YaanuTb cO34aHHYI0 paHee 3anuchb.

permit ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]
[ace priority index]

[lo6aBuTb paspeluatoLLyto 3anmch GUabTPaLMmM A8 NpoToKona IP.
MakeTbl, OTBEYalOLLME YCNOBMAM 3anucK, byayT obpabaTtbiBaTbes
KOMMYTaTopoM.
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no permit ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]

YLanuTb CO34aHHYI0 paHee 3anuchb.

permit icmp {any | source source_wildcard}{any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | ip-precedence
precedence] [time-range time_name] [ace-priority index]
[offset-list offset_list_name] [vlan vian_id]

[o6aBuTb paspellatolyto 3anmcb GUAbTPALUKN ANA NPOTOKO/A
ICMP. MaKeTbl, oTBEYatoWwue ycaoBUaAM 3anmcu, byayt obpabaTsi-
BaTbCA KOMMYTATOPOM.

no permit icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | ip-precedence
precedence] [time-range time_name] [offset-list
offset_list_name] [vlan vian_id]

Y[anuTb co34aHHYI0 paHee 3anuch.

permit igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[ace-priority index]

[o6aBuTb paspeluatolyto 3anucb GUAbTPALUK AaA NPOTOKO/A
IGMP. MaKeTbl, oTBEYatoLWme ycaoBuAM 3anmncu, byayt obpabaTbi-
BaTbCA KOMMYTATOPOM.

no permit igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]

YLanuTb CO34aHHYI0 paHee 3anuchb.

permit tcp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [ace-priority index]

[o6aBuTb paspeluatollyto 3anmcb GUAbTPALUKN ANA NPOTOKONA
TCP. MaKeTbl, oTBevatowme ycioBuam 3anucu, byayt obpabatbl-
BaTbCA KOMMYTaTOPOM.

no permit tcp {any | source source_wildcard } {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name]

YAanuTb CO34aHHYIO paHee 3anuch.

permit udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]

[o6aBuTb paspelsatolyto 3anucb GUAbTPaLUKU ANA NPOTOKOAA
UDP. MakeTbl, oTBEYalowWwme ycioBmam 3anucu, byayt obpabatbl-
BaTbCA KOMMYTaTOPOM.

no permit udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name]

Ypanutb CO34aHHYIO paHee 3anucb.

deny protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input] [ace-priority index]

[o6aBuTb 3anpelatollyto 3anucb GUALTPALMK ANA NPOTOKONA.
MaKeTbl, OTBEYalOLLME YCIOBUAM 3anucy, byayT 610KMpoBaTbCA
KOMMyTaTopoM. lNpu ncnonb3oBaHun Katodesoro ciosa disable-
port dusmyeckuii MHTepdeic, NPUHABLUNIA TaKoM NakeT, byaeT Bbl-
KatoueH. Mpu ncnonb3oBaHMK Katouesoro cnoea log-input 6yaert
OTNPaBNEHO COOBLLEHUNE B CUCTEMHDIN KYPHa.

no deny protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input]

Ypanutb CO34aHHYIO paHee 3anucb.

deny ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]

[disable-port | log-input] [ace-priority index]

[o6asuTb 3anpeLyaiolLyto 3anuch GuUabTpaLmMmM Ana NpoTokona IP.
MaKeTbl, oTBEYalOLWMe yCNOBMAM 3anucy, ByayT 6aoKupoBaTbes
KommyTaTopom. Npu ncnonb3osBaHUK Kntouesoro ciosa disable-
port dpusmyeckmii MHTepdenc, NPUHABLUNIA TaKoM NakeT, byaeT Bbl-
KntodeH. Mpu ncnonb3osaHuK Katoyesoro cnosa log-input 6yaer
OTNpaB/IEHO COOBLLEHNE B CUCTEMHDIV MKYpHa.

no deny ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]
[disable-port | log-input]

Yaanutb CO34aHHYIO paHee 3anucb.

deny icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

[ob6aBuTb 3anpeluatowyto 3anucb GUAbBTPALUK ANA NPOTOKONA
ICMP. MaKeTbl, oTBEYaOWMe ycaoBMAm 3anuck, byayt 610kupo-
BaTbCA KOMMyTaTopom. lpu MCMoNb30BaHUM KAOYEBOrO C/NOBa
disable-port ¢pusmyeckunii nHTEpPdEIic, NPUHABLUMI TaKOW NaKeT,
bypeT BbikAoyeH. Mpu Ucnonb3oBaHWM KatoyesBoro cnosa log-
input 6yaeT oTnpaBieHo COObLLEHNE B CUCTEMHBIN XKypHa.
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no deny icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

YAanuTb CO34aHHYI0 paHee 3anuchb.

deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[ace-priority index] [disable-port | log-input]

[o6aBuTb 3anpewatolwyto 3anucb GUALTPALMKU ANA NPOTOKONA
IGMP. MakeTbl, OTBEYAlOLLME YCAOBUAM 3anmncK, byayT 61oKkupo-
BaTbCA KOMMYTaTopom. Mpu MCNO/b30BaHWM KAKOYEBOro CNOBa
disable-port ¢usmyecknii nHTepdelic, NPUHABLINI TaKOM MaKeT,
6yneT BbiktoueH. Mpu Mcnonb3oBaHWUM KatoyeBoro cnosa log-
input 6yaeT oTNpaBieHO COOBLLEHME B CUCTEMHBIV KYpHa.

no deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[disable-port | log-input]

YLanuTb CO34aHHYI0 paHee 3anucsb.

deny tcp {any | source source_wildcard}{any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [ace-priority index] [disable-port | log-input]

[o6aBuTb 3anpeLLatollyto 3anucb GUAbTPaLUKU ANS NPOTOKOAa
TCP. MNaKkeTbl, oTBevalowWMme ycaoBuam 3anucu, byayt 6aokupo-
BaTbCA KOMMyTaTopom. Mpu MCMNoNb30BaHMM K/KOYEBOro C/0Ba
disable-port ¢usmyecknii nHTepdelic, NPUHABLINI TaKOM MaKeT,
6yaeT BbikAtodeH. Mpu Mcnoib3oBaHMM Kakoyesoro ciosa log-
input 6yaeTt oTnpasieHo coobLueHMe B CUCTEMHDI KypHan.

no deny tcp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [disable-port | log-input]

YLanuTb CO34aHHYI0 paHee 3anuchb.

deny udp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]
[disable-port | log-input]

[o6aBuTb 3anpeLLalolyto 3anucb GUAbTPaLUKU ANS NPOTOKOAA
UDP. MNakeTbl, oTBeYatowWwme ycnosusam sanucu, byayt 61okupo-
BaTbCA KOMMYTaTOpPOM. lMpW MCNONb30BaHUKM KAKOYEBOro CAOBa
disable-port ¢usmyecknii nHTepdelic, NPUHABLINI TaKOM MaKeT,
6yaeT BbikAtoueH. Mpu Mcnoib3oBaHMM Kakoyesoro ciosa log-
input 6yaeT oTnpaBneHo coobLLeHNe B CUCTEMHBIN KypHa.

no deny udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port | log-
input]

Ypaanutb CO34aHHYIO paHee 3anucb.

offset-list offset_list_name {offset_base offset mask
value} ...

Co3zaTb CNUCOK WabIoHOB MoJib30BaTeNs C UMeHemM name. Uma
MOXET BKAtoYaTb 0T 1 0 32 cMBONOB. B 04HO KOMaHAe MOXKeT
copepKaTtbCsa A0 TPMHAALATU WabNOHOB B 3aBUCMMOCTM OT Bbl-
H6paHHOro peXkMma HacTPOIMKM CNUCKOB A0CTyNa (KoMaHaa set sys-
tem mode), BK/lOYAOLWMX Cneaytomne napameTpbl:
- offset_base — 6a30Boe cmelleHne. BO3MOXKHble 3HaYeHun:

13 — Hayano cmeleHus ¢ Havyana IP-3arosioBKa;

14 — Hayano cmeweHUA ¢ KoHLa IP-3aronoBsKa.
- offset — cmeleHue baliTa AaHHbIX B Npeaenax naketa. basosoe
CMeLLeHMEe NMPUHUMAETCA 33 HAaYalo OTCYEeTa;
- mask — macka. B aHan13e nakeTa NPUHMMALOT y4acTUe TO/IbKO Te
paspagpl 6aiTa, ANA KOTOPbIX B COOTBETCTBYIOLUMX pa3psamax
Macku 3agaHa ‘0’;
- value — nckomoe 3HayeHwe.

no offset-list offset_list_name

Yaanutb C03p,aHHbIl71 paHee CNUCOK.

5.33.2 Konopuzypayusa ACL Ha 6a3e IPv6

B AaHHOM pa3jgene npuseaeHbl 3HaYEHUA W OMUCAHUA OCHOBHbIX MapaMeTpPoB, UCMO/b3yeMbIX B
coctaBe KOMaH/, HacTpoiKmM cnnckos ACL, oCHOBaHHbIX Ha aapecauuu IPv6.

CosgaHue n BXo4, B pexum pefaktnpoBaHuma cnmuckoB ACL, OCHOBaHHbIX Ha agpecaumn IPv6,

OCyLWlecTB/NIAETCA NO KOMaHAe:

ipv6é access-list access-1ist. Hanpumep, gna cosgaHna cnncka

ACL nog, HazBaHMem MESipv6 HeobxoaMMO BbINONHUTL CAeaytowmne KoMaHabl:
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console#

console# configure
console (config)# ipv6 access-list MESipvé
console (config-ipve-al) #

Tabnunuya 305 — OCHOBHbIE MapamMeTpbl, UCNOJIb3yeMble B KOMaHAax

MpoTokon

Mapamemp 3HavyeHue Aelicmeue
permit [JelicTBue paspewmnTb Co3patb paspelatollee npasuao ¢punbTpauum 8 cnmcke ACL.
deny [OevicTBue 3anpeTuTb Co3pgatb 3anpewatoulee npasuno ¢punbTpaymm B cnmcke ACL.
protocol Mone npeagHasHayeHo AnA yKasaHWA NPOTOKOAA (MK BCex NpoTo-

KOJI0B), HAa OCHOBe KOToporo byaet ocyliecTenneTca GpuabTpaums.
Mpw BbIGOPE MPOTOKONA BO3MOXKHbI CIeAyioLLMe BapuaHTbl: icmp,
tcp, udp Mbo uMcnoBOE 3HaYEHNe NpoToKoa —icmp (58), tep (6),
udp (17).

[na cootseTcTBUA Nt06OMY NMPOTOKONY MCMO/b3YETCA 3HAYEeHUe
IPv6.

source_prefix/length

Appec oTnpasutensa un ero

Onpegenntb IPv6-agpec n AnnHy npedukca cetv (0-128) (konnye-

Kona ICMP

ANVHa CTBO CTapLmx BUT agpeca) UCTOYHMKA NaKeTa.
destination_prefix/length Aapec HazHaYeHWA u ero Onpegaenntsb IPv6-agpec 1 anvHy npedukca cetv (0-128) (konmue-
ANVHa CTBO CTapLluMx 6UT agpeca) HasHaYeHUs nakeTa.
dscp Mone DSCP & saronoske L3 Onpep,e;lmb 3HavyeHue DSCP-nonsa diffserv. BoamoxKHble Kogbl co-
obuweHwuii nonsa dscp: (0—63).
precedence MpwopuTer IP Onpegenutb npuopuTteT IP-Tpadumka:(0-7).
time_name Nma npoduna Konourypa- | Onpeaenntb KOHUrypaL Mo BpeMeHHbIX MHTEPBANOB.
umu time-range
icmp_type Ucnonbsyetca ana punbtpaunm ICMP-nakeToB. Bo3moXKHble TUMbI
M YNCNOBblE 3HaYeHUs cooblueHunl nons icmp_type: destination-
TN COoBLIEHNA NPOTOKON unreachable (1), packet-too-big (2), time-exceeded (3), parame-
ICMP ter-problem (4), echo-request (128), echo-reply (129), mld-query
(130), mld-report (131), mldv2-report (143), mlid-done (132),
router-solicitation (133), router-advertisement (134), nd-ns (135),
nd-na (136).
icmp_code Kopg, coobueHunii npoTo- Ucnonbsyetca gns ¢unbtpaumm ICMP-naketos. Bo3aMmoXKHble 3Ha-

yeHus nons (0 — 255).

destination_port

UDP/TCP-nopT Ha3Ha4yeHus

source_port

UDP/TCP-nopT MCTOYHMKA

Bo3morkHble 3HaueHua nons TCP-nopTa: bgp (179), chargen (19),
daytime (13), discard (9), domain (53), drip (3949), echo (7), finger
(79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc (194),
klogin (543), kshell (544), Ipd (515), nntp (119), pop2 (109), pop3
(110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk
(517), telnet (23), time (37), uucp (117), whois (43), www (80);
Ona UDP-noprta: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver (42),
netbios-dgm (138), netbios-ns (137), on500-isakmp (4500), ntp
(123), rip (520), snmp (161), snmptrap (162), sunrpc (111), syslog
(514), tacacs-ds (49), talk (517), tftp (69), time (37), who (513),
xdmcp (177).

JIn6o uncnosoe 3HaveHune (0 — 65535).

list_of flags

®dnarn npotokona TCP

Ecan ana ycnosua dunbTpaumm daar goaxeH 6biTb YCTaHOBIEH,
TO Nepea HUM CTaBUTCA 3HAK «+», €CIN He A0/1KeH BblTb YCTaHOB-
NIeH, To «-». Bo3amorkHble BapuaHTbl dnaros: +urg, +ack, +psh, +rst,
+syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin.

Mone ECN B 3aronoske L3

disable-port BbIKNOUMTb MOPT, C KOTOPOTO 6blN MPUHAT NAKET, yA0BNETBOPSAIO-
OTKANOYeHWe nopTa WM ycnoBmam Ntobow M3 KomaHg, 3anpeTa deny, B coctaBe KOTo-

poi, 6bl10 onrcaHo none.

log-input . BKNOYUTL OTNPaBKY MHGOPMALMOHHbIX COOBLLEHWNI B CUCTEMHbIN

g-inp OTnpaBsKa coobueHuni paBKy nHdop .

YKYPHa Npv NonyvyeHUmM nakeTa, KOTOPbIN COOTBETCTBYET 3amnucu.

ace-priorit MHAaeKe npasuna B Tabavue, YeM MeHblle MHAEKC — TeM NpUopu-

P y NHaeKc npasuna P ¢ puop

TeTHee npasuno: (1..2147483647).

ecn Onpegenntb 3HauyeHne ECN-nons. Bo3moskHble Koabl CO0bLeHMi

nons ecn: (0-3).
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napameTp «any».

<<

6aBnstoTca 3anucu
permit-icmp any any nd-ns any
permit-icmp any any nd-na any
deny ipv6 any any

[na sbibopa Bcero guanasoHa napameTtpos, Kpome dscp, ecn u IP-precedence ucnonbsyercsa

Nocne Toro, Kak xoTa 6bl ogHa 3anucb aob6asneHa B cnucok ACL, nocnegHMmu B CNUCOK A0-

[Be nepBble U3 HUX pa3peLlaloT NOUCK coceaHux IPV6-ycTpoiicTB ¢ nomoLblo NpoToKona IC-
MPv6, a nocnhegHaa o3Ha4YaeT UTHOPUPOBaAHUE BCeX MNAKETOB, He YA0B/1eTBOPAIOLWMUX YCNO0-

suam ACL.

Tabnumua 306 — KomaHapl, ucnosblyemble ans HacTponkn ACL cnmckoB Ha ocHoBe IPvb-agpecaumm

KomaHoa

Aelicmeue

permit protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | ecn ecn |

precedence precedence] [time-range time_name] [ace-

priority index]

[Jo6aBunTb paspeluatowyto 3anmcb GUALTPALUM ANA NPOTOKONA.
MakeTbl, OTBEYatOLLME YCAOBUAM 3anucK, byayT obpabatbiBaTbeA
KOMMYTaTOpOM.

no permit protocol {any | source_prefix/length}{any |
destination_prefix/length} [dscp dscp | ecn ecn |
precedence precedence] [time-range time_name]

YAanuTb CO34aHHYIO paHee 3anuch.

permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | ecn ecn | precedence
precedence] [time-range time_name] [ace-priority
index]

[Jo6aBnTb paspelatollyto 3anmucb GUAbBTPALUM ANA NPOTOKONA
ICMP. MNaKkeTbl, OTBEYatOLLME YCAOBUAM 3anucK, byayT obpabaTbl-
BaTbCA KOMMYTAaTOPOM.

no permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | ecn ecn | precedence
precedence] [time-range time_name]

Y4anuTb CO34aHHYI0 paHee 3anuchb.

permit tcp {any | source_prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | ecn ecn | precedence
precedence] [time-range time_name] [match-all
list_of flags] [ace-priority index]

[ob6aBuTb paspewatowyto 3anucb GpuabTpaumMm Oaa nNpoToKona
TCP. MNakeTbl, OTBEYalOLME YCNOBUAM 3anucu, byayt obpabaTbi-
BaTbCA KOMMYTaTOPOM.

no permit tcp {any | source_prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | ecn ecn | precedence
precedence] [time-range time_name] [match-all
list_of flags]

Y[annTb CO34aHHYI0 paHee 3anuch.

permit udp {any | source_prefix/length}{any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | ecn ecn | precedence

precedence] [time-range time_name] [ace-priority index]

[06aBuTb paspelualollyto 3anucb GpUALTPALMM ANA NPOTOKOAA
UDP. MakeTbl, OTBEYalOLLME YCAOBUAM 3anmcu, byayT obpabaTtbl-
BaTbCA KOMMYTaTOPOM.

no permit udp {any | source_prefix/length}{any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | ecn ecn | precedence
precedence] [time-range time_name]

YaanuTb cO34aHHYI0 paHee 3anuchb.

deny protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | ecn ecn |

precedence precedence] [time-range time_name]
[disable-port | log-input] [ace-priority index]

[l06aBuTb 3anpeLyatolyto 3anmcb GUAbTPaLUKU AN NPOTOKOAA.
MaKeTbl, OTBEYaKOWMeE YCAOBUAM 3anucK, byayT 6J10KMpoBaTLCA
KommyTatopom. Mpu Mcnosnb3oBaHMmM Katouesoro ciosa disable-
port dpusnyeckuii nHTepdeic, NPUHABLUNI TaKoM NakeT, byaeT Bbl-
KntoueH. Mpu Ucnonb3oBaHWK KatoueBoro cnosa log-input byaet
OTNPaBAEHO COOBLEHNE B CUCTEMHbIN KYpHa.

no deny protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | ecn ecn |
precedence precedence] [time-range time_name]
[disable-port | log-input]

YaanuTb cO34aHHYI0 paHee 3anuchb.
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deny icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | ecn ecn | precedence
precedence] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[ob6aBuTb 3anpelsarowyro 3annuce GuabTpaunm aaa NpoTokona
ICMP. MaKeTbl, oTBeYatowWwme ycioBuamMm 3anucu, byayt 610kupo-
BaTbCA KOMMYyTaTopom. [pu MCNosb3oBaHWUM KAKOYEBOrO C0BA
disable-port dusnyecknin nHTepdeinc, NPUHABLLMI TaKoM nNakKerT,
6yaet BblkAtoYeH. Mpu Mcnonb3oBaHMM Katoyesoro cnosa log-
input 6yaeT oTnpaBieHo coObLLEHNE B CUCTEMHBIN XKypHa.

no deny icmp {any | source_prefix/length}{any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | ecn ecn | precedence
precedence] [time-range time_name] [disable-port |
log-input]

Y[anuTb co34aHHYI0 paHee 3anuch.

deny tcp {any | source_prefix/length} {any | source_port}
{any | destination_prefix/length} {any | destination_port}
[dscp dscp | ecn ecn | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input] [ace-priority index]

[06aBuTb 3anpeLuatoLlyto 3anuce GUAbTPaLUKM ANS NPOTOKoAA
TCP. MakeTbl, oTBeYalOLWMe yCNOBMAM 3anuck, Byayt 610Kupo-
BaTbCA KOMMYTaTopom. Mpu MCMONb30BaHUM KAKOYEBOro C/10Ba
disable-port ¢pusnuecknin nHTEpdeinc, NPUHABLWINIK TaKoM NakKer,
6yaeT BblkAouYeH. pu Mcnonb3oBaHUMKM Katoyesoro ciosa log-
input 6yaeT oTnpaBieHo coobLueHMe B CUCTEMHBIV KypHan.

no deny tcp {any | source prefix/length}{any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | ecn ecn | precedence
precedence] [match-all list_of flags] [time-range
time_name] [disable-port | log-input]

Y4anuTb CO34aHHYI0 paHee 3anuchb.

deny udp {any | source_prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | ecn ecn | precedence
precedence] [match-all list_of flags] [time-range
time_name] [disable-port | log-input] [ace-priority
index]

[06aBuTb 3anpeLuatoLlyo 3anucb GUAbTPaLUKM ANS NPOTOKOoAA
UDP. MNakeTbl, OTBEYaoWMe yCIOBUAM 3anucu, byayT 6aokupo-
BaTbCA KOMMYTAaTOpPOM. MpW MCNONb30BaHWM K/OYEBOrO CAO0Ba
disable-port ¢pusnuecknin nHTEepdeinc, NPUHABLINI TaKoM NakKer,
6yaeT BblkAouyeH. Mpu ncnonb3oBaHuKM Kakoyesoro ciosa log-
input 6yaeT oTnpaBneHo coobLLeHNe B CUCTEMHBIN XKypHa.

no deny udp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | ecn ecn | precedence
precedence] [match-all list_of flags] [time-range
time_name] [disable-port | log-input]

YLanuTb CO34aHHYI0 paHee 3anuchb.

offset-list offset_list_name {offset_base offset mask
value} ...

Co3paaTb CNMCOK WabnoHoB nosib3osaTena ¢ umeHem name. Uma
MOXKeT BKAtoYaTb oT 1 10 32 cumBo10B. B 0AHOM KOMaHAe MOXKeT
copepKaTbCsa A0 TPUHAALUATM WabNOHOB B 3aBUCMMOCTM OT Bbl-
H6paHHOro pe)KMma HACTPOMKM CNUCKOB AocTyna (KomaHpa set
system mode), BKtoYatoLWmMX cneaytolme napameTpbl:
- offset_base — 6a30Boe cmelleHne. BO3MOXKHble 3HaYeHuA:

13 — Havano cmeleHnna ¢ Havyana IPv6-3arosioBKa;

14 — Hayano cmeleHnA ¢ KoHua IPv6-3aronoBsKa.
- offset — cmeleHne HaliTa AaHHbIX B Npeaenax nakera. basosoe
CMeLLeHMe NMPUHUMAETCA 33 HAaYaso OTCYEeTa;
- mask — macKa. B aHasiM3e nakeTa NPUHUMAIOT y4acTUE TONIbKO Te
paspagpl 6aiTa, ONA KOTOPbIX B COOTBETCTBYHOLLMX paspamax
Macku 3agaHa ‘0’;
- value — nckomoe 3HauyeHwe.

no offset-list offset_list_name

Yaanutb C03p,aHHbIl71 paHee CNUCOK.

5.33.3 Konopuzypayusa ACL Ha 6a3e MAC

B gaHHOM pa3gene npuBeaeHbl 3HAYEHMA M OMNUCAHMA OCHOBHbIX MAapamMeTpoB, UCMOJb3yEMbIX B
cocTaBe KOMaHZA HacTponkm cnmnckos ACL, ocHoBaHHbIX Ha MAC-agpecauuu.

CospaHue n BXo4, B pexum pepaktmposaHma cnuckos ACL, ocHoBaHHbIx Ha MAC-agpecauumm,
OCYLLEeCTBNAETCA NO KOMaHAe: mac access-list extended access-1ist.
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Hanpumep, ana cosgaHusa cnmcka ACL noa HasBaHnem MESmac Heob6xogMmo BbINOHUTL

cneaytolme KomaHapi:

console#

console# configure
console (config) # mac access-list extended MESmac
console (config-mac-al) #

Tabnunua 307 — OCHOBHbIE MapamMeTpbl, UCMNOJIb3yeMble B KOMaH4ax

Mapamemp 3HavyeHue Aelicmeue
permit [JelicTBue paspewmnTb Co3patb paspelatollee npasuao ¢punbTpaumm 8 cnmcke ACL.
deny [OevicTBue 3anpeTuTb Co3pgatb 3anpewatoulee npasuno ¢punbTpaymm B cnmcke ACL.
source Appec oTnpasutens Onpegenser MAC-agpec UCTOYHMKA NaKeTa.

source_wildcard

wildcard-macka agpeca
MUCTOYHMKA

Macka onpegenset 6utbl MAC-agpeca, KoTopble He06X0ANMO Ur-
HOPWPOBATb. B 3HAYEHMA UTHOPUPYEMbBIX BUTOB AO/IXKHbI ObITb 3a-
NUcaHbl eanHULbl. Hanpumep, NCNOb3yA MAcKy, MOXKHO onpeae-
NUTb gNa npasuaa ¢puabTpauun guanasoHa MAC-agpecos. YTobbl
£06aBuTb B NpaBmno opunbtpauumn sce MAC-agpeca, HauMHatoLWm-
eca Ha 00:00:02:AA.xx.xx, He0obxoA4MMO 3a4aTb 3HaYEeHWEe MaACKM
0.0.0.0.FF.FF, To ecTb, cornacHo AaHHOW macKe, nocnegHue 32
6uta MAC-agpeca 6yayT He BaKHbl ANA aHanAn3a.

destination

Appec HazHayeHun

Onpegenutb MAC-agpec Ha3zHadyeHWA nakeTa.

destination_wildcard

wildcard-macka agpeca
HasHayeHus

Macka onpegenset 6utbl MAC-agpeca, KoTopble Heo6XoANMO Ur-
HOPMPOBATb. B 3HaUYEeHMA UTHOPUpPYyEMbIX BUTOB JO/MKHbI ObITb 3a-
nucaHbl eauHUUbl. Macka WCnosb3yeTca aHalorM4yHO Macke
source_wildcard.

vian_id

vlan_id: (0..4095)

NoaceTtb VLAN ¢opunbTpyembix NakeTos.

cos

cos: (0..7)

Knacc ob6cnyskmBanus (CoS) unbTpyembix NaKkeToBs.

cos_wildcard

wildcard-macka agpeca
obcnyxnsanus (CoS)
bUNbTPyEMbIX MAKeTOB

Macka onpegenset 6utbl CoS, KoTopble He06X04MMO UTHOPUPO-
BaTb. B 3HaueHuna urHopnpyembix 6UTOB A0/MKHbI BbITb 3aNMcaHbI
eguHuubl. Hanpumep, 4Tobbl Mcnonb3oBaTh B Npasuie ¢punbTpa-
umm CoS 6 1 7, Heobxoamnmo B none CoS ykasaTb 3HayeHue 6, inbo
7, a B nofie Macku 3HadyeHune 1 (7 B ABOMYHOM NpeacTaBAeHUU —
111, 1 — 001, nonyyaetca, YTO NocnegHUi 6UT byaet UrHopmpo-
BaTbCA, TO ecTb CoS moskeT 6biTb 60 110 (6), Anbo 111 (7)).

KoHbUrypauum time-range

eth_type Ethernet-Tun ¢unbTPyemMbiX NaKeToB B LIECTHaALATEPUYHON 3a-
-typ eth_type: (0..0xFFFF) buneTRY Auarep
nucw.
disable-port BbIKNHOUMTL NOPT, C KOTOPOTo Bbl NPUHAT NAKET, YA0BAETBOPSAIO-
LM ycnoBuAM KOMaHZAbl 3anpeta deny.
log-input . BKNOYUTL OTNPaBKY MHGOPMALMOHHbIX COOBLLEHNI B CUCTEMHbIN
g-inp OTnpaBKa coobLeHni pasky uHdopmay . =
JKYPHaN Npv NonyvyeHUM nakeTa, KOTOPbIM COOTBETCTBYET 3aMucH.
time_name Ums npoduna OnpenennTb KOHOUIYpPaLUIO BPEMEHHbIX MHTEPBA/IOB.

offset_list_name

Mob6aiiToBOE CMellleHne OT
KNHOYEBOM TOUKM

3afaTtb MCNONb30BaHME CNMCKA LWabNOHOB N0b30BaTeNA 415 pac-
Nno3HaBaHWA NakeToB. 1A Kaxaoro cnucka ACL moKeT 6bITb onpe-
AeneH CBOW CNUCOK WabsoHoB.

ace-priority

MHaekc npasuna

MHaeKe npasuna B Tabavue, 4eM MeHblle MHAEKC — TeEM NPUopu-
TeTHee npasuno 1-2147483647.

%
Y

[Ona Bbi6opa Bcero AnanasoHa napameTtpos, Kpome dscp u IP-precedence, ucnonb3syerca na-
pameTp «any».

Ecnu naket nonagaet nog Kputepuit npasmuna 8 ACL, To Hag, HUM BbINOAHAETCA AelcTBuUe
aToro npasuna (permit/deny). JanbHeliwan nposepKa He NPOU3BOAUTCA.

Ecnn Ha nHtepdeiic HasHaueHbl IP 1 MAC ACL, To nepBoHa4asibHO NakeT 6yaeT npoBepeH Ha
cooTtBeTcTBUe npasuaam IP ACL, notom MAC ACL (B cnyuae, ecnam He nonagér nog aeiicreme
Hu ogHoro 13 npasun IP ACL).

359 Ethernet-kommymamopei ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES35105-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32




JHELTEX

Ecnu nocne npoBepKu Ha cooTBeTcTBue npasunam IP uam MAC ACL (koraa 1 ACL HasHauyeH
Ha uHTepdeic) uam IP u MAC ACL (koraa 2 ACL HasHaueHbl Ha UHTepdeiic) nakeTt He nonan
nopa, AeicTBrMe HU OAHOro U3 NPaBUA, TO Hag AaHHbIM NakeTom 6yaeT npumeHeHo aeiictBue

"deny any any".

Tabnunuya 308 — KomaHabl, Ucnosibsyemble ana HacTpoliku ACL-cnnckoB Ha ocHoBe MAC-agpecaumm

KomaHda

Aelicmeue

permit {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wildcard]
[eth_type] [time-range time_name] [ace-priority index]
[offset-list offset_list_name]

[o6aBuTb paspeluatoLLyto 3anuce puabTpaumn. Naketbl, oTBe-
Yalowme ycnosuam 3anucu, byayt obpabatbiBaTbca KOMMYTa-
TOpOM.

no permit {any | source source-wildcard} {any |
destination destination_wildcard} [vlan vian_id] [cos cos
cos_wildcard] [eth_type] [time-range time_name] [offset-
list offset_list_name]

YLanuTb CO34aHHYI0 paHee 3anuchb.

deny {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wildcard]
[eth_type] [time-range time_name] [disable-port |
log-input] [ace-priorityindex] [offset-list offset_list_name]

[o6asuTb 3anpeluatoLyto 3anmce puabtpaumn. NakeTol, oTBeE-
YatoLlme ycnoBumAm 3anucu, byayt 610KMpPoBaTbLCA KOMMYTATO-
pom. Mpwu ncnonb3oBaHuu Kntouesoro cnosa disable-port, du-
3MYECKMI HTepdEec, NPUHABLLNI TaKoW NakeT, byaeT BbIKO-
YeH.

Mpw ncnonb3oBaHUM KtoueBoro cnosa log-input byaeT otnpas-
/IeHO coobLLEeHMe B CUCTEMHbIV KypHan.

no deny {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wildcard]
[eth_type] [time-range time_name] [disable-port |
log-input] [offset-list offset_list_name]

Y4anuTb CO34aHHYI0 paHee 3anuchb.

offset-list offset_list_name {offset_base offset mask value}

Co3gaTb CNUCOK Wab/ioHOB MONb30BaTeNA C MMEHEM name.
Mms moxkeT BKtoYaTb oT 1 a0 32 cumBo0B. B ogHOM KomaHae
MOMKET COAepPKaTbCA A0 TPMHAALATU WabOHOB B 3aBUCMMOCTH
OT BbIGPAHHOrO pPeXKMMa HACTPOMKM CNUCKOB AocTyna (Ko-
MaHga set system mode), BKAlOYaOWMX cneaytowme napa-
MeTpbl:
- offset_base — 6a30Boe cmelleHne. BO3MOXKHble 3HaYeHun:

12 — Havano cmeweHus ot EtherType;

outer-tag — Hayano cmeweHuns ot STAG;

inner-tag — Hayano cmewenus ot CTAG;

src-mac — Ha4dasno cmelleHma ¢ MAC-agpeca UCTOYHUKA;

dst-mac — Hauyano cmeweHns ¢ MAC-agpeca HasHayeHus.
- offset — cmelLeHune balita AaHHbIX B Npeaenax naketa. baso-
BOE CMeLleHMe NPUHMMAETCA 32 HAYaNo OTCYeTa;
- mask — macka. B aHanu3e naketa NpMHMMAIOT y4acTUe TONbKO
Te pa3paabl 6aliTa, 4NA KOTOPbLIX B COOTBETCTBYIOLWMX pa3pasax
Macku 3agaHa ‘0’;
- value — ncKomoe 3HayeHue.

no offset-list offset_list_ name

Ypanutb COB,D,aHHbIVI paHee CNUCOK.

5.34 KoHdwurypauma 3awutbl ot DoS-atak

ﬂ,aHHbIVI K/1aCC KOMaH/, NO3BONIAET 6ﬂOKVIpOBaTb HeKOTOopble PaCNpPOCTPaHEHHbIE KN1aCCbl DoS-aTak.

KomaHObI pexcuma 2a06asab6Hol KoOHpu2ypayuu

KomaHZHas cTpoka B perkume rnobanbHol KoHGUrypauumn nmeet Bua;

console (config)#
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Tabnnua 309 — KomaHabl g5t HACTPOMKKM 3aWwmTbl oT DoS-aTtak

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

security-suite deny martian-
addresses [reserved] {add |
remove} ip_address

ip_address: ip-agpec

3anpeTuTb NPOXOXKAEHME KAaApOB C HeZOMYyCTUMbIMM («MapcuaH-
CKUMM») IP-aapecamu nctoyHuka (loopback, broadcast, multicast).

security-suite deny syn-fin

no security-suite deny syn-fin

-/BKAOYEHO

OTt6pacuTb NnakeTbl TCP c o4HOBpeMeHHO ycTaHoBAeHHbIMU SYN- 1
FIN- dpnaramm.

BbIKNOUNTL PYHKUMIO OTOpPacbiBaHUA nakeTos TCP c ogHoBpe-
MeHHO ycTaHoBneHHbIMU SYN- 1 FIN- dnaramm.

security-suite dos protect
{add | remove} {stacheldraht |
invasor-trojan |
back-orifice-trojan}

3anpeTuTb/paspewnTb NPOXOXKAEHME onpeaeneHHbIX TUNOB Tpa-
dU1Ka, XapaKTepHbIX 414 BPeAOHOCHbIX NPOrpamm:

- stacheldraht — ot6pacbiBaeT TCP-nakeTbl ¢ NOPTOM WMCTOYHMKA
paBHbIM 16660;

- invasor-trojan — otbpacbiBaeT TCP-nakeTbl C NOPTOM Ha3HaYeHUA
paBHbiM 2140 1 nopTom ncTouHUKa 1024;

- back-orifice-trojan — ot6pacbiBaeT UDP-nakeTbl C NOPTOM Ha3Ha-
YyeHua 31337 1 nopTOM MCTOYHMKA paBHbIM 1024.

security-suite enable [global-
rules-only]

no security-suite enable

-/BbIK/OYEHO

BK/IlOUMTL KNacc KOMaHA security-suite.
- global-rules-only — oTtkntoyaeT knacc komaHg, security-suite Ha
nHTepdencax.
V He Bauset Ha paboTy KomaHAb! security-suite deny syn-
fin.

OTKAOUUTL KNacc KoMaHZ, security-suite.

security-suite syn protection
mode {block | report | disa-
bled}

no security-suite syn protec-
tion mode

—/block

Hactpoutb pexkum 3awmtbl oT SYN-aTak:

- block — oTbpacbiBaeT npegHasHayeHHble ycTpoicTey TCP-
nakeTbl ¢ ycTaHoBNeHHbIM dnarom SYN u dopmupyeTt npeaynpe-
}Aaawulee cooblueHue;

- report — dopmupyeT Npegynperkaatollee cooblieHme npu npu-
XoZe npegHasHayeHHoro ycTpoicTey TCP-nakeTa ¢ yCTaHOB/EH-
HbIM dnarom SYN;

- disable — oTk/loYaeT 3awmTy.

HacTpounTb pexkum no ymonyaHumto.

security-suite syn protection
recovery sec

no security-suite syn protec-
tion recovery

sec: (10..600) / 60

OnpeaennTs UHTEPBA, NO UCTEYEHUUN KoToporo ByaeT pa3bnoku-
pOBaH paHee 3a6/10KMPOBaHHbIN UCTOYHUK SYN-aTaKku.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

security-suite syn protection
threshold rate

no security-suite syn protec-
tion threshold

rate: (20..200) / 80

OnpepennTb CKOPOCTb (KOJIMYECTBO NAKETOB B CEKYHAY) OT KOH-
KPETHOrO UCTOYHWMKA, NMPU KOTOPOM 3TOT UCTOYHUK ByaeT naeHTu-
dULMPOBaH KakK aTaKyoLWmWN.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

security-suite syn protection
statistics

no security-suite syn protec-
tion statistics

— /BbIKAOYEHO

BkatounTb BegeHne ctatuctmkm SYN-aTak.

BbIkntounTb BegeHne ctatuctmkm SYN-aTak.

KomaHObI pexcuma KoHgu2ypayuu uHmepapelica Ethernet, 2pynnsl nopmos

KomaHaHan CTpoKa B perkume KoHoUrypauumn nHtepdeliica Ethernet, rpynnbi NOPTOB UMEET BUA,

console

(config-if) #
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Tabnnuya 310 — KomaHaa KoHoUrypaumm 3awmTel oT DoS-atak ans nHtepdeicos

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

security-suite deny
{fragmented | icmp | syn}
{add | remove} {any |
ip_address [mask]}

no security-suite deny
{fragmented | icmp | syn}

ip_address: IP-agpec;
mask: macka B
dopmarte IP-agpeca nnm
npeduKca

Co3gaTb NpaBuKo, 3anpeLyatollee NPoxoxKaeHne Tpaduka, co-
OTBETCTBYIOLLEIO KPUTEPUAM.

- fragmented — ¢pparmeHTUpPOBaAHHbIE NAKETHI;

- icmp — ICMP-Tpadwuk;

- Syn — syn-nakertbl.

YoanuTb 3anpeLiatoLiee npasuio.

security-suite dos syn-attack
rate {any | ip_address [mask]}

no security-suite dos
syn-attack {any | ip_address
[mask]}

rate: (199..2000)
NaKeToB B CEKYHAY;
ip_address: — IP-agpec;
mask: macka B
dopmarte IP-agpeca nnm
npedukca

3afaTb NOPOr syn-3anpocoB Ha onpeaeneHHbii IP-agpec/ceTb,
npu NpeBbIEeHUM KOTOPOro JIMWHME Kagpbl 6yayT oTbpachkl-
BaTbCA.

BoccTaHOBUTL 3HaYeHWE NO YMOHAHMUIO.

KomaHOb1 pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexnma Privileged EXEC:

console#

Tabnnua 311 — KomaHga pexkmuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show security-suite configura-
tion

OT06pa3nTb HAaCTPOIKM 3aLnTbl OT DoS-aTak.

show security-suite syn
protection {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..48)

OT06pPa3nTb HACTPOMKK 3aLLmTbl OT SYN-aTak M onepatnsHoe
COCTOAHME NHTepdelicos.

show security-suite syn protec-
tion statistics [detailed]
[source-ip ip_address | inter-
face {gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port | hundredgiga-
bitethernet hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..48)

OTO6pPa3nTb HACTPOMKM CTATUCTUKM 3alUmTbl OT SYN-aTak 1 UH-
dopmaumto 06 UCTOYHMKAX aTakM.
- detailed — oTobpakaeT fononHUTENbHYO MHPOPMaLUIO 06
UCTOYHWKE aTaKu;
- source-ip — oTob6paKaeT MHPOPMaLMIO ANA YKa3aHHOrO ip-
ajpeca UCTOYHUKA;
- interface — oTob6parkaeT MHGOpPMaLMIO ANA YKA3aHHOTO UH-
Tepodelica.

V B cTratuctuke coxpaHsaerca nHpopmaumsa o 512 no-

cneaHUX UCTOYHUKAX aTaK.

clear security-suite syn
protection statistics

OYNUCTUTb CTAaTUCTURY 06 UCTOYHMKAX SYN-aTaK.

5.35 KauectBo 06cnyuBaHusa — QoS

Mo ymon4yaHWIO Ha BCEX MOPTAaX KOMMyTaTopa MCMNONb3YEeTCA OpraHM3auusa oyepeam MakeTos No
meTtoay FIFO: nepsbiii npuwen — nepsbiit yweén (First In — First Out). Bo Bpema MHTEHCMBHOM Nepenaun
TpaduKa NpM UCNONb30BAHUM JAHHOTO METOAA MOFYT BO3HWKHYTb NPobHaembl, NOCKONbKY YCTPOMUCTBOM
WUTHOPUPYIOTCA BCeE MaKeTbl, He Boweawue B bypep ouvepean FIFO, M COOTBETCTBEHHO TepAOTCA
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6e3B03BpaTHO. PelaeT gaHHylo nNpobnemy meToa, OPraHusyloWMiA ovyepegmn no npuopuTeTy TpaduKa.
MexaHuam QoS (Quality of service — KauyecTBO 06CNYy)KMBaAHWA), PeaNM30BaHHbLIA B KOMMYyTATOpax,
no3Bo/AeT OpraHM30BaTb BOCEMb oYepeseii NpuopuTeTa NakeToB B 3aBUCMMOCTM OT TUMA NepesaBaemblx

AaHHbIX.

5.35.1 Hacmpoiika QoS

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM pexRnma rnobanbHoM KOHPUrypaLmm:

console (confiqg) #

Tabanua 312 — KomaHab! perkuma rnobanbHom KoOHPUrypaumm

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

ip tx-dscp value

no ip tx-dscp

value: (0..63)/56

YcTaHOBUTL 3HayeHue nona DSCP gns IP-nakeToB, dopmupyembix
LeHTpasibHbIM NPOLLECCOPOM.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

ipv6 tx-user-priority value

no ipv6 tx-user-priority

value: (0..7)/7

YcTaHoBWTb 3HaveHue nona DSCP gna naketos, bopmupyembix
LLeHTPa/IbHbIM MPOLLECCOPOM.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

ip tx-user-priority value

no ip tx-user-priority

value: (0..7)/7

YcTaHOBUTbL 3HaveHue nona CoS anA TerMpoBaHHbIX MAKeTOB,
dopmUpyembIX LLeHTPaIbHbIM MPOLECCOPOM.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

qos [basic | advanced
[ports-trusted |
ports-not-trusted]]

-/basic

Paspewuntb KOmmyTaToOpy Mcnonb3osaTb QOS.

- basic — 6a3o8bIi pexxum QoS;

- advanced — paclwmpeHHbI pexxum KoHdurypauum QoS, BraOYa-
oM MOHBIN NepeYyeHb KOMaHA, HacTpolikmn QoS;

- ports-trusted — B faHHOM nogpexxnme nakeTbl HaNpPaBAAOTCA B
BbIXOZHYIO o4Yepesb Ha OCHOBaHUM MO/l B 3TUX NaKeTax;

- ports-not-trusted — B AaHHOM nogperkMme Bce NaKeTbl Hanpas-
NATCA B oYepesib, KOTOPOW cooTBeTcTBYeT cos=0 (cooTBeTcTBUE
MOXHO MOCMOTPETb KoMaHgZow «show qos interface queuing»),
017 OTNPaBKK B Apyrue oyepeamn TpebyeTca HasHauTb Ha BXOAHOW
nHTepdeiic cTpaTernto Knaccudukaumm Tpaduka (policy-map). 3Ha-
YyeHusa dscp He y4uTbiBAlOTCA NMpuU BblbOpe BbIXOAHOW oyepeau B
3TOM nogpexume.

qos advanced-mode trust
{cos | dscp | cos-dscp}

no gos advanced-mode trust

-/cos-dscp

YCTaHOBWUTL MeTog, A0BepuA Ha MopTax npu pabote B pexume
paclwmpeHHoro KoHdurypaumm QoS u nogpexume ports-trusted.

- cos — nopT goBepseT 3HayeHuto 802.1p User priority;

- dscp — nopT gosepsaet 3HaveHno DSCP 8 IPv4/IPv6-nakeTax;

- cos-dscp — nopT foBepsaeT 060Mm ypoBHAM, ogHaKo DSCP umeet
npuopwuTeT Hag 802.1p.

YCcTaHOBUTb meTog, no YMON4YaHUIO.

class-map class_map_name
[match-all | match-any]

class_map_name: (1..32)
CUMBO/I0B;
Mo ymon4yaHuio
ncnonb3yerca onuma
match-all

1. Co3path CNUCOK KpUTEPUEB KNaccubuKaumm Tpaduka.
2. BOMTU B peXXMM peaaKkTMpOBaHUA CNIMCKa KpuTepues Knaccuou-
Kauuu TpaduKa.
- match-all — Bce KpUTEPUUN AAHHOTO CNUCKA JOMXKHbI BbITb BbINOA-
HeHbl;
- match-any — oguH, nto6oli KpUTepuin JaHHOTO CMUCKA O0/KEH
6bITb BbIMONHEH.
B cnucke KputepueeB MoxKeT 6biTb O4HO MM ABa npa-
V Buna. Ecau npasuna aBa, 1 06a OHM YKa3bIBalOT Ha pas-
Hble Tunbl ACL (IP, MAC), To Knaccudpukauma byget ocy-
LWEeCTBAATLCA NO NepBOMY B CMUCKE BEPHOMY NpaBuy.

V [eiicTByeT TONbKO ANA pexuma gos advanced.
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no class-map
class_map_name

YLanuTb CNUCOK KpuTepues Knaccudurkaumm tpaduka.

policy-map policy_map_name

no policy-map
policy_map_name

policy_map_name: (1..32)
CYMBO/I0B

1. Co3patb cTpaTernto knaccudurkaumm Tpadumka.
2. BolTM B peXMM pefakTUpPOBaHMA CTpaTermm Kaaccudukaumm
TpaduKa.
B ogHOM HanpaBneHWU NOAAEPIKUBAETCA TO/IbKO OAHA
« cTpaterusa Knaccupmkaumm Tpaduka.
Mo ymonuyaHuio policy-map ycraHasnmeaet DSCP = 0 gna
IP-nakeToB 1 CoS = 0 AnA TerMpoBaHHbIX NAKETOB.

V [DeicTByeT TONIbKO ANA pexuma qos advanced.

YpanuTb npasuno Knaccuodukaumm tpaduka.

qos aggregate-policer
aggregate_policer_name
committed_rate_kbps
excess_burst_byte
[exceed-action {drop |
policed-dscp-transmit
[peak peak_rate_kbps
peak_burst_byte
[violateaction {drop |
policed-dscp-transmit}]]}]

no qos aggregate-policer
aggregate_policer_name

aggregate_policer_name:
(1..32) cumBona;
committed_rate_kbps:
(3..100000000) kbuT/C;
excess_burst_byte:
(3000..268431360) baitT;
peak_rate_kbps:
(3..100000000) k6uT/C;
peak_burst_byte:
(3000..268431360) baiiT

OnpeaenuTtb WabfoH HAaCTPOEK, KOTOPbIN NO3BOIAET OrpaHNYUTb
nosiocy NPOnyCcKaHWA KaHana.
Mpu paboTe ¢ N0I0COM NPONYCKAaHUA MCNOb3YETCA aNrOPUTM Map-
KMPOBaHHOW «KOP3UHbI». 3a4a4eit anroputma ABAAETCcA NPUHATUE
pelweHuna: nepesatb NaKeT UaM oTbpocuTb. MapameTpamum anro-
putma ABnATcA ckopocTb noctynneHus (CIR) mapKkepos B «Kop-
3UHY» U 06bEM (CBS) «KOP3UHBI».
- committed-rate-kbps — cpegHee 3HauyeHWe cKopocTM TpaduKa.
[laHHas cKopoCTb rapaHTUpyeTca Npu nepesade MHGopmauuu;
- committed-burst-byte — pasamep caep:kuBatowero nopora B 6aii-
Tax;
- drop — nakeT 6yaeT oTOpoLIEH, Koraa «Kop3nMHa» NepenosiHUTCS;
- policed-dscp-transmit — npu nepenonHeHNN «KOP3UHbI» 3HaYe-
Hue DSCP 6yaeT nepeonpeneneHo;
- peak — yCTaHOBWTbL NOPOroBOE 3HAYEHNE CKOPOCTU TpaduKa C ne-
peonpegeneHHbiMmM 3HavyeHnamu DSCP;
- violate-action — ycTaHOBUTb AelicTBME HAA NAKeTOM nocae npe-
BbILUEHWA MOPOroBOro 3Ha4YeHwus.
Henb3a ypanutb WabnaoH HACTPOEK, ecin OH UCMONb3y-
V eTcA B cTpateruum policy map, nepea yganeHmem cneayer
yAanuTb HasHauyeHue wWwabnoHa crpateruu: no police
aggregate aggregate-policer-name.

DeiicTByeT TONbKO AnA pexxuma qos advanced.

Napamertp policed-dscp-transmit nossonaeT npu npesbl-
WeHUn 3HaueHUAa committed_rate unu peak_rate nepe-
AaTb NaKeT ganblue, Y3MeHUB B HeM MeTKy dscp, KOoTo-
pas HacTpauBaeTcA KomaHAoi qos map policed-dscp c
AONONIHUTENbHbIM aprymeHTom violation B cayyae ¢
peak_rate. Mpu 3tom npu npesbllweHnn committed_rate
1 peak_rate MOXKHO HacTpanBaTb pasHble 3HaYeHusA dscp.

Y

Ypanutb wabnoH HACTPOEK perynnpoBaHnA CKOPOCTU KaHasa.
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qos aggregate-policer
aggregate_policer_name pps
committed_rate_pps
committed_burst_packet
[exceedaction {drop |
policed-dscp-transmit [peak
peak_rate_pps
peak_burst_packet
[violateaction {drop |
policed-dscp-transmit}]]}]

no qos aggregate-policer
aggregate_policer_name

committed_rate_pps:
(125..195312500) pps;

committed_burst_packet:

(1..195312500) nakeTos;

aggregate_policer_name:

(1..32) cumBonos;
peak_rate_pps:
(125..195312500) pps;
peak_burst_packet:
(1..195312500) nakeToB

OnpepenuTb WabsoH HAaCTPOEK, KOTOPbIV NO3BONAET OrpaHUYUTbL
nonocy MPOMycKaHWA KaHala M B TO Ke BPemA rapaHTMpoBaTb
onpesenieHHy0 CKOPOCTb Nepeaayn AaHHbIX.
Mpu paboTe ¢ N0N10COM NPONYCKaHUA UCMOJb3YETCA aAroOPUTM Map-
KMPOBAHHOW «KOP3UHbI». 3aayeit anroputma ABNAETCA NPUHATUE
pelweHna: nepeaatb NakeT uan otbépocuTb. MapameTpamu anro-
putma ABAATCA ckopocTb noctynneHus (CIR) mapkepoB B «Kop-
3UHY» U 06bEM (CBS) «KOP3UHBI».
- committed-rate-pps — cpepgHee 3Ha4YeHMe CKOPOCTU TpaduKa B
pps;
- excess_burst_packet — pasamep caepuBaloLLero nopora B nake-
Tax;
- drop — naket byzeT oTOpOLLEH, KOr4a «KOpP3uHa» NepenosiHUTCS;
- policed-dscp-transmit — npu nepenosHeHMN KKOP3UHbBI» 3HaYe-
Hue DSCP 6yaeT nepeonpegeneHo.
Henb3a yaanutb WabnoH HaAcTpoeK, ecau OH UCNO/b3y-
V eTcAa B ctpaterun policy map, nepen yaaneHuem cnegyer
yAanuTb HasHauyeHue wabnoHa crpatermmn: no police
aggregate aggregate-policer-name.

V [DeicTByeT TONIbKO ANA pexuma qos advanced.

Napamertp policed-dscp-transmit nossonsaeT npu npesbl-
WeHUn 3HaueHua committed_rate unm peak_rate nepe-
V AaTb NaKeT ganbliue, Y3MeHUB B HeM MeTKy dscp, KoTo-
pas HacTpamBaeTcAa KomaHAoi qos map policed-dscp ¢
AONONHUTENbHbIM aprymeHTom violation B cayyae c
peak_rate. Mpu 3Tom npu npesbilweHnn committed_rate
1 peak_rate MoOXKHO HacTpanBaTb pasHble 3HaYeHusA dscp.

YaanuTtb WwabsoH HaCTPOEK peryanpoBaHna CKOPOCTM KaHana.

qos map policed-dscp
[dscp_list]

no qos map policed-dscp
[dscp_list]

dscp_list: (0..63)
dscp_mark_down: (0..63)
Mo ymonyaHuio Tabamua
NMOBTOPHOM MAPKMUPOBKU
ABNAETCA NYCTOM, TO eCcTb
3HayeHunAa DSCP gna scex

BXOOALLMX MNAKETOB
OCTaAOTCA HEM3MEHHbIMU

3anonHUTb Tabanuy nepemapkmposku DSCP. Jns Bxogawmx nake-
TOB C yKa3aHHbIMK 3HavyeHuamn DSCP 3agaeT HOBoe 3HayeHue
DSCP.

- dscp_list —onpeaenset po 8 3HayeHuit DSCP, 3HaueHuA pasgens-
10TCA 3HaKom npobena;

- dscp_mark_down — onpegenseTt HoBoe 3Ha4yeHue dscp;

- violation —3agaTb HoBOe 3HaueHMe DSCP B nakeTe Npu npesbiLle-
HUW 3HaYeHuA peak_rate.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

YCTaHOBUTb 3HAYeHUA NO YMONYaHULO.

wrr-queue cos-map queue_id
cosl1...cos8

Nno wrr-queue cos-map
[queue_id]

queue_id: (1..8);
cosl...cos8: (0..7);
3HayveHus CoS no
YMONYaHUIo Ana
ouepesen:
CoS=1-ouepeab 1
CoS =2 — ouepepp 2
CoS =0-ouepeap 3
CoS =3 —ouepegb 4
CoS =4 —ouepegb 5
CoS =5—ouepesb 6
CoS =6 —ouepeab 7
CoS =7 —ouepegb 8

OnpegennTb 3HaYeHna CoS ans ouepenen ncxoaawero Tpadumka.

YCTaHOBUTb 3HAYeHUA No YMONYaHULO.

wrr-queue bandwidth
weight1..weight8

no wrr-queue bandwidth

weight: (0..255)/1
Mo ymonuaHmio Bec
KasKgol oyepeam paseH 1

MpUCBOUTL BEC UCXOAALLMM OYepesaMm, UCNONb3YEeMbI MEXaHU3-
mom WRR (Weighted Round Robin — BecoBoit mexaH13m pacnpe-
[AeNeHns HarpysKku).

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.
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priority-queue out
num-of-queues
number_of _queues

no priority-queue out
num-of-queues

number_of_queues: (0..8)
Mo ymonyaHuio Bce
oyepean obpabaTbiBalOTCA
no aaroputmy «strict
priority».

3a4aTb KONMYECTBO NPUOPUTETHBIX OYepeseit.
Ona npuoputeTtHoii ouepeamn sec WRR 6yaeT urHopupo-

V BaTbCA, ouepeam c anroputmom SP 6yayT o6cnyusartbea
paHble oyepeaeit WRR.

Ecnm 3apaetca otamuyHoe ot «0» 3HauyeHue N, To cTaplumne
N ouepepgeit 6yayT npuoputeTHbiMM (He 6yayT yyacTBo-
BaTb B WRR).

Mpumep:
0: Bce ouepeam paBHONPaBHbI;

1: cemb mnapawmx ouepepgeii yyactsyt B8 WRR, 8-aa He
y4yacrByer;
2: wecTb Maagwmx ouepegeii yuacteyor B WRR, 7, 8 He
y4acrBylorT.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOIYAHMUIO.

gos map enable {cos-dscp |
dscp-cos}

no qos map enable
{cos-dscp | dscp-cos}

-/BbIK/IIOYEHO

Mcnonb3oBaTth 3afaHHyl0 Tabauly nNepemapKMpoBKM A8 fose-
PeHHbIX MOPTOB KOMMYyTaTOpa.

He ncnonb3oBaTtb TabanLy nepemapKkupoBKM.

qos map dscp-cos dscp_list to
cos

no qos map dscp-cos [
dscp_list ]

dscp_list: (0..63);
cos: (0..7)

3anonHuTb Tabnuuy nepemapknposku DSCP. 3ameHseT 3HayeHue
DSCP Ha CoS.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

gos map cos-dscp cos to
dscp_list

no qos map cos-dscp [ cos ]

dscp_list: (0..63);
cos: (0..7)

3anonHUTL Tabanuy nepemapkMpoBku CoS. 3ameHAeT 3HayeHue
CoS Ha DSCP.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

qos map policed-dscp
dscp_list to dscp_mark_down

no qos map policed-dscp
[dscp_list]

dscp_list: (0..63)
dscp_mark_down: (0..63)
Mo ymonyaHuio Tabamua
NMOBTOPHOM MAPKMUPOBKU
ABNAETCA NYCTOM, TO eCcTb
3HayveHunA DSCP pgnsa Bcex

BXOOALLMX NAKETOB
OCTaAOTCA HEU3MEHHbIMMU

3anonHUTb Tabanuy nepemapkmposku DSCP. ns Bxogawmx nake-
TOB C yKa3aHHbIMK 3HavyeHuamn DSCP 3agaeT HOBoe 3HayeHue
DSCP.

- dscp_list — onpenenset go 8 3HayeHnit DSCP, 3HaueHuA pasaens-
10TCA 3HaKom npobena;

- dscp_mark_down — onpegenset HoBoe 3Ha4yeHue dscp.

V DeiicTByeT TONbKO AnA pexxuma qos advanced.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

qos map dscp-queue dscp_list
to queue_id

no qos map dscp-queue
[dscp_list]

dscp_list: (0..63)
queue_id: (1..8)
3HayeHMA Mo YMONYAHMIO:
DSCP: (1-8), ouepeab 1
DSCP: (0), ouepeab 2
DSCP: (9-15), ouepeab 3
DSCP: (17-23), ouepeab 4
DSCP: (25-31), ouepeap 5
DSCP: (33-39), ouepeab 6
DSCP: (16,24,32,40,48-63),
oyepesab 7
DSCP: (41-47), ouepeab 8

YCTaHOBUTb COOTBETCTBME MeXAay 3HadeHmamu DSCP BxopAalmx
naKkeToB M oYepeaaMMU.
- dscp_list — onpeaenset po 8 3HayeHuit DSCP, 3HaueHunA pasgens-
10TCA 3HaKoM npobena.

YCTaHOBUTb 3HaYeHUA No YMOANYaHULO.

qos trust {cos | dscp |
cos-dscp}

no qos trust

-/dscp

YCTaHOBUTbL peMM [0BEepUsi KOMMyTaTopa B 6a3oBOM pexunme
QoS (CoS nan DSCP).

- COS — yCTaHaBAMBAET KNacCPUKaLMIO BXOAALLMX NAKETOB NO 3Ha-
YyeHuAm CoS. [InAa HeTerMpoBaHHbIX MAKETOB UCMONb3yEeTCA 3HauYe-
Hue CoS No ymon4yaHuio;

- dscp — ycTaHaBAMBaeT KaaccuduKauMio BXOAALMX MAKETOB MO
3HayeHmnam DSCP.

- cos-dscp — yCTaHaBAMBAET KAAcCUOUKALMIO BXOAALLMX MAKETOB
no 3HayeHuam DSCP ans IP-naketoB n no 3HayeHuam CoS ana He
IP-nakeToB.

V [eicTByeT TONIbKO ANA pexuma qos basic.

YCTaHOBUTb 3HAYeHUA No YMONYaHUIO.
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qos dscp-mutation

no qos dscp-mutation

Mo3BOANTL NPUMEHUTbL TabAULLY M3MEHEeHWI dScp K COBOKYMHOCTH
dscp-poBepeHHbIX NopToB. Mcnosnb3oBaHMe TabavLbl USMEHEHUI
Nno3BOAsEeT nepesanucaTtb 3Ha4YeHus dscp B IP-nakeTax Ha HoBble
3HaYeHus.
V MpumeHntb Tabnuuy wuameHeHuit DSCP BO3MOXKHO
TONbKO ANA BXoAsAuero Tpadpuka goBepeHHbIX NOPTOB.

V [eicTByeT TONIbKO ANA pexuma qos basic.

OTMEHWTb UCNO/Ib30BaHWE KapTbl USMEHEHU dscp.

gos map dscp-mutation
in_dscp to out_dscp

no qos map dscp-mutation
[in_dscp]

in_dscp: (0..63),
out_dscp: (0..63)

Mo ymonyaHuio KapTa us-
MEHEHUI ABNAETCA NYCTOM,
TO ecTb 3Ha4YeHua DSCP gna

BCEX BXOAALLMX NAKETOB

OCTAOTCA HEU3MEHHbIMM

3anonHUTb Tabanuy nepemapkmpoBku DSCP. ns Bxogawmx nake-
TOB C YKa3aHHbiMK 3HayeHnamu DSCP 3apaeT HOBble 3HayeHMUA
DSCP.

- in-dscp — onpepenseT no 8 3HayeHuit DSCP, 3HaueHua pasgens-
10TCA 3HaKom npobena;

- out-dscp — onpegenseT go 8 HOBbIX 3HayeHuit DSCP, 3HauyeHuA
pasgenstoTcs 3Hakom npobena.

YCTaHOBUTb 3HaYE€HMA MO YMOYAHUIO.

rate-limit vlan vian_id rate
burst

no rate-limit vlan vian_id

vlan_id: (1..4094);
rate: (3..100000000)
K6buT/C;
burst: (3000..268431360)
6anT/128 KbanT

YCTaHOBUTbL OrpaHUYEHNE CKOPOCTU A5 BXoAsALlero Tpaduka ana
3agaHHoM VLAN.

-vlan_id — Homep VLAN:

- rate — cpeaHAs ckopocTb TpaduKa (CIR);

- burst — pasmep caepuBatoLLero nopora (orpaHNMYeHWe CKOpo-
cTu) B banTax.

CHATb OrpaHMYeHne CKOPOCTU BXoAALLero Tpaduka.

rate-limit vlan vian_id
pps rate_pps burst_packet

vlan_id: (1..4094);
rate_pps:
(125.. 195312500) pps
burst_pps: (1..195312500)

YCTaHOBWTb OrpaHUYeHMe CKOPOCTU ANA BXoaAaLwero Tpaduka gaa
3agaHHoM VLAN.

-vlan_id — Homep VLAN:

- rate_pps — KONIMYECTBO NaKETOB B CEKYHAY.

- burst_packet — pasmep caepuBatowLero nopora (orpaHuyeHune

nakeTos CKOPOCTU) B MaKeTax.
no rate-limit vlan vian_id CHATb OrpaHMYeHMe CKOPOCTM BXoaALEero Tpadumka.
traffic-limiter mode {kbps | YCTaHOBUTb peXKMM paboTbl orpaHMyeHnsa TpaduKa.
pps} - kbps — orpaHuuyeHune BXOAALLMX KWIOOUT B CERYHAY;
- ppPs — orpaHuyYeHue BXOAALLMX NAKETOB B CEKYHAY;
[aHHaA KomaHga U3MeHsAeT peXxum paboTbl Ana cnegy-
V owero ¢pyHKUMOHana: storm-control, rate-limit, rate-
/kbps limit vlan, police, qos aggregate-policer.

Bbl6paHHLIA  peXUM  [O/MKEH COOTBETCTBOBaTb
« HacTpoiiKam orpaHuyeHuA TpaduKa MHaue orpaHuye-
HUA TpaduKa He npomsoiiger. Hanpumep: KomaHaa
storm-control unicast kbps He 6yaeTr orpaHuumsaTtb
Tpaduk, ecnu BeegeHa KomaHpa traffic-limiter mode

pps.

KomaHObI pexcuma pedaKkmuposaHUSA CIUCKA Kpumepues KaaccugduKkayuu mpaduKka

Bua 3anpoca KOMaHAHOD’I CTPOKU pexXnma penakTnpoBaHnA CnUCKa KpUTepues KﬂaCCMd)VIKaLI,MM

Tpaduka:

console# configure

console (config)# class-map class-map-name [match-all

console (config-cmap) #

| match-any]

367 Ethernet-kommymamopei ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES35105-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32




JHELTEX

Tabnnua 313 — KomaHabl pexxnma pesakTMpoBaHUA CNIMCKA KpUTepues Kaaccudukaumm Tpadmka

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

match access-group acl_name

no match access-group
acl_name

acl_name: (1..32)
CUMBOJI0B

[ob6aBuTb Kputepuit kKnaccudurkaumm Tpaduka. Onpegenser npa-
BuAa dpunbTpaumm Tpaduka no cnmucky ACL gaa knaccuoukaumm.

V JeiicTByeT TONbKO ANA pexxuma gos advanced.

YpanuTe KpUtepuin KnaccuduKkaumm Tpaduka.

KomaHObI pexcuma pedaxkmuposaHUsa cmpameauu Kaaccugukayuu mpaguka

BunA 3anpoca KOMaHAHOWM CTPOKM peXxnma peaakTMpoBaHMA cTpaTernmn knaccudumkaumm tpadumka:

console# configure
console (config)# policy-map policy-map-name
console (config-pmap) #

Tabnvua 314 — KomaHap! pexkMma pegakTUpPoBaHuMA cTpaTerMm knaccupumkaumm tpaduka

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

class class_map_name
[access-group acl_name]

no class class_map_name

class_map_name:

(1..32) cumBonos;

acl_name: (1..32)
CMMBO/IOB

OnpeaennTb NPaBUIO KNAaccUPUKaLUmM Tpapuka 1 BXOAUT B PEKUM
KOHOUrypaumm npasuia knaccudbukaumm — policy-map class.
-acl_name — onpegensaeT npasuna ¢unbTpauum Tpaduka no
cnucky ACL ana knaccudpukaumm. Mpu co3gaHMm HOBOro nNpaBua
KNnaccuduKaumm onumoHaabHbIM NapameTp access-group obsasaTte-
NeH.

DOna Toro utobbl MCNONb30BaTb HACTPOWMKM CTpaTernmn
V policy-map ana uHTepdeilica, ucnonb3yute KomaHAy

service-policy B pekume KoHdurypauum nHtepodeiica.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

Yaanutb npasuno knaccuoukaumm tpaduka class-map us ctparte-
rum policy-map.

KomaHObI pexcuma KoHgu2ypayuu npasuand Kaaccugukayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoHdUrypaLmm npaBmnaa Knaccubmurkaumm:

console# configure
console (config)# policy-map policy-map-name

console (config-pmap) # class class-map-name [access-group acl-name]
console (config-pmap-c) #

Tabnunua 315 — KomaHabl pexkMma KoHouUrypaumm npasuna Knaccupurkaumm

KomaHoa

3Ha4yeHue/3HayeHue no

ymon4yaHuro

Aeilicmeue

trust

no trust

Mo yMONYaHMIO pexkum
[OBepus He yCTaHOBNEH

OnpenenvTb pexkum JoBepUa K onpeaeneHHoMy Tuny Tpaduka
COrNacHO rno6anbHOMY PeXUMY 40BepUs.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHWIO.
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set {dscp new_dscp | queue
queue_id | cos new_cos | vlan
vlan_id}

no set

new_dscp: (0..63);
queue_id: (1..8);
new_cos: (0..7);
vlan_id: (1..4094)

YCTaHOBUTb HOBble 3HaYeHuA ana IP-nakera.
KomaHpaa set ABnseTca B3aMMOMUCKOYAIOLWEN C KO-
« MaHAoI4 trust Ana oaHoI 1 Toil 3Ke cTpaterum policy-
map.

Crpaterum policy-map, ucnosb3syrowme KomaHgbi set,
V trust uam nmerowmii Knaccupukauymo ACL, HasHaua-

I0TCA TONbKO ANA UCXOAALMUX MHTEPDEnCcOoB.

V DeiicTByeT TONbKO ANA pexxnuma qos advanced.

Ypaanntb HoBble 3Ha4YeHuMAa ana IP-nakera.

redirect {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

no redirect

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

HanpaBuTb nakeTbl, yA0B/AETBOPAIOLWME NPABUY KNaccupmka-
umu TpadumKa, B yKasaHHbIN NOPT.

YCTaHOBUTb 3HAYEHMe Nno YMOI4aHUIO.

police committed_rate_kbps
committed_burst_byte
[exceed-action {drop | policed-
dscp-transmit [peak
peak_rate_kbps
peak_burst_byte [violate-
action {drop | policed-dscp-
transmit}]]}]

police aggregate
aggregate_policer_name

no police

committed_rate_kbps:
(3..12582912) kbut/c;
committed_burst_byte:
(3000..19173960) 6aiiT;
peak_rate_kbps:
(3..57982058) K6UT/C;
peak_burst_byte:
(3000..19173960) b6anT

Mo3BOAUTL OFPaHMYUTL NOIOCY NPONYCKaHUA KaHana.

Mpu paboTe ¢ NONOCOM NPONYCKaHUA UCMOJIb3YETCA aNropPUTM
MApPKUPOBAHHOM «KOP3WHbI». 3afavyeirt anroputma sBAsETCA
NPUHATUE peLLeHuA: NepeaaTb NAKeT UAM oTopocuTb. Mapamer-
pamu anropuTma ABAATCA CKOpoCTb noctynaeHusa (CIR) map-
KepoB B «KOP3MHY» N 06bEM (CBS) «KOpP3UHbI».

- committed_rate_kbps — cpefHee 3HayeHWe CKOPOCTM Tpa-
duKa;

- committed_burst_byte — pa3mep caeprKMBatloLLero nopora B
baiiTax;

- drop — naket byaeT oTbpoLLEH, Korga KKOp3uHa» nepenos-
HUTCA;

- policed-dscp-transmit — npu nepenonHeHUM KKOP3UHbI», 3HA-
yeHune DSCP 6yaet nepeonpesneneHo.

- peak — ycTaHOBUTb NOPOroBoe 3Ha4YeHne CKopocTH TpaduKa
nepeonpeaenieHHbIMU 3HaYeHnamu DSCP;

- volate-action — ycTaHOBUTbL AelCTBME HAA NAKeTom nocne
npeBsblLeHNA NOPOroBOro 3HaYeHUs.

« [eiicTByeT TONbKO ANA pexxuma gos advanced.

Mapametp policed-dscp-transmit nossonser npu
npesbllleHUM 3HayYeHua committed-rate wuam

« peak_rate nepefaTb NakeT ganblue, U3MEeHUB B HEM
MeTKy dscp, KoTopas HacTpanBaeTca KOMaHAoM qos
map policed-dscp ¢ gononHUTENbHbIM aprymeHTOM
violation B cnyuyae c peak_rate. Mpu atom npu npe-
BbilleHUM committed_rate u peak_rate MmoXKHO
HacTpauBaTb pasHble 3HayeHus dscp.

HasHauuTb npaBuny Knaccudukaumm Tpaduka wabnoH
HaCcTpoeK, KOTOPbI NO3BO/AET OrPaHUYUTL NOAOCY NPONYCKa-
HWA KaHana.

V [DeicTByeT TONIbKO ANA pexuma qos advanced.

Ypanutb wabnoH HacTPOEK PETyIMPOBAHUA CKOPOCTU KaHana
13 NpaBuna knaccudukaumm tpaduka.
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police pps committed_rate_pps
committed_burst_packet}
[exceed-action {drop | policed-
dscp-transmit [peak
peak_rate_pps
peak_burst_packet [violate-
action {drop | policed-dscp-
transmit}]]}]

no police

committed_rate_pps:
(125.. 19531250) pps;

committed_burst_packet:

(1.. 19531250) nakeTosB;
peak_rate_pps:
(125..19531250) pps;
peak_burst_packet:
(1..19531250) nakeTtoBs

Mo3BOANTb OrpaHMYNTbL NOJIOCY NPONYCKAHUA KaHana.

Mpw paboTe ¢ NONOCON NPONYCKaHUA UCNOJb3YETCA aNropPUTM
MapKUPOBAHHOM «KOP3WHbI». 3afavyeirt anroputma sABAAETCA
NPUHATUE peLLeHna: nepesaTb NakeT nam otbpocuTb. MapameT-
pamu anropuTma ABAATCA CKopocTb noctynaenua (CIR) map-
KEpPOB B «KOP3UHY» U 06bEM (CBS) «KOP3UHbI».

- committed_rate_pps — cpefHee 3HaYeHWe ckopocTn TpaduKa
B pps;

- committed_burst_packet — pasamep caepXuBatoLLero nopora
B balTax;

- drop — naket 6yaeT oT6poLEH, KOraa «KOp3uHa» nepenon-
HUTCSA;

- policed-dscp-transmit — npu nepenoiHeHUn KKOP3UHbI», 3HA-
yeHue DSCP byaeTt nepeonpegeneHo.

- peak — ycTaHOBUTb NOPOroBoe 3Ha4YeHWe CKopocTH TpaduKa ¢
nepeonpeaeneHHbIMU 3HaYeHnamu DSCP;

- volate-action — ycTaHOBUTb AeNCTBME HAA NaKeTom nocse
npeBbILLIEHNA NOPOroBOro 3Ha4YeHuU .

« [elicTBYyeT TONbKO ANA pexuma gos advanced.

Mapametp policed-dscp-transmit nossonser npu
npesbllleHUM 3HAYeHUa committed-rate  wan
peak_rate nepeAaTb NAKeT Aanblue, USMEHUB B HEM

« MeTKy dscp, KoTopas HacTpanBaeTcs KoMaHAoi os
map policed-dscp ¢ gononHUTeNbHbIM aprymeHTOM
violation B cnyuae c peak_rate. Mpn aTom npu npe-
BbllleHUU committed_rate wn peak_rate MOXKHO
HacTpanBaTb pa3Hble 3HaueHua dscp.

Ypanutb wabaoH HacTPOeK peryiMpoBaHuA CKOPOCTM KaHana
13 npaBuaa Knaccudukaumm Tpaduka.

mirror {monitor_session}

no mirror {monitor_session}

monitor_session: 1

YKasaTb HOMep monitor-ceccun Ana 3epKanvpoBaHUA Tpa-
duKa.

OTMEHUTb 3epKaiMpoBaHMe.

KomaHObI pexcuma KoHgu2ypayuu npogund qos tail-drop

Bua 3anpoca KOMaHAHOW CTPOKM pexkuma KoHpurypaumm npoduna qos tail-drop:

console# configure
console (config)# gos tail-drop profile profile id
console (config-tdprofile) #

Tabanua 316 — KomaHabl perknma KoHourypaumm npoduna qos tail-drop

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

port-limit /imit

no port-limit

limit: (0..7576)/25

3apgatb pa3mep NakeTHoro pasgenAaemoro nyna gna nopta.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

queue queue_id [limit
limit] [without-sharing |
withsharing]

no queue queue_id

limit: (0..7576)/12;
queue_id: (1..8)

MN3MeHWUTb NapameTpbl ouepesm:

- queue_id — Homep ouyepeau;

- limit — KoAnyecTBO NaKeToB B oYepeau;

- without-sharing — 3anpeTtutb goctyn K obwemy nyny;
- with-sharing — paspewwnTb goctyn K obwemy nyny.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, 2pynnbl mopmos

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoHurypaumm nHtepoerica Ethernet, rpynnel nopTos:

console (config-if) #
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Tabnnua 317 — KomaHabl pexkuma KoHourypaumm nHtepdelica Ethernet, rpynnsl noptos

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

service-policy {input | output}
policy_map_name [default-
action {deny-any | permit-
any}]

no service-policy {input |
output}

policy_map_name:
(1..32) cumBonos

Ha3Hauntb HTepdeicy cTpatermto KnaccuduKkaumum tpaduka.

- deny-any — oT6pocuTb TpaduK, He Nonagatowmii nog aencTemne
NONUTUKM;

- permit-any — paspewunTb NpoxoxaeHue Tpaduka, He
nonazgatoLero nog AencTamne NOANTUKM.

Ypanute cTpaternio knaccudukaymm Tpadurka c MHTepdeinca.

traffic-shape committed_rate
[committed_burst]

no traffic-shape

committed_rate:
(64..100000000)
Kéut/c;
committed_burst:
(4096..12578880) bainT

YCTaHOBWUTb OrpaHUYEHne CKOPOCTU ANA nucxoaauiero Tpaduka ve-
pe3 uHTepdelic.

- committed_rate — cpefHan CKOPOCTb TpaduKa, KBUT/c;

- committed_burst — pazmep caepKuBatowero nopora (orpaHuye-
HUWe ckopocTu) B baliTax.

CHATb OrpaHUYeHME CKOPOCTU UCXOAALLErO TPadUuKa Yepes UHTep-
deic.

traffic-shape queue queue_id
committed_rate
[committed_burst]

no traffic-shape queue

queue_id: (0..8);
committed_rate:
(64..100000000)
KoUT/C;
committed_burst:
(4096..12578880) 6aiit

YCTaHOBUTbL OrpaHWYeHMe CKopocTu TpaduKa uepes uHTepdeic
L8 ucxogsallen ovepegm.

- committed_rate — cpefHAsa CKOPOCTb TpaduKa, KBUT/C;

- committed_burst — pazmep caepKuBatoLwero nopora (orpaHuye-
HUe CKopocCTK) B baiTax.

CHATb OrpaHUYeHne CKOpoCTU TpadurKa Yyepes nHTepdenc gns mc-

no qos trust

-/BKNIOYEHO

queue_id xoAAuLein oyepegu.
qos trust [cos | dscp | BKAounTbL 6a30BbI MeXaHU3M (oS AN uHTepdelica.
cos-dscp] - €0s — NopT AosepAeT 3HavyeHumto 802.1p User priority;

- dscp — nopt aosepset 3HaveHuto DSCP B IPv4/IPv6-nakeTax;
- cos-dscp — nopt gosepsAeT 060MM ypoBHAM, ogHako DSCP nmeet
npuoputet Hag 802.1p.

BbIKMOUNTL 6a30BbIM MexaHM3M oS ANs UHTepdelica.

rate-limit rate [burst burst]

no rate-limit

rate: (64..100000000)
K6KnT/C;
burst:
(3000..268431360)
6anT/128 KbanT

YCTaHOBUTb OrpaHMYeHMe CKOPOCTU A4N1s BXoaswero TpaduKa.

CHATb orpaHu4yeHune CKopocTn exoadauiero Tpa(bMKa.

rate-limit pps rate_pps
[burst burst_packet]

no rate-limit

rate_pps:
(125..195312500) pps;
burst_pps:
(1..195312500)
nakeTos

YCTaHOBUTb OrpaHMYeHne CKOpPOCTU AnsA BxoAswero Tpaduka B
pps.

CHATb OrpaHMYeHme CKOPOCTU BXxoasALLero Tpadmka.

qos cos default_cos

no qos cos

default_cos: (0..7)/0

YcTaHoBUTL 3HaueHMe CoS no ymondaHuio gna nopta (CoS, npume-
HAEMbIV ANA BCEro HeTermpoBaHHOIo TpadunKa, NPOXoAALLEro Ye-
pes uHTepdeiic).

YCTaHOBUTbL 3HaYeHue no YMONYaHULO.

qos tail-drop profile profile_id

no qos tail-drop profile

profile_id: (1..8)

MpuBA3aTb YKa3aHHbI Npodub K MHTEpdericy.

Y6paTb NpuBA3KY.

KomaHObI pexcuma KoHgu2ypayuu uHmepgetica VLAN

BunAa 3anpoca KoMaHAHOWM CTPOKM pexxmnma KoHourypaumm nHtepdeica VLAN:

console (config-if) #
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Tabnnua 318 — KomaHab! perknuma KoHourypaumm nHtepdeliica VLAN

KomaHoa

3Ha4yeHue/3HavyeHue
o ymon4YaHuro

Aelicmeue

oS cos egress cos

NO qOs cos egress

cos: (0..7)

YCcTaHOBUTb 3HaYeHWe napameTtpa nona npuopurteta 802.1p anAa
MCXOAALLEro TerMpoBaHHOTO TpaduKa, GopMUPYemMOoro LeH-
TPa/sibHbIM NPOLLECCOPOM.
Mpu oTcyTcTBMM KOMaHAbI 3HauyeHue cos byaer nony-
V YEHO U3 HAaCTPoeK KoOMaHp, ip tx-user-priority value nam
ipv6 tx-user-priority value.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

KomaHObl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 319 — KomaHabl pexkmuma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show qos

Mokasatb pexxmum QOS, HaCTpoeHHbIM Ha ycTpolicTee. B 6azoBom
perKMme NoKasbiBaeT «40BEPEHHbIN» pexxum (trust mode).

show class-map
[class_map_name]

class_map_name: (1..32)
cumBona

MoKasaTb cnUCcKM Kputepues Knaccudurkaumm Tpaduka.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

show policy-map
[policy_map_name]

policy_map_name:
(1..32) cumBona

MoKasaTb npaBuaa Kaaccudukaumm Tpaduka.

V [DeiicTByeT TONbKO ANA pexxuma qos advanced.

show qos aggregate-policer
[aggregate_policer_name]

aggregate_policer_name:

(1..32) cumBona

MoKa3saTb HAaCTPOWKM cpeaHel CKOPOCTU U OFrpaHUYEHUA NOAOCHI
nponycKkaHua Ana Npasua Knaccupukaumm Tpaduka.

V DeiicTByeT TONbKO ANA pexxnuma qos advanced.

show qos interface [buffers |
queuing | policers | shapers]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

Mokasatb QoS-napameTpbl gas uHTepdelica.

- vlan_id — Homep VLAN;

- te_port — Homep nHTepdeiicos Ethernet XG1-XG12;

- group — Homep rpynnbl NOPTOB;

- buffers — HacTpoiku bydepa ana ouepeseit HTepodelica;

- queueing — anroputm 06paboTkmn ouvepeaen (WRR mnam EF), Bec
ona WRR-ouepegel, Knaccbl 0bCnyXuBaHusa Ana odepepen u
npuopwutet ana EF;

- policers — ckoHdUrypupoBaHHble cTpaTerMm KnaccuduKaumm
TpaduKa gns nHtepdelica;

- shapers — orpaHu1yeHune ckopocTn Ans ncxogalero Tpaduka.

show gos map [dscp-queue |
dscp-dp | policed-dscp |
dscp-mutation | dscp-cos |
cos-dscp]

MoKasaTb MHPOPMaLMIO O 3aMeHe Nosei B NakeTax, UCMob3ye-
mbix QOS.

- dscp-queue — Tabnmua cootseTcTBMa DSCP 1 ouepeseit;

- dscp-dp — Tabnnua cootsetcTeua metok DSCP u npuopuTeta
cbpoca (DP);

- policed-dscp — Tabnvua nepemapkunposkm DSCP;

- dscp-mutation — Tabanua nsmeHeHms DSCP-to-DSCP;

- dscp-cos — Tabava M3meHeHU dscp-cos;

- cos-dscp — TabamLa M3meHeHu cos-dscp.

show qos tail-drop

MpocmoTpeTb napameTpos tail-drop.
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show qos tail-drop MpocmoTpeTb tail-drop MHbOpPMauMM MO KOHKPETHOMY MNopTy
gigabitethernet gi_port | (Bcem noptam).

tengigabitethernet te_port |
twentyfivegigabitethernet

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port | twe_port:

=P (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32);
hu_port | fo_port: (1..8/0/1..32)
fourhundredgigabitethernet —port:{2.. -
fo_port

show qos tail-drop unit unit_id MpocmoTpeTh tail-drop MHPopmauumn No KOHKpPETHOMY YCTPOW-

unit_id: (1..8) cTBY B CTeke

[pumepbl 8b1M0AHEHUA KOMAHO

Brntountb pexknum QoS advanced. Pacnpeaenutb Tpaduk no ovepegam, naketbl ¢ DSCP 12 B nepsyto
oyepeab, naketbl ¢ DSCP 16 Bo BTOpYO. Bocbmasa oyepeab — npuoputeTHasa. Co3gaTb cTpaTermo
Knaccudukaumm Tpadmka no cnucky ACL, paspewatowemy nepeaady TCP-naketos ¢ DSCP 12 n 16
M OrpaHUYMBaIOLLLYIO CKOPOCTb — cpeaHasa ckopocTb 1000 K6uT/c, nopor orpaHudeHns 200000 6aiiT.
Mcnonb3oBaTb AaHHYH cTpaTernto Ha uHTepdelicax Ethernet 14 u 16.

console#

console# configure

console (config) # ip access-list tcp ena

console (config-ip-al)# permit tcp any any any any dscp 12
console (config-ip-al)# permit tcp any any any any dscp 16
console (config-ip-al)# exit

console (config)# gos advanced

console (config)# gos map dscp-queue 12 to !

console (config)# qgos map dscp-queue 16 to 2

console (config)# priority-queue out num-of-queues I
console (config) # policy-map traffic

console (config-pmap) # class classl access-group tcp ena
console (config-pmap-c) # police 1000 200000 exceed-action drop
console (config-pmap-c)# exit

console (config-pmap) # exit

console (config) # interface tengigabitethernet 1/0/14
console (config-if) # service-policy input traffic

console (config-if) # exit

console (config) # interface tengigabitethernet 1/0/16
console (config-if) # service-policy input traffic

console (config-if) # exit

console (confiqg) #

5.35.2 Cmamucmuka QoS

KomaHObI pexcuma 210baabHol KOHuU2ypayuu

Bua, 3anpoca KomaHAHOW CTPOKM pexkmma rinobanbHon KoHdurypauuu:
console (config) #

Tabnnua 320 — KomaHab! perknuma riobanbHoM KoHpUrypaumm

Komanda 3HayeHue/3HayeHue leiicmeue
no ymoa4YaHuro
qos statistics aggregate-policer BKAtouMTb QOS-CTAaTUCTUKY NO OrpaHUYEHUIO0 NMONOC MPOMYyCKa-
aggregate_policer_name aggregate_policer_name: | HuA.
no qos statistics (1..32) OTKNOYNUTL QOS-CTAaTUCTUKY NO OrpaHMYEHMIO MOA0C NPOMYCKa-
aggregate-policer CUMBOJ10B/BbIK/NHOYEHO HUA.
aggregate_policer_name
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qos statistics interface

no qos statistics interface

-/BbIKIOYEHO

BKntounTb c6op QOS-CTaTUCTMKM Ha BCeX MHTepdeicax.

BbIKNOUMTL c60p QOS-CTaTUCTUKM Ha BCex UHTepdeiicax.

KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 321 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/ 3HayeHue
no ymon4aHuro

Aelicmeue

clear qos statistics

OumncTnTb cTatcTUKY QOS No Bcem MHTepdencam.

clear qos statistics interface
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

OumncTUTb cTaTUCTUKY QOS yKasaHHOro nHTepodeiica.

show qos statistics

MokasaTb cTaTMCTUKY QOS No Bcem MHTepdencam.

show qos statistics interface
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

MokasaTtb cTaTUCcTUKY QOS yKasaHHOro nHTepdeica.

5.36 KoHjurypauma npoToKoN0B MmapLupyTU3aLum

5.36.1 Kornduzypayua cmamuyeckoli mapwpymusayuu

CTaTMyeckaa MaplupyTM3auus — BMA MapLlpyTM3aumMmM, NpU KOTOPOW MapLUPYTbl yKasbiBaloOTCA B
ABHOM BMAE NPU KOHPUTYpaLLMM MapLIpyTU3aTopa. Bca mapLupyTmsauma npm aTom nponcxoamuT 6es yyactusa
KaKMX-NMBO NPOTOKON0B MapLUpPYTU3aLMM.

KomaHObI pexcuma 2a06asnab6Hol KoOHpu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHOM KoOHOUIypaumm:

console (config) #
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Tabnnua 322 — KomaHabl perkuma riobanbHoM KoHGUrypaumm

KomaHoa

3HayeHue/ 3HayeHue
no ymon4aHuro

Aelicmeue

ip route prefix prefix_length

{reject-route | gateway [met-
ric metric] [track object-id] [vrf
vrf_name] [distance distancel}

no ip route prefix prefix_length
{rejectroute | gateway} [vrf
vrf_name]

prefix: (A.B.C.D);
prefix_length: (A.B.C.D
wan /n);
gateway: (A.B.C.D)
metric (1..255)/1;
vrf_name: (1..32)
CUMBON;
object-id: (1..64);
distance (1..255)/1

Co3paTb CTaTUYECKOe NPaBMI0 MapLpyTU3aLUK.

- prefix — IP-apgpec ceTM HazHauyeHus;

- prefix_length — macka npeduKca HazHaYeHUs Un eé ganHa;

- reject-route — 3anpeLaeT MapLpPyTM3aLMIO K CETU Ha3HaYeHus
yepes Bce LW03bI;

- gateway — IP-agpec wnto3a gna 4OCTyna K CeTM HasHayeHus;

- metric — MeTpuKa aNa AaHHOTO MapLIpyTa;

- vrf_name — ums BUPTyaNbHON 061acTN MapLupyTU3aLuun.

- object-id — Homep 06beKTa OTCAEKMBAHUSA;

- distance — agMMHUCTPATMBHAA AUCTAHLUMA MAPLLPYTa.

YAanutb Npasuio U3 TabamLbl CTaTUYECKOW MapLIPYTU3aLLMK.
- vrf_name — ma BUPTyanbHOM 061aCT MapLUPyTU3ALLUW.

distance {ospf {inter-as | intra-

as} | bgp {ebgp | ibgp} | static}
distance

no distance {ospf {inter-as |

intra-as} | bgp {ebgp | ibgp} |
static}

distance
(1..255)/static:1,
OSPF intra-as:30,
OSPF inter-as:110,
BGP intra-as:200,
BGP inter-as:20

YCTaHOBWUTb 3HAYEHWE agMUHWUCTPATUBHOM aucTaHumm (AD) ans
BCEX MAPLUPYTOB yKa3aHHOro TMNa.

- ospf inter-as — yctaHaBnvBaeT 3HaueHne AD AN MeK30HasIbHbIX
MapLIPYTOB, NPUHATLIX N0 NnpoTokony OSPF;

- ospf intra-as — yctaHaBauBaeT 3HayeHne AD ansA BHYTPU3OHA/b-
HbIX MapLLPYTOB, NPUHATbIX No npoTtokony OSPF;

- BGP inter-as (ebgp) — yctaHaBAuBaeT 3HauyeHMe AD ana mapLupy-
TOB, NPUHATbLIX NO NpoTokony BGP ot eBGP cocepaga;

- BGP intra-as (ibgp) — ycTaHaBnnBaeT 3HauyeHne AD gns mapLupy-
TOB, NPUHATbIX N0 NpoTokony BGP ot iBGP coceaa;

- static — yctaHaBnvBaeT 3HaueHne AD ans cTaTUYECKUX MapLipy-
TOB.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

KomaHOwbl pexcuma EXEC

Bunpg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 323 — KomaHabl pexxkuma EXEC

KomaHoa

3HayeHue/ 3HayeHue
no ymon4yaHuwo

Aelicmeue

show ip route [connected |
static | address ip_address
[mask | prefix_length]
[longer-prefixes]]

MoKasaTb TabAnLy MapLIpyTU3aLmMK, YA0BAETBOPAIOLLYIO 334aHHbIM
KpUtepusam.

— connected — NOAKNOUYEHHDbIV MapLLIPYT, TO €CTb MapLUpPYT, B3ATbIN
C HENOCpPeACTBEHHO MOAKIOUYEHHOTO U GYHKLMOHMPYIOLLLErO UHTEP-
delica;

— static — cTaTMyeckuit MapLwpyT, NPONMCaHHbIN B Tabaunue maplupy-
TM3aumm.

show distance [vrf {vrf_name |

all}]

vrf_name (1..32)
CMMBOJIOB

Moka3aTb 3HaYeHMe aAMUHUCTPATUBHON ANCTAHLMW A1 Pa3/IUYHbIX
MCTOYHMKOB MapLUpyTa.
- vrf_name — vmsa BUPTyanbHOM 061aCTV MapLIPYTU3ALLUN.

375 Ethernet-kommymamopei ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES35105-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32




JHELTEX
ﬂpumep 8bIMNogAHEeHUd KOMAHObI

MoKasaTb Tabanuy MapLipyTM3auuu:

console# show ip route

Maximum Parallel Paths: 2 (4 after reset)

Codes: C - connected, S - static

C 10.0.1.0/24 is directly connected, Vlan 1

S 10.9.1.0/24 [5/2] via 10.0.1.2, 17:19:18, Vlan 12
S 10.9.1.0/24 [5/3] via 10.0.2.2, Backup Not Active
S 172.1.1.1/32 [5/3] via 10.0.3.1, 19:51:18, Vlan 12

Tabnnua 324 — OnucaHue pesybTaTa BbINOJIHEHWUA KOMaHAbI

Mone OnucaHue
MoKa3bIBaeT NPOMCXOXKAEHME MapLIpyTa:
C C — Connected (MapwpyT B3AT U3 HENOCPEACTBEHHO MOAKAOYEHHOTO U GYHKLMOHUPYIO-
wero nHTepdelica),
S — Static (cTaTMyecKuMit MapLwpyT, NPONUCaHHbIM B Tabanue MapwpyTusaumm).
10.9.1.0/24 Appec ceTu.
MepBoe 3HaYeHMe B CKOOKax — aAMUHUCTPATMBHAA AUCTAHLMA (CTENEeHb A0BEPUA MapLu-
[5/2] pyTM3aTopy, YEM YMUCNO BbllE, TEM MEHbLUE JOBEPUE K UCTOUYHUKY), BTOPOE YUCIO — MET-
pUKa mapupyTa.
via 10.0.1.2 Onpepaenset IP-agpec cnefyowero mapLuipyTM3aTopa, Yepes KOTopblA NPOXOAUT MapLu-
o pyT A0 ceTun.
00:39:08 Onpeaenset Bpema nocnegHero o6HOBAEHMA MapLpyTa (4acbl, MUHYTbI, CEKYHAbI).
Vlan 1 Onpegenset uHTepdeic, Yyepes KOToPbIM NPOXOAUT MapLLPYT A0 CeTU.

KomaHObI pexcuma KoHguaypauuu VRF

Bupg 3anpoca KOMaHAHOM CTPOKU pernma KoHourypauum VRF:
console (config-vrf) #

Tabnunua 325 — KomaHabl pexkuma KoHourypauum VRF

3HayeHue/ 3Haye-
Komanda Hue no ymonya- Aelicmsue
HUmKo
ip route prefix {mask | pre- Co3zaTb CTaTMYECKOe NPAaBMIO MapLIPyTU3aLLUK.
fix_length} {gateway [met- - prefix — ceTb HazHayeHun (Hanpumep, 172.7.0.0);
ric distance] - mask — macKka cetu (B popmate AECATUYHON CUCTEMBI MCHUCNe-
HuA);
prefix_length: (0..32); | - prefix_length — npeduKkc mackm cetn (KONMYECTBO eAnHWL, B

distance (1..255)/1 macke);
- gateway — W03 ANA AOCTYNA K CETU Ha3HaYeHus;
- distance — Bec mapLupyTa.

no ip route prefix {mask | YAanuTb Npasuio 13 TabanLpl CTaTUHECKON MapLIPYTU3aLIMK.
prefix_length} {gateway}

ip default-gateway {gate- 3afaTb ANA KOMMYTaToOpa afpec LWko3a No ymondaHuio yepes VRF.
way} — /w03 no ymonya-

no ip default-gateway HUIO He 3a43aH YAanuTb HasHayYeHHbIM agpec Wk3a No YMOAYaHuIo.

{gateway}
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnumua 326 — KomaHap! pexkmuma EXEC

KomaHoa

3HayeHue/ 3Haye-
Hue no ymonya-
HUto

Hlelicmesue

show ip route [connected |
vrf vrf_name | static | ad-
dress ip_address [mask |
prefix_length] [longer-pre-
fixes]]

MoKa3aTb TabAULY MapLIpyTU3aLLMM, YAOBAETBOPAIOLLYIO 33A4aHHbIM
KpUTepuam.

- connected — NOAK/OYEHHbIN MApPLLPYT, TO €CTb MapLpyT, B3ATbIN C
HEeNocpeaCcTBEHHO MOAKNHOYEHHOTO U GYHKLMOHUPYOLWErO UHTEp-
delica;

- static — cTaTMYeCcKMn MapwpyT, NPONMCaHHbIM B Tabanue mapupy-
TM3aumm;

- vrf — obnacTb BMpPTyanbHOM MapLpyTM3aLMW, B KOTOPOMW Haxo-
OMTCA MapLupyT.

- vrf_name — ums BUPTyanbHON 061acTh mapLupyTU3aLuun.

5.36.2 Hacmpolika npomokKona RIP

MpoTokon RIP (aHrn. Routing Information Protocol) — BHYTpeHHUIA NPOTOKOJ, KOTOPbIY NO3BONSAET
MapLLpyTM3aTOpPam AMHAMUYECKM ODOHOBAATL MapLUpYTHYO MHOPMaLMIO, MOAyYyas ee OT COoCemHMX
MapLIpyTU3aTOPOB. 3TO O4YEHb NPOCTOM MPOTOKO/, OCHOBAaHHbIM Ha MPUMEHEHUM ANCTAHLMOHHOIO BEKTOPA
MapLpyTmsaumm. Kak gMCTaHLMOHHO-BEKTOPHLIA npoTokon, RIP nepuoamyeckn nocblnaer obHoBaeHUs
MeXay cocefamMu, CTpoA, TakMm obpa3om, Tomonoruto cetn. B Kaxkagom obHoOBAeHMM nepepaetcA
MHbOpMaUMA O AMCTaHUMM [0 BCEX CeTel Ha cocegHui maplpyTtmsatop. KommyTtaTop noapepskusaet
npoTtokon RIP sBepcun 2.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOWM CTPOKU B pexxume rnobanbHol KoHdUrypaumm:
console (config) #

Tabnuua 327 — KomaHabl pexknma rnobanbHoN KoHPUrypaumm

3HayeHue/3HayeHue

Aeiicmeue
o ymon4aHuo

KomaHda

router rip BoliTn B perkum KoHpurypaumm npotokona RIP.

no router rip

Yaanutb rnobanbHoi KoHoUrypaumm npotokona RIP.

KomaHObI pexcuma KoHgu2ypayuu npomokosa RIP

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-rip) #
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Tabnnua 328 — KomaHabl pexkmma KoHourypaumm npotokona RIP

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aeiicmeue

default-metric [metric]

no default-metric

metric: (1..15)/1

YCTaHOBWUTb 3HAYEHME METPMKM, C KOTOPOI ByayT aHOHCMpO-
BATbCA MapPLUPYTbI, NONYYEHHbIE APYIMMU NPOTOKOAaMM MapLU-
pyTv3auun. bes napameTpa ycTaHaBAMBAET 3HaYeHNe No yMmon-
YaHuio.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

network A.B.C.D

A.B.C.D: IP-agpec

YctaHoBuTb IP-agpec nHtepdelica, KotTopblit ByaeT yyacTBoBaTb
B MpOLEecce MapLupyTU3aLun.

metric | match type |
route-map route_map_name]

transparent)/1;
match: (internal,
external-1, external-2);
route_map_name:
(1..64) cumBona

no network A.B.C.D uHTEpdeica Yaanutb IP-agpec nHtepdeiica, koTopbiii 6yaeT y4acteoBaTh B
npowecce MapLipyTU3aLmm.
redistribute {static | PaspewunTb aHOHCMpOBaHMe mapLpyTos Yepes RIP.
connected } [metric - 6e3 napameTpoB — 03HayaeT, 4To OyAeT MCNoNb30BaTbCA
transparent] default-metric npu aHoHcHpoBaHWK MapLpyTOB;
- metric transparent — o3HavaeT, YTO HyAET UCNONBL30BATLCA
) MeTpMKa U3 TabnLbl MapLIpyTU3aLmu.
no redistribute {static | 3anpeTuTb aHOHCUPOBAHWUE CTAaTUYECKUX MapLIpyToB Yepes RIP.
connected} [metric - metric transparent — 3anpeLiaeT UCNoNb30BaTb METPUKY U3
transparent] TabAMLpBl MapLpyTU3aLmu.
redistribute ospf [metric metric: (1..15, Pa3spelwnTtb aHoHcMpoBaHue OSPF-mapuipyTos yepes RIP.

- type — Npon3BoANTb aHOHCMPOBAHWE TO/IbKO A/1A YKa3aHHbIX
Tunos OSPF-mapwpyToB;

- route-map_name — NpPOU3BOAWUTb aHOHCMPOBAHWE MapLIpy-
TOB nocse ux GunbTpaLmm Yepes ykasaHHyto route-map;

redistribute bgp metric [metric
| transparent]

no redistribute bgp metric
[metric | transparent]

metric: (1..15,
transparent)/1

PaspewunTb aHoOHCcMpoBaHMe BGP-mapwpyTos vyepes RIP.

- metric — 3Ha4YeHMe METPUKM ANA UMNOPTUPYEMbIX MapLL-
pyTOB;

- metric transparent — o3HayaeT, 4To OyZeT MCNoNb30BaTbCA
MEeTPUKA U3 TabAULbl MapLLPYTU3ALUN.

3anpeTntb aHOHCUpOBaHWe MmapLlupyToB BGP uepes RIP. B cay-
Yae yKasaHWA napameTpa Bo3BpallaeT ero AedonTHoe 3Have-
Hue.

redistribute isis [/eve/] [match
match] [metric metric]
[transparent]

no redistribute isis [/evel]
[match match] [metric metric]
[transparent]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1..15,
transparent)/1

Pa3spewuntb aHoHcMpoBaHue IS-IS mapipyTos yepes RIP.

- level — ycTaHOBWTDb, U3 KaKoro ypoBHsA IS-IS byayT aHOHCK-
pOBaTbCA MAPLLPYTbI;

- match —nNpoun3BoOAUTb AHOHCUPOBAHME TO/IbKO A1 YKAa3aHHbIX
TMnos IS-IS mapwpyTos.

3anpeTnTb aHOHcUpoBaHMe mapLupyTos IS-IS yepes RIP. B cay-
Yae yKasaHuWA napameTpa Bo3BpallaeT ero AedonTHoe 3Haye-
Hue.

shutdown

no shutdown

-/BKIOYEHO

BbIKNOUMTL Npouecc mapLupyTusauum no npotokony RIP.

BKkAtounTb Npouecc mapipyTtusaumm no npotokony RIP.

passive-interface

no passive-interface

-/BKNOYEHO

OTKNOUUTL OBHOBAEHMA MapLIPYTU3ALLMK.

BK/IOYMTb OBHOBNEHUA MApPLLPYTU3ALMN.

default-information originate

no default-information
originate

-/MapLpyT He
reHepupyercs

leHepupoBaTb MapLLPYT NO YMOAYAHUIO.

BocctaHOBUTL 3Ha4eHMe no YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica IP

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-ip) #
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Tabnnuya 329 — KomaHab! perkuma KoHourypaumm nHtepdelica IP

KomaHda

3HayeHue/ 3HayeHue
no yMmoA4YaHuio

Aeiicmeue

ip rip shutdown

no ip rip shutdown

-/BKAOYEHO

BbIKnOUMTL Npouecc mapLupyTusauum no npotokoay RIP Ha gaH-
HOM MHTepodeiice.

BkAtounTb npouecc mappytmsaumm no npotokony RIP Ha gaH-
HOM MHTepodeiice.

ip rip passive-interface

no ip rip passive-interface

Mo ymon4yaHuo
OTnpaBKa 06HOBAEHWI
BKJIIOYEHA

BbIKNOUMTb OTNPaBKY 06HOBNEHWI Ha HTepdeiice.

YCTaHOBWUTb 3HAYeHUE NO YMOIHaHUIO.

ip rip offset offset

no ip rip offset

offset: (1..15)/1

[06aBUTb CMeLLEHNE K METPUKE.

YCTaHOBWUTb 3HAYeHUE NO YMOIHaHUIO.

ip rip default-information
originate metric

no ip rip default-information
originate

metric: (1..15)/1;
Mo ymon4yaHuio
dYHKLMA OTKAOYEHA

YCTaHOBUTb METPUKY A1 MapLLPYTa NO YMOAYAHWUIO TPAHCAUPY-
emoro yepes RIP.

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHUIO.

ip rip authentication mode
{text | md5}

no ip rip authentication mode

Mo ymonyaxuio
ayTeHTUdMKaumA
OTK/IIOYeHa.

BKatounTb ayTeHTUdUKaumto B RIP n onpeaennTs ee Tmn:
- text — ayTeHTUPUKALMA OTKPbLITbIM TEKCTOM;
- md5 — ayteHTudUKaumm MD5.

YCTaHOBUTb 3HaYeHMe N0 YMOYAHUIO.

ip rip authentication key-chain
key_chain

no ip rip authentication
key-chain

key_chain: (1..32)
CUMBOJI0B

Onpenenvtb Habop KOYen, KOTOPbIA MOMKET MCMNO/b30BaThCA
Ana ayTeHTuduKaumm.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHUIO.

ip rip authentication-key
clear_text

no ip rip authentication-key

clear_text: (1..16)
CUMBO/IOB

OnpeaennTb KAY AN ayTEHTUOMKALMMN OTKPbITHIM TEKCTOM.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

ip rip distribute-list access
acl_name

no ip rip distribute-list

acl_name: (1..32)
CUMBOJI0B

YcTaHoBWTb cTaHaapTHbIR IP ACL ana dunbTpaumm aHoHcupye-
MbIX MapLUPYTOB.

YCTaHOBUTb 3HaYeHMe N0 YMOYaHUIO.

KomaHObI pexcuma Privileged EXEC

Buna 3anpoca KomaHAHOM cTPOKK B pexume Privileged EXEC:

console#

Tabnunua 330 — KomaHabl pexkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aeiicmeue

show ip rip [database |
statistics | peers]

MpocmoTpeTb MHopmaumm o RIP-mapwpyTmsaumm:
- database — nHdopmauma o HacTpoikax RIP;

- statistics — ctaTucTMyeckme aaHHble;

- peers — MHOPMALMA YHaCTHUKA CETHU.

[Tpumepbl UCNoAb308aHUS KOMAHO

BkatoumTb npoTokon RIP gna noacetn 172.16.23.0 (IP-agpec Ha KommyTaTope 172.16.23.1) 1 ayTeH-
TMdumkaumio MD5 yepes Habop Katouelt mykeys:

console#

console# configure

console (config) # router rip
console (config-rip)# network 172.16.23.1

console (config-if)# ip rip authentication mode md5

(

console (config-rip)# interface ip 172.16.23.1
(
(

console (config-if)# ip rip authentication key-chain mykeys
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5.36.3 Hacmpoiika npomokona OSPF, OSPFv3

OSPF (Open Shortest Path First) — NnpoTOKON AMHAMMUYECKOM MapLIpyTMU3aLMM, OCHOBAHHbIN Ha Tex-
HO/IOTMM OTCNEXKMBAHUA COCTOAHMA KaHana (link-state technology) M ucnonb3ylowmin ana HaxoxKaeHus
KpaTyanwero nytn anroputm Adenkctpbl. Mpotokon OSPF npeactasnfaetr cobot NpPOTOKO/ BHYTPEHHEro
wnto3a (IGP). MpoTokon OSPF pacnpocTpaHaeT MHGOPMALMIO O AOCTYMHbIX MapLIPYTax MeXay MapLpyTu-
3aTopamu O4HOM aBTOHOMHOW CUCTEMDI.

YcTpoiicTBO NoaaepKMBaAET OAHOBPEMEHHYIO PabOTy HECKO/IbKMX HE3AaBUCUMbIX SK3EeMMNSAPOB Npo-
ueccoB OSPF. HacTpoiika napameTtpos ak3emnnspa OSPF nponsBoauMTCca NyTemM yKasaHus naeHTuduKatopa
aksemnnspa (process_id).

Mpu ncnonb3osaHmum VRF KonnuectBo OSPF-instance (ceccuit) pacnpegensetca mexay VRF. MoxKHO
BCE ceccum ncrnosb3osaTtb B ogHom VRF nnbo pacnpegenntb ux mexay pasHoimu VRF, HO He Bonee yem
oblLLee KONNMYECTBO CECCUM HA BCE YCTPOMCTBO.

KomaHObI pexcuma 2a0b6aab6Hol KOHuU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKK B pexume rnobanbHol KoHUrypaumm:
console (config) #

Tabanua 331 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue

no ymoa4aHuro
router ospf [process_id] process_id: BKAOUNTL MapLLpyTU3aumio no npoTtokoay OSPF.
[vrf vrf_name] (1..65535)/1 3apaTb uaeHTUdMKaTop npouecca.
no router ospf [process_id] vrf_name: (1..32) BbIKNOUYNTL MapLIPYTU3aLMIo No NpoToKony OSPF.
[vrf vrf_name] cumBona
ipv6 router ospf [process_id] BKAtouMTL MapLupyTU3aumio no npotokony OSPFv3.

process_id: 3afatb MaeHTMOMKaTOp NpoLlecca.
no ipvé router ospf (1..65535)/1 BbIK/OYMTL MapLIpyTU3aLMio No NpoTokoay OSPFv3.
[process_id]
ipv6 distance ospf {inter-as | 3a4aTb aAMUHUCTPATUBHYIO AUCTAHUMIO AnA MapwpyTtos OSPF,
intra-as} distance OSPFv3.
. - inter-as — 419 BHELWHMX aBTOHOMHbIX CUCTEM;
distance: (1..255) . N
- intra-as — BHyTPY aBTOHOMHOM CUCTEMbI.

no ipv6 distance ospf BepHyTb 3HaUYeHMA N0 YMOAYAHMIO.
{inter-as | intra-as}

KomaHObI pexcuma npouecca OSPF

BunAa 3anpoca KoOMaHAHOWM CTPOKM B pexxnume KoHdurypaumm npouecca OSPF:

console(router_ospf_process)#
console (ipvé router ospf process)#
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Tabnnua 332 — KomaHabl pexkmma KoHourypaumm npouecca OSPF

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aeiicmeue

redistribute connected [metric
metric] [route-map name]
[filter-list acl_name]

[tag value] [subnets]

no redistribute connected
[metric metric] [route-map
namel] [filter-list ac/_name]
[tag value] [subnets]

metric: (1..65535);
name: (1..64)
CUMBO/I0B;
acl_name: (1..32)
cumBoNa

Pa3spelnTtb aHOHCMpoOBaHUe connected MapLIpPyTOB:

- metric — 3HaYeHWe METPUKM ANA UMMNOPTUPYEMbIX MapPLLPYTOB;
- name —NMA NOANTUKM MMNOPTA, NO3BONAIOLWEN GUABTPOBATL U
BHOCUTb U3MEHEHUA B UMMOPTUPYEMbIE MaPLLPYTbI;

- acl_name — nms ctaHgaptHoro IP ACL, KoTopbili ByaeT uc-
Nonb30BaH AN GUABTPALUN UMNOPTUPYEMbIX MAPLLPYTOB;

- value — 3Ha4yeHue aTpmbyTa tag 419 MMNOPTUPYEMbIX MapLLpY-
TOB;

- subnets — no3sonAeT UMNopTUPOBaTL NOACETY.

3anpeTuTb yKasaHHyo GyHKLMIO.

redistribute static [metric
metric] [route-map name]
[filter-list ac/_name] [tag
value] [subnets]

metric: (1..65535);

MmnopTupoBsaTb cTaTUdeckme mapwpyTtbl B OSPF.

- metric — ycTaHaBAWBAET 3HAYeHNEe METPUKKU ONAa MMNopTUpye-
MbIX MapLLPYTOB;

- name — NPUMEHSAET NOJIMTUKY MMMOPTA, NO3BOAOLWYIO PUb-
TPOBaTb U BHOCUTb MU3MEHEHWNA B UMNOPTUPYEMbIE MapLLPYThI;

- acl_name — wma ctangaptHoro IP ACL, KoTopbil byaeT uc-

name: (1..64) Nonb30BaH AN GUAbTPALUKN UMNOPTUPYEMBIX MAPLLPYTOB;
CNMBOJIOB; - value — 3Ha4yeHwWe aTpubyTa tag 419 UMNOPTUPYEMbIX MapLUpY-
acl_name: (1..32) .
TOB;
tnmeona - subnets — nosBonAeT UMNOPTUPOBATL NOACETH.
no redistribute static [metric 3anpeTuTb yKasaHHY GyHKUMIO.
metric ] [route-map name]
[filter-list ac/_name] [tag
value] [subnets]
redistribute ospf id [nssa-only] MmnopTtutopBaTh MapLupyTbl U3 npouecca OSPF B npouecc OSPF:
[metric metric] [metric-type - nssa-only — ycTtaHaBnuBaeT 3HayeHWe nssa-only ans Bcex
{type-1 | type-2}] [route-map MMMNOPTUPYEMbIX MapLUPYTOB;
name] [match {internal | - metric-type type-1 — umnoptupyeTr ¢ nomeTtkon Kak OSPF
external-1 | external-2}] [tag external 1;
value] [subnets] - metric-type type-2 — umnoptupyet ¢ nomeTkoi kKak OSPF
external 2;
- match internal — umnopT1pyeT mapLpyTbl B Npeaenax area;
- match external-1 — umnopTupyeT MapwpyTbl Tuna OSPF
external 1;
- match external-2 — umnopTupyeT MapwpyTbl Tuna OSPF
id: (1..65535); external 2;

no redistribute ospf [id]
[nssa-only] [metric metric]
[metric-type {type-1 | type-2}]
[route-map name] [match
{internal | external-1 |
external-2}] [tag value]
[subnets]

metric: (1..65535);
name: (1..64) cumBona;
acl_name: (1..32)
cumBona

- subnets — N03Bo/AAET MMNOPTMPOBATL NOACETH;

- name — NPUMEHSAET YKa3aHHYI0 NOJIMTUKY MMMOPTA, NO3BOAA-
foLLylo GUNLTPOBATL U BHOCUTb M3MEHEHUS B MMMNOPTUPYeMmble
MapLUpyTbl;

- metric — ycTaHaBAMBAET 3HAYEHME METPUKKU 418 UMNOPTMPYe-
MbIX MapLIPYTOB;

- value — 3HauyeHwue aTpmbyTa tag 419 UMNOPTUMPYEMbIX MapLUpy-
ToB.

3anpeTuTb yKasaHHyo GyHKLMIO.
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redistribute rip [metric metric]
[route-map name] [filter-list
acl_name] [tag value]
[subnets]

no redistribute rip [metric
metric] [route-map name]
[filter-list ac/_name] [tag

value] [subnets]

metric: (1..65535);
name: (1..64) cumBona;
acl_name: (1..32)
cumBoNa

MmnopTtuposatb mapwpyTtbl U3 RIP B OSPF.

- metric — 3Ha4YeHMEe METPUKM ANA UMMOPTUPYEMBIX MAPLLIPYTOB;
- name —UMA NOAUTUKN UMMNOPTa, NO3BOAIAOWEN GUNLTPOBATL U
BHOCWUTb U3MEHEHUA B UMNOPTUPYEMbIE MAPLLIPYTbI;

- acl_name — vms ctaHgapTHoro IP ACL, KoTopblit bygeT uc-
NoNb30BaH 417 GUABTPALUN UMMNOPTUPYEMBIX MAPLLIPYTOB;

- value — 3HayeHWe aTpubyTa tag aANA MMNOPTUPYEMbIX MApPLLPY-
TOB;

- subnets — nosBonAeT UMNOPTUPOBATL NOACETH.

3anpeTuTb yKasaHHyo GyHKLMIO.

redistribute isis [/eve/] [match
match] [metric metric]
[route-map name]

[filter-list ac/_name] [tag
value] [subnets]

no redistribute isis [/evel]
[match match] [metric metric]
[route-map name_policy]
[filter-list name_acl] [tag
value] [subnets]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1-65535);
acl_name: (1..32)
cMmBoONa

MmnopTtupoBsaTtb mapupyTbl U3 IS-IS B OSPF.

- level — ycTaHOBUTbL M3 KaKoro ypoBHa IS-IS 6yayT aHOHcKpo-
BaTbCA MapLUPYThI;

- match — Npon3BOANTb AHOHCUPOBAHME TONBKO A/1A YKA3aHHbIX
TMnos IS-IS mapLupyToB;

- metric — 3HaYeHne MeTPUKM ANA UMNOPTUPYEMbIX MapLLPYTOB;
- name — MA NOANTUKN MMMOPTA, NO3BOAAOLWEN GUAbTPOBATb U
BHOCWTb U3MEHEHUA B UMNOPTUPYEMble MapLLPYTbI;

- acl_name — nma ctaHgapTtHoro IP ACL, KoTopbiit 6yaeT ucnonb-
30BaH 414 GUNbTPaALUKN UMMNOPTUPYEMBIX MaPLLPYTOB;

- value — 3HaveHuWe aTpubyTa tag aANnA MMNOPTUPYEMbIX MapLLpPY-
TOB;

- subnets — no3BoNAET UMNOPTMPOBATL NOACETH.

be3 napameTpoB 3anpeTuTb MMNOPT mapLpyTos u3 IS-IS 8 OSPF.
B cnyyae ykasaHua napameTpa BepHYTb ero 3HayeHue no ymos-
YaHuIo.

redistribute bgp [metric
metric] [route-map name]
[filter-list ac/_name] [tag
value] [subnets]

metric: (1-65535);
name: (1..64) cumBona;
acl_name: (1..32)

MmnopTtuposaTtb mapupyTbl 3 BGP B OSPF.

- metric — 3Ha4YeHne MeTPUKM A1 UMMOPTUPYEMBIX MAPLLIPYTOB;
- name — MA NOAUTUKN MMMOPTA, NO3BOAAOLWEN GUALTPOBATb U
BHOCUTb U3MEHEHUA B UMMOPTUPYEMbIE MAPLLPYTbI;

- acl_name — uma ctaHgapTHoro IP ACL, KoTopbiii byaeT ncnonb-
30BaH 417 PUALTPALUM UMMIOPTUPYEMBIX MaPLLPYTOB;

- value — 3Ha4yeHwue aTpmbyTa tag 419 MMNOPTUPYEMbIX MapLUpY-
TOB;

cMmeosa - subnets — NO3BOAAET UMNOPTUPOBATbL NOACETH.
no redistribute bgp [metric be3 napameTpoBs 3anpeTuTb UMNOpPT mapipytos u3 BGP 8 OSPF.
metric] [route-map name] B cnyyae ykasaHMs napameTpa BO3BpalLaeT ero 3HayeHue no
[filter-list acl_name] [tag YyMOHaHuUIO.
value] [subnets]
router-id A.B.C.D A.B.C.D: YCTaHOBUTb MAEHTUOMKATOP MapLipyTU3aTopa, KOTOPbLIA YHU-
naeHtTudMKaTop KasIbHO NAEeHTUULMPYET MapLIPYTM3aTOp B Npesesiax OAHOMN aB-

no router-id A.B.C.D

MaplupyTU3aTopa B
dopmare ipv4-agpeca

TOHOMHOW CUCTEMBI.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHWIO.

network ip_addr area A.B.C.D
[shutdown]

no network ip addr

ip_addr: A.B.C.D

BKAtounTb (OTKNOUMTL) 3K3emnaap OSPF Ha IP-untepdelice (ans
IPv4).

Yaanutb IP-agpec uHTepodeiica.

default-metric metric

no default-metric

metric: (1..65535)

YctaHoBuTb MmeTpuKy OSPF-mapupyTa.

OTKNIOUNUTD GYHKLMMN.

area A.B.C.D stub
[no-summary]

no area A.B.C.D stub

A.B.C.D:
naeHTuduKaTop
MapLlupyTusaTopa B
dopmarte IPv4-agpeca

YCTaHOBWTb A7 YKa3aHHOM 30HbI TMN stub. 30Ha — COBOKYMHOCTb
ceTei U MapLLIPYTU3aTOPOB, UMEIOLLMX OAMH U TOT Ke UaeHTUdU-
KaTop.

- NO-summary — He OTNPaBAATb UHPOPMALLMIO O CYMMUPOBAHHbBIX
BHELIHUX MapLupyTax.

YCTaHOBUTb 3HaYeHMe MO YMOHYAHWIO.
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area A.B.C.D nssa
[no-summary]
[translator-stability-interval
interval] [translator-role
{always | candidate}]

no area A.B.C.D nssa

A.B.C.D:
naeHTudumkaTop
MapLlupyTusaTopa B
dopmarte IPvd-agpeca;
interval: uenoe
NoNIOXKUTENBbHOE YNC/IO

YCTaHOBWTb A5 YKa3aHHOW 30HbI TUN NSSA.

- no-summary — He NPUHUMATb MHGOPMALLUIO O CYMMMUPOBAHHBIX
BHELWHMX MapLipyTax BHYTPb NSSA-30HbI;

- interval — onpefenaeT NPOMeXyTOK BpemMeHM (B CEKyHAaxX), B Te-
YeHne KOTOPOro TPAHCAATOP ByAeT BbINONHATL CBOU GYHKLMU MO-
cne TOro, Kak OBHapPYKWUT, YTO TPAHCAATOPOM CTan APYrow rpa-
HWYHBI MapLUpyTU3aTOp;

- translator-role — onpegenset, Kakum 06pasom Ha MapLIpyTU3a-
Tope byaeT QYHKLUMOHUPOBATb PEXUM TPAHCAATOPA (TpaHCAALUN
Type-7 LSA B Type-5 LSA);

- always — B npuHyAMTENbHOM NOCTOAHHOM PEXUME;

- candidate — B pexx1Mme yyacTua B Bbibopax TpaHcAATopa.

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHWIO.

area A.B.C.D virtual-link
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]

A.B.C.D:
naeHtTnduKaTop
MapLIpyTU3aTopa B
dopmarte IPvi-agpeca;
secs: (1..65535) cekyHpa;

Co3aaTb BUPTyasibHOE COeAMHEHMNE MeX Ay OCHOBHOM U ApyrMmu
yAaneHHbIMM 061acTAMM, KOTOPbIE UMEIDT MeXAYy HUMK 0bna-
cTu.

- hello-interval — ykasatb hello-uHTepBan;

- retransmit-interval — yka3aTb MHTepBan meay NOBTOPHbIMU Me-
penavamu;

- transmit-delay — yka3aTb Bpema 3aepKKu;

- dead-interval — ykasaTtb dead-uHTepBan;

- null — 6e3 ayteHTUdMKauuw;

- message-digest — ayTeHTUdMKaumaA ¢ wndposaHmem;

- word — naponb Ana ayTeHTMdMKaumm.

- - word: (1..256)
no area A.B.C.D virtual-link CUMBO/IOB YAanuTb BUPTyasibHOE COeMHEHNE.
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]
area A.B.C.D default-cost cost A.B.C.D: YCTaHOBUTb 3Ha4YeHWe CTOMMOCTM CYMMAPHOro mapLipyTta, uc-
naeHTudumKaTop nonb3yemoro ans stub- u NSSA-30H (ana IPv4).

no area A.B.C.D default-cost

MapLIpyTU3aTopa B
dopmare IPv4-agpeca;

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHWUIO.

cost: uenoe
NONOXKUTENIBHOE YNCIO0
area A.B.C.D authentication A.B.C.D: BKkAtounTb ayTeHTUdMKauMo gna Bcex WUHTepdelricoB AaHHOM
[message-digest] naeHTMPuKaTop 30HbI (anAa IPv4):

no area A.B.C.D authentication
[message-digest]

MapLipyTU3aTopa B
dopmare IPv4-agpeca;
-/BbIKNOYEHO

- message-digest — c wndpposaHnem MD5.

OTKAOUNUTL ayTeHTUDUKALMIO.

area A.B.C.D filter-list prefix
prefix_list in

no area A.B.C.D filter-list prefix

A.B.C.D:
naeHtTnduKatop
MaplupyTusaTopa B
dopmare IPv4-agpeca;
prefix_list: (1..32)

YCTaHOBUTb GUALTP Ha MapLUPYTbl, aHOHCUPYEMBIE B YKa3aHHYIO
30HY U3 ApYrux 30H (gna IPv4).
®dunbTpauma NpousBOAUTCA TONBKO ANA MapLUPYTOB
LSA Type 3.

Ypanutb GUALTP Ha MapLpyTbl, aHOHCUMPYEMble B YKa3aHHYIO

prefix_list in cumBona 30HY U3 ApYrux 30H (gna IPv4).
area A.B.C.D filter-list prefix A.B.C.D: YCcTaHOBUTbL GUILTP Ha MapPLLPYTbl, aHOHCMpPYeMble U3 yKasaHHOM
prefix_list out naeHTUPMKaTop 30HbI B Apyrue 30Hbl (ansa IPv4).

no area A.B.C.D filter-list prefix

MapLipyTU3aTopa B
dopmarte IPv4-agpeca;
prefix_list: (1..32)

®dunbTpauma NPou3BOAUTCA TONbKO ANA MapLUpPYTOB
LSA Type 3.

Ypanutb GUALTP Ha MapLIpyTbl, aHOHCUPYeMble U3 yKa3aHHOW

prefix_list out cumBona 30HbI B Apyrue 30Hbl (gna IPv4).
area A.B.C.D shutdown A.B.C.D: OTkAtounTb Npouecc OSPF ana 30HbI.
no area A.B.C.D shutdown naeHTMdUKaTop BkntounTb npouecc OSPF and 30HbI.

MapLlupyTusaTopa B
dopmarte IPvd-agpeca;

-/BKNIOYEHO
area A.B.C.D range A.B.C.D: Co34aTb CyMMapHbI MapLpyT Ha rpaHuLe 30Hbl (ans IPv4).
network_address mask MAaeHTUdUKaTop - advertise — aHOHCMPOBaTb CO34aHHbIN MApPLIPYT;

[ advertise | not-advertise ] [
nssa]

MaplupyTu3aTopa B
dopmarte IPv4-agpeca;

- not-advertise — He aHOHCMPOBATb CO3AAHHbIV MapLLpPYT.
- Nssa — CYMMMPOBATb MapLUPYTbl NOAyYeHHble U3 30HbI NSSA.
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no area A.B.C.D range

network_address:

YCTaHOBWTb 3HaYeHMe Mo YMOJIHAHUIO.

network_address mask [ nssa ] A.B.C.D;
mask: E.F.G.H
auto-cost reference-bandwidth YCTaHOBWTb aBTOMATUYECKUIA PacYET METPUKN UHTepdelica B 3a-
reference BMCMMOCTM OT ero ckopoctu no popmyne: reference/ifSpeed.
- reference - 6a3oBas CKOPOCTb.
reference:

no auto-cost reference-
bandwidth

(0..400000)/0 M6uT/c

/! 3Hauenue reference pasHoe 0 oTK/louaeT aBTOMaTHUYe-
CKUI1 PacYéT MeTpuKMm.

YCTaHOBWUTb 3HAYeHME No YMOI4aHUIO.

passive-interface

no passive-interface

-/BbIK/IIOYEHO

3anpetutb Bcem IP-uHTEpdelicam, yyacTsylowmm B npoLiecce
OSPF, 06MeHMBaATLCA NPOTOKOIbHBIMK COOBLLLEHNAMM C coce-
AAMM (BKNHOYAET NACCUBHBIN PeXKMM).
MNpu NnpumeHeHUN AaHHOI KOMaHAbI HACTPOiiKa ip
V ospf passive-interface yaanserca co Bcex ip uHTep-
deiicoB u cTaHOBUTCA ANA HAX 3HAYEHUEM MO YMOJI-
YaHuio.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

shutdown

no shutdown

-/BKNIOYEHO

OTkntoumTb npouecc OSPF.

Bkntountb npouecc OSPF.

timers spf delay delay

delay: (0..600000)/

YCTaHOBUTb BENIMYMHY 33[EP’KKU, NPOM3BOAMMON nepes, ouye-
peAHbIM nocnegosaTenbHbiM pacyetom SPF.

- 5000 mc
no timers spf delay YCTaHOBWTb 3HaYEHME N0 YMOHAHMIO.
timers Isa throttle min_interval 3a4aTb BpemeHHble napameTpbl LSA-TpOTTAnHra. TPOTTAMHE aen-
hold_interval max_interval CTBYET TONbKO Ha LSA, MCTOYHNKOM KOTOPbIX ABJAETCA IOKA/IbHOE
YCTPOWCTBO.
in int | - min_interval — MWHWUManbHbIA BPEMEHHON MHTEPBAN MeXAay
min_interval:
— ABYMA NOCNef0BaTeNbHO OTNPABAAOWMMUCA OAMHAKOBLIMM
(0..60000)/5000 mc; LSA
hold_interval: L .
(0..60000)/0 - hold_interval — nHTepBan, onpeaenaoWnin TekyLLee Bpems 3a-
. MC; o o o
. ’ Aepxku. C Kaxkaon HoBoM nocnenosatenbHom LSA sToT uHTepBan
max_interval:

no timers Isa throttle

(0..60000)/0 mc

YMHOKaeTca Ha fiBa, MOKa He AOCTMIHET 3HaYeHna max_interval.
- max_interval — MakcumasnbHbI BPEMEHHON UHTEpBaN MeXay
ABYMS  MOCNeA0BaTeNbHO OTMNPABAAIOWMMMUCA OAMHAKOBLIMU
LSA.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

timers Isa arrival min_arrival

no timers Isa arrival
min_arrival

min_arrival:
(0..60000)/1000 mc

YCTaHOBUTb MUHUMa/bHbIV BPEMEHHOM WHTepBas, C KOTOPbIM
MapLpyT1saTop obpabatbiBaeT npuHMMaemsble LSA.

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

neighbor ip_add [priority
priority]

no neighbor ip_add

priority: (0..255)/0

3apatb IPv4-agpec gna ctatnyeckoro OSPF-cocepa
- ip_add — IPv4-appec;
- priority — yKasaTb priority ana coceaa (y4uTbIBaeTCA TO/LKO B
coctoAHuu attempt/down).
HacTpoiika aKryanbHa ToNbKO Ansa non-broadcast u
V point-to-multipoint non-broadcast Tunos cerei.

Yaanutb KoHdurypaumio ana OSPF-cocepa c ykasaHHbIM |Pv4-
aapecom.

max-metric router-Isa [include
stub] [on-startup period ]

no max-metric router-lsa

period: (0..86400)
CEeKyHZ;
-/BbIK/IIOYEHO

YCTaHOBWUTb MaKCMMaslbHOE 3HaYeHUe METPUKU ANA aHOHCUPO-
BaHHbIX non-stub mapLupyTos.

- include-stub — ycTaHOBUTb MaKcMManbHOE 3HaYeHUe MeTPUKK
TakKe Ana stub-maplpyTos

- period — nepvoA, aHOHCMPOBAHWA MapLLPYTOB C MAaKCUMabHOW
METPUKON.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

summary-address ipv4_addr
mask [not-advertise]

no summary-address ip_addr
mask [not-advertise]

-/BbIK/IIOYEHO

BKAtOUNTL cymmmMpoBaHMe mappyTos IPv4, KoTopble 6biiv no-
nyyeHbl OSPF 13 apyrnx NpoTOKO/I0B.
not-advertise — npocymmunpoBatb, HO He aHOHCUPOBATb.

OTKAOUUTL CYMMAPM3aLIMI0 MapLLIPYTOB.

summary-prefix ipv6 [not-
advertise]

-/BbIK/IIOYEHO

Bk/toUnTL CymmuMpoBaHMe mapLipyTos IPv6, koTopble 6b11un
nony4yeHbl OSPF n3 apyrux npoToKonos.
not-advertise — npocymmunpoBaTb, HO He aHOHCMPOBATb.
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| no summary-prefix ipvé

| OTKNHOUYUTL CYMMApPU3aLMI0 MApLUPYTOB.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica IP

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-ip) #

Tabanuya 333 — KomaHabl perkmuma KoHourypaumm nHtepdelica IP

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuio

Aeiicmeue

ip ospf shutdown

BbIkntouMTb MaplupyTmsaumio no npotokony OSPF Ha uHTep-
deiice.

no ip ospf network

- -/BKNIOYEHO
no ip ospf shutdown BkatounTtb mapwpytusauuto no npotokony OSPF Ha uHTep-
deiice.

ip ospf network {broadcast | BbibpaTtb TMN ceTu:

non-broadcast | point-to-point - broadcast — wupoKoBewaTenbHas ceTb C MHOXECTBEHHbIM
| point-to-multipoint non- AOCTYNoMm;

broadcast} - non-broadcast — HelwwupoKoBelaTeNbHasA CETb C MHOMKe-

-/broadcast CTBEHHbIM AOCTYMNOM;

- point-to-point — ceTb «TO4YKa-TOYKaY;
- point-to-multipoint non-broadcast — HelwunpoKoBeLaTenb-
HaA CeTb C MHOXeCTBEHHbIM AOCTYNOM «TOYKA-MHOFOTOYKa».

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHUIO.

ip ospf authentication [mes-
sage-digest]

no ip ospf authentication

-/BbIK/IIOYEHO

BKAtounTb ayTeHTUdMKaumo B OSPF c ncnonb3oBaHnem 3agaH-
HOro napons B HewndpoBaHH

- message-digest — BK/oyaeT ayTeHTUdMKayuio B OSPF ¢ uc-
nosib30BaHMEM 3aZaHHOro Habopa Ktoyer u anroputma MDS.

3Ha4YeHne No ymoa4aHuio.

ip ospf authentication-key key

no ip ospf authenticationkey

key: (1..8) cumeo-
nos/naposb He 3a4aH

HasHauuTb naponb Ansa ayteHTMdUKaLmm cocesen, AOCTYNHbIX
yepes TeKywnin nHtepdelic. Maponb 3agaeTca B HelWnMbpoBaH-
HOM BuAe.

Maposb, ykasaHHbIN Takum obpasom, byaeTt BHeApeH B 3aroo-
BOK Ka)K[oro yxoZslliero B 3Ty ceTb naketa OSPF B KayecTse
KAtoya ayTeHTUdUKaLMK.

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHUIO.

encrypted ip ospf authentica-
tion-key EncryptedWord

no encrypted ip ospf
authentication-key

EncryptedWord: (1..8)
6aitT/naposib He 3a4aH

HasHauuTb Naponb Ana ayTeHTUdUKaLMKU cocenelt, LOCTYNHbIX
yepes Tekywmit uHTepdeiic. Maponb 3agaerca B WKMdPOBAHHOM
BUae.

Maponb, yKasaHHbIN TakMum obpasom, byaeT BHeapeEH B 3aroso-
BOK Ka)K[oro yxoZsllero B 3Ty ceTb naketa OSPF B KayecTse
K/toYa ayTeHTUOUKALMU.

YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.

ip ospf authentication key-
chain key_chain

no ip ospf authentication key-
chain

key_chain: (1..32) cum-
BO/I0B/HE 334aHO

3apaTb UMA Habopa KAatoyel, KOTopbl ByaeT NCNoNb30BaTbLCA
npu ayTeHTUOUKaLMK.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip ospf authentication null

-/He ncnonb3syeTca

OTKAOUYUTD UCMONBb30BaHME ayTEHTUOUKALMM HA TEKYLLEM UH-
Tepoelice.

ip ospf cost cost

no ip ospf cost

cost: (1..65535)/10

YCTaHOBUTb METPUKY COCTOAHWUA KaHasa, KoTopaa AsaseTcs
YCNOBHbIM NoOKasaTesniem "CToMMOCTH" NepecbiNKK AaHHbIX No
KaHasny.

YCTaHOBUTb 3HaYeHMe N0 YMOTHYAHWIO.

ip ospf poll-interval interval

no ip ospf poll-interval

interval: (1..255)/120
CeKyHA,

YCTaHOBWUTb MHTEPBA/ BPEMEHMW B CEKYHAAX, MO UCTEYEHUM KO-
Toporo maplupyTtusaTtop otnpasnset hello-nakeTbl ¢ HeakTUB-
Horo uHTepoderica (OSPF-coceactso B ctatyce down).

V HacTtpoiika akTyanbHa TonbKo ana non-broadcast u

point-to-multipoint non-broadcast Tunos cereii.
YCTaHOBWTb 3HaYeHME MO YMOIYAHMUIO.
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JHELTEX

ip ospf dead-interval {interval |
minimal}

YCTaHOBUTb MHTEPBa/ BPEMEHU B CEKYHAX, MO UCTEYEHUM KO-
Toporo cocef, 6yAeT cuMTaTbCA HEAKTUBHBIM. ITOT MHTEpBan
A0/IKeH b6bITb KpaTHbIM 3HaYeHuto hello-interval. Kak npasuno,
dead-interval paBeH 4 uHTepsanam otnpasku hello-naketos.

interval: (1..65535)
CEKyHA;
minimal — 1 cek

no ip ospf dead-interval
ip ospf hello-interval interval

YCTaHOBWTb 3HaYeHMe N0 YMOJIHaHUIO.

YCTaHOBWUTb MHTEPBA/ BPEMEHMW B CEKYHIAX, MO UCTEYEHUM KO-

interval: (1..65535)/ TOPOro MapLLpyTM3aToOp OTNPaBAseT cnepytolwmii hello-naker c

10 cekyHA, nHTepderica.
no ip ospf hello-interval YCTaHOBUTb 3HAY€HMEe N0 YMOJIHaHUIO.
ip ospf mtu-ignore OTKAOUMTL NpoBepku MTU.
-/BKAOYEHO

no ip ospf mtu-ignore
ip ospf passive-interface

YCTaHOBUTb 3HaYeHMe N0 YMOYAHWUIO.

3anpetutb IP-uHTEpdericy 0bmeHMBaTLCA NPOTOKObHBIMU CO-
06LWeHUAMM C coceaamm (BKAOYAET NACCUBHDBIN PEXUM).

no ip ospf passive-interface YCTaHOBWTb 3HAYEHME N0 YMONYAHMIO.

» Ecnn npumeHeHa Hactpoiika passive-interface B pe-

*Xume KoHuUrypaumm npouecca OSPF, To AaHHasA Ko-

MaHAa BbIBOAMUT AaHHbIA IP-uHTepdeiic M3 naccus-
YCTaHOBUTb NPUOPUTET MAPLLIPYTM3aTOPa, KOTOPbIM MCNO/b3Y-
etcs gns Bbibopa DR u BDR.

-/BbIK/IIOYEHO

HOro pexxuma.

ip ospf priority priority
priority: (0..255)/1

no ip ospf priority YCTaHOBUTb 3HAYEHME N0 YMOJIYaHUIO.

ip ospf bfd BKatounTb NnpoTokon BFD Ha uHTepdeiice ana coceneit no npo-
TOoKONY OSPF.
- -/BbIKOYEHO — —
no ip ospf bfd BbIkntounTb NpoTokon BFD Ha uHTepdelice gns coceaeit no
npotokony OSPF.

KomaHObI pexcuma KoHgu2ypauuu uHmepgpetica Ethernet, VLAN

BuAa 3anpoca KOMaHAHOM CTPOKM:
console (config-if) #

Tabnunua 334 — KomaHabl pexknuma KoHourypaumm nHtepdeiica Ethernet, VLAN

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aeiicmeue

ipv6 ospf shutdown

no ipv6 ospf shutdown

-/BKNIOYEHO

BbIKNOUMTL MapLIpyTU3aumio no npoTtokony OSPFv3 Ha uHTep-
deiice.

Bkntountb mapuwpytusaumio no npotokony OSPFv3 Ha uHTep-
deiice.

ipv6 ospf process area area
[shutdown]

process: (1..65536);
area: naeHTMouKaTop
MapLIpyTU3aTopa B
dopmarte IPv4-agpeca

BkntounTb (oTKAtoUNTL) OSPF-npoLecc Ana onpeaeneHHoM 30HbI.

ipv6 ospf cost cost

no ipv6 ospf cost

cost: (1..65535)/10

YCTaHOBUTb METPUKY COCTOSIHMA KaHana, KoTopaa fABAsercs
YC/IOBHbIM NoOKa3saTtesieM "cToMmocTu" nepecbINiKM AaHHbIX MO Ka-
Hany.

YCTaHOBUTb 3HaYeHMeE N0 YMONYAHWUIO.

ipv6 ospf dead-interval interval

no ipv6 ospf dead-interval

interval: (1..65535)
CEeKyHA

YCTaHOBUTb MHTEPBA/ BPEMEHM B CEKYHAAX, MO UCTEYEHMM KOTO-
poro coceg, 6yAeT cUMTATbCA HEAKTUBHbLIM. ITOT MHTEpBan 40/-
}KeH bbITb KpaTHbIM 3HaueHuto hello-interval. Kak npasuno, dead-
interval paseH 4 nHtepsanam otnpasku hello-nakeTos.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ipv6 ospf hello-interval interval

interval: (1..65535)/10

YCTaHOBWTb UHTEPBA/l BPEMEHU B CEKYHAAX, MO UCTEYEHWUM KOTO-
poro mapLipyTM3aTop oTnpasnsner ciegyrowmii hello-naker ¢ K-

CeKYHZ, Tepdeiica.
no ipv6 ospf hello-interval YCTaHOBWTb 3HaYEHUE MO YMOHYAHUIO.
ipv6 ospf mtu-ignore . OTKNtOUUTL NpoBepkn MTU.
-/disabled

no ipv6 ospf mtu-ignore

YCTaHOBUTb 3HAYeHue no YMOIHaHUIO.

ipv6 ospf neighbor
{ipv6_address}

3apatb IPv6 agpec cocepa.
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D ELTEX

ipv6 ospf neighbor Yaanutb IPv6 agpec cocepa.
{ipv6_address}
ipv6 ospf priority priority YCTaHOBUTb NPUOPUTET MapLLPYTU3aTOPa, KOTOPbIN MCMONb3Y-

no ipv6 ospf priority

priority: (0..255)/1

etcs gns Bbibopa DR u BDR.

YCTaHOBUTb 3HAYeHUE NO YMO/IHaHUIO.

ipv6 ospf retransmit-interval
interval

no ipvé ospf
retransmit-interval

interval: (1..65535)/5
CeKyHA,

YCTaHOBUTb MHTEPBAN BPEMEeHW B CEKYHAAX, MO UCTEYEHUMU KOTO-
pOro MapLUpyTM3aTop NOBTOPHO OTMNPABUT NaKeT, Ha KOTOPbIW He
nony4Yun NoATBEPNKAEHUA O monyvyeHumn (Hanpumep, Database
Description naket uau Link State Request nakeTb!).

YCTaHOBWUTb 3HAYeHUE NO YMOIHaHUIO.

ipv6 ospf transmit-delay delay

no ip ospf transmit-delay

delay: (1..65535)/1
CeKyHA,

YCTaHOBUTb NpPUMepHOE BpeMsA B CEKyHAax, Heobxoanmoe ans
nepeaaqu nakeTa COCTOAHMA KaHana.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

KomaHObl pexcuma Privileged EXEC

Bua 3anpoca KoMmaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabanua 335 — KomaHabl perkuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
no yMmoa4aHuo

Aeiicmeue

show {ip | ipv6} ospf
[process_id] [vrf vrif_name]

process_id: (1..65536)
vrf_name: (1..32)
cMMBO/IA

OT06pa3nTb KoOHPUrypaumm OSPF.

show {ip | ipv6} ospf
[process_id] neighbor [vrf
vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cumBona

0OT06pa3nTb nHPopmaummn 06 OSPF-cocegsax.

show ip ospf [process_id]
neighbor A.B.C.D [vrf
vrf_name]

process_id: (1..65536);
A.B.C.D: IP-appec
cocega
vrf_name: (1..32)
cumBOIA

OT06pa3uTb MHPopmaumm 06 OSPF-cocese ¢ ykasaHHbIM agpe-
com.

show {ip | ipv6} ospf
[process_id] interface [vrf
vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cuMMmBOIA

OT06pasnTb KOHPUrypaumm scex OSPF-uHTepdelicos.

show {ip | ipv6} ospf
[process_id] interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id | tunnel tunnel_id
| A.B.C.D [vrf vrf_name]
[brief]}

process_id: (1..65535);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48);
vlan_id: (1..4094);
tunnel_id: (1..16)
A.B.C.D: IP-agpec
vrf_name: (1..32)
cUMMBONIA

OT06pa3nTb KOHPUrYypaLMK KOHKpeTHoro OSPF-uHTepdeiica.

show {ip | ipv6} ospf
[process_id] database [vrf
vrf_name] [router [vrf
vrf_name] | summary [vrf
vrf_name] | as-summary [vrf
vrf_name] ]

process_id: (1..65535)
vrf_name: (1..32)
cumBona

OT06pasunTb cocTosiHMe H6asbl AaHHbIX NpoTokona OSPF.

show {ip | ipv6} ospf
virtual-links [process_id] | [vrf
vrf_name]

process_id: (1..65535)
vrf_name: (1..32)
cumBona

OTo6pasnTb NapameTpbl U TEKyllee COCTOAHME BUPTYasbHbIX
NIHKOB.
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JHELTEX

clear ip ospf {process_id | vrf
vrf_name process}

process_id: (1..65535)
vrf_name: (1..32)
cumBona

PasopBaTb cOoceacTsa v yAaUTb COOTBETCTBYHOLLME MAPLLPYTHI.

[pumepbl UCI016308AHUA KOMAHO

e T[okasaTb OSPF-cocenei ans onpegeneHHoro VRF (vrfl):

console# show ip ospf neighbor vrf vrfl

e [lepesanyctntb OSPF-cocepei ansa onpeaeneHHoro VRF (vrfl):

console# clear ip ospf vrf vrfl process

KomaHObI pexcuma KoHguaypauyuu VRF

BuAa 3anpoca KoMaHAHOM CTPOKM B pexume KoHpurypaumnm VRF:

console (config-vrf) #

Tabnunua 336 — KomaHabl perkuma KoHourypaumm VRF

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

distance ospf {inter-as | intra-
as} distance

no distance ospf {inter-as |
intra-as}

(1..255)/0SPF intra-
as:30,
OSPF inter-as:110

YCTaHOBWTb 3HA4YEHME aAMUHUCTPATUBHOM AncTaHuuK (AD) ans
BCEX MapLLpPYTOB YKa3aHHOro TMna.

- ospf inter-as — ycTaHaBAnBaeT 3HaueHWe AD ONA MeXK30Hasb-
HbIX MapLUPYTOB, NPUHATbLIX MO NpoTokoay OSPF;

- ospf intra-as — yctaHaBs/mnBaeT 3HaueHne AD an1a BHYTPU3OHAb-
HbIX MApLIPYTOB, NPUHATLIX NO NpoTokony OSPF.

YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.

5.36.4 Hacmpolika npomokona BGP (Border Gateway Protocol)

BGP (Border Gateway Protocol — NpoTOKoA rpaHWYHOro WA03a) ABAAETCA NPOTOKO/IOM MapLUpy-
TU3aUMM MeXKay aBTOHOMHbIMMK cucTemamm (AS). OcHoBHOM dyHKUMel BGP-cucTembl aBnsetca obmeH
NMHdopMaumelnt o AOCTYNHOCTM ceTen ¢ Apyrumu cuctemamm BGP. MHpopmauma o gocTynHoCTM ceTei
BK/1HOYAET CMINMCOK aBTOHOMHbIX cucTem (AS), yepes KoTopble NPOXOAMT 3Ta MHPopMaLmA.

BGP ABnAeTcs NPOTOKONOM NPUKAAAHOrNO YPOBHA U QYHKLMOHUPYET NOBEPX NMPOTOKOMA TPaHC-
nopTHoro yposHsa TCP (nopt 179). Mocne ycTaHOBKM coeamHeHua nepenaétca MHoopmaumsa obo Bcex
MapLipyTax, NpeaHasHauyeHHbIX 4ns 3KcnopTa. B ganbHenwem nepenaértca Tonbko nHpopmauma o6 mns-
MeHeHMAX B Tabanuax MapLpyTM3aumm.

V NoppepxKa npotokona BGP npeaoctaBnserca No ANLEH3UN.

KomaHObI pexcuma 2a06asab6Hol KoOHu2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume rnobasibHon KoHdUrypaumm:

console (config) #

Tabnnua 337 — KomaHab! perknma rinobanbHoM KoHGUrypaumm
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D ELTEX

KomaHoa

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aeiicmeue

router bgp [as_plain_id |
as_dot_id]

no router bgp
[as_plain_id_| as_dot_id]

as_plain_id:
(1..4294967295)/1
as_dot_id:
(1.0..65535.65535)

BkAtounMTb MapLipyTmusaumio no npotokony BGP.

3agaTtb naeHTudmKaTop AS U NEpPenTn B peXUM eé KOHOUrypu-
poBaHus.

-as_plain_id —vwaeHTMdUKATOP aBTOHOMHOW CUCTEMBI, UCMO/b-
3yemblii MaplpyTU3aTOpoOM NpWU YCTaHOB/IEHUU COCeACTBA U
obmeHe mapLUpyTHON MHbOpPMaLment;

- as_dot_id — naeHTudunKaTop aBTOHOMHOM cuctembl B 32-6UT-
Hom dopmare.

OcTtaHoBUTb BGP-maplipytusaTop, y4anuTb BClO KOHuUrypa-
unto npoTokona BGP.

ip community-list standard
name seq section_id
{permit | deny}

ip community-list expanded
name seq section_id
{permit | deny} reg_exp

name: (1..32)
CUMBONA;
section_id:
(1..4294967295);
reg_exp: (1..127)

Co34aTb CTaHAAPTHbIV CIMCOK community U BOWTU B PEXUM €ro
KoHbUrypaumu.

Co34aTb pacLlUMpPEeHHbIV CIMCOK community.

reg_exp — perynapHoe BblpaxeHue.

[JaHHbIN cNMCOK community MCnonb3yeTca Kak WabioH Ans no-
MCKa coBRNageHnin community B cekummn match 8 route-map.

no ip community-list CMMBO/1a Y[anuTb yKasaHHbIM CMMCOK community LeJIMKOM MW TOJIbKO
{standard | expanded} KOHKPETHYIO ero Cekuuio.

name seq [section_id]

ip extcommunity-list Co34aTb CTaHAAPTHBIN CMMCOK C PaclMPEHHbIMU community u
standard name seq BXOAMWT B PEXMM €ro KoHdUrypaumuu.

section_id {permit | deny}

ip extcommunity-list name: (1"3_2) Co3paTb PacLUMPEHHbIN CMMCOK C PaCMPEHHbIMU community.
expanded name seq scevlfi\sﬁi?c;: reg_exp — perynapHoe BblpasKeHue.

section_id {permit | deny}
reg_exp

(1..4294967295);
reg_exp: (1..127)

[aHHbIN cnncok extcommunity MCNob3yeTca Kak WwabioH ans
NOMCKa COBMAAEHWIA pacCLIMPEHHbIX community B cekuuu
match B route-map.

no ip extcommunity-list crmeona Y4anuTb YKasaHHbIA CNMCOK extcommunity LEeAnMKom uau
{standard | expanded} TO/IbKO KOHKPETHYI0 ero CeKLMIo.

name seq [section_id]

ip as-path access-list name name: (1..32) Co3gaTtb cnucok as-path.

seq section_id {permit | CUMBONA; - reg_exp — perynapHoe Bblpa*keHue.

deny} reg_exp section_id [JaHHbIN cnucok as-path ncnonb3lyeTcs Kak WabaoH A8 Nnoucka

no ip as-path access-list
name seq [ section_id ]

(1-4294967295);
reg_exp: (1..160)
cumBona

coBnageHui as-path-filter B cekumm match s route-map.

Y[annTb YKa3aHHbIA CMCOK as-path LeMKom an TONbKO KOH-
KPETHYIO €ro CeKkLuio.
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JHELTEX

KomaHObI pexcuma KoHgu2ypayuu AS

Bug 3anpoca KOMaHAHOW CTPOKU B pexxume KoHpurypaumm AS:

console (router-bgp) #

Tabanuya 338 — KomaHabl perkmMma KoHourypaumm AS

KomaHoa

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeiicmeue

bgp router-id ip_add

no bgp router-id

3agatb naeHTudumkaTop BGP-mapwpytusaTopa.

YpanuTe naeHtuoukatop BGP-mapwpyTtusaTtopa.

bgp asnotation dot

3ageiicTBoBaTb cucTeMy obo3HaueHre Homepos AS B popmate

-/asplain asdot.
no bgp asnotation YCTaHOBUTb 3HAYeHMEe N0 YMOHAHMUIO.
bgp client-to-client reflec- BK/IOUNTb NEPECIIKY MapLupyToB, nosy4yeHHbix oT reflector-
tion KnveHTa, apyrum reflector-knnenHtam.
-/BKAtOYEHO

no bgp client-to-client re-
flection

BbIKNOUNTL NEpechbIIKy MapLpyToB, NoayyYeHHbIx oT reflector-
KnunenTa, gpyrum reflector-knnentam.

bgp cluster-id ip_add

3afaéT naeHTUPUKaTop Knactepa BGP-mapwpytusaTopa.
B cnyyae ecnum wupeHTMUKATOP Knactepa He
V HacTpoeH, B KauyecTBe upaeHTudukatopa 6yaer uc-
nonb3oBaTbCA rnobanbHbli MpgeHTMdGUKatop BGP-
MapuipyTusartopa.

no bgp cluster-id

Ypanutb naeHtnoukatop Knactepa BGP-mapwpyTtusatopa.

bgp bestpath as-path multi-
path-relax

no bgp bestpath as-path
multipath-relax

-/BbIK/OYEHO

BKNOUMTB YCTaHOBKY HECKOIbKMX PaBHO3HAYHbIX MapLUPYTOB C
OAMHAKOBbIM MO A/MHe aTpnbytom AS-Path, Ho ¢ oTanyatowwm-
MMCA HOMEPaMM aBTOHOMHbIX CUCTEM BHYTPU Hero.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

bgp aggregate-routes split-
horizon

no bgp aggregate-routes
split-horizon

-/BbIK/IIOYEHO

3anpeTuTb aHOHC 10Ka/IbHO arperrpoBaHHbIX MapLLPYTOB TOMY
cocefly, OT KOTOPOro 6bla NOAYYEH MAPLLPYT, UCMOb30BAHHbIV
npv GOPMUPOBaHNN arperMpoBaHHOro MapLIpyTa.

PaspewunTb aHOHC J/IOKA/NIbHO arperMpoBaHHbIX MapLpyToB
TOMY cocefy, OT KOTOPOro 6bin1 NosyYeH MapLipyT, UCMOb30-
BaHHbIV NpU GOPMUPOBAHUMN arperMpoBaHHOIo MapLupyTa.

shutdown

no shutdown

-/no shutdown

AOMWHUCTPATUBHO BbIKNOYNTL NpoTokoa BGP, He yaanasa ero
KOHOUrypauuto.
970 peiicTBMe BNEeUYET 3a 060 Pa3pbIB BCEX CECCUi C
« BGP-cocegamm n OUUCTKY Tabimubl MapLIpyTU3aLUm
npotokona BGP.

BkntoumTb paboTy AS.

neighbor ip_add

no neighbor ip_add

3agatb |IP-agpec ana BGP-cocega wvau nepentn B pexum
KOHOrypMpoBaHUsA CyLLECTBYIOLLEro coceaa.

Ypanutb KoHdurypaumio ana BGP-cocepa ¢ ykasaHHbiMm |Pv4
nnu IPv6-agpecom.

peer-group name

no peer-group name

name: (1..32) cumBona

Cosgatb Peer-rpynny.
- name — Uma rpynnsl.

Yaanutb co3gaHHyto Peer-rpynny.

address-family ipv4 {unicast
| multicast}

no address-family ipv4
{unicast | multicast}

-/unicast

Ykazatb TMn IPv4 Address Family u nepesect KommyTtaTop B
pexxum KoHdurypaumm cootsetctaytoweit Address Family.

BbIkMOUNTL cooTBeTCTBYOLWYO Address-Family.

address-family 12vpn evpn

no address-family 12vpn
evpn

-/BbIK/IIOYEHO

YKasaTtb Tin 12vpn Address Family 1 nepesectv KommyTaTop B
peKmMm KoHpurypaumm cootsetcreytouein address-family.

BbIKntoUnTb cooTBeTCTBYIOLWYO address-family.
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D ELTEX

address-family vpnv4
{unicast | multicast }

no address-family ipv4
{unicast | multicast}

-/BbIK/IIOYEHO

Ykasatb Tvn VPNv4 Address Family n nepesectv KommyTaTop B
permMm KoHourypaumm, cootsetcreytolei address-family.
« B Tekyuwei Bepcum NO noppep:kaHo SAFI Unicast.

B Tekywei Bepcun MO noapep’kaHo BblaeneHue
MPLS-meTOK perVRF.

BbIK/MOUNTL cooTBETCTBYHOLWYO address-family.

vrf [vrf-name]

vrf-name: (1..32)

Co3pgatb KoHTeKcT VRF.
’ VRF gonKeH 6biTb co3aaH B rnobanbHoi KoHuUrypa-

CUMBOAA - UMM KommyTtaTtopa.
no vrf [vrf-name] Ypanute KoHTeKcT VRF.
listen-range A.B.C.D/n 3afaTb AMana3oH AnHamuyeckux IPv4 BGP cocepen
{ peer-group word | limit - A.B.C.D/n — pana3soH IPv4-agpecos c Mackoi noacetu;
value } - word — Ha3BaHwWe peer-group;
- value — KoIM4ecTBO AOCTYMNHbIX AUHAMMUYECKUX COCEACTB.
word: (1..32) YnpasneHue atpubytamu AUHAMUUYECKUX COCEACTB
CMMBOIOB «

no listen-range A.B.C.D/n

limit: (1-64) coceacTs

BbINOJIHAETCA B KOHTEKCTE peer-group.
Ana amHamuuecknux BGP-coceaeit npumeHstoTca Bce
« address-family, onpegenéHHbie B rnob6asibHOM KOH-
Tekcte AS n1m6o B KoHTeKcTe BGP VRF.

Ypanutb aManasoH guHamumyeckux IPv4 BGP-coceaelt.

KomaHObI pexcuma KoHgu2ypayuu Address-Family

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexume KoHpurypaumnm Address-Family:

console (router-bgp-af) #

Tabnunua 339 — KomaHabl perkuma KoHourypaumm Address-Family

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

network ip_add [mask
mask]

no network ip_add [mask
mask]

3agatb noaceTb, KOTOpasa aHOHcupyeTca BGP-coceaam.

- ip-add — appec noaceTw;

- mask — macka noaceTu.
Ecnn macka He yKasaHa, N0 ymOn4yaHuIO OHa 3ajaeTca
K/1aCcCOBbIM METOA0M ajpecauuu.
mask — macka IP-noacet nam anmHa npedukca.

Yaanutb aHOHC A@aHHOW NoAceTw.
- ip-add — appec noaceTw;
- mask — macka noacetu.

redistribute connected
[metric metric | filter-list
name | route-map
route_map_name ]

no redistribute connected

metric: (1-4294967295);
name: (1..32) cumBona;
route_map_name:
(1..64) cumBona

Pa3pewnTb aHOHCMpOBaHUe connected-mapLpyTos.

- metric — 3HayeHune aTpmbyTa MED, KOoTOpOE byaeT NPUCBOEHO
MMMNOPTUPOBAHHLIM MapLLpyTam;

- name — Ha3BaHuWe access-list, KoTopbI b6yaeT MpUmeHeH K
maplipyTam;

- route-map_name — Npou3BOANTb aHOHCMPOBAHNE MapLUPYTOB
nocne ux puabTpaLMm Yepes ykasaHHyto route-map.

3anpeTuTb aHOHCMpPOBaHMe connected-MapLIPyTOB.

redistribute rip [metric
metric | filter-list name |
route-map
route_map_name ]

no redistribute rip

metric: (1-4294967295);
name: (1..32) cumBona;
route_map_name:
(1..64) cumBona

MmnopTtuposaTtb mapwpyTbl RIP B BGP.

- metric — 3HayeHune aTpmbyTa MED, KOoTOpOE byaeT NPUCBOEHO
MMMNOPTUPOBAHHLIM MApPLLPYTaMm;

- name — Ha3BaHuWe access-list, KoTopbI 6yaeT MpUmeHeH K
MapLipyTam;

- route-map_name — Npou3BOAMTb aHOHCMPOBaHME MapLLPYTOB
nocne ux puabTpaLMm Yepes ykasaHHyto route-map.

3anpeTuTb MMNOPT MapLpyToB 13 npotoKoaa RIP.
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redistribute static [metric
metric | filter-list name |
route-map
route_map_name ]

no redistribute static

metric: (1-4294967295);
name: (1..32) cumBona;
route_map_name:
(1..64) cumsona

PaspelinTb aHOHCUMPOBAHME CTAaTUHECKMX MAPLUPYTOB.

- metric — 3Ha4yeHune aTpubyta MED, KoTopoe 6yaeT npucBoeHo
MMMNOPTUPOBAHHbIM MapLIpyTam;

- name — Ha3BaHue access-list, KoTopbli ByaeT npumeHeH K
MapLupyTam;

- route-map_name — NPou3BOANUTb aHOHCUPOBaAHWE MapLLPYTOB
nocne ux GUNbTPALMM Yepes yKaszaHHyto route-map.

33I'IpeTVITb AdHOHCMpPOBAHUE CTaTUYECKNUX MaPLLPYTOB.

redistribute ospf id [metric
metric | match type | met-
ric-type mtype | nssa-only
| filter-list name | route-
map route_map_name ]

no redistribute ospf

id: (1..65535);
metric: (1-4294967295);
type: (internal, external-1,
external-2); name: (1..32)
CUMBOOB;
mtype: (type-1, type-2);
name: (0..32) cumBona;
route_map_name:
(1..64) cumona;
route_map_name:
(1..64) cumBona

MmnopTtuposaTtb mapwpyTbl OSPF B BGP.

- id —naeHTuduKaTop npouecca OSPF;

- metric — 3Ha4eHune aTpmbyTta MED, KOoTOpOe byaeT NpMCBOEHO
MMMOPTUPOBAHHBIM MapLUpyTam;

- type — Tin OSPF-mapLpyToB, aHOHCHMpyemMbix B BGP;

- name — Ha3BaHue access-list, KOoTopbIi ByaeT NpUmeHeH K
MapLupyTam;

- mtype — T1n meTpukmn Ex1 unm Ex2;

- route-map_name — NpPOV3BOAMUTb aHOHCMPOBAHME MApPLLPYTOB
nocne ux puabTPaLMM Yepes ykasaHHyto route-map.

3anpeTnTb MMMNOPT MapLLPYTOB M3 NpoTokona OSPF.

redistribute isis [/evel]
[match match] [metric
metric] [filter-list acl_name
| route-map
route_map_name ]

no redistribute isis

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal, exter-
nal);
metric: (1-65535);
acl_name: (1..32)
CMMBON3;
route_map_name:
(1..64) cumBona

MmnopTtuposatb mapLupyTbl 13 IS-IS B BGP.

- level — ycTaHOBUTb U3 Kakoro ypoBHa IS-IS 6yayT aHOHcKpoO-
BaTbCA MapLLpyThl;

- match — npon3BoAWUTL aHOHCMPOBAHME TO/IbKO ANA YKA3aHHbIX
TMnos IS-IS mapLupyToB;

- metric — 3HaYeHne MEeTPUKM AR UMMOPTUPYEMbIX MAPLLPYTOB;
- acl_name — nmsa ctaHgapTHoro IP ACL, KoTopblii byaeT ucnonb-
30BaH 414 GUALTPALUN UMNOPTUPYEMBIX MAPLIPYTOB;

- route-map_name — Npov3BOANTb aHOHCMPOBAHNE MapLUPYTOB
nocne ux puabTpaLmm Yepes ykasaHHyto route-map.

3anpeTnTb MMMNOPT MApPLLPYTOB M3 NpOoTOoKoAa IS-IS.

redistribute bgp [ metric
metric | filter-list name |
route-map
route_map_name ]

no redistribute bgp

metric:
(1-4294967295);
name: (1..32) cumBona;
route_map_name:
(1..64) cumBona

MmnopTupoBaTb MapwpyTbl, nosydeHHble B none default VRF no
npoTtokony BGP, 8 BGP AF |2vpn evpn

- metric — 3Ha4YeHue aTpubyta MED, KOTOpOEe byaeT NpUcBoeHo
MMMNOPTUPOBAHHbBIM MapLLpyTam;

- name — HasBaHMWe access-list, KoTopbI b6yaeT NpUMeHeH K
MapLipyTam;

- route-map_name — Npou3BOANTb aHOHCMPOBAHNE MapLLPYTOB
nocne ux puabTpaLMm Yepes ykasaHHyto route-map.

3anpeTuTb aHOHCMPOBaHME MapLUPYTOB.

aggregate-address
ipv4_add mask [ summary-
only | as-set | advertise-
map route_map_name |
attribute-map
route_map_name | sup-
press-map
route_map_name]

no aggregate-address
ipv4_add mask

BkntounTb arperaumio 6onee cneunduyHbIX MapLIPYTOB, BXOAA-
LLMX B YKA3aHHbIM npeduKc:

- ipv4_add — IPv4-appec nogcety;

- mask — macka nogceTu

- route_map_name — nma route-map;

- summary-only — 3anpeTuTb OTNPaBKY COCEAAM MapLLpPYTOB, KO-
TOpble NonagatoT NoA CyMMUPYIOLMA MapLLPYT;

- as-set — BKOYUTb fobaBneHne B CYMMUPYIOLMIA MapLUPYT as-
path, nony4eHHbIN U3 NpedUKcoB, NONAAAOLWMX NOA CYMMUPYHO-
WM MapLUpYT;

- Suppress-map — 3anpeTUTb OTNPaBKY COCeAAM MapLUPYTOB, NO-
nafatmoLwumx noa route-map (napametp summary-only urHopvpy-
ercs);

- advertise-map — mapLupyTbl, NonagatooLue nog route-map, He
6yayT Nonasaatb NO4 CYMMUPYOLWMIA;

- attribute-map — BKAOYUTb YCTAHOBKY AJ/19 CYMMMPYIOLLLEro
MaplupyTa aTpMbyTOB, YKasaHHbIX B AelCTBMU set B route-map.

Ypanute arperaumio 6onee cneumdUUHbIX MapLUpPYTOB, BXOASA-
LLMX B YKa3aHHbIM npeduKc.
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additional-paths {both |
send | receive | disable}

-/disable

no additional-paths

BkAtouyaeT BO3MOXKHOCTb Npuéma/nepesayn HeCKoNbKux BGP-
MapLIpyTOB (MOMMMO NyYLLIEro MapLIpyTa) AA OAHOro NpeduKca
B pamkax BGP-npouecca.

- both — pexum nprvéma u nepegaunm Heckonbkux BGP-
MapLUpPYTOB A4 OAHOTO npedukca;

- send — TO/IbKO Nepegaya HeckobkMx BGP-mappyTos ana oa-
Horo npedukca;

- receive — TO/IbKO NPUEM HecKobKux BGP-mapwpyTos gna oa-
Horo npedukca;

- disable — BbIKNOYUTL NPUEM U Nepeaayvy HecKosibkux BGP-
MapLUpyTOB A4 OAHOTO npedukca.

YCTaHOBUTb 3HaYeHMe N0 YMOHAHMUIO.

additional-paths best

bestpath_number

bestpath_number:
(1-255)/1

no additional-paths best

YCTaHOBUTL  KOAMYECTBO  nepejasaemblX  Ayywmx  BGP-
MapLIpyTOB ANs ogHoro npedurKca B pamkax BGP-npouecca.

- bestpath_number — makcMmanbHOE YNCI0 NepeaBaemblx yy-
wux BGP-maplpyTos ana oaHoro npeduKca.

YCTaHOBWTb 3HaYeHMe N0 YMOHYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu BGP-coceda

Bug 3anpoca KOMaHAHOM CTPOKU B pexknume KoHdurypaumm BGP-coceaa:

console (router-bgp-nbr) #

Tabnunua 340 — KomaHabl pexkuma KoHourypaumm BGP-cocena

maximum-prefix value
[threshold percent | hold-
timer second | action type]

value: (0-4294967295);
percent: (0-100);
second: (30-86400);
type: (restart, warning-
only)

no maximum-prefix

BK/IOUMTb OrpaHMYEeHUE KOAMYeCTBa NPUHUMAEMbIX MapLu-
pyTtos oT BGP-cocepa.

- value — MaKcMManbHOE KONIMYECTBO MPUHUMAEMbIX MapLL-
pyTOB;

- percent — NPOLLEHT OT MaKCUMaJ/IbHOTO KOIMYECTBA MapLUpYy-
TOB, NO AOCTUMKEHUM KOTOPOro OTNPABAAETCA NpeaynpexKae-
Hue;

- second — BpeMeHHOM NPOMEKYTOK (B CeKyHAax), Mo ucrteve-
HWIO KOTOPOTO MPOUCXOAMUT NEPENnOSKIOYEHNE, ECIN CeCCUA
6blna pasopBaHa M3-3a NPEBbILEHUA KONMYECTBA MapLupy-
TOB;

- type — HasHavaeT fAeincTeue, BbINOJHAEMOE MpU AOCTUXE-
HWUW MAKCMMA/IbHOTO 3HA4YeHUA (pa3pblB ceccum <restart> naum
OTNpaBKa NpeaynpexaeHus <warning-only>).

BbIKNOUMTb OFrpaHUYEHne KONNYeCcTBa NPUHUMAEMBbIX MapLU-
pyTtos oT BGP-cocepa.
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advertisement-interval
adv_sec withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30
CEKYHA;
with-sec: (0-65535)/30
CeKyHA,

3apaTb BpeMeHHbIe MHTepBasbl.

- adv-sec — MMHUMAa/bHbIN MHTEPBAN MeXay oTnpasKkon UP-
DATE coobLeHni 04HOTO M TOTO e MapLIpyTa;

- with-sec — MUHUManNbHbIN UHTEPBAN MEXAY aHOHCMPOBa-
HMEM MapLIpyTa M ero NocNeayoWnM Ae-aHOHCMPOBaHUEM.

« —Advertisement-interval gomkeH 6biTb 60nblue
unu paseH withdraw-interval;

— MapLpyTbl, KOTOpble AOMKHbI 6bITb AaHOHCUMPO-
BaHbl cocegHUM BGP-mapLlupytusatopam, pacnpe-
[,EenfaTca No Heckonbkum UPDATE-coobuweHuam.
Mexay otnpaBKoi 3Tux UPDATE-coo6uieHuii Bbl-
AEp’KUBAETCA CNydaliHbli BpeMeHHOI UHTepBan
Takum 06pasom, uTobbl obLee Bpema mexay 06-
HOB/NEHWEM MapLUPYTOB B JIOKanbHOW Tabauue
BGP u otnpaBKkoi nocnegHero UPDATE-
coobuieHun He npesblwano advertisement-inter-
val unu as-origination-interval B cnyyae otnpaeku
NOKaNbHbIX (MapLwpyTbl U3 IOKaNAbHOW AS) mapLu-
pyToB B eBGP-coeguHeHun. Takum 06pasom, KaxKk-
Ablii U3 MapLLIPYTOB MOXKET UMETb CYYaHYIO Be-
NINYUHY 3aZePXKKM aHOHCUPOBAHMUS;
TouHoCTb paboTbi Talimepos advertisement-inter-
val, withdraw-interval u as-origination-interval 3a-
BUCUT OT MAKCMMaNbHOro 3HaueHua noboro us
3TUX TPEX TaillMmepoB, HACTPOEHHbIX Ha BGP-
mapuwpytusatope  (yuutbiBaloTcA  Tailmepbl,
HacTpoeHHble ana Bcex BGP-cocepeit). Bce 3Haue-
HUA TalimepoB aHOHCUPOBAHUA U Ae-aHOHCUPOBa-
HAA  MapLpPyTOB, CKOHPUIYpPUPOBaHHbIX Ha
YCTPOMCTBE, AUCKPETUIMPYIOTCA WMHTEpBasioMm B
1/255 ot Hambonblero HaCTPOEHHOrO 3HAYEHUA.
YBe/iueHne MaKCMManbHOro 3HauyeHusa 6yper
NPUBOAUTb K YBE/IMYEHUIO HYaCTOTbl AUCKpeTU3a-
LM TaliMepoB U, COOTBETCTBEHHO, K MOHUXKEHUIO
TOYHOCTU UX PaboTbl.

YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.

as-origination-interval
seconds

no as-origination-interval

seconds: (0-65535)/15 ce-
KyHA,

3apaTb BpEMEHHOWM MHTepBan mexay otnpaskoint UPDATE co-
06LWeHN i 0QHOro U TOTO Ke MapLipyTa, UCNOMb3yeTcA ANA
QHOHCA NTOKa/IbHbIX (MapLLIPyTbl U3 NOKanbHOU AS) maplupy-
T0B eBGP cocepam.

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHMUIO.

connect-retry-interval
seconds

no connect-retry-interval

seconds: (1-65535)/120
CeKYHZ,

3a4aTb BPEMEHHOW MHTEPBa, MO UCTEYEHUIO KOTOPOro BO3-
obHOBAAETCA NONbITKa co3aatb BGP-ceccutio ¢ coceaom.

YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

next-hop-self

no next-hop-self

-/BbIK/IOYEHO

BKkAtounTb NogmeHy 3HaveHusa aTpubyta NEXT_HOP Ha no-
KaNbHbIM agpec mapLipytTnusatopa.

OTKAtounTb NogMmeHy aTpmbyta NEXT_HOP.

as-override

no as-override

-/BbIKNIOYEHO

BKAtounTb noameHy BcTpeyatoueroca B AS-Path Homepa AS
Ha CBOM MpPW aHOHCMPOBAHMW B TaKYIO e aBTOHOMHYIO CU-
cremy.

BbikntounTb nogmeHny AS.

allowas-in allowas_number

no allowas-in

allowas_num-
ber:(0..255)/0

BKOUNTL BO3MOMKHOCTb MPUHMMATb MapLUpyTbl, B aTpnbyTe
AS-Path KoTopbIx npucyTcTByeT HoMep COBCTBEHHOM aBTO-
HOMHOWM CUCTEMBI.
allowas_number — makcMmanbHO Z0OMycTMMOE KOJIMYEeCTBO
BXOMAEHN cOBCTBEHHOTO HOMepa aBTOHOMHOWM CUCTEMbI B
aTpmbyTe AS-Path

YCTaHOBWTb 3HaYeHMe MO YMOJTHAHUIO.

remote-as [as_plain_id_|
as_dot _id]

as_plain_id:
(1..4294967295)/1
as_dot_id:
(1.0..65535.65535)

3apaTb HOMEp aBTOHOMHOWM CUCTEMbI, B KOTOPOW HaxoauTcA
BGP-cocea. YcTaHOBNEHME COCEACTBA HEBO3MOXHO, NOKa CO-
cefy He Ha3HayeH Homep AS.
3710 AeicTBUE BIEYET PaspbiB CECCUM C COCEA0M U
V OUYMCTKY BCEX MPUHATbIX OT HEr0 MapLUPYTOB.
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no remote-as

Yaanutb MAeHTUGMKATOp cocesHelt aBTOHOMHOW CUCTEMbI.

timers holdtime keepalive

no timers

holdtime: (0 | 3-
65535)/90 cekyHz;
keepalive: (0-
21845)/30 cekyHpa,

3afaTb BpeMeHHble UHTepBasbl.
- holdtime — ecnn B Te4eHune 3TOro BpemeHu He ByaeT npu-
HATo keepalive-cooblyeHune, To coeanHeHme ¢ coceaom cbpa-
cbiBaeTcs;
- keepalive — vHTepBan mexay oTnpaskol keepalive-cooblue-
HURA.
3HaueHua holdtime u keepalive AonKHbl 6biTb
« nmb6o o6a paBHbl HyAto, AM60 06a 6onbLue Hyns.
holdtime pomkeH 6biTb 6Gonblie wuAM paBeH
keepalive.

— Ecnam 6bin BblbpaH Taiimep hold, Kotopbii
HACTPOEH HAa /IOKA/IbHOM MapLIPyTU3aTOpe, TO
MCMNoNb3yeTcs NIOKaZbHOe 3HayeHue Tailmepa
keepalive;

— Ecnm 6bin Bbi6paH Takimep hold, kotopbiit
HacTpoeH Ha coceAgHem MapLipyTusatope U
3HauyeHWe JIOKaNIbHO HACTPOEHHOro Taiimepa
keepalive meHbwe yem 1/3 Bbi6paHHOro Taii-
mepa hold, To ucnonb3yetca noKanbHoe 3Haue-
Hue Taiimepa keepalive;

— Ecnam 6bin BbibpaH Taiimep hold, Kotopbiit
HaCTpoeH Ha coceAHemM MapLipyTusatope U
3HauyeHUe /NIOKaNbHO HACTPOEHHOro Taiimepa
keepalive 6onbwe yem 1/3 Bbi6paHHOro Taii-
mepa hold, To ucnonbsyertca uenoe umucno, Ko-
TOpoe MmeHblue Yyem 1/3 Bbi6paHHOro Taiimepa
hold.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

timers idle-hold seconds

no timers idle-hold

seconds: (1..32747)/15

3agaTb BpemMeHHON MHTEPBAN yAepsKaHua coceaa B COCTOSA-
Huu ldle nocne Toro, KaKk oH 6bin cHpoLIEH B 3TO COCTOAHME.
3a 3TOT MHTEPBAA BCE MNOMbITKM NEPEYCTaHOBUTL COeaMHeHMe
C coceaom ByayT OTKNOHEHDI.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0
CEKYHZ,

3apaTb BpPeMeHHOW WHTepBan Mexay YycTaHoBkoh TCP-
coeauHeHuA 1 oTnpaBkol nepsoro OPEN-coobuweHus.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

shutdown

no shutdown

-/no shutdown

AOMUHUCTPATUBHO BbIKAOYaeT ceccuto ¢ BGP-cocegom un
0YMLLAET NPUHATbIE OT HErO MapLUPYTbl, HE YAANAA ero KoH-
durypauum.

AOMUHUCTPATUBHO BKAKOYAET ceccuto ¢ BGP-cocepom.

update-source
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | Port-Channel group
| Loopback loopback | Vlan
vlan_id]

no update-source

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..48);
loopback: (1-64);
vlan-id: (1-4094)

HasHaunTb uHTEpdelic, KoTopbll ByaeT UCNOb30BaH B Kaye-
CTBE UCXOAALLEro NP COEAMHEHUN C COCEA0M.

OTMEHUTb PYYHYIO HACTPOWKY ucxogawero uHTepdeica,
BKNOYAET aBTOMATUYECKMI BbIbOp MHTEpdelica.

route-reflector-client
[meshed]

-/disabled

HasHauutb BGP-cocena Route-Reflector knneHtom.
- meshed — napameTp BbiCTaBnseTca ecam Mcnosblyetca
mesh-tononorua. Mpu Noay4eHUn OT TaKoro KaveHta BGP-
MapLUPYTOB OHU He ByAyT NepecbliNaTbCsA APYIMM KNMEHTAM.
BGP-mapwpyTtusatop asnsaerca route-reflector-om,
V ecnn xota 6bl 0AMH ero cocep, CKOHPUrypupoBaH
KaK route-reflector kKnueHT.
AnA npumeHeHuA [aHHOW KOMaHAbl Heobxoaum
V nepesanyck BGP-ceccum c cocegom.
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no route-reflector-client

YCTaHOBUTb 3HaYeHMe N0 YMOJIHAHUIO.

soft-reconfiguration in-
bound

no soft-reconfiguration in-
bound

-/disabled

KomaHaa coxpaHsAeT nosy4eHHble OT coceAa MapLupyTbl B OT-
AenbHoi obnact namatv. MeToa MNo3BOASAET MPUMEHUTb
BXOAALLYIO MOANTUKY «route-map in» ansa coceaa 6e3 cbpoca
COCeACTBa M 3aMpoca MapLLpPyTOB.
Mo ymonuaHuio pabotaetr mexaHusm Route
V Refresh.

OTKNIOYUTb MEXAHU3M COXPAaHEHWNA MapLIPYTOB.

prefix-list name {in | out}

no prefix-list name {in |
out}

name: (1..64) cumBona

- name — Ha3BaHue IP prefix-list, KoTopbIlt ByaeT NnpUMeHeH K
QHOHCMPYEMBIM AN MPUHUMAEMbIM MapLLPYTaM.

OrtsazaTb IP prefix-list.

peer-group name

no peer-group

name: (1..32) cumBona

- name — umsa Peer-rpynnsl, KoTopas 6yaeT NpuMeHeHa K co-
ceay.
Hactpoiiku Ha Peer-rpynne umetot 60nee BbICOKMUIt
V NpUOpPUTET, YeM HACTPOIMKKN HA camom cocege.

Ypanutb cocega us rpynnbi.

address-family ipv4 {
unicast | multicast}

no address-family ipv4
{unicast | multicast}

-/unicast

YKkasatb TMn IPv4 address family u nepesectn kommyTatop B
peXum KoHdurypaumm cootseTcTBytowen address family gns
atoro BGP-cocepa.

BbIkntounTb cooTBeTcTBYOWYO IPVv4 address-family.

address-family 12vpn evpn

no address-family 12vpn
evpn

-/BbIKNOYEHO

YKkazatb T1n 12vpn address family n nepesect kommyTatop B
pemMm KoHourypaumm cootseTcTByloweir Address Family
ona satoro BGP-cocepa.

BbIkNtounTb cooTBeTCTBYIOLWYI0 Address-Family.

address-family vpnv4
{unicast | multicast }

no address-family ipv4
{unicast | multicast}

-/BbIK/IIOYEHO

YKkaszatb Tn VPNv4 Address Family n nepesectn kKommyTtaTtop
B pPeXMUM KoHOUrypaumm cooTeeTcTBytoler address-family.
V B TeKyuwei Bepcum MO nogaepkaHo SAFI Unicast.

B Tekyuweit Bepcuu MO nopaep:kaHo BblaeneHue
MPLS-meToK perVRF.

BbIKNtoUMTb cooTBeTCTBYIOLWYO address-family.

fall-over bfd

no fall-over bfd

-/BbIK/IIOYEHO

Bkntountb npoTtokon BFD Ha cocepe.

BbikntounTb npotokon BFD Ha cocepe.

as-path-filter name {in |
out}

no as-path-filter name {in |
out}

name: (1..64) cumBona

3apaTb dunbTp as-path gna BGP-cocepa.
- name — “MsA CNUCcKa as-path;

- in — 4NA BXOAALLMX MapLUPYTOB;

- out — 4nAa ncxoaALLMX MapLUpPyTOB.

Ypanutb dbunbtp as-path.

password word

no password

word: (1..128) cumBon0B;
Mo ymon4yaHuio
ayTeHTUdMKaumA
OTKNIOYEHa

BkntounTb ayteHTUdUKaumio scex TCP-cermeHTOB, NPUHATBIX OT
BGP-cocesa. 3aaaTh KNto4 ayTEHTUOUKALUKN B TEKCTOBOM BUAE.
[aHHaa HacTpoika UrHopupyeTtcs, ecnvm ana ayTeHTUduKaumm
yKasaHa key-chain.

- word — KNtoY B TEKCTOBOM BUAE.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHWIO.

password encrypted
encryptedword

no password encrypted

encryptedword: (1..128);
Mo ymonyaHuio
ayTeHTUdMKauma
OTK/lOYEeHa

Bkntountb ayteHTUduKaumo scex TCP-cermeHTOB, NPUHATBIX OT
BGP-cocepa. 3agaeT katoy ayTeHTUGMKaLMM B 3alIMPPOBAHHOM
BuAe (Hanpumep, Napob B 3aWMPPOBAHHOM BUAE, CKOMMPOBAH-
HbllA C ApYroro ycTponcTsa).

[aHHaa HacTpoiKka WUrHopupyeTcs, ecnn ana ayteHTuduKauum
yKasaHa key-chain.

- encryptedword — Knto4 B 3aliM$pPOBaHHOM BUAE.

YCTaHOBUTb 3HAYeHue no YMO/IHaHUIO.
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password key-chain word

no password key-chain

word: (1..32) cumBo10B;
Mo yMOAYaHMIO ayTEHTU-
duUKaLmaA OTKAOYEHA

3a4aTb UMA CBA3KM KAtouen, KoTopasa byaeT ncnonb3oBaThcA AN
ayTeHTUdMKauum Bcex TCP cermeHTOB, NPUHATbLIX OT BGP-coceaa.
- word — MMA CBA3KM K/OYEN.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

ebgp-multihop

no ebgp-multihop

-/TTL paBeH 1

YctaHoBuTb TTL, paBHbIit 64 ana EBGP-noakaoyeHui.
HacTtpoiiku Ha Peer-rpynne umelot 6osee BbICOKMMA
\ npuopuUTeT, YeM HACTPOIMKKN HA camom cocepe.

/ 3710 AeﬁCTBMe B/aieYeT pas3pbiB ceccmu € coceagom u
OYUCTKY BCEX NPUHATbLIX OT HEr0 MapLIpyTOB.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

evpn multihoming
core-tracking

no evpn multihoming
core-tracking

-/BbIKNOYEHO

BKAounTb OTChexmBaHue coctoAaHna BGP-ceccnmn go cocepa ana
nepesoga ethernet-segment B errdisable coctosHue.

YCTaHOBWUTb 3HAYeHMUE NO YMO/IHaHUIO.

KomaHObI pexcuma KoHgu2ypayuu duHamuyeckux BGP-cocedell

Bug, 3anpoca KOMaHAHOM CTPOKM B peXume KoHdUrypaumm anHammuecknx BGP-coceaeit:

console (router-bgp-listen)#

Tabanua 341 — KomaHabl perkmMma KoHouUrypaumm anHammyecknx BGP-cocepein

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aelicmeue

peer-group word

word: (1..32) cumBonos

- word —ums Peer-rpynnbl, KoTopas byaet npMMeHeHa K coceay.
YpaneHue peer-group He NpeAcTaBAAETCA BO3MOMK-
V HbIM. U3MeHeHue rpynnbl fonycKaeTcs.

limit value

no limit

value: (1..64)
coceacrts/32, 64

BKAOUMTbL OrpaHUYeHne KomnyectTsa npmHuUmaemolx BGP-co-
CceAcTB B 334aHHOM AManasoHe.
- value — KonnMyecTBo JOCTYMNHbIX AMHAMUYECKUX COCEACTB.

YCTaHOBUTb 3HAYeHME MO YMOJYAHUID — MaKCMMasbHOe
YUCNO coceacTs AOCTYNHOE Ha yCTpOﬁCTBe.

KomaHObl pexcuma KoHguzypayuu Address Family BGP-coceda

BuAa 3anpoca KoOMaHAHOW CTPOKM B pexxume KoHdurypaumnm Address Family BGP-cocega:

console (router-bgp-nbr-af) #

Tabnnua 342 — KomaHzabl pexkmuma KoHourypaumm Address Family BGP-coceaa

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

maximum-prefix value [thresh-
old percent | hold-timer second

| action typel

no maximum-prefix

value: (0-4294967295);
percent: (0-100);
second: (30-86400); type:
(restart, warning-only)

BK/1tOUNTL OrpaHMYeHne KoNnYecTBa NPUHMMaeMbIX MapLLPYTOB
oT BGP-cocepa.

- value — MmaKcMmanbHOE KOIMYECTBO MPUHUMAEMBIX MapLLpy-
TOB;

- percent — NPOLEHT OT MaKCMMa/IbHOTO KOIMYeCTBa MapLLPYTOB,
Nno AOCTUNKEHMWN KOTOPOTrO OTNPaBAAeTCA NpeaynpexaeHue;

- second — BpeMeHHOV NMPOMEKYTOK (B CEKYHAAX), MO UCTEYEHUIO
KOTOPOro MpoOMCXOAMT NepernofK/ItodeHne, ecim ceccus bbiia
pa3opBaHa 13-3a NpeBbIWEeHUA KOANYecTBa MapLUpPyTOB;

- type — Ha3HavaeT AeicTBMe, BbINONHAEMOE NPU AOCTUMKEHUM
MaKCMMasbHOTO 3HauyeHus (paspbiB ceccuu <restart> uam ot-
npaskKa npeaynpexaeHua <warning-only>).

BbIKNOUMTD OrpaHUYEHME KOANYECTBA NMPUHUMAEMbIX MapLipy-
TOB OT BGP-cocepa.

advertisement-interval adv_sec

adv-sec: (0-65535)/30

3apaTb BpemMeHHble NHTepBabl.
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withdraw with_sec CEKyHA; - adv-sec — MMHMManbHbIN MHTEPBaN MexXay oTnpaskoit UPDATE
with-sec: (0-65535)/30 CO06LWEHNI O4HOMO U TOTO e MapLIpyTa;
CEeKyHA - With-sec — MMHUManNbHbIA UHTEPBAN MEXAY aHOHCUPOBaHUEM

MapLipyTa 1 ero nocaeayoWwmnm Ae-aHOHCUPOBaHUEM.

« —  Advertisement-interval gomxeH 6biTb 60nblie
unu paseH withdraw-interval;

—  MapuwpyTbl, KOTOpble A0NXHbl 6biTb AHOHCUPO-
BaHbl cocegHMm BGP-mapipyTtusartopam, pacnpe-
[enaTca no Heckoibkum UPDATE-coobweHusam.
Mexay ornpasKoit 3tux UPDATE-coobLeHuit Bbl-
AEeprKUBAeTCA CNydYaliHbli BpeMeHHOW MHTepBan
Takum obpasom, utobbl obLiee Bpema mexay 06-
HOB/NIEHWEM MapLIPYTOB B NIOKa/NbHOW Tabnuue
BGP u ortnpaBkoii nocnegHero UPDATE-
coobuieHun He npesblwano advertisement-inter-
val unu as-origination-interval B cnyyae otnpasku
NOKaNbHbIX (MapLpyTbl U3 IOKaNbHOM AS) mapLu-
pyToB B eBGP-coeguHeHuun. Takum o6pasom, Kaxk-
Ablii U3 MapLIPYTOB MOKET UMETb Cy4YaiiHylo Be-
NINYUHY 3aZePXKKM aHOHCUPOBAHUSA;

—  TouHocTb paboTtbl Taiimepos advertisement-inter-
val, withdraw-interval u as-origination-interval 3a-
BUCUT OT MAaKCMManbHOro 3HauyeHuA noboro u3
3TUX TPEX TalimepoB, HACTPOEHHbIX Ha BGP-
mapuwpyTtusatope  (yuuTbiBaloTcA  Talimepbl,
HacTpoeHHble ana Bcex BGP-cocegeid). Bce 3Haue-
HUA TakMepoB AaHOHCMPOBAHUA U Ae-aHOHCMPOBaA-
HUMA  MapLIPYTOB, CKOHPUIYPUPOBAHHbLIX HA
YCTPOUCTBE, AUCKPETUIMPYIOTCA WHTEepBaioM B
1/255 oT Hanb0bLEero HaCTPOEHHOrO 3HAUYEHUA.
YBeNueHne MaKCMManbHOro 3HauyeHusa 6yger
NPUBOAUTb K YBE/IMYEHUIO YacTOTbl AUCKPeTU3a-
LUM TalimepoB U, COOTBETCTBEHHO, K MOHUMXKEHUIO
TOYHOCTHU UX PaboTbl.

no advertisement-interval YCTaHOBUTb 3HaYeHMe N0 YMOYAHUIO.

as-origination-interval seconds 3afaTb BpeMeEHHOM MHTepBan mexay otnpaskoi UPDATE coob-
LLLEeHNI 04HOTO M TOTO e MapLIpyTa, UCMONb3YeTCA ANA aHOHCa

seconds: (0-65535)/15 ce- NOKanbHbIX (MapLpyTbl M3 IoKanbHoM AS) maplupyTtos eBGP-co-

KYHA cefAm.
no as-origination-interval YCTaHOBUTb 3HAYEHME N0 YMONYAHUIO.
default-originate [route-map AHOHcUpoBaTb BGP-cocesly maplupyT no yMOAYaHUIO BHE 3aBU-
name] CMMOCTM OT Ero Ha/ZIMUMA B IOKaNbHOM TabanLe MapLpyTmM3aumm.

B KauecTBe nexthop B Takom MaplupyTe b6yaeT yKasaH WHTep-
delic, c KoToporo yctaHoBneHa BGP-ceccus.
- route-map — napameTp No3BOAAET aHOHCMPOBATb MapLpPYT NO
YMO/IYaHMIO, TONIbKO €CAN OH MPUCYTCTBYET B JIOKA/NIbHOMN Tab-
IMLEe MapLpyTM3aL M1 U ero UCTOYHUKOM He ABNAETCA NPOTOKON
BGP.
- name — UMA NOJIMTUKM route-map, KoTopas byaeT npumeHeHa
K onepaLuy aHOHCMPOBAHUA MApPLLPYTa MO YMOAYAHUIO.
Route-map ponkHa cogepkatb B cebe TONbKO cek-
name: (1..64) cumsona/- V uumio match ip address c ykasaHuem Ha prefix-list, nog,
KOTOpbIA MONaAaeT mMapwpyT nNo ymonuyanuio. MNpu-
Mep HACTPOWKM Takoii route-map u prefix-list npuse-
AeH nopg tTabnuueii.

Ecnm B prefix-list HaxoguTca yKasaHue Ha Kakoi-1mbo

V MapLIPYT, OT/INYHBIN OT AeONTHOrO, TO UMEHHO 3TOT
MapLUpYT A0/I3KEH NPUCYTCTBOBATb B JIOKA/IbHOU Tab-
Mue  MaplipyTMsaumKu, utobbl  aHOHCMpoBancA
MapLIpyT No ymon4aHuio. OrpaHMUYEcHMi Ha UCTOuY-
HUK 3TOr0 MapLUpyTa HerT.

no default-originate OTmeHuUTb HacTpoliky default-originate.

route-map name {in | out} name: (1..64) cumsona - name — UMA NOAUTMKM route-map, Kotopasa 6yaer npumeHeHa
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no route-map name {in | out}

K coceqy B AaHHoM Address Family. Mo3sosseT ¢puabTpPoBaThb U
BHOCUTb M3MEHEHUA B aHOHCHMpPYyeMble U NPUHUMaEMble MapLu-

pyTbI.

YaanuTb NOANTUKK ¢ aaHHoM Address Family.

next-hop-self

no next-hop-self

-/BKAIOYEHO

BKAOUNTL NOgMeHY 3HaueHuA aTpubyTta NEXT_HOP Ha noKanb-
HbI agpec MapLpyTM3aTopa.

OTKAOYUTL NogmeHy aTpmbyTta NEXT_HOP.

as-override

no as-override

-/BbIKNIOYEHO

BK/tounTb NnogmeHy BcTpeyatowerocsa B AS-Path Homepa AS Ha
CBOM NPW aHOHCUPOBAHWM B TaKYHO e aBTOHOMHYIO CUCTEMY.

BbikntounTb nogmeHy AS.

allowas-in allowas_number

no allowas-in

allowas_number:
(0..255)/0

BK/110YMTb BO3MOXKHOCTb MPUHMMATD MapLIpyTbl, B aTpubyTe
AS-Path KoTopbIx npucyTcTByeT Homep cOBCTBEHHOM aBTO-
HOMHOW cUCTEMBI.
allowas_number — makcmanbHO [0NYCTUMOE KOAMYECTBO
BXOXAEHWUW COBCTBEHHOrO HOMEpa aBTOHOMHOW CUCTEMbI B
aTpmbyTe AS-Path

YCTaHOBWTb 3HaYeHMe N0 YMOYAHUIO.

next-hop-unchanged

no next-hop-unchanged

-/BbIK/IOYEHO

CoxpaHATb BGP aTpubyT next hop npu nepegaye mapwpyta eBGP
cocepny.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

route-reflector-client [meshed]

no route-reflector-client

-/disabled

HasHauutb BGP-cocepa Route-Reflector knneHtom.
- meshed — napameTp BbICTaBAAETCA €CU UCNoNb3yeTca mesh-
Tononorua. Npu nonyyeHnUn oT Takoro KnmeHta BGP-mapwpytos
OHM He byayT nepecbiaTbCA APYrMM KAUEHTaM.
BGP-mapwpytusatop nasnserca route-reflector-om,
V ec/n XoTA 6bl 0ANH ero cocep, CKOHPUIrypMpPOBaH KaK
V route-reflector KnueHr.
Ana npumeHeHMA JAHHOW KOMaHAbl Heobxoaum ne-
pe3sanyck BGP-ceccum ¢ cocegom.

YCTaHOBWTb 3HaYeHMe N0 YMOIHYAHUIO.

additional-paths {inherit | both
| send | receive | disable}

no additional-paths

-/inherit

BKAtoYaeT BO3MOXKHOCTb Nepesavm Heckonbkux BGP-mapwpyTtos
(nommMmo nyywero mapwpyTa) Ans oAHoro npeduKca B pamKkax
BGP cocepa.
- inherit — BK/IOYUNTL HacnegoBaHUe KOHOUTypaumm additional-
paths n3 Address-Family npouecca.

V HacTpoiika pa6oTaet TonbKo ana iBGP-cocepcrs.

- both — pexum npuéma v nepegaunm Heckonbkux BGP-
MapLIpyTOB ANA oAHOro npedukca

- send — TONbKO Nepesaya HecKoNbkMx BGP-mappyToB ans oa-
Horo npeduKca;

- receive — TO/IbKO NPUEM HecKonbKuMx BGP-mapwpyTtos gna oa-
Horo npedukca;

- disable — BbIKNOYNTL NPUEM M Nepenady Heckoabkux BGP-
MapLUpyToB Aaa ogHoro npedukca.

YCTaHOBUTb 3HaYeHWe Mo YMOIYaHUIO

additional-paths best
bestpath_number

no additional-paths best

bestpath_number:
(1-255)/1

YCTaHOBUTb KONMYECTBO nepegaBaemMbix aydywnx BGP-mapuwpy-
TOB ANA oAHOro npedpukca B pamkax BGP-cocepa.

- bestpath_number — MmaKcMManbHOe YMCNO NepefaBaemblxX
Nyywmnx BGP-mapLupyToB Ana ogHoro npedukca.

Konunuectso He moxKeT npeBbIlWaTbh 3Ha4YeHUe, ycTa-

V HoBneHHoe B pamKkax Address-Family BGP-npouecca.

YCTaHOBUTb 3HaYeHMe N0 YMOTHAHUIO.

[Mpumep HacmpolKu route-map, ucnosasv3yemol 8 kKomaHoe default-originate

console#configure

console (config) #route-map RM DEFAULT ROUTE 10 permit
console (config-route-map) #match ip address prefix-list PL DEFAULT ROUTE
console (config-route-map) #exit

console (config) #ip prefix-list PL DEFAULT ROUTE seq 5 permit 0.0.0.0/0
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KomaHObI pexcuma KoHguaypayuu Peer-epynn

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexume KoHdurypauum Peer-rpynn:

console (router-bgp-nbrgrp) #

Tabnuua 343 — KomaHap! pexkuma KoHourypauum Peer-rpynn

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHda

Aelicmeue

maximum-prefix value [thresh-
old percent | hold-timer second
| action type]

value: (0-4294967295);
percent: (0-100);

(restart, warning-only)

no maximum-prefix

second: (30-86400); type:

BKNOUMTB OrpaHUYeHne KoNM4ecTBa NPMHUMAEMbIX MapLUPYTOB
o1 BGP-cocepa.

- value — MaKcMManbHOe KOJIMYEeCTBO MPUHUMAEMbIX MapLIpy-
TOB;

- percent —NPOLLEHT OT MaKCMMa/IbHOTO KOJIMYECTBA MapLUPYTOB,
Nno AOCTUMXKEHUU KOTOPOro OTNPaBAAETCA NpeaynpeXaeHue;

- second — BpeMeHHOI NPOMEKYTOK (B CEKYHAAX), NO UCTEYEHUIO
KOTOPOro NPOMCXOAUT MnepenoakatoyeHne, ecam ceccusa bbina
pa3opBaHa M3-3a NPEeBbILEHNA KOMYECTBa MapLUPYTOB;

- type — Ha3HayaeT AencTeune, BbINOJHAEMOE NPU SOCTUNKEHUU
MaKCMManbHOrO 3HayeHua (paspbiB ceccum <restart> uam oT-
npaBKa npeaynpexaeHus <warning-only>).

BbIK/IOUNTb OrpaHUYEHME KONMYeCcTBa MPUHUMAEMbIX MapLUpy-
TOB OT BGP-cocepa.

advertisement-interval adv_sec
withdraw with_sec

adv-sec: (0-65535)/30
CeKkyHa;
with-sec: (0-65535)/30
CeKyHA,

no advertisement-interval

3a4aTb BpeMeHHble MHTepBabl.
- adv-sec — MMHUMaNbHbIN MHTEePBan mexay oTnpaskoii UPDATE
COO06LLEHMI O4HOTO U TOFO Ke MapLIpyTa;
- with-sec — MMHMManbHbIN UHTEPBA/T MEXAY AaHOHCUPOBaAHUEM
MapLipyTa 1 ero nocneayowmm ae-aHoOHCUPOBaHNEM.
« —  Advertisement-interval pgonxkeH 6biTb 60nblue
unu paseH withdraw-interval;

—  MapuwpyTtbl, KOTOpble AOMKHbI 6bITb AaHOHCUpPO-
BaHbl coceagHuMm BGP-mapuipyTusaropam, pacnpe-
BenaTca no Heckonbkum UPDATE-coobeHuam.
Mexay otnpaskoi aTux UPDATE-coo6uieHuit Bbi-
[EepXKUBAETCA C/yYaiiHbIA BpeMeHHOW MHTepBan
Takum o6pasom, utobbl obuiee Bpema mexKay 06-
HOBNEHUEM MapLUPYTOB B JIOKaNbHOW Tabnuue
BGP u ortnpaskoit nocnegHero UPDATE-coobuye-
HUA He npesblwano advertisement-interval nan
as-origination-interval B cnyyae otnpaBKku n1oKanb-
HbIX (MapLpyTbl U3 IOKaNbHOU AS) mapLupyTOB B
eBGP-coeauHeHnn. Takum o6pasom, Kaxablii u3
MapLIPYTOB MOXET UMETb C/Ny4aliHYI0 BeNUYUHY
33/4epP>KKM aHOHCUPOBAHUA;

—  TouHocTb paboTtbl TaiimepoB advertisement-
interval, withdraw-interval wu as-origination-
interval 3aBUCMT OT MaKCMManbHOro 3HauYeHus
N60ro 13 aTUX TPEX TalimepoB, HACTPOEHHbIX Ha
BGP-mapuwpyTusatope (yuuTbiBalOTCa Tailmepbl,
HacTpoeHHble ana Bcex BGP-cocepeit). Bce 3Haue-
HUA TalimepoB aHOHCMPOBAHUA U Ae-aHOHCMPOBaA-
HMA MapLpyTOB, CKOHPUIypMPOBaAHHLIX HA
YCTPOWCTBE, AUCKPETUIUPYIOTCA WHTEpBanoM B
1/255 ot HanbonbLIero HaCTPOEHHOro 3HauYeHUA.
YBenMueHue MaKCMManbHOro 3HauyeHua 6yger
NPUBOAUTL K YBE/IMYEHUIO YacCTOTbl AUCKpPeTU3a-
LMK TaliMmepoB U, COOTBETCTBEHHO, K MOHUXXEHUIO
TOYHOCTU UX paboTbl.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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as-origination-interval seconds

no as-origination-interval

seconds: (0-65535)/15 ce-
KyHA,

3azaTb BpEMEHHOW MHTepBan mexay otnpaskon UPDATE coob-
LWEHUI OAHOIO M TOTO XKe MapLIpyTa, UCNONb3YeTCA ANA aHOHCa
JIOKaNbHbIX (MapwpyTbl U3 NoKanbHoM AS) mapwpyTtoB eBGP co-
ceanam.

YCTaHOBUTb 3Ha4YeHMe N0 YMOIYAHMUIO.

connect-retry-interval seconds

no connect-retry-interval

seconds: (1-65535)/120
CeKyHA,

3afaTb BPEMEHHOW UHTepBas, Mo UCTEYEHUIO KOTOPOro BO306-
HOB/IAETCA NONbITKA co3aaTb BGP-ceccuto ¢ cocegom.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

next-hop-self

no next-hop-self

-/BbIKNOYEHO

BKntouMTb NogmeHy 3HayeHua atpubyta NEXT_HOP Ha nokanb-
HbI/ aApec mapLlpyTusaTopa.

OTKAtoYMTbL NoameHy aTpmbyta NEXT_HOP.

as-override

no as-override

-/BbIKIOYEHO

BkntounTtb nogmeHy BcTpevatoweroca B AS-Path Homepa AS Ha
CBOM NPU aHOHCUPOBAHWUM B TAKYHO e aBTOHOMHYIO CUCTEMY.

BbikAtounTb NnogmeHy AS.

as-range as_number

no as-range

as_number:
(1-4294967295)

YKaszaTtb Homepa AS, ¢ KoTopbiMK ByaeT AMHAMUYECKM YCTaHaB-
nueatbca BGP-ceccus.

as_number — cnucok AS, KoTopbli 3aaaétca B popmaTte AS-AS,
AS, AS-AS. OrpaHunyeH 8-mbto AS B crnivcke, Unm 4-ms nx ananaso-
Hamu.

Y6paTb cnucok AS, c KoTopbiMK ByaeT AMHAMUYECKM YCTaHaBAMU-
BaTbcA BGP-ceccus.

allowas-in allowas_number

allowas_number:

BKNHOYMTb BO3MOMXKHOCTb MPUHMMATb MapLUpPyTbl, B aTpubyTe
AS-Path KoTopbIx NpUCyTCTBYeT HOMep COBCTBEHHOM aBTO-
HOMHOM CUCTEMBbI.

allowas_number — makcmanbHO AOMNyCTMMOE KOJIMYECTBO

(0..255)/0 " .
BXOXKAEHWU COBCTBEHHOrO HOMEepa aBTOHOMHOM CUCTEMbI B
aTpubyTe AS-Path
no allowas-in YCTaHOBUTb 3Ha4YEeHUE N0 YMOAYAHUIO.
remote-as [as_plain_id_| 3afaTb HOMep aBTOHOMHOM CUCTEMbI, B KOTOPOI HaxoauTca BGP-
as_dot _id] as_plain_id: cocefl. YCTaHOBNEHUE COCEACTBA HEBO3MOXKHO, MOKa coceay He
(1..42_94967_295)/1 Ha3HayeH Homep AS.
as dot id: 3T0 peiicTBMe BAEYET paspbiB CECCMM C COCEAOM M

no remote-as

(1.0..65535.65535)

Y

OYUCTKY BCeX NPUHATbLIX OT HEro MapLUpPyTOB.

Ypanute naeHTMPUKATOP coceHe aBTOHOMHOM CUCTEMBI.

timers holdtime keepalive

no timers

holdtime: (0 | 3-
65535)/90 cekyHz;
keepalive: (0-21845)/30
CeKyHA,

3a/aTb BpeMeHHble MHTePBabl.
- holdtime — ecnu B TeueHUe 3TOro BpeEMEHU He ByaeT NPUHATO
keepalive-coobuieHne, To coeguMHeHue ¢ cocegom cbpacbiBa-
ercs;
- keepalive —nHTepBan mexay otnpaBKoi keepalive-coobLueHmii.
« 3HaueHua holdtime u keepalive gomkHbl 6biTb MM60
o6a paBHbl Hy0, 160 06a 60blue HynA.
holdtime gonkeH 6biTb 60nblue nnu paseH keepalive.
— Ecnm 6bin BblbpaH Taiimep hold, KoTopbii
HacTPOEH Ha JI0Ka/IbHOM MapLUPYTU3aTOPE, TO UC-

nonb3yeTcA JiIOKasibHOE 3HauyeHue Talimepa
keepalive;
— Ecnm 6bin BbibpaH Taiimep hold, kotopbliii

HacTPOeH Ha coceiHEM MapLLIPYTU3aTope U 3Have-
HUEe JIOKa/ZIbHO HacTpoeHHoro Taiimepa keepalive
meHbLe yem 1/3 BbibpaHHoOro Taiimepa hold, To
ucnonb3yeTcA JIOKaJibHOE 3HauyeHue Taiimepa
keepalive;

Echu 6bin  BbiGpaH Taiimep hold, Kotopbii
HacTPOeH Ha coceiHEM MapLLPYTU3aTope U 3Have-
HUe NIOKaNbHO HacTpoeHHoro Taiimepa keepalive
6onbwe yem 1/3 BbibpaHHOro Taiimepa hold, To
MCNONb3yeTCA LEeN0e YUCN0, KOTOPOe MeHblue
yem 1/3 sbibpaHHOro Taiimepa hold.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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timers idle-hold seconds

no timers idle-hold

seconds: (1..32747)/15

3a4aTb BPEeMeHHOW MHTepBan yaep)aHusa cocega B COCTOAHMM
Idle nocne Toro, Kak oH 6bin cbpoLieH B 3TO cocTosiHMeE. 3a 3TOT
WHTEpBas BCe MOMbITKN NepeycTaHOBUTL COeaNHEHME C COCeaoM
6yAyT OTKJOHEHbI.

YCTaHOBUTb 3HaYeHME N0 YMOYAHWUIO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0
CeKyHA,

3afaTb BPEMEHHOW WHTepBan Mexay YcTaHoBkoh TCP-

coeguHeHus n otTnpasKoi nepsoro OPEN-coobuweHus.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

shutdown

no shutdown

-/no shutdown

AOMUHUCTPATMBHO BbIK/AOYaET ceccum co Bcemn BGP-cocegamu,
BXOAALMMW B COCTAB peer-rpynnbl, U O4YULLAET NPUHATbIE OT HUX
MapLUpyTbl, HE yAanaa UX KOHPUrypaLmu.

B KOHUrypaumio Kaxaoro cocesa, BXOAALLErO B peer-rpynny, B
KOHTEKCT (router-bgp-nbr) gobaensetca komaHga shutdown.

AOMWHUCTPATUBHO BKAKOYAeT ceccumn co Bcemn BGP-cocegamm,
BXOAALLMMM B COCTAB peer-rpynnbl. YaanaeT komaHay shutdown
U3 KOHUIrypaL MM Kaxkaoro cocesa, BXOAALLErO B peer-rpynny.

update-source [gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | Port-Channel group |
Loopback /oopback | Vlan
vian_id]

no update-source

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..48);
loopback: (1-64);
vlan-id: (1-4094)

HasHauntb uHTepdelic, KoTopbli byaeT NCNONb30BaH B KayecTse
NCXOAALLErO NP COeAUHEHUM C COCEAOM.

OTMEHUTb PYYHYH HACTPOMKY Ucxoasalero nHtepderica, BKAO-
YaeT aBTOMaTUYeCKuUin Bbibop nHTepdeiica.

route-reflector-client [meshed]

no route-reflector-client

-/disabled

HasHauutb BGP-cocena Route-Reflector knneHtom.

- meshed — napameTp BbICTaBAAETCA eCM UCNoAb3yeTca mesh-

Tononorua. Mpu noay4eHnn oT Takoro KnmeHta BGP-mapipyTtos

OHU He byayT NepecbiNaTbCsa APYrUM KNINEHTAM.
BGP-mapwpyTtusatop nasnserca route-reflector-om,
ecnu xoTa 6bl 0AUH ero cocep CKOHGUIYPUPOBAH KakK
route-reflector knueHr.

DOnsa npumeHeHuA BAHHOW KOMaHAbl Heobxoaum ne-
pe3anyck BGP-ceccum c cocepgom.

Y

YCTaHOBUTb 3HAYEeHME NO YMOHAHMUIO.

soft-reconfiguration inbound

no soft-reconfiguration in-
bound

-/disabled

KomaHZa coxpaHAeT noJsiydyeHHble OT cocefa MaplipyTbl B OT-
nenbHou 061acTv namaTu. MeToa No3BONSET MPUMEHUTb BXOAA-
LWyt MOAUTUKY «route-map in» ana cocega 6e3 c6poca cocen-
CTBa U1 3aMpoca MapLIpyToB.

V Mo ymonuaHuio pabotaet mexaHusm Route Refresh.

OTKNIOYNTb MEXaHM3M COXpaHEeHUA MapLpyTOB.

prefix-list name {in | out}

no prefix-list name {in | out}

name: (1..64) cumBona

- name — HasBaHue |IP prefix-list, KoTopbIi 6ygeT npumeHeH K
QHOHCUPYEMbIM UM NPUHUMAEMbIM MapLIpyTam.

OtBs3aThb IP prefix-list.

fall-over bfd

no fall-over bfd

-/BbIKNIOYEHO

BkatounTb npoTtokon BFD Ha peer-rpynne.

Bbikntountb npotokon BFD Ha peer-rpynne.

password word

no password

word: (1..128) cumBon0B;
Mo ymonyaHutio
ayTeHTudUKaumaA
OTK/IlOYeHa

BkntounTb ayteHTUdUKaunio Bcex TCP-cermeHToB, NPUHATBIX OT
BGP-cocena. 3aaeT K4 ayTeHTUOMKaLUKN B TEKCTOBOM BUAE.
[aHHasa HacTpoiKa WrHOpPUPYeTCa, ecnn Ans ayTeHTUdUKauum
yKasaHa key-chain.

[aHHas HacTpoiKka MWrHopupyetca AAA NUPOB, BXOOALLMX B
HacTpanBaemyto rpynny, gna KOTOpbIX NPUCYTCTBYIOT COBCTBEH-
Hble HAaCTPOMKM ayTeHTUDUKALUN.

- word — K/to4 B TEKCTOBOM BUuze.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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password encrypted
encryptedword

no password encrypted

encryptedword: (1..128);
Mo ymonuyaHutio
ayTeHTUOUKaUmA
OTK/lOYeHa

BkatounTb ayteHTUdUKaumio Bcex TCP-cermeHToB, NPUHATBIX OT
BGP-cocepa. 3agaet Kty ayTeHTUdUKaLUM B 3allMbpPOBAHHOM
Buage (Hanpumep, naponb B  3awudpoBaHHOM  BuAe,
CKOMWPOBAHHbIN C APYroro ycTponcTBa).

[aHHas HacTpoiKa WrHOpUpYeTCca, ecnu Ans ayTeHTUdUKaumum
yKasaHa key-chain.

[aHHaa HacTpoiKa MUrHopupyeTca Oaa NUPOB, BXOOALLMX B
HacTpauBaemylo  rpynny, Ana  KOTOPbIX  NPUCYTCTBYIOT
cobCcTBEHHbIE HAaCTPOMKM ayTEHTUDMKALUM.

- encryptedword — Kntou B 3aluMdPOBAHHOM BUAE.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

password key-chain word

no password key-chain

word: (1..32) cumBoNOB;
Mo ymonuyaHutio
ayTeHTUdUKaLmA
OTK/lOYeHa

3a4aTb UMA CBA3KM KAtOYer, KoTopaa byaeT MCNonb30BaTbCA AN
ayTeHTUdMKaLumm Bcex TCP cermeHTOB, NPUHATLIX OT BGP-coceaa.
[aHHaa HacTpoiKa MUrHopupyeTca Oaa NUPOB, BXOOALLMX B
HacTpauBaemyto  rpynny, Ana  KOTOPbIX  NPUCYTCTBYIOT
COBCTBEHHbIE HACTPOMKM ayTEHTUDUKALUMN.

- word — UMA CBA3KWU KNIOYEN.

YCTaHOBUTb 3HaYeHMEe N0 YMOYAHMUIO.

ebgp-multihop

YctaHoBuTb TTL, paBHbIli 64 s EBGP-noakatoueHni.
Hactpoiiku Ha Peer-rpynne umetoT 6onee BbiCOKMMA
« NPUOPUTET, YeM HACTPOMKM Ha CaMOM cocege.

970 AeiicTBMe BNEUYET Pa3pbiB CECCUM C COCEA0M U
Y OUUCTKY BCEX NPUHATLIX OT HEr0 MapLLPYTOB.

no ebgp-multihop

TTL paseH 1

YCTaHOBUTb 3HaYeHMEe N0 YMOYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu cmaHoapmHo20 community list

BuAa 3anpoca KOMaHAHOM CTPOKM pexxnma KoHdurypaLmm ctTaHaapTHoro community list:

console (ip-comm-list) #

Tabnunua 344 — KomaHabl pexkMma KoHbUrypaumm ctaHgapTHoro community list

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4aHuo

Aelicmeue

community {graceful-shut-
down | internet | local-as |
no-advertise | no-export |
ASN2:NN}

no community {graceful-
shutdown | internet | local-
as | no-advertise | no-ex-
port | ASN2:NN}

[Oo6aBnTb community B CMCOK.

Ypanute community M3 cnucka.

KomaHObI pexcuma KoHgu2ypayuu cmaHoapmHo20 extcommunity list

Bupg, 3anpoca KOMaHAHOM CTPOKM pexxnma KoHPUrypaLmm cTaHgapTHoro extcommunity list:

console (ip-extcomm-1list) #

Tabnunua 345 — KomaHabl perknuma KoHouUrypaumm ctaHgapTHoro extcommunity list

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

ext-community
{4byteas-generic {transitive
| non-transitive} | cost [igp
| pre-bestpath| rt | soo}
number

number: (ASN2:NN,
ASN4:NN, IPV4:NN)

[06aBuTb paclumpeHHoe community B CIUCOK.

ext-community cost [igp |
pre-bestpath] value

value: (0..255)

[06aBuTb paclumpeHHoe community B CIMCOK.
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no ext-community
{4byteas-generic {transitive
| non-transitive} | cost [igp
| pre-bestpath] | rt | soo}

YAanuTb pecluMpeHHoe community U3 cnucka.

KomaHOwbi pexcuma Privileged EXEC

Bce komaHabl OOCTYyNnHbI ANA NPUBUNETNPOBAHHOIO NOJ1b30BaTeNA.

BuAa 3anpoca KomaHAHOM CTPOKK pexunma Privileged EXEC:

console#

Tabnnua 346 — KomaHgabl perkmma Privileged EXEC

3HayeHue/3HayeHue
Mo yMoM4YaHuo

KomaHoa

Aeiicmeue

clear ip bgp [ip_add]

vrf [vrf-name]

-/vrf-name: (1..32)
cumBona, all

MNepeycTaHOBUTb coeanHeHuA ¢ BGP-cocegamm, ounias npum-
HATbIE OT HUX MapLWpPYTbI;

- ip_add — appec cocegHero BGP-cnukepa, ¢ KoTopbiMm byaeT
nepeycTaHOB/IEHa ceccus;

- vrf — obsacTb BMPTYyasbHOM MapLpyTU3aLMK, B KOTOPOM
HaxoAMUTCA MapLIpyT.

show ip bgp afi safi

vrf [vrf-name] afi: (all, ipv4, 12vpn);

safi (all, unicast,

multicast, evpn);

vrf-name: (1..32)
cumBona, all

OT06pasuTb Tabnvuy BGP-maplpyTtos (Loc-RIB) ykasaHHbIx
AFI/SAFI.

- afi — naeHTndumkaTop Address Family;

- safi — nageHtTnpukatop Sub-Address Family;

- vrf — obsacTb BMPTyasbHOM MapLpyTM3aLMK, B KOTOPOM
HaXo4MTCA MapLUPYT.

show ip bgp [ip_add]

vrf [vrf-name] -/vrf-name: (1..32)

cumBona, all

OTo6pa3unTb Tabauyy BGP-mapwpyTos (Loc-RIB).

- ip_add — npeduKc noaceTm HazHauyeHun, No Kotopomy byaet
oTobpaykeHa noapobHas MHPopMaLMA O MapLUpPyTax A0 HEE;
- vrf — obsacTb BMPTYyasbHOM MapLIpyTU3aLMKU, B KOTOPOM
HaX04MTCA MapLUPYT.

show ip bgp neighbor [ip-
add [detail | advertised-
routes | received-routes]]
vrf [vrf-name]

-/vrf-name: (1..32)
cumBona, all

OT06pasnTb MHPOPMaLMIO O HACTPOEHHbIX BGP-coceasx.
- ip_add —appec cocegHero BGP-cnuKepa, no Kotopomy byaet
oTPuUNbTPOBaHA MHDOPMALUS;
- detail — oTo6pa3nTb NOAPO6HYI MHOPMaLMIO;
- advertised-routes — 0Tobpa3uTb TabAULY MapLLPYTOB, aHOH-
CUPOBaHHbIX coceay;
- received-routes — 0T06pasuTb Tabauuy NPUHUMAEMbIX
MapLUPYTOB 0 NPUMEHEHMSA K HUM BXOAALLEN NONUTUKY;
- vrf — obsacTb BMPTyasbHOM MapLIpyTU3aLMKU, B KOTOPOM
HaxoAMUTCA MapLIpyT.
Ana otobpaxkeHUs NMPUHUMAEMbIX MAPLUPYTOB C
V K/ouom received-routes B KOHTEKCTE HAaCTPOIKM CO-
OTBETCTBYIOLLEro cocesa A0/XKHA 6bITb 3aaeiicTBO-
BaHa KomaHaa soft-reconfiguration inbound.

show ip bgp peer-group
name vrf [vrf-name] -/vrf-name: (1..32)

cumBona, all

OT06pa3smnTb co3gaHHble Peer-rpynmnbl U UX HAaCTPOMKMK.

- name — 0T06pasnTb HaCTPOMKM rPynMbl C MMEHEeM hame;

- vrf — obsacTb BMPTyanbHOM MapLpyTU3aLMK, B KOTOPOM
HaX04MTCA MapLUPYT.

show ip bgp peer-group
name neighbors vrf
[vrf-name]

-/vrf-name: (1..32)
cumBona, all

OT06pasuTb COCTOALLMX B peer-rpynne coceseil.
- vrf — obnacTb BUPTyanbHOW MapLUpyTM3aLMK, B KOTOPOM
HaxoAMTCA MapLLPYT.

show ip bgp listen-range
[ A.B.C.D/n [ peer-group
word 1] vrf [ vrf-name ] -/vrf-name: (1..32)

cumBona, all

OT106pa3nTb MHOOPMALMIO O HACTPOEHHbIX AUHAMUYECKUX
BGP-cocepasx.

- A.B.C.D/n — pnanasoH IPv4-agpecoB ¢ macKoi noaceTu;

- word — Ha3BaHwue peer-group;

- vrf — 06nacTb BMpPTyasibHOM MapLlUpyTU3auuK, B KOTOPOM
HaxXoAMUTCA MapLpyT.
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Tabnunua 347 — KomaHabl perkmuma KoHourypaumm VRF

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

distance bgp {ebgp | ibgp}
distance

distance

(1..255)/
BGP intra-as:200,
BGP inter-as:20

no distance bgp {ebgp |
ibgp}

YCTaHOBUTb 3HaYeHMe aAMUHUCTPATUBHOW gucTaHumm (AD) ans
BCEX MapLLpPyTOB YKa3saHHOro TMna.

- BGP inter-as (ebgp) — yctaHaBanBaeT 3HayeHune AD ans maplu-
PYTOB, NPUHATbLIX N0 NpoToKony BGP oT eBGP coceaa;

- BGP intra-as (ibgp) — yctaHasnusaeT 3HaueHne AD ana mapui-
pyTOB, NPUHATbLIX NO NpoToKony BGP ot iBGP cocepa.

5.36.5 Hacmpolika npomokKona IS-1S

IS-IS (Intermediate System to Intermediate System) — NPOTOKON ANHAMMYECKON MapLLIPYTU3aLIMK, OC-
HOBaHHbI Ha TEXHO/IOTUWN OTCAEXKUBAHUA COCTOAHMA KaHana (link state technology) 1 ncnonb3yowmin ans
HaXOXAEHWUA KpaTyanwwero nyty anroputm Jenkcrpbl. NpoTokon IS-IS npeacTaaseT coboi NPOTOKON BHYT-
peHHero wao3a (IGP). Mpotokon IS-IS pacnpocTpaHAeT MHPOPMALIMIO O AOCTYMHbIX MapLIPyTax Mexay
MapLLPyTU3aTOPaMmn 04HON aBTOHOMHOM CUCTEMBI.

KomaHObI pexcuma 2a06ana6Hol KOHguU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexnume rnobasibHoM KoHbUrypaumm:

console (config) #

Tabnunua 348 — KomaHabl perknma rnobanbHoM KoOHGUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

router isis

no router isis

-/ISIS mapwpyTusatop
OTK/NIOYEH

3anycTuTb IS-IS MapwpyTM3aTop. BXoaUT B pexMm KoHourypaumm
npotokona IS-IS.

OcTaHoBUTb IS-IS MapwpyTnsaTop. YaanaeT KoHPUrypaumio npoTo-
kona IS-IS.

KomaHObI pexcuma KoHgu2ypayuu npomokona I1S-1S

Bug, 3anpoca KOMaHAHOM CTPOKM B peXkMme KoHduUrypauum npotokona IS-IS:

console (router—-isis) #

Tabnnua 349 — KomaHabl pexkmuma KoHbuUrypaumm npotokona IS-IS

KomaHda

3HayeHue/3HayeHue
no ymon4aHuro

Aeilicmeue

address-family ipv4 unicast

MepeiTn B pexxum KoHourypaumm Address-Family.

authentication key word

3agatb KAy ayTeHTMd)VIKaLI,VIVI B BMAe TeKkcTa. Mcnonb3yetca

[level] word: (1..20) Aana ayteHtudukaumm LSP, CSNP, PSNP PDU. [laHHaa HacTpoiika
CUMBO/IOB; UTHOpUpYyeTcA, ecan gaa ayTeHTUdMKaumm ykasaHa key-chain.
level: (level-1, level- - word — KNto4 B TEKCTOBOM BUAE;
2)/level-1-2 - level — ypoBeHb IS-IS, s KOTOPOro NPUMEHUTCA HAaCTPOMKa.
no authentication key YpanuTb KoY ayTeHTUOUKaumu.
authentication key encrypted 3a/aTb K04 ayTEHTUGMKALLMM B 3aLIMPPOBAHHOM BUAe (Hanpu-
encryptedword [level] encryptedword: Mep, Naponb B 3aWwWndpPoOBaHHOM BUAE, CKOMMPOBAHHbIN C ApY-

(1..128) cumsonos;
level: (level-1, level-2)/
level-1-2

roro yctporicrea). Mcnonblyetca ans ayteHTUduraumm LSP,
CSNP, PSNP PDU. [laHHasa HacTpoiKa UrHopupyeTcs, ecnu s
ayTeHTMdMKaLMM yKasaHa key-chain.

- encryptedword — kntou B 3alumMbpoBaHHOM BUAE;

- level — ypoBeHb IS-IS, p1a KOTOPOro NPUMEHMUTCA HacTPOMKa.

405 Ethernet-kommymamopei ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES35105-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32




JHELTEX

no authentication key

Y4anuTb KNty ayTeHTUOUKaLUK.

authentication key-chain
word [level]

no authentication key-chain

word: (1..32)
CMMBONA;
level: (level-1, level-2)/
level-1-2

3apaTb MMA CBA3KKU Ktouen, KoTopas byaeT Mcnosib3oBaTthbeA
ons ayteHTudmkaumm LSP, CSNP, PSNP PDU.

- word — UMA CBA3KU KNtoYel;

- level — ypoBeHb IS-IS, A1 KOTOPOro NPUMEHUTCA HAaCTPOMKA.

OTK/IIOUUTD PEKMM MCMO/Ib30BaHMA CBA3KM KNtOUYeln A1 ayTeH-
TUdMKaumu.

authentication mode {text |

level: (level-1, level-

BKkntounTb ayTeHTUdMKaumIo B IS-IS u onpepensaeT ee Tun:

md5} [level] 2)/level-1-2; - text — ayTeHTUdMKALMA OTKPLITbIM TEKCTOM;
Mo ymonyaHuio - md5 — ayteHTUPUKauma MD5;
ayTeHTUOMKaLMA - level — ypoBeHb IS-IS, A1 KOTOPOro NPUMEHUTCA HAaCTPOMKA.
no authentication mode OTK/IOYEeHa. YCTaHOBUTb 3Ha4YEHME MO YMONHAHWIO.
hostname dynamic BKAOUUTL NOAAEPKKY ANMHAMMYecKmx hostname.
-/BKOYEHO

no hostname dynamic BbIKNOUNTL NOAAEPIKKY AMHAMUYecKnx hostname.
is-type {level-1 | level-2-only 3apaTb TMN MaplupyTusaTopa B IS-IS nomeHe:
| level-1-2} - level-1 — Bce B3anmogencTBMA C APYrMmMn MapLupyTU3aTopamu

npoucxogAat Ha 1 yposHe;

- level-2-only — Bce B3aumogencTeus ¢ Apyrumu mapLipyTmsa-

-/level-1-2

no is-type

TOPamMM NPOUCXOLAT Ha 2 YPOBHE;
- level-1-2 — ycTpolicTBO NnogaepsknBaeT B3aumogenctemsa obo-
NX YPOBHEN.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

Isp-buff-size size

size (512-9000)/1500

YCTaHOBUTb MaKCMMaibHO BO3MOMKHbIM pasmep oTnpaB/iAaemMblX
LSP 1 SNP. 3HaueHue Isp buffer size He gonKHO NpeBbIWaTh 3Ha-

6aliT yeHwue pdu buffer size.
no Isp-buff-size YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
Isp-gen-interval second [level] 3aaTb MUHUMA/bHBIV MHTEPBAN B MC MeXAy reHepauunei oa-
second: (1- HOM U TOW e LSP.
65535000)/30000 - second — 3HaYeHWe MHTEPBANa B MUIMCEKYHAAX, MO UCTeYe-
MUTUCERYHE; HUKM KoToporo LSP MoeT ObiTb 3aHOBO CreHepupoBaHoO;
level: (level-1, - level — ypoBeHb 419 KOTOPOro NPMMEHUM JaHHbIN MHTEpBa.

no Isp-gen-interval

level-2)/level-1-2

Ecnu He yKasbiBaTb, UHTEPBA/ MPUMEHUTCA K 060MM YPOBHAM.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

Isp-refresh-interval second

no Isp-refresh-interval

second: (1-65235)/
900 ceKyHA,

3a4aTb MaKCMMasbHbIN MHTEPBAN B CEKYHAAX MexAay reHepa-
umeit LSP.

- second — 3Ha4YeHWe MHTepBasa B CEKYHAAX, MO UCTEYEHUN KO-
Toporo LSP 6yaeT 3aHOBO CreHepupoBaHo.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

max-Isp-lifetime second

no max-Isp-lifetime

second: (350-65535)/
1200 cekyHA

3agaTb Bpemsa KunsHu LSP. 3HaueHne foKHO 6biTb XOTA 6bl Ha
300 cekyHA bonblue, yem Isp-refresh-interval.
- second — 3HaYeHWe B CEKyHAaXx.

YCTaHOBUTb 3HaYeHue no YMOANYaHULO.

metric-style style [level]

style: (narrow, wide,

3afaTb UCNO/b3yeMbIii CTUAb METPUKM.

-narrow — NoAAEPKMBaTb TONbKO CTAaHAAPTHYIO (Y3Kylo) meT-
PUKY;

-wide — nopaepKMBaTb TONbKO PaCLUMPEHHYIO METPUKY;

both)/both -both — nopaep»KmBaTb 06a CTUNA METPUKMY;
level: (level-1, level- - level — ypoBeHb, ANA KOTOPOro NPUMEHUM YKa3aHHbIN CTU/b
2)/level-1-2 MeTPUKU. ECIM He yKasbiBaTb, MeTPMKa NPUMEHNUTCA K obonm
YPOBHAM.
no metric-style YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.
net XX XXX XX YcTaHOBUTb Tak HasbiBaemblii NET (Network Entity Title) agpec
— YHWKaNbHbIN MAEGHTUOMKATOP MapLlupyTu3aTopa B npeenax
- IS-1S gomeHa. Mpu 3anuncu NET ncnonbsyetca wectHaguatmpuy-
HasA CMCTEMA CYUC/IEHUA.
no net Yoanutb naeHTMounKaTop mapLipytnsaTtopa.
shutdown OTkntounTb Npouecc ISIS.
-/BKAtOYEHO
no shutdown BkatoumTb npouecc ISIS.
Spf interval maximum-wait second: (0_ YCTaHOBUTb MHTEPBAN MeXAy ABYMA NOcC/iefoBaTelbHbIMU ne-
second 4294967295)/5000 pecyetamu anroputma SPF B muanncekyHaax.
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no spf interval maximum-
wait

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.

spf threshold restart-limit

YCTaHOBUTb CKOMIbKO pa3 anroputm SPF moxkeT 6biTb NpepBaH

start

number number: (1- obHoBneHnem LSDB.
4294967295)/10
no spf threshold restart-limit YCTaHOBUTb 3HAYeHMEe N0 YMOJHAHUIO.
spf threshold updates-restart 3agaTb KoamyecTBo 06HoBAEHMI LSDB, npu KOTOPbIX anropmntm
number number: (1- SPF ocTaHaBAMBaeTCA M NepesanycKaeTcs.
4294967295)/
no spf threshold updates-re- 4294967295 YCTaHOBUTb 3HaYEeHWE NO YMONYAHUIO.
start
spf threshold updates-start KonunuectBo obHoBNeHMI LSDB, Heobxoanmoe ans HemegieH-
number number: (1- Horo 3anycka anaroputma SPF (spf interval maximum-wait npwm
4294967295)/ 3TOM UTHOpUpyeTca).
no spf threshold updates- 4294967295 YCTaHOBUTb 3Ha4EHWE NO YMONYAHUIO.

KomaHObI pexcuma KoHguaypauuu Address-Family

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkume KoHdurypaummn Address-Family:

console (router—-isis-af) #

Tabanuya 350 — KomaHab! perknuma KoHourypaumm Address-Family

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

redistribute connected
[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

no redistribute connected
[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

Paspewunts uMnopT connected mapLpyTos:

- level — ypoBeHb IS-IS, B KOTOpbIV ByaeT BbINONHATLCA Nepe-
pacnpegeneHve mMapLpyToB;

- type — yCTaHOBWUTb MMMNOPTUPYEMbBIM MapLUpyTam TUN MeT-
PUKM;

- metric — 3HaYeHME METPUKM AN UMNOPTUPYEMbIX MapLIPY-
TOB;

- name — vma cTaHgapTHoro IP ACL, KoTopblit 6yaeT ncnonb-
30BaH 14 GUAbTPALUKM UMNOPTUPYEMbIX MapLLIPYTOB.

Ecnv rnobanbHO BKAKOYEH CTaHAAPTHbIN (Narrow) cTuab meT-
PWKW, BCE 3HAYEHUA MeTPUKKM bonblie 63 BbyayT yKasaHbl B
TLV Kak 63.

be3 napameTtpos 3anpelaet uMmnopT connected mapLipyToB
B IS-IS. B cnyyae yKkasaHuA napameTpa BO3BpallaeT ero Ae-
donTHOe 3HaYeHue.

redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

no redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

Pa3spelwmnTb MNOPT CTaTUYECKUX MapLLpyToB B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIi ByaeT BbINONHATLCA Nepe-
pacnpezeneHne MapLupyTos;

- type — yCTaHOBWUTb MMMOPTUPYEMbBIM MapLUPyTam TUN MeT-
pVIKK;

- metric — 3HaYeHMEe METPUKMN 418 UMMNOPTUPYEMbIX MApPLLPY-
TOB;

- name — ums cTaHgapTHoro IP ACL, KoTopblit bygeT ucnosb-
30BaH g1a GUAbTPALUKN UMNOPTUPYEMbIX MapLIPYTOB.

Ecnv rnobanbHo BKAKOYEH CTaHAAPTHBIN (Narrow) cTuab meT-
PVKW, BCE 3HAYEHUA MeTPUKM bonble 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTpos 3anpelLaeT MMMOPT CTaTUYECKUX MapLLpy-
TOB B IS-IS. B cnyyae ykasaHuA napameTpa BO3BpallaeT ero
AedonTHoe 3HaveHwue.
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redistribute rip [level /evel]
[metric-type type] [metric

metric] [filter-list name]

no redistribute rip [level
level] [metric-type type]

[metric metric] [filter-list
name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

Paszpewmntb umnopT mapwpytos 13 RIP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIV ByAeT BbINONHATLCS Nepe-
pacnpezeneHne MmapLupyTos;

- type — YyCTaHOBWUTb MMMOPTUPYEMbBIM MapLUPyTam TUMN MeT-
PVIKK;

- metric — 3HaYeHMEe METPUKMN A7 UMMNOPTUPYEMbIX MApPLLPY-
TOB;

- name — uma cTaHgapTHoro IP ACL, KoTopblit ByaeT ucnonb-
30BaH 419 GUAbTPALMN MMNOPTUMPYEMbIX MapLLIPYTOB.

Ecnu rnobanbHO BKAKOYEH CTaHAAPTHLIM (Narrow) cTuab meT-
PWKW, BCE 3HAYEHUA MEeTPUKM bonblie 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTpos 3anpewaet umnopT mapwpytos u3 RIP B IS-
IS. B cnyyae yKasaHuWs napameTpa Bo3BpalLaeT ero fedponT-
HOe 3HayeHue.

redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

level] [metric-type type]
[metric metric] [filter-list
name]

no redistribute bgp [level

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

Paspewuntb umnopt mapwpytos 13 BGP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIV ByaeT BbINONHATLCA Nepe-
pacnpezeneHne MapLupyTos;

- type — yCTaHOBWUTb MMNOPTUPYEMbIM MapLLpyTam TUN MeT-
pUKK;

- metric — 3HaYeHME METPUKM AN UMNOPTUPYEMbIX MapLIPY-
TOB;

- name — nmsa cTaHgapTHoro IP ACL, KoTopblit 6yaeT ncnonb-
30BaH 414 GUAbTPALUKN UMNOPTUPYEMBIX MapLIPYTOB.

Ecnau rnobanbHO BKAKOYEH CTaHAAPTHbIN (Narrow) cTuab meT-
PWUKM, BCE 3HAYEHUs METPUKM bosblie 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTpos 3anpeLaet MMNopT mappyTtos ns BGP B IS-
IS. B cnyyae yKkasaHMA napameTpa Bo3BpallaeT ero aedont-
HOe 3HayeHue.

level] [metric-type type]
[match match] [metric
metric] [filter-list name]

redistribute ospf [id] [level

no redistribute ospf [id]
[level level] [metric-type
type] [match match]
[metric metric] [filter-list
name]

Id: (1-65536)
level: (level-1, level-2);
type: (internal,
external);
match:(internal,
external-1, external-2);
metric: (1-16777215);
name: (1-32) cumBona

Paspewuntb umnopt mapwpyTtos n3 OSPF B IS-IS.

- id —npeHTMduKaTop npouecca OSPF;

- level — ypoBeHb IS-IS, B KOTOpbIV ByaeT BbINONHATLCA Nepe-
pacnpezeneHne MapLupyTos;

- type — yCTaHOBUTb UMMOPTUPYEMBIM MApLLPYTam TUMN MET-
PUIKK;

- match — Tun mapwpyTta OSPF, noanexalmii uMnopTy.

- metric — 3HaYeHMEe METPUKMN A1 UMMNOPTUPYEMbIX MApPLLPY-
TOB;

- name — ums cTaHgapTHoro IP ACL, KoTopblit byaeTt ucnosb-
30BaH AN GUNbTPALLMM MMMOPTUPYEMBIX MaPLLIPYTOB.

Ecnv rnobanbHo BKAKOYEH CTaHAAPTHBIN (Narrow) cTuab meT-
PWKW, BCe 3HAYEHUA MEeTPUKKM bonblie 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTtpos 3anpewaet umnopt mapwpyTtos u3 OSPF B
IS-IS. B cnyyae yKka3aHua napameTpa Bo3BpaLlyaet ero aedonT-
Hoe 3HauyeHue.

KomaHObI pexcuma KoHgu2ypauyuu uHmepaelica Ethernet, VLAN:

Bug, 3anpoca KOMaHAHOW CTPOKU:

console (config-if) #

Tabnunuya 351 — KomaHab! perkuma KoHourypaumm nHtepdeiica Ethernet, VLAN

KomaHda

3HayeHue/3Ha4yeHue
10 yMoA4YaHuo

Aelicmeue

ip router isis

-/BbIKNOYEHO

BkntoyaeT npoTokon mapuwpyTtusaumm IS-IS Ha Tekywem uHTep-

deiice.
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no ip router isis

BbIKk/lOYaeT NPOTOKON MaplupyTusaumm IS-IS Ha Tekywem uHTep-
deiice.

isis authentication key word
[level]

no isis authentication key

word: (1..20) cumBoNOB;
level: (level-1, level-2)/
level-1-2

3apaTb KoY ayTeHTUdMKauUK B BMAe TeKcTa. Ncrnone3yromes 0aa
aymeHmugukayuu HELLO PDU. [aHHas Hacmpolka uzHopupy-
emcs, ecnu 048 aymeHmughukayuu yKa3aH key-chain.

- word — K104 8 mekcmoegom suoe;

- level — ypoBeHb IS-IS.

Ypanaer ka4 ayTeHTUOUKaumn.

isis authentication key en-
crypted encryptedword [level]

no isis authentication key

encryptedword: (1..128)
CMMBOJIOB;
level: (level-1, level-2)/
level-1-2

3apaeT Koy ayTeHTUdMKaumum B 3awmdpoBaHHOM BUAe (Hanpwu-
Mep, Naponb B 3alWMbpOBaHHOM BUAE, CKOMMPOBAHHLIN C APYroro
ycTpoictea). Ucnonb3yiotca ana ayteHtuéukaumm HELLO PDU.
[aHHas HacTpoiKa UrHOPUPYETCA, eCU ANA ayTEeHTUPUKALMK YKa-
3aH key-chain.

- encryptedword — Kntou B 3alwndpoBaHHOM BUAE;

- level — ypoBeHb IS-IS.

Ypanaert ka4 ayTeHTUdUKaumn.

isis authentication key-chain
word [level]

no isis
chain

authentication key-

word: (1..32) cumBona;
level: (level-1, level-2)/
level-1-2

3apaTb UMA CBA3KKM Ktouel, KoTopas byaeT MCnonb3oBaTbca A
ayteHTMduKaumm HELLO PDU.

- word — UMsA CBA3KM KNtoYen;

- level — ypoBeHb IS-IS.

OTKAIOYAET PEXKMM MCMOb30BAHMA CBA3KM KtOUen ANA ayTeHTUOU-
Kauuu.

isis authentication mode {text
| md5} [level]

no isis authentication mode

level: (level-1, level-
2)/level-1-2;
Mo ymon4yaHuio ayTeHTU-
duKauma oTKNoYEHa

BkntoyaeT ayteHTUdPMKaumio 8 HELLO PDU Ha Tekywem nHTepdeiice
n onpesenset ee TMN:

- text — ayTeHTMOMKaLMA OTKPBITHIM TEKCTOM;

- md>5 — ayteHTUdUKayma MD5;

- level — ypoBeHb IS-IS.

YcTaHaBAMBaEeT 3HaYeHue no YMOYaHUIO.

isis circuit-type {level-1 | level-
2-only | level-1-2}

no isis circuit-type

-/level-1-2

YKa3blBaeT, COCEACTBA KAKOrO YPOBHA MOXHO GOpPMMpPOBaThL Ha
AaHHOM uHTepdeiice.

YcTaHaBAMBaeT 3HaYeHWe No YMOIYAHUIO.

isis metric metric [/evel]

no isis metric

metric: (1-16777215)/10;
level: (level-1, level-2)/
level-1-2

YcTaHaBAMBAET METPUKY A4 faHHOro HTepdeica.

- metric — 3HaYeHWe MeTpuKN. Ecnm rnobanbHO BKAKOYEH CTaHAAPT-
HbI (Narrow) cTMAb METPUKM, BCE 3HAYEHUA METPUKK Bonblue 63
6yAyT yKasaHbl B TLV Kak 63;

- level — ypoBeHb IS-IS, ansa KoToporo 6yAeT NPUMEHATLCA METPUKA.

YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

isis passive-interface

no isis passive-interface

-/NaccuBHbINA PesKUM OT-
K/lOYeH

MNepeBoanT MHTepdENC B NACCUBHBIN pexnm. B aTom pexknme mH-
Tepdelic He oTnpasaseT U He npuHumaeT HELLO PDU.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

isis network point-to-point

no isis network point-to-point

-/broadcast

YcTaHaBAMBaEeT TMN UHTepdeiica point-to-point.

YcTaHaBAMBaeT 3HaYeHWe No YMOAYAHUIO.

isis hello-padding value

no isis hello-padding

value: (disable, enable,
adaptive)/enable

YcTaHaBAMBaeT pexxum paboTbl naganHra hello-coobuieHui.
- disable — oTKNOYMTL NAfAMHT BO BCex coobueHusax hello;

- enable — BKNOUYUTb NagAMHT BO Bcex coobuieHusx hello;

- adaptive — BKNHOUUTb NaZAMHT 40 YCTaHOBAEHMA COCEACTBa.

YcTaHaBAMBaeT 3HaYeHne no YMON4YaHUIO.

isis pdu-buff-size size

no isis pdu-buff-size

size (512-9000)/
1500 6ant

YcTaHaBAMBaeT MakcMManbHblii pazmep PDU, oTnpaBasembix 1 no-
Nly4aembIx Ha aTom uHTepdelice. 3HaueHne pdu-buff-size gonxkHo
6bITb 60/1bLIE 3HAYeHUA isp-buff-size.

YcTaHaBAMBaeT 3HaYeHne no YMONYaHUIO.

isis bfd

no isis bfd

-/BbIK/IOYEHO

BkntoyaeT npotokon BFD Ha uHTepdeiice ansa coceaelt no npoTo-
Koy IS-1S.

BbikntoyaeT npotokon BFD Ha uHTepdeiice gns coceaeit no npoTo-
Koay IS-IS.

KomaHObI pexcuma KoHgu2ypauyuu uHmepaelica Loopback

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

409 Ethernet-kommymamopei ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES35105-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32
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Tabnunuya 352 — KomaHabl perkuma KoHourypaumm nHtepdelica Loopback

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ip router isis

no ip router isis

-/BbIKNOYEHO

BKAOUMTb NPOTOKOA MapwpyTusaumm IS-IS Ha Tekywem nHTep-
deiice.

BbIKNHOYMTb NPOTOKOAN MapLUpyTU3aumm IS-1S Ha TeKyLem nHTep-
deiice.

isis circuit-type {level-1 | level-
2-only |level-1-2}

no isis circuit-type

-/level-1-2

YKa3saTb, coceAcTBa KaKoro ypoBHA MOXHO popmupoBaTb Ha
AaHHOM nHTepdeiice.

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

isis metric metric [level]

no isis metric

metric: (1-16777215)/10;
level: (level-1, level-2)/
level-1-2

YCTaHOBUTb METPUKY ANA AaHHOrO UHTepdelica.

- metric — 3Ha4yeHne MeTpuKK. Ecnmn rnobanbHO BKAOYEH CTaH-
JapTHbIW (narrow) CTUAb METPUKKM, BCE 3HAYEHUA METPUKMU
6onblie 63 6yayT yKasaHbl B TLV Kak 63;

- level — ypoBeHb IS-IS, ana KoToporo 6yaeT NPUMEHATLCA MeT-
puKa.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWUIO.

isis passive-interface

no isis passive-interface

-/NaccuBHBIN peXxum
OTK/IIOuYEeH

Mepesectn nHTepdec B NAaCCUBHBIA pexum. B sTom pexume
nHTepderic He oTnpaBaseT 1 He npuHumaeT HELLO PDU.

YCTaHOBUTb 3HAYEHMe No YMOI4YaHUIO.

KomaHObl pexcuma Privileged EXEC

Bua 3anpoca KOMaHAHOW CTPOKM MMeET BUA,:

console#

Tabanua 353 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aelicmeue

show isis database [level]
[detail] [Isp-id Isp-id]

level: (level-1, level-2);
Isp-id: 20 cumBonos

OT06pasunTb 6asy AaHHbIX TONOAOTMK NpPoToKoAa IS-IS.

- level — yKa3biBaeT ypoBeHb NpoToKoa IS-IS, 6a3y AaHHbIX KOTO-
poro Heob6xoanMo 0TO6pPa3nTb;

- detail — oTobpakeHue noapobHoMn nHbopmauum o TLV;

- Isp-id — oTo6parkeHne nHbopmaLmmn no BbibpaHHoW LSP PDU.

show isis hostname

OT06pa3unTb n3BecTHble cooTseTcTBMA SystemID 1 Hostname.

show isis interfaces
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
loopback /loopback| vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..48); loopback:
(1-64); vlan-id: (1-4094)

0OT06pa3nTb MHPopmaumio 06 nHTepdericax, y4acTsyroLmx B IS-IS.

show isis neighbors [detail]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
loopback /oopback | vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..48); loopback:
(1-64); vlan-id: (1-4094)

0OT06pasuTb MHGOPMaLMIO O coceasX.
- detail — ncnonbsoBaHve AaHHOrO NapameTpa No3BosseT oTobpa-
3UTb AeTasbHy0 MHGOPMALMIO O coceanx.

clear isis

C6pocKTb BCe cOCceacTBa M OYUCTUTL TabaNLLy MmapLupyTusaumm IS-IS.
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MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
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5.36.6 Hacmpoiika Route-Map

MpumeHeHe route-map No3BoAAET USMEHATb aTPMOYTbl Y aHOHCUPYEMBIX M MPUHUMAEMbIX MapLL-
pyToB BGP, a Tak)Ke nameHATb next-hop ana mapwpytnsnpyemoro Tpaduka.

KomaHObI pexcuma 2a06an6HolU KOHguU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexume rnobanbHon KoHduUrypaumm:
console (confiqg) #

Tabnunua 354 — KomaHab! perkuma rnobanbHo KoHGUrypaumm

3HaveHue/3Ha4yeHue "
KomaHoa / Aelicmeue
o yMOAYAHUIO
system router resources
L BblZennTb pecypcbl MapLupyTM3aummn ana usmeHeHusa next-hop y
policy-ip-routes [number of .
1Pvd policy routes] number of IPv4 policy TPAH3UTHOrO MApLLpPYTM3NPYyemoro TpadukKa.
T routes: (0..32)/0; KomaHga npumeHsaeTca nocsie nepesarpysku.
policy-ipv6-routes 4 o
. number of IPv6 policy B TeKkyweit Bepcun NO nopaepkaHa pabora ToNbKO
[number of IPv6 policy V X
routes: (0..32)/0 IPv4 policy routes.
routes]
no system router resources YCTaHOBWTb 3HaYEHME NO YMOYAHMIO.
route-map name Co3aaTb 3anucb route-map.
[section_id ] [ permit | MepeBoAnT KOMaHAHYO CTPOKY B PEKMM KOHOUIYpUpPOBaHUSA
deny] route-map.
- name — Ha3BaHue route-map;
- section_id — Homep 3anucu B 3TON route-map;
name: (1..64) cumBona; . .
‘i id: - permit — NpMMeHUTb set KoMmaHAbl K MapLlpyTam,;
section_ic: - deny — oTOpOCUTbL MapLWpPYTbI.
(1..4294967295) -
V MakcumanbHoe Konu4yectso route-map = 32
(BKNtOYanA ceKuumn ogHoro route-map).
no route-map name Ypanutb route-map.
[section_id ] [ permit | - name — Ha3BaHuWe route-map;
deny ] - section_id — ypanaeT 3anucb c Homepom section_id.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelicos Ethernet, VLAN, uHmepaelica 2pynnbl nopmos

Bua 3anpoca KOMaHOHOM CTPOKM B pexume KoHPurypauum uHtepdeincos Ethernet, VLAN,
nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnnua 355 — KomaHapl pexkmma KoHourypaumm nntepdeliica Ethernet, VLAN, nHtepdeica rpynnbl nop-
TOB

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHoa Aeiicmeue

NMpmeHUTb route-map ¢ UMeHemM hame ANA 33[aHHOro UHTep-

ip policy route-map name name: (1..64) cumsona dbeiica.

no ip policy route-map name Yaanutb route-map ¢ uHTepderica.

KomaHObI pexuma KoHgu2ypayuu cekyuu route-map

Bupg, 3anpoca KOMaHAHOW CTPOKM B peXXMme KOHPUrypaLmm cekumm route-map:

console (config-route-map) #
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Tabnnua 356 — KomaHabl pexkMma KoHbUrypaumm cekumum route-map

KomaHda

3HayeHue/3Ha4yeHue
no yMmoA4aHuo

Aelicmeue

continue section_id [and]

no continue

section_id:
(1..4294967295).

3apaTb HOMEp cneaylolein cekumu route-map, KoTopaa byaet
NPUMEHEHA K MapLUpyTam, Nocae NPUMEHEHUA TEKYLLLEN.
- section_id — Homep 3anucu B 3TOM route-map;
- and — ykasbiBaeT, 4to match yctaHOBKM B 3TOM route-map
OOJ/IXKHbI 6bITb orMyeckn obbeamHeHbl (AND) ¢ match ycTtaHoB-
Kamu B route-map, o603HayeHHbIX NapameTpom section_id.
Co3fiaHune uenouyek route-map (6e3 napametpa and)
V BO3MOXXHO, €C/IM TUN route-map BbICTaB/eH B permit.
Ecnv npu co3gaHum LEenovyku npumeHseTca napameTp
V and, To Bce set YCTaHOBKM A0/I3KHbI HAXOAUTLCA B NO-
cnepHei CEKLMU 3TOM LLEMOYKM.

C6pOCUTb YyCTAaHOBKY.

match ip [address | next-
hop | route-source ] pre-
fix-list name

no match ip [ address |
next-hop | route-source ]
prefix-list name

name: (1..64) cumBona

3apatb cootBeTcTBUe prefix-list u agpeca mapwpyTa.

- address — cooTBeTcTBMe prefix-list v ip-agpeca mapwpyTa;

- next-hop — cootseTcTBue prefix-list u next-hop ip-agpeca mapLu-

pyTa;

- route-source — cooTBetcTeue prefix-list u ip-agpeca ncTouHnKa

MapLwpyTa;

- name — Ha3BaHuWe route-map;
Yto6bl He OT6GpACLIBA/INCH OCTaZibHble MapLUPYTbl, He

V yKasaHHble B prefix-list, Heo6xogumo cosgatb nycrou
route-map M NpmMBA3aTb €ro K TeKywemy yepes con-
tinue.

C6pocuTb COOTBETCTBME.

match local-preference
value

no match local-preference

value: (1..4294967295).

3afaTb COOTBETCTBME MaplupyTa ¢ aTpubytom local-preference.

C6pocuTb cooTBETCTBUE.

match metric value

no match metric

value: (1..4294967295).

3afaTb COOTBETCTBME MapLLpyTa C aTpMbyTOM metric.

C6pocuTb cooTBETCTBUE.

match origin [igp |egp |
incomplete]

no match origin

3a4aTb COOTBETCTBME MAPLLPYTA C aTpMbyTOM origin.

- igp — MapwpyT 6bI1 NOYYEH U3 MPOTOKO/IA BHYTPEHHEN MapLu-
pyTu3auuu (Hanpumep, KomaHaol network);

- egp — MapLpyT 6bin BblyyeH No NnpoTokony EGP;

- incomplete — mapwpyT 6611 Bbly4eH KaKUM-TO UHbIM 06pasom
(Hanpumep, KomaHzol redistribute).

C6pocuTb COOTBETCTBME.

match tag value

no match tag

value: (0-4294967295)

3afaTb COOTBETCTBME MApLUPYTa C aTpubyTom tag.

C6pocuTb cooTBETCTBME.

match {community |
extcommunity} name
[exact-match]

no match {community |
extcommunity}

3afaTb COOTBETCTBME, NPU KOTOPOM COMMUNity U3 CMUCKa C UMe-
Hem name [ONXKHbI COAEP}KATbCA B cOmmunity mapLipyTa.
exact-match — TpebyeT TouHOro coBnageHus Bcex community us
CMUcKa c community mapLpyTa.

C6pocuTb cooTBETCTBUE.

match as-number reg_exp

no match as-number

reg_exp: (1..127) cumsona

3a/aTb COOTBETCTBME NYTU MapLLPYTa U PEryAPHOrO BblpasKeHUs
reg_exp.

CHpocuTb COOTBETCTBUE.

match as-path-filter name

no match as-path-filter

reg_exp: (1..127) cumBona

3afaTb COOTBETCTBUE NYTU MAPLLPYTa U PETYNAPHOTO BbIPaXKeHUA
as-path n3 cnucka c umeHem name.

C6pocuTb COOTBETCTBUE.

set community {add |
replace | remove}
{graceful-shutdown |
internet | local-as |
no-advertise | no-export |
number}

no set community

number: ASN2:NN

add — f,06aBMTb K MapLpyTy community;

replace — yoanuTe Bce community U3 maplupyTta u f,06aBuUTb yKa-
3aHHOe;

remove — yAanuTb U3 MapLUpyTa yKazaHHOe community.

CbpocuTb gerictene set community.

412 Ethernet-kommymamopei ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES3510S-08P,
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set community-list { add |
remove } name

no set community-list {
add | remove }

name: (1..64) cumBona

add — 06aBUTb K MapLIpyTy community;
remove — yAaauTb M3 MapLIpyTa Bce community, cogepskatimecs
B CMUCKE C UMeHeM name.

Cbpocutb geicreme set community-list.

set community-list remove
all

no set community-list
remove all

YaanuTb n3 mapLupyTta Bce community.

CbpocuTb geicTene, yaansioliee U3 mappyTa Bce community.

set evpn gateway-ip
ip_add

no set evpn gateway-ip

-/0.0.0.0

YcTaHOBUTL 3HauyeHue aTpubyTa IPv4 gateway address B EVPN
MapLpyTax Tuna 5.
- ip-add — IPv4-agpec wnto3a.

CbpocuTb ycTaHOBKY aTpubyTa gateway IP B EVPN-maplpyTtax
TMna 5.

set extcommunity {add |
replace | remove}
sub-type {rt | soo} number

number: (ASN2:NN,
ASN4:NN, IPV4:NN)

add — 0,06aBUTb K MapLUPYTy pacliMpeHHOe community;

replace — yaanuTb Bce pacliMpeHHble community M3 MapLipyTa u
[,006aBUTb YKa3aHHOE;

remove — y4anuTb U3 MapLUpyTa yKasaHHOe community.

set extcommunity {add |
replace | remove}
sub-type color value

value: (0..4294967295)

add — ,06aBUTb K MapLIpYTy pacliMpeHHOe community;

replace — yaanuTb BCe paclMpeHHble community U3 mapLipyTa u
£06aBUTb YKa3aHHOE;

remove — y4anuTb U3 MapLUpyTa yKasaHHOe community.

set extcommunity {add |
replace | remove} word

word: (1..127)

add — ,06aBUTb K MapLIpyTy pacliMpeHHOe community;

replace — yaanuTb BCe pacliMpeHHble community M3 MapLipyTa u
006aBUTb YKa3aHHOE;

remove — yaanunTb U3 MapLUpyTa YKaszaHHoe (Mam Bce nonagato-
WwMe noa, perynapHoe BbipaxkeHme) community. a8 AaHHOM one-
paLun MOXHO MCNO/Ib30BaTb B KauecTse nNapameTtpa word pery-
NAPHOE BbIPaXKEHUE;

word: — uma community B HEX-dopmare.

no set extcommunity

CbpocuTb peicreume set extcommunity.

set extcommunity-list
{add | remove} name

no set extcommunity-list
{add | remove}

name: (1..32) cumBona

add — 0o6aBuUTb K MapLUpPyTy BCe pacluMpeHHble community u3
CMUCKa C MMeHeM name;

remove — yAannTb M3 MapLIpyTa BCe pacluMpeHHble community,
cofleprKallumecs B CUCKe C UMEHeM hame.

CbpocuTb peicreume set extcommunity add unm remove.

set as-path path-limit
value

no set as-path path-limit

value: (0-255)

[o6asutb K mapwpyTy atpubyT AS_PATHLIMIT.

Hynesoe 3HauyeHwe oOrpaHu4YMBaeT aHOHCMPOBAHWE JIOKASIbHO
CreHepupoOBaHHbIX MapLIPYTOB, TONbKO mexay iBGP cocepamu
(He 6yayT BUAHbI ana eBGP).

3HayeHue 6onblue 0 03HavaeT, uto ecnv AS_PATH aTpubyt umeet
6onbwe AS-Homepos, Yem 3HayeHne AS_PATHLIMIT, To HyXHO
ero otbpocuTb Npu Bbixoae B eBGP.

C6pocuTtb path-limit.

set as-path prepend
as_number

as_number: (1-

[Oob6asuTb K aTpnbyTy AS-Path BBeaeHHble AS Homepa.

4294967295)
no set as-path prepend Cbpocutb gobasneHue K AS-Path.
set as-path prepend local- [o6asuTtb K aTpnbyTy AS-Path value Homepos Local AS (Ha Bbixog,
as value eBGP-coceay).

value: (0-10) AY)

no set as-path prepend lo-
cal-as

Cbpocutb gobaBneHune K AS-Path.

set as-path remove
as_number

no set as-path remove

as_number: (0..127) cum-
Bo/a

Ypanute n3 atpmnbyta AS-Path ykasaHHyto AS.

CbpocuTb yaaneHue.

set ip next-hop ip_address

no set ip next-hop

YcTaHoBUTb next-hop aTpubyT maplupyTa.
- ip_address — IP-agpec next-hop.

CbpocuTb ycTaHOBKY aTpmnbyTa next-hop.

set local-preference value

no set local-preference

value: (1-4294967295)

YcTaHOBUTb 3HayeHue aTpmubyTa local-preference.

CbpocuTtb ycTaHOBKY aTpunbyTa local-preference.

set metric value

no set metric

value: (1-4294967295)

YCTaHOBWTb 3HauYeHue aTpubyTa metric.

C6pocuTb ycTaHOBKY aTpnbyTa metric.
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MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
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set next-hop-peer

no set next-hop-peer

ATpUBYT He ycTaHOoB/EH

YcTaHOBWTL 3HaYeHue aTpubyTa next-hop, Kak agpec coceaa.

C6pocuTb ycTaHOBKY aTpubyTa.

set next-hop-unchanged

no set next-hop-
unchanged

CoxpaHaATb BGP aTpubyT next hop npu nepegaye mapwpyTta eBGP
coceny.

CbpocnTb coxpaHeHue aTpubyTa next hop npu nepepaye mapu-
pyTta eBGP coceay.

set origin [igp |egp | in-
complete]

no set origin

YcTaHOBUTL 3HaueHwue aTpubyTa origin.

- igp — MapLpyT 6b11 NOAYYEH U3 NPOTOKOA BHYTPEHHEN MapLL-
pyT13aumm (Hanpumep, KomaHaon network);

- egp — mapupyT 6bin BblyyeH no npoTokony EGP;

- incomplete — mapLpyT 6b1/1 Bbly4eH KaKUM-TO UHbIM 0bpasom
(Hanpumep, kKomaHaoli redistribute).

CbpocuTb ycTaHOBKY aTpubyTa origin.

set tag value

no set tag

value: (0-4294967295)

YCTaHOBWTb 3HaueHue aTpubyTa tag.

CbpocuTb ycTaHOBKY aTpunbyTa tag.

set weight value

no set weight

value: (1-4294967295)

YcTaHOBWTb 3Ha4eHWe aTpnbyTa weight.

C6pocuTb ycTaHOBKY aTpnbyTa weight.

KomaHObl pexcuma Privileged EXEC

Bce kKomaHAb! AOCTYNHbI 418 NPUBUIETMPOBAHHOIO NOJIb30BaTENA.

BunAa 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnunua 357 — KomaHabl perkmuma Privileged EXEC

3HaveHue/3HavyeHue "
KomaHoa / Aelicmeue
Mo yMmoA4YaHuo
show route-map [name] name: (1..64) MpocmoTp nHGOPMaLMK 0 CO34aHHbIX route-map.
cMmBona - name — umsa route-map.

5.36.7 Hacmpolika Prefix-List

Prefix-nuctbl no3sonAoT puabTPoOBaTb NPUHUMAEMbIE U AHOHCUPYEMbIE MAPLUPYTbl NPOTOKO/I0B ANHA-
MWYECKOM MapLUpyTM3aLUN.

KomaHObI pexcuma 2a0b6anab6Hol KoOHguU2ypayuu

BuAa 3anpoca KoOMaHAHOWM CTPOKM B pexxume rnobasbHon KoHdUrypaumm:
console (config) #

Tabnunua 358 — KomaHabl perkuma rnobanbHOM KOHGUrypauum

text: (1..80) cumBona;
ge_value: (1..32);
le_value: (1..32)

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
ip prefix-list name [seq Cozparb Prefix-list.
seq_value] [description - name — umsa cosgasaemoro prefix-nucra;
text] {deny | permit} name: (1..64); - seq_value — Homep 3anuncu B cnucke NpeduKcos;
ip_address [mask] [ge seq_value: (1.. - text — onvcaHMe cnucka NnpedpuKcos;
ge_value] [le le_value] 4294967294); - deny — 3anpeuyatouiee geicTene 4N MapLIpyTa;

- permit — paspeLuatolee 4eACTBME ANA MAPLWIPYTa;

- ge_value — cooTsetcTBue gavHe npeduKca, paBHON WK
bonbluei, Yem HacTpoeHHas g/InHa NnpeduKca;

- le_value — cooTBeTcTBME AAvHE NpeduKca, KOTopas paBHa
WM MeHbLUEe HAaCTPOEHHOM A/MHbI NpeduKca.
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MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
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Ec/M He HaLLNOCb HU OAHOrO COOTBETCTBUSA, TO ByaeT
V npumeHeHa HeABHas NOIMTUKA No ymonvaHuio deny
any.
no ip prefix-list name [seq Ypanute co3gaHHbii Prefix-List.
seq_value]

KomaHOb1 pexcuma Privileged EXEC

Bce KOMaHAbl AOCTYMHbI 414 NPUBUAETMPOBAHHOIO NONb30BaTENA.
BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 359 — KomaHab! perkmuma Privileged EXEC

3HaveHue/3HavyeHue ”
KomaHoa / Aelicmeue
o ymon4arHuro

MpocmoTp nHPopmauum o cosaaHHbix prefix-list.
- name — ums prefix-list.

show ip prefix-list [name] name: (1..64) cumsona

5.36.8 Hacmpolika cesasku Knroyeli

CBsi3Ka K/Alo4yel No3BonseT co3aatb Habop nmaponeit (Knwouyeit) ¢ nocaeaytolleil BO3MOXKHOCTbIO
HaCTPOMKM BpeMeHU AencTBMA Karkaoro naposs. CosgaHHble Naposin MOryT UCMOJ1b30BaTbCA NPOTOKOaMM
RIP, OSPF, IS-IS pna ayteHTUdMKaLmu.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME r106anbHOM KOHPUrypaLmm:

console (config) #

Tabnumua 360 — KomaHabl pexkuma rnobanbHoN KoOHPUrypaumm

3HaveHue/3Ha4yeHue .
KomaHoa / Aeiicmeue
no ymon4yaHuro

Co3paeT cBA3KY KNtoyel ¢ MmeHem word 1 BXOOMT B PEXUM KOHOU-

key chain word o
rypaLumn CBA3KM KNLOYEN.

word: (1..32) cumsona/- -
Ypanaer cBA3Ky Katovel ¢ umeHem word.

no key chain word

KomaHObI pexxcuma KoHgu2ypayuu cea3Ku Kawyel

BuAa 3anpoca KOMaHAHOWM CTPOKM B peXknume KOHPUrypaLmm CBA3KN Katouei:
console (config-keychain) #

Tabauua 361 — KomaHabl pexxnma KoOHGUrypaLmm CBA3KM Katouen

3Ha4yeHue/3HayeHue
no ymoa4YaHuro

KomaHoa Aelicmeue

Co3paert Kntou ¢ naeHTudnkatopom key_id v BXOAUT B PEXKUM KOH-
key key id dburypauum kntova.

key_id: (1..255)/-
ey_id: ( / Ypansaer knwou ¢ naeHtudukaTopom key_id.

no key key id
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KomaHObI pexcuma KoHgu2ypayuu Kawo4a

Bua 3anpoca KOMaHAHOM CTPOKU B pexnume KoHOUrypaumm Knroua:
console (config-keychain-key) #

JaHHbIM peXxum AOCTYNeH U3 peXxnuma KoHOUrypaumm CBA3KN KAoYen 1 npeaHasHadveH anaa 3agaHua
CaMOro K/1to4a M ero napameTpos.

Tabnnua 362 — KomaHabl pexkMma KoHbUrypauum Katoua

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

key-string word

no key-string

word: (1..16) cumsonos/-

3ajaeT 3HayeHue Katova.

Yaanaet 3Ha4YeHume Katoua.

encrypted key-string
encryptedword

no encrypted key-string

encryptedword/-

3afaeT 3HayeHMe KAto4a B 3awndpoBaHHOM BUAE.

- encryptedword — 3aWwndpoBaHHbIi Naponb (Hanpumep, na-
ponb B 3aWNdpPOBaHHOM BWAE, CKOMMPOBAHHbLINA C APYroro
YCTPOWCTBA).

YpanaeT 3HayeHune Kawova.

accept-lifetime
time_to_start
{time_to_stop | duration |
infinite}

no accept-lifetime

-/BCerna pencreuteneH

3a/aeT BpPeMA XKMU3HM K/ItoYa, B TEYEHWE KOTOPOrO KoY by-
OeT fAeiCTBUTENEH A/1A CBEPKM C K/IIOYOM B MPUHUMAEMbIX CO-
obuweHunnax.

- time_to_start — Bpema 1 AaTa Havyana AencTBUA KNtoYa. 3a-
naetca B popmate hh:mm:ss month day year;

- time_to_stop — Bpemsa W AaTa NpeKpalleHus AencTBus
Kntoua. 3agetca B popmate hh:mm:ss month day year;

- duration — 3afaeT NPOAOKUTENBHOCTb AEUCTBUA K/tOYa B
CeKkyHaax;

- infinite — yctaHaBnMBaeT HecKkoHeYHoe Bpema AeNCTBUSA
KAtova.

YaanuTb BpeMA XKU3HU KtoYa.

send-lifetime
time_to_start
{time_to_stop [duration |
infinite}

no send-lifetime

-/Bcerga pgencreuteneH

3a/aeT Bpema XKMU3HM KAtoUa, B TeYEHWe KOTOPOro Kawd by-
LET AelcTBUTENEH A5 OTNPABKU COOBLLEHMIA.

- time_to_start —Bpems U faTta Hayana AencTBMA Katova. 3a-
naetca B popmate hh:mm:ss month day year.

- time_to_stop — BpemMAa W faTa MpeKpaleHUs LencTBuA
Kntoya. 3agetca B dopmate hh:mm:ss month day year.

- duration — 3a8aeT NPOAOMNKNUTENBHOCTb AEACTBUA KAtOYa B
CeKyHAaax.

- infinite — ycTaHaBAMBaeT HecKoHeyHoe Bpemsa AeWCTBMA
K/tova.

YaanuTb BpeMA XKU3HU KtoYa.

/ Ecnn B KAaKOM-TO MOMEHT BPeMeHM Cpa3y HECKOJIbKO K/tlovel byayT ABnATbCA AeicTBUTENb-
HbIMM, TO GAKTUYECKU UCNOJIb30BaATLCA BYAET KUY C HAMMEHbLIMM UAEHTUDUKATOPOM.

KomaHObI pexcuma Privileged EXEC

Bua 3anpoca KoOMaHAHOW CTPOKM UMEET BUA,:

console#

Tabnunua 363 — KomaHabl pexkuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show key chain word

word: (1..32) cumBona/-

OtobparkaeT MHGOPMALMIO O CBA3KE K/toyen ¢ MmeHem word.
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[Mpumepbl 8bIN0AHEHUA KOMAHO

Co34aTb CBA3KY KaoYen ¢ umeHem namel n nomecTuTb B Heé ABa Katoya. Ha kntouye key 2 HacTpouTb
BPEMEHHOWN MHTEPBAJI, B TEY4EHME KOTOPOTro 3TOT KU MOXKET ObITb MCNOb30BaH A8 CBEPKU C KNHOYOM B
NPUHATLIX NaKeTax.

console (config) #key chain namel

console (config-keychain) #key 1

console (config-keychain-key) #key-string testkeyl

console (config-keychain-key) #fexit

console (config-keychain) #key 2

console (config-keychain-key) #key-string testkey2

console (config-keychain-key) #accept-lifetime 12:00:00 feb 20 2020
12:00:00 mar 20 2020

MoKa3aTb MHGOPMaALMIO O CO34aHHOM CBA3KE KtOUEN:

console# show key chain namel

Key-chain namel:
key 1 -- text (Encrypted) "y9InRggddPOa7W304gfrNBeGhigRuwwpbmWCy69nLuQk=""
accept lifetime (always valid) - (always valid) [valid now]
send lifetime (always valid) - (always valid) [valid now]
key 2 -- text (Encrypted) "G7sTS+v50GIJwHBL6UXZYyWVPzbgZ/6fI0OF3h3NB6wYMM=""
accept lifetime (12:00:00 Feb 20 2020) - (12:00:00 Mar 20 2020)
send lifetime (always valid) - (always valid) [valid now]

5.36.9 banaHcuposKa Hazpy3Ku Equal-Cost Multi-Path (ECMP)

banaHcuposka Harpyskmn ECMP nossondeTt nepefasaTb NakeTbl O4HOMY NOJy4aTeNto NO HECKO/Ib-
KUM «Ty4lMm maplupytamy». [laHHbli GyHKUMOHAN NpeaHasHayveH Aaa pacnpeseseHna Harpysku n on-
TUMM33AUUKM NPONYCKHOM cnocobHocTh ceTn. ECMP morkeT paboTaTb Kak CO CTaTUYECKUMU MapLIpyTamu,
TaK M C NPOTOKO/IaMMN ANHAMMNYECKOM MapLLPYTU3ALLNN.

KomaHObI pexcuma 2a06anb6Hol KoOHguU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume rnobasibHoM KoHdUrypaumm:
console (config) #

Tabnunua 364 — KomaHabl perknma rnobanbHOM KoOHGUrypaumm

3Ha4yeHue/3HayeHue .
KomaHda Aelicmeue
no yMoAYaHUIo
ip maximum-paths maxi- 3a4aTb MAKCMMaJIbHOE KOJIMYECTBO MyTel, KOTopbie MOryT
mum_paths . 6bITb YycTaHOBNEHDI B FIB ana Kaxaoro maplupyra.
maximum_paths: "
(1.64)/1 Hactpoiika BCTynuT B CUAY TONbKO NOC/ie COXpaHe-
; Y HUA KOHUrypauum u nepesarpysKku ycTpoimcTea.

no ip maximum-paths YCTaHOBUTb 3HaYeHMEe N0 YMOYAHMIO.

5.36.10 Hacmpoiika Virtual Router Redundancy Protocol (VRRP)

V Mpun opHOBpeMeHHOM wucnoab3oBaHun 15 VRRP-mapuwpytusatopos UM ¢PyHKUMOHaNa
anycast-gateway mac-address Ha KommytaTtopax MES3510DS-24F n MES3510S-08P anna-
paTHas mapuwpyTtusaums 6yaet PyHKLMOHUPOBATb TONbKO Ha 14 VRRP-mapLupyTusaTopax.

417 Ethernet-kommymamopei ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES35105-08P,
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MpoTtokon VRRP npegHasHayeH AnA pe3epBMPOBAHUA MapLUPYTU3aTOPOB, BbIMOJIHAOWMX POJb
LU/t03a MO YMOJIYAHUIO. ITO AoCTUraeTca NyTém obbeamHeHus IP-uHTepdencos rpynnbl MapLLpyTM3aTOPOB
B OZMH BMPTYa/ibHbIM, KOTOPbIN ByAET MCNONb30BATLCA KaK LUAHO3 MO YMONYAHUIO 4151 KOMNBIOTEPOB B CETU.
Ha KaHanbHOM ypoBHe pesepBupyemble MHTepdeiicbl umetoT MAC-agpec 00:00:5E:00:01:XX, roe XX —
Homep rpynnbl VRRP (VRID).

Tonbko 0aMH N3 PU3NYECKMX MAPLUPYTU3ATOPOB MOMKET BbINOAHATL MapLpyTM3aumio Tpadumka Ha
BUpTyanbHom IP-uHTepdeiice (VRRP master), ocTanbHble MapLUpyTU3aTopbl B rpynne npeaHasHayYeHbl ana
pesepsuposaHua (VRRP backup). Bbibop VRRP master npoucxoguT B cootBetctBum ¢ RFC 5798. Ecau
TEKYWMIA master CTAaHOBUTCA HeAOCTYMHbIM — BblbOp noBTOPsAeTcA. HamBbICWMIA NPUOPUTET MMeET
MapLLpyTn3aTop ¢ cobcTBeHHbIM IP-agpecom, coBnagatoWmMm ¢ BUPTYasibHbIM. B ciydae AOCTYNHOCTM OH
Bcerga craHosutcA VRRP master. MakcumanbHoe Konmyectso VRRP-npoueccoB gna KommyTaTopos
MES2300-xx, MES3300-xx, MES35001-24F, MES3510DS-24F — 255, pgna kommytatopos MES5312,
MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48, MES5410-48, MES5500-32 — 127.

KomaHObI pexcuma KoHgu2ypayuu uHmepagpeticos Ethernet, VLAN, uHmepdgelica 2pynnsl nopmos

Bua 3anpoca KOMAHOHOM CTPOKM B pexume KoHPurypauum uHtepdeincos Ethernet, VLAN,
nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnnua 365 — KomaHabl pexkmma KoHourypaumm nntepoeiica Ethernet, VLAN, nHtepdeiica rpynnbl nop-
TOB

3HaveHue/3HayeHue .
KomaHda / Aeiicmeue
no yMmon4aHuo

vrrp vrid description text [JobasneHune onncaHns Lenm nam ncnonb3osaHus ana VRRP maplu-

vrid: (1..255); .
: _ text: (1..160 cUMBONOE) pyT13aTopa ¢ naeHTUOUKATOPOM vrid.
no vrrp vrid description Ypanernune onuncanma VRRP-mapwpytusaTopa.
vrrp vrid ip ip_address Onpegenerune IP-agpeca VRRP-mapwpyTtnsatopa
no vrrp vrid ip [ip_address] Ypanenwue IP-appeca VRRP c mapwpyTtusaTtopa. Ecam B Kauectse na-
vrid: (1..255) pameTpa He yKasaH IP-agpec, To yaanatca Bce IP-agpeca BupTyanb-

HOrO MapLIpyTM3aTopa, BCAEACTBUE Yero yAaanTca U cam BUPTY-
aNbHbIA MapLIpyTU3aTop vrid Ha LAHHOM YCTPOMCTBE.

vrrp vrid preempt BkntoueHue pexkuma, npu Kotopom backup-maplupyTtmnsatop ¢ 6o-
/lee BbICOKMM MpUOpUTETOM BYZEeT NbiTaTbCA NepexBaTUTb Ha cebn
ponb master y Tekywiero master-mapLpytusatopa ¢ 6o1ee HU3KUM
NpUopUTETOM.

MapupyTusaTop, KOTOpblii ABASETCA Bhajenblem

vrid: (1..255);
IP-agpeca maplpyTusatopa, 6yaer nepexsaTtbiBaTb Ha
Mo ymonyaHuio V o
ceba ponb master HE3aBUCMMO OT HaCTPoOeK AaHHOM
BK/IOYEHO
KOMaHpApbl.
no vrrp vrid preempt BbIK/ItOYEHME peMMa, Npu KoTopom backup-mapupyTusaTtop ¢ 6o-
Nlee BbICOKMM npuoputeTom ByaeT NbiTaTbCA NepexsatnTb Ha ceba
ponb master y TekyLiero master-mapLpytusartopa ¢ 601ee HU3KUM
NpUOPUTETOM.
vrrp vrid priority priority vrid: (1..255); HasHayeHune npuoputeta VRRP-mapwpyTtunsatopa.
no vrrp vrid priority priority: (1..254); YcTaHOBKa 3HaU€HUA N0 YMONYaHUIO.
Mo ymonuanuto: 255
ana snagensua IP-
agpeca, 100 gna
OCTa/IbHbIX
vrrp vrid shutdown vrid: (1..255); BbikntoyeHne VRRP-NpoToKoNa Ha AaHHOM MHTepdeice.
no vrrp vrid shutdown Mo ymonuaHumio: BkntoueHne VRRP-npoToKkona Ha gaHHOM nHTepdelice.
BbIKIOYEH
vrrp vrid source-ip ip_address vrid: (1..255); OnpeaeneHune peanbHoro VRRP-agpeca, KOTopbiii byaeT ucnonb3o-

BaTbCA B KadyecTse |P-agpeca otnpasutens ana VRRP-coobuieHMN.
Mo ymonyanuio: 0.0.0.0 ap P A W

no vrrp vrid source-ip YCTaHOBKa 3HAYEHUA MO YMONYAHUIO.

418 Ethernet-kommymamopei ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES3510S-08P,
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vrrp vrid track object-id
[decrement
decrement_priority]

no vrrp vrid track

vrid: (1..255);
object-id: (1..64);
decrement: (1..253)

M3meHsaeT npuoputeT VRRP-mapLwpyTnsatopa npu UsmeHeHun co-
CTOAHUU TpeKa. [pu nepexosae Tpeka B cocToaHUe down npuopuTeT
VRRP-mapLpyTM3atopa NOHUXKAETCA Ha 3HayeHune decrement_pri-
ority unu Ha 10, ecnu 3Ha4eHue decrement_priority He ykasaHo.

OTmeHsAeT nsmeHeHue npuoputeta VRRP-mapupyTmusaTtopa.

vrrp vrid timers advertise
{seconds | msec milliseconds}

no vrrp vrid timers advertise
[msec]

seconds: (1..40);
milliseconds:
(50..40950);

Mo ymonuaHuto: 1 cek

OnpegeneHve MHTepBana Mexay aHOHCaMW master-mapLpyTusa-
Topa. Ecnv uHTepBan 3agaH B MUIMCEKYHAAX, TO MPOUCXOAMUT
OKpYr/ieHne BHM3 A0 6auKaiweit cekyHapl gns VRRP Version 2 1
00 6AvKaMwux coTbix aosieit cekyHabl (10 munnvcekyHa) ana
VRRP Version 3.

YcTaHOBKa 3Ha4YeHuA no YMONYaHUIO.

vrrp vrid version {2 | 3 | 2&3}

no vrrp vrid version

OnpegeneHne noaaepxmaemoit sepcun VRRP npoToKkona.

-2 — nogaepkunsaetca VRRPv2, onpegeneHHbln B RFC3768. Mony-
Yyaemble VRRPv3-coobuieHma oTbpacbiBaloTCA MapLLpPYTM3aTOPOM.
OTnpasnatotca T0/1bko VRRPv2-aHOHChI;

-3 — noppepkmeaetca VRRPv3, onpeneneHHbin B8 RFC5798, 6e3
cosmectumocTn ¢ VRRPv2 (8.4, RFC5798). Monyyaembie VRRPvV2-co-
obleHna oTbpacbiBaloTcA  MaplpyTMsaTtopom. OTnpasaaioTca
ToNbKO VRRPV3-aHOHCHI;

- 2&3 —noppeprkmsaetca VRRPv3, onpeaeneHHbin B RFC5798 ¢ 06-
paTHoi coBmectumocTbio ¢ VRRPv2. Monyyaemble VRRPv2-co06-
weHna obpabaTtbiBatoTca  MapwpyTusatopom. OTnpasaatoTca
VRRPv2- 1 VRRPv3-aHOHCbI.

YcTaHOBKa 3HAaY€HUA N0 YMONYAHUIO.

vrrp vrid checksum exclude
pseudo-header

no vrrp vrid checksum exclude

Mo ymonyaHuto:
MCNONb3yeTcA MeTo,
pacyeTa KOHTPO/IbHOM

BKAHOUMTL METOZ, pacyeTa KOHTPOJIbHOM CyMMmbl B 3arosioBke VRRP
6e3 yyeTa ncesgosaronosKka. RFC 3768.

YCTaHOBWUTb METOZA, pPacyeTa KOHTPOIbHOM CYMMbI, ONpeseNieHHbl i

pseudo-header CYMMbI C B RFC5798, no ymonyaHuio.
ncesA03aro/I0BKOM
vrrp vrid accept mode [accept | YcTaHaBMBaEeT pexxnm paboTbl 06paboTKM NaKeToB, afpPecoBaHHbIX
drop] Ha BMPTyasbHbli agpec:
- accept — VRRP-mapLipyt1saTop B coctoaHuu Master 6yget npu-
HMMaTb MaKeTbl, aApecoBaHHble Ha BUPTYaNbHbIA agpec, Aaxke
-/drop; €C/IM OH He ABAAETCA BNaje/bLiem 3TOro agpeca;
vrid: (1..255) - drop — VRRP-mapwpyTrsaTtop B coctosaHun Master 6yaet otbpa-

no vrrp vrid accept mode

CblBaTb NaKeTbl, agpecoBaHHbIe Ha BMpTyaﬂbeIVl ajgpec, ecau oH
He ABNAEeTCA BlaAeibueMmM 3TOro agpeca.

YCTaHOBKA 3HAYeHUA No YMO/IHaHUIO.

vrrp vrid authentication {text
word | md5 key-chain key |
md5 key-string { string |
encrypted md5-string }}

no vrrp vrid authentication

word: (1-8) cumBonos;
key: (1-32) cumBonos;
string: (1-80) cumBonOB;
md5-string: (1-128) cum-
BOJIOB;
vrid: (1..255);
Mo ymonyaHutio:
ayTeHTUdMKauma
OTK/loYeHa

YcTaHaBAMBAET peXmMm ayTeHTuduKaumm ana naketos VRRP:

- text — nogctaHoBKa B VRRP-nakeTbl Napons 4na ayTeHTudunKaLmm
B He WnNdpoBaHHOM BUAE;

- md5 key-chain — noacraHoska 8 VRRP-nakeTbl naponsa ansa ayteH-
TMdMKaumm B LUINPPOBAHHOM BUAE C MOMOLLbI CKOHPUIYPUPOBaAH-
HOTO KAtoya WindposaHus;

- key — CKOHOUTYPUPOBAHHbIN KNtoY WMdPOBAHUSA;

- md5 key-string — nogcrtaHoBKka 8 VRRP-nakeTbl napons gna ayTex-
TMPUKaLMK B LUMPOBAHHOM BUAE C MOMOLLLIO 33aHNA Napons;

- String — Napo/ib 3a43aeTCA B OTKPLITOM BUAE (XPaHUTCA B 3alUmnd-
poBaHHOM);

- md5-string — naponb 3a4aeTcA B 3aWndpoBaHHOM BUAE.

YCTaHOBKa 3HaYeHUA N0 YMOAYAHUIO.

KomaHOwbi pexcuma Privileged EXEC

Bce KomaHAb! AOCTYNHbI 4149 NPUBUIETMPOBAHHOIO NOJIb30BaTENA.

BunAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

419 Ethernet-kommymamopei ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES35105-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32




JHELTEX

Tabnnua 366 — KomaHabl pexkuma Privileged EXEC

3Ha4yeHue/3HayeHue ”
KomaHoa / Aelicmeue
no ymon4aHuro
show vrrp [all | brief | MpocmoTp KpaTKon nau aetanbHoi MHGOpMaL MM ANA BCEX UK
counters interface OfIHOrO HaCTPOEHHOro BUPTyanbHOro mappyTtusatopa VRRP.

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);

- all — npocmoTp nHbopMaLMmM 0 BCex BUPTyasIbHbIX MapLLPYTH-
3aTopax, BKNIOYAA OTK/IOYEHHbIE;
- brief — npocmoTp KpaTKoi MHPOPMaLMKM O BCEX BUPTYasIbHbIX

{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet

twe_port | : .| mapwpyTusatopax;
hundredgigabitethernet hu_port: (1..8/0/1..32); - counters - otobpaxaeT cuetunkn ans VRRP.
hu_port | fo_port: (1..8/0/1..32);

group: (1..128);

fourhundredgigabitethernet vian_ id: (1..4094)

fo_port | port-channel group |
vlan vian_id}]

[pumepbl 8b1M0AHEHUS KOMAHO

Hactpoutb IP-agpec 10.10.10.1 Ha VLAN 10, ucnonb3osaTtb 3TOT agpec B Ka4ecTBe agpeca BUpTyasb-
HOro mapLpyTmsaTopa. BkatounTts VRRP-npoTokon Ha uHtepodeiice VLAN.

console (config-vlan)# interface vlan 10
console (config-if)# ip address 10.10.10.1 /24
console (config-if)# vrrp 1 ip 10.10.10.1
console (config-if)# no vrrp 1 shutdown

MNocmoTpeTb KoHpUrypaumio VRRP:

console# show vrrp

Interface: vlan 10

Virtual Router 1

Virtual Router name

Supported version VRRPv3

State is Initializing

Virtual IP addresses are 10.10.10.1 (down)
Source IP address is 0.0.0.0 (default)
Virtual MAC address is 00:00:5e:00:01:01
Advertisement interval is 1.000 sec
Preemption enabled

Priority is 255

5.36.11 Hacmpolika npomokona Bidirectional Forwarding Detection (BFD)

MpoTokon BFD no3sonseT 6bIcTpo 06HAPYKMBATb HEMCNPABHOCTU IMHKOB. BFD MOXKeT ucnonb3o-
BaTbCA KaK CO CTaTUYECKMMM MapLUpyTamm, Tak U C NPOTOKO/aMM ANHAaMUYECKOWM mapLipyTusaumm RIP,
OSPF, BGP. B Tekywei Bepcun MO peannsoBaHa noggep:ka BFD ana npotokonos IS-IS, OSPF 1 BGP, a
Takxke nogaeprkka Micro-BFD Ha LAG-uHTepdelicax Ana KOHTPOASA COCTOAHUA OTAE/bHbIX GU3UYECKNX
JIMHKOB B COCTaBe arperMpoBaHHOro KaHana.

, | AnnapatHbiii  BFD He peanusoBaH pgna  mogenen  MES2300-xx/MES2310-xx/
it MES3300-xx/MES3510DS-24F/MES3510S-08P. [lna aaHHbIX mogeneil npumeHsAeTca npo-
rpammHbiii BFD.

420 Ethernet-kommymamopei ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32
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HauunHasa c Bepcum 6.6.12, BkatoueHmne annapatHoro BFD ucnonb3yert yactb pecypcos TCAM,
npumeHaemblix gna 06pabotku offset-nucroe B pamkax ACL, uTo npuBoauUT K yMeHbLUEHUIO
KOJIMYecTBa A0CTYMNHbIX K HacTpoiike UDB-komnapaTtopos. Mpu BKAOYEHUU pe3epBupyeTca
06bém, aKBUBaNeHTHbIN 5 UDB-Komnapartopam. Mpu Hannuum nauueHsuu EVPN, gononHu-
TenbHO pe3sepsupytotca ewé 4 UDB. [laHHas NorMKa COXpaHAETCA, B TOM YMucae, Npu MHULMU-
anun3auum ycTpoiicTBa nocie nepesarpysku.

"h

Mpo UDB-KomnapaTtopbl U ux Koanyectso cm. NMpunoxkenue . PyHKUMOHAN KOMMYTATOPA,
ucnonb3yowmini TCAM u UDB.

KomaHOb! pexcuma 2n06aa6HoU KOHU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxnume rnobasibHo KoHdUrypaumm:
console (config) #

Tabnnua 367 — KomaHgb! pexknuma rnobanbHoi KoHduUrypaumm

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmesue
no ymoa4aHuro
bfd neighbor ip_addr YKaszaTtb napametpbl BFD-ceccun gna BFD-cocepa.
[interval int ] [min-rx min] - int — MMHUManNbHLIN MHTEPBAN Mepefayn AnA 0bHapy)KeHua
[multiplier mult_num] owmnbKuY;

int: (50..1000)/150
min: (50..1000)/150
mult_num: (2..15)/3

- min — MUHUMANbHLIM MHTEPBaN NpUEMA ANsA OOHapyKeHuA
owmnbKu;
- mult_num — Konn4yecTBO NOTEPSHHbIX MAKETOB A0 pa3pblBa
ceccum.

no bfd neighbor ip_addr YCTaHOBWTb 3HAYEHME MO YMOIHAHUIO.

KomaHOwb1 pexcuma Privileged EXEC

Bce KOMaHAbl AOCTYMNHbI 414 NPUBUNETMPOBAHHOTO NOJ/Ib30BaTENS.

Bua 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:
console#

Tabnnua 368 — KomaHgb! pexuma Privileged EXEC

3HayeHue/3HayeHue
Mo ymoa4aHuro

show ip bfd neighbors MpocmoTp nHpopmauum ob akTmBHbIX BFD-cocegsx.

[ip_addr] [detail]

[ vrfvrf_name | all ]

[ detail ]

KomaHoa Aelicmeue

421 Ethernet-kommymamopei ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES35105-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32
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5.36.12 lpomokon GRE

GRE (Generic Routing Encapsulation) — npoTokon TyHHenMpoBaHUA ceTeBbix NakeTos. Ero ocHos-
HOe Ha3Ha4yeHMe — MHKaNCyALMA NaKeToB CeTEBOro ypoBHA ceTeBon mogenn OSI B IP-nakeTbl. GRE moxkeT
ncnonb3oBaTbea ana opraHmsaunm VPN Ha 3-m yposHe mogenun OSI. B kommyTtaTopax MES peannsoBaHsbl
CTaTU4eckue Heynpasasemble GRE-TyHHenU, TO eCTb TYHHENM CO34at0TCA BPYUYHYIO NyTeM KOHOUIYypUpoBa-
HUA Ha JIOKa/SIbHOM U yaafieHHOM y3nax. [lapameTpbl TYHHeNs 1A KaxK4on M3 CTOPOH AOJIXKHbI ObITb B3au-
MOCOI1aCOBaHHbIMM UV NEePEHOCUMbIE AaHHbIe He ByayT AeKancy/IMpoBaTbCA NApPTHEPOM.

" | Ona kommyTtaTtopos MES5410-48, MES5500-32, MES5600-24, MES5700-32 pa6oTta ¢pyHKLMIA
| TYHHE/IMPOBaHUA OrpaHMYeHa HacTPOiKoi npodpuns nepepacnpeseneHns annapaTHbIX pe-
cypcos. Mpu ucnonbzosaHumn npopunsa min-13-max-12 pabora pyHKuMoHana TyHHennpoBa-
HUA B TeKyweii Bepcuun MO HeBo3MOXKHA. CM. KOMaHAy system forwarding resources mode

B pasaene 5.5 KomaHgbl ynpaBieHUs CUCTEMOM.

KomaHObI pexcuma 2106aab6Hol KOHuU2ypayuu

Buz 3anpoca KOMaHAHOWM CTPOKM B peXnume rnobasbHon KoHbUrypaumm:
console (config) #

Tabanua 369 — KomaHgb! pexknuma rnobanbHoi KoHdUrypaumm

3HavyeHue/3Ha4yeHue .
KomaHda / Aelicmeue
no ymon4aHuro
interface Tunnel tunnel_id tunnel_id: (1..16) Co3gaTtb MHTepdeinc TyHHenNs.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica myHHens

Bug 3anpoca KOMaHAHOM CTPOKM B pexXume KOHGUrypaumm nuHtepderica TyHHens:
console (config-tunnel) #

Tabnuua 370 — KomaHapl pexkuma KoHPUrypaumm nHtepderica TyHHens

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymosn4YaHuro
Tunnel mode gre ip 3agatb TMn TyHHena GRE ¢ ncnonbsosaHvem IPv4.
- -/BbIKNOYEHO
no Tunnel mode gre ip YpanuTb TyHHeNb.
Tunnel source HasHauuTtb IP-agpec nnm nntepdelic, Kotopbii byaet ncnonb-
{ipv4_address | 30BaTbCA B KayecTBe ajpeca OTNPaBUTENA  BHELUHEro
gigabitethernet gi_port | gi_port: (1..8/0/1..48); IP-3aronoska GRE-TyHHenA.
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48);
group | tunnel tunnel_id | vlan_id: (1..4094)
vlan vian_id }
no Tunnel source Ypanutb IP-agpeca otnpasutens.
Tunnel destination {_URL_ HasHauuTb IP-agpec nonyyatens (KOHUA TyHHenn).
| ipv4_address} -
no tunnel destination Ypanutb IP-agpec nonyyatens.
ip address ipv4_address YctaHoBuTb IP-agpec nHtepdeica TyHHens. C ucnoab3oBaHUEM
3TOro agpeca KOMMyTaTop AOCTyMeH 4epes3 TyHHenb. MoxeT
- MCMNONb30BaTbCA B Ka4YeCcTBe LU/03a Ha YAaNeHHOM YCTPOCTBE
Npu MapLpyTM3aummn B TYHHENb.
no ip address Ynanuto IP-agpec uHtepdeica TyHHens.

422 Ethernet-kommymamopei ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32
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KomaHOb! pexcuma EXEC

Buza 3anpoca KomaHAHOM cTPOKKM pexxnma EXEC:

console#

Tabnunuya 371 — KomaHab! pexkuma EXEC

3Ha4yeHue/3HayeHue ”

KomaHoa / Aelicmeue
110 yMOA4YaHuio

show ip Tunnel [ tunnel-id ] tunnel_id: (1..16) OT06pa3nTb MHPOPMALMMN TYHHENSA.

show ip interface Tunnel
tunnel_id

tunnel_id: (1..16) OTo6pasnTb MHPopMmaLumio 06 IP-uHTepdeiice TyHHENs.

show interfaces Tunnel 0OT06pa3nTb MHPopMaunio NHTepdeiica TYHHenNs.
tunnel-id

tunnel_id: (1..16)

[pumep HACMPOUKU MyHHenA

CospgaHue TYHHENA U HaCTpOI\;IKa CTaTU4eCKOoro mapuwpyTta anAa Ccetu, HaXOAﬂLLI,EIZCﬂ Ha NPOTUBONO-

ﬂOMHOﬁCTOpOHETyHHEﬂE

A

B KayecTse IOKANbHOro agpeca gna TyHHena ucnonbsyetca IP-agpec 192.168.1.1;
B KayecTBe y4aneHHOoro agpeca aaa TyHHenAa ncnonbsyetca IP-agpec 192.168.1.2;
IP-agpec TyHHeNA Ha SIoKaibHOM cTopoHe 172.16.0.1/30;

ceTb Ha NPOTUBOMOJIOXHOM CTopoHe TyHHens 10.10.1.0/24.

console (config) #vlan database

console (config-vlan) #vlan 301

console (config-vlan) #exit

console (config) #interface tengigabitethernetl/0/1
console (config-if) #switchport mode trunk

console (config-if) #switchport trunk allowed vlan add 301
console (config-if) #fexit

console (config) #interface vlan 301

console (config-if) #ip address 192.168.1.1 /24

console (config-if) #exit

console (config) #interface Tunnel 1

console (config-tunnel) #Tunnel mode gre ip

console (config-tunnel) #Tunnel source 192.168.1.1
console (config-tunnel) #Tunnel destination 192.168.1.2
console (config-tunnel) #ip address 172.16.0.1 /30
console (config-tunnel) #exit

console (config) #ip route 10.10.1.0 /24 Tunnel 1

Ha BcTpeuyHom ycTpoiicTBe He06X0AMMO BbINONIHUTL B3AaMMOCOI/1aCOBaHHbIe HAaCTPOMKU.

5.36.13 KoHgpuaypayusa supmyanvHoii o6aacmu mapwipymusayuu

VRF (Virtual Routing and Forwarding) — 3To TexHOnoruaA, KOTopasa NO3BONSET HECKO/NIbKUM 3K3eM-
nasapam TabanLbl MapLIpPyTM3aLLMK COCYLL,ECTBOBATL B OA4HOM MapLUpPYTM3aTOpPe OAHOBPEMEHHO.
Cnucok noaaeprkaHHbix B VRF dyHKUmIM goctyneH B pa3aene ®yHkuum B VRF.

Y

Kommytatopbl cepuin  MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P,
MES35001-8P8F, MES35001-24F He noapep:usatot paboty ¢ MP-BGP, gocTyneH ToO/bKO
¢yHKumnoHan VRF-Lite.

423 Ethernet-kommymamopei ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES35105-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,

MES5410-48, MES5500-32, MES5600-24, MES5700-32
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Tabnnua 372 — KomaHgb! pexuma rnobanbHoin KoHduUrypaumm

KomaHoa

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

ip vrf [vrf_name]

no ip vrf [vrf_name]

vrf_name: (1..32) cum-
BO/Ia

Co3faHue BUPTYanbHOM 061aCTM MapLUpyTU3aLUH.

YaaneHue BUpTyaabHOM 061aCTU MapLIpyTM3aLnK.

Tabnnua 373 — KomaHgbl pexuma KoHpurypaunmn nutepdeiica

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4aHuro

Aelicmeue

ip vrf [vrf_name]

no ip vrf

vrf_name: (1..32)
cuMmBosia

MpwuBaska nHTepdeiica K 061acTv BUPTyabHOM MapLLIPyTM3a-
umun. Mocne BBOAA KOMaHAbI BCE CO34aHHbIE B AasibHelweMm IP-
aapeca byayT accoummnpoBaTbes ¢ VRF, K KoTopomy 6bin npusa-
3aH UHTepdelic.

OTBA3Ka UHTepdelica oT 061aCcT BUPTYaNbHON MapLIpyTU3aLLmK.

KomaHObI pexcuma KoHguaypauyuu VRF

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHdurypaummn VRF:

Console (config-vrf) #

Tabnunua 374 — KomaHabl pexkmuma KoHpurypauum VRF

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

route-target {import |
export | both}

ASN2:NN or IPV4:NN or
ASN4:NN/-

no route-target {import |
export | both}

3a4atb 3HaYeHue pacwmpeHHoro BGP-kombloHUTM route-tar-
get.

- import — umnopTUpoBaTb KOMbIOHUTH;

- export — 3KcnopTUpoBaTb KOMbIOHUTH;

- both — skcnopTMpoBaTb M UMNOPTMPOBATL KOMBIOHUTH.
dopmaT 3anncn KOMbIOHUTU:

ASN2 — 16-6uTHOe 3HayYeHune AS;

ASN4 — 32-6uTHOE 3HayeHue AS;

IPv4 — IPv4-appec;

NN —yuncnoBoe 3HayeHue route target.

Yaanutb 3HaYeHMe KOMbIOHUTH.

rd route-distinguisher

ASN2:NN or IPV4:NN

nord

or ASN4:NN/-

3apaTb 3HaYeHMe paclimpeHHoro BGP-KombloHUTKM route-dis-
tinguisher.

YAannTb 3Ha4YeHNE KOMbIOHUTW.

Tabnunua 375 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show ip vrf [all [vrf_name]

vrf_name: (1..32) cum-
BO/Ia

pyTM3auum 1 06 L3-uHTepdeiicax, KOTopble B HAX HAaX0AATCA.

Y

5.37 KoHowurypauua VXLAN

dyHKUMK, noaaepKaHHble anA paboTbl B VRF: pasgen: 2.2.6 ®yHKuum B VRF.

BbiBog, MHPOPMALMM O CO3AAHHBIX BUPTYasbHbIX 061aCTAX MapLL-

VXLAN — 3To BMpTyanbHasa paclimpeHHaa yactHasa ceTb (Virtual eXtensible Local Area Network).
[aHHas TexHon0rMa No3BosneT ynakosbiBaTb Ethernet-kaapbl B UDP-cermeHTbl M TPaHCNOPTUPOBATL UX NO

IP-ceTn.

424 Ethernet-kommymamopei ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32
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VTEP — Virtual Tunnel End Point, ycTponcTBO, Ha KOTOPOM HauMHaeTcst Uan 3akaHumeaetcs VXLAN-
TOHHenb. Moaenu, onucbiBaemble B SAaHHOM PYKOBOACTBE, MOTYT AeNcTBOBaTb B Kavectse VTEP.

B kauectBe control plane gna VXLAN ucnonb3yetca EVPN. 3To pacwumpeHune npotokona BGP,
KOTOpOe NO3BOAAET CeTM NepenaBaTb MHGOPMALMIO O AOCTYMHOCTU KOHEYHOrO YCTPOMCTBA, TaKyl Kak
MAC-agpeca ypoBHAa 2 n IP-agpeca ypoBHaA 3. 3Ta TeEXHONOMMA NJOCKOCTM ynpasaeHma ncnonbsyet MP-BGP
ans pacnpegenerdma MAC-agpecos v IP-agpecoB KOHeYHbIX ycTpolicTs, rae MAC-agpeca paccmaTpuBatroTca
Kak mapuwpyTtbl. EVPN nosBonser ycTpolicTBam AencTBOBaTb B KauectBe VTEP ans obmeHa nHbopmaumen
MexAay coboi 0 AOCTYNHOCTN CBOMX KOHEYHbIX YCTPOMCTB.

V Moapepxka VXLAN npepoctaBnfaerca Nno AMLUEH3UN.

V dyHKuymnoHan VXLAN TpebyeT pesepBupoBaHuA annapaTHbIX pecypcos. CBeaeHUA 0 XapaK-
TePUCTUKAX PecypcoB ANA KOHKPETHbIX mogeneidi KOMMYTaTopoB NpuBeAeHbl B pasaene
4.5.2.3 BoiaeneHue annapaTHbIX PecypcoB Noa ML eH3upyemblii GyHKLUMOHAN.

Ona kommyTtatopos cepuit MES2300-xx, MES3300-xx, MES3500I-xx 1 MES5312 TexHonorua
EVPN/VXLAN He nogaep>Kusaerca.

DOna kommyTtaTtopos MES5410-48, MES5500-32, MES5600-24, MES5700-32 pa6oTta ¢yHKLMMA
TYHHE/IMPOBaHMA OrpaHUYEHa HacTPOKOoM Nnpoduna nepepacnpeseneHma annapaTHbIX pe-
cypcos. Mpu ucnonbsosaHuu npodpuna min-13-max-12 pabora pyHKLMOHANA TYHHENUPOBa-
HUA B TeKyLwei Bepcum MO HeBo3MOXKHA. CM. KOmaHAy system forwarding resources mode
B pasgene 5.5 KomaHabl ynpaBieHUa CUCTEMOMN.

iy

V Jioboit KommyTtaTtop ¢ noaaepKko ¢pyHkunoHana VXLAN moKeT MCNONb30BaTbCA KaK B
ponu Spine, TaK u B poau Leaf.

V [Ona npepotepaweHna npobaem c Path MTU Discovery (PMTUD), pasmep MHKancyaMpoBaH-
Horo Ethernet-kagpa He pgonKeH npesbiwate MTU underlay-cetn. PekomeHayetca nn6o
yseanunts MTU underlay-cetu (Hanpumep, 3a cuét jumbo frames), AM60 ymeHbLUTb pas-

mep ucxogHoro Ethernet-kagpa ao momeHnta VXLAN-UHKancynaumm.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bup, 3anpoca KOMaHAHOM CTPOKM B pexknme rnobanbHomn KoHUrypaumu:
console (config) #

Tabnunua 376 — KomaHabl pexkuma rnobanbHoi KoHdurypaumm

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no yMoaYaHuro

vxlan word Co3aatb VXLAN-MHCTAHC ¢ umeHem word 1 nepenTn B pexxmm

ero KoHdurypaumu.
word: (1..64) cumBona Ecnn VXLAN-MHCTaHC € TaKMM MMEHEM YyXe CO3jaH, TO ne-

PENTUN B PEXKUM €ro KOHOUrypaumm.

no vxlan word Yaanutb VXLAN c umeHem word.

anycast-gateway 3apatb BUPTYanbHbii MAC-agpec, KOTopbli 3ameHseT 6aso-

mac_address: H.H.H nau

mac-address mac_address
- H:H:H:H:H:H nnn H-H-H-

Bbli MAC-agpec KommyTtaTopa B ARP-co0bLLeHUAX, UCXoas-
KX ¢ HTepdelicoB, Ha KOTOPbIX AaHHaA GYHKLUMA akTUBHA.

H-H-H/

no anycast-gateway YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.

He 3afaHo
mac-address
arp suppression-cache 3afaTb MaKCMMaibHOEe BPEMSA KMU3HM 3anuceri Tuna local B
timeout timeout timeout: (30..40000000)/ | Tabnuue arp suppression-cache.
no arp suppression-cache 300 cekyHAa, YCTaHOBWUTb 3HAaYEHUE NO YMOAYAHUIO.
timeout
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ip dhcp information option
vpn [link-selection |server-
override | virtual-subnet]

-/BbIKNOYEHO

no ip dhcp information
option vpn

PaspewwunTsb ycTpolictey fobasneHue B onuuio 82 (ecim eé po-
H6aBneHue paspeLleHo) AONONHUTENbHbIX MOAONUNNA:

-vpn — pobasuTb nogonumm 5, 11 1 151;

- link-selection — go6aBuTb TONLKO NogoNUMIO 5;

- server-override — 106aBuUTb To/IbKO nogonuuio 11;

- virtual-subnet — no6aBuTb ToIbKO Nogonuuio 151.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHULO.

ip dhcp relay source-
interface [gigabitethernet

gi_port | tengigabitethernet gi_port: (1..8/0/1..48);

te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port: (1..8/0/1..120);
twe_port | hu_port: (1..8/0/1..32);
hundredgigabitethernet fo_port: (1..8/0/1..32);
hu_port | group: (1..48);
fourhundredgigabitethernet loopback: (1-64);
fo_port | portchannel group vlan: (1..4094);

| Loopback loopback | vlan vrf_name: (1..32)
vlan_id] [vrf vrf_name] cumBOIA

no ip dhcp relay source-
interface [vrf vif_name]

3agatb uHTepdelic ycTpoiictea, IPv4-agpec KoTtoporo byget
ncnonb3oBatbCcA B KayecteBe IP-agpeca uctovyHunka B IP-
3arosioBKe UM 3Ha4yeHus nons Relay agent IP address B coobuue-
HusAx npotokoaa DHCP oT relay-areHTa.

Ecnv Ha yKkasaHHOM nHTepdelice He HacTpoeH IP-aapec, To npu
Bblbope IP-agpeca UCTOYHMKA ByaeT Mcnob3oBaThCA NoBeae-
HWe relay-areHTa no ymon4yaHutio.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

evpn ethernet-segment
multihoming core-tracking
delay time

no evpn ethernet-segment
multihoming core-tracking

seconds: (1-300)/0 cek

BK/OUNTL 3a4epKKy nepesoaa ethernet-segment u3 errdisa-
ble cocToaHus.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

- bgp router-id
no evpn source-interface

delay time
evpn source-interface loopback: (1-64)/ 3agatb loopback-uHTepodeiic, KoTopblt ByaeT ABAATLCA UCTOY-
loopback loopback P ) HUKOM AN noctpoeHna VXLAN-TyHHenen.

YCTaHOBUTb 3HaYeHMe No YMONYaHUIO.

evpn ip-header df-bit

no evpn ip-header df-bit -/BKt04eHO

YcTaHosuTb dnar Don't Fragment (DF) Bo BHelwHem IP 3aro-
NoBKe MHKancyamposaHHoro 8 VXLAN nakera.

Y6patb ¢dnar Don't Fragment (DF) Bo BHewHem IP 3aronoske
MHKancynmposaHHoro B VXLAN nakeTa.

KomaHObI pexcuma KoHguaypauuu VXLAN

Buza 3anpoca KoMaHAHOWM CTPOKM B pexxume pexume KoHdurypaumm VXLAN:

console (config-vxlan) #

Tabnuua 377 — KomaHapl pexkuma KoHpurypaumm VXLAN

3HayeHue/3HayeHue
no yMmon4aHuio

KomaHda

Aeiicmeue

arp-suppression
p-supp -/BbIK/IIOYEHO

no arp-suppression

BkAtounTb GyHKUMIO arp-suppression B Tekywen VXLAN v B cBA-
3aHHOM ¢ Hei VLAN.
OpHoBpemeHHas paboTa B ogHoOI U Toid ke VLAN
! ¢yHKLMI1 arp-suppression 1 arp inspection 3anpe-
weHa.
BkatoueHune ¢pyHKLMM TpebyeT BblgeneHua fomnon-
! HUTeNbHbIX pecypcoB TCAM Ha ycTpoiicTBe, 4TO
NPUBOAUT K YMEHbLUEHUIO KOZIMYECTBEHHbIX Xapak-
TEPUCTUK HEKOTOPbIX CETEBbIX CEPBUCOB.
Cm. pasgen 2.2.2 Ucnonb3oBaHue TCAM.

YCTaHOBWUTb 3HaYeHue No YMONYaHUIO.

shutdown
-/no shutdown

no shutdown

YCTaHOBUTb agMUHUCTPaTMBHBIN cTaTyc DOWN ana VXLAN-mH-
CTaHca.

YCTaHOBWUTb 3Ha4YeHME N0 YMOYAHUIO.

vlan vian-id
no vian

vlan-id: (1-4094)

3apgaTtb vlan id, KoTopbiit 6yaeT cBasaH ¢ VXLAN-MHCTaHCOM.

Yaanutb cBasky vlan id ¢ VXLAN-uHcTaHcOM
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vni vni-id [ip-routing]

no vni

vni-id: (1-16777214)

3agatb Virtual Network Identifier (VNI), koTopsbiit 6yaet uc-
Nnonb30BaTbCA B pamKax gaHHoro VXLAN.

- ip-routing — ykasbiBaeT, uto AaHHbIM VNI 6yaet ucnonb3o-
BaTbCA ANA uHKancynaumm 8 VXLAN IP-nakeToB, mappyTmsu-
pyembix B VRF.

Ypanutb 3agaHHbiin VNI

route-target { export | im-
port | both } community

no route-target { export |
import | both } community

community: (ASN2:NN,
IPV4:NN, ASN4:NN)

Co3pgaeT cnuckm nmnopTa 1 akcnopta Route Target Community:
- export — gobasuTb Route Target Community K akcnoptupye-
MO MapLpyTHOM MHpOopMaumu;

- import — uMnopTMpoBaTb MapLIPYTHYIO MHOPMALMIO C YKa-
3aHHbIM Route Target;

- both — ykasatb umnopt 1 akcnopr.

Yaanaet cnuckm umnopTa 1 akcnopTa Route Target Commu-
nity.

mcast-group ip_mul-
ticast_address

no mcast-group

-/BbIKNOYEHO

Bkntoumtb B Tekywer VXLAN pexum penamnkaumm BUM-
Tpadumka c nomowpto PIM Multicast u npussasbiBaeT rpynnosoi
agpec K gaHHoi VXLAN. 9ToT agpec 6yaeT Mcnonb3oBaThCA Kak
agpec HasHadveHua B VXLAN naketax.
- ip_multicast_address — rpynnosou IP-agpec.
Ans nonyyeHus TpadmKa yKasaHHOI B KOMaHae
y  Bblle rpynnbl HEO6X0AUMO BKAKOYEHMUE
V npotokona PIM Ha untepdeiice loopback ¢
YKa3zaHMem JaHHOMW rpynnbl KaK CTaTUYeCKOid.
OnucaHue COOTBETCTBYIOLMX KOMaHA, B
cnepyiouweii Tabnuue.

] Bce VTEP 8 ogHom VNI g0oMmKHbI MICNONb30BaTb
V OAMH M TOT e MeToj, penaukauuu. B cnyyae
multicast Ha Bcex VTEP B ogHom VNI gonkeH

MCNO/b30BaTbCA OAMUH U TOT XKe aapec rpynnbi.

MaKcMmanbHoe KoMYecTBo YHUKanbHbix mul-
ticast VXLAN TyHHenei (multicast rpynn) 256.

V OpHa multicast rpynna moxket 6bITb Ha3HAYeHa Ha
Heckonbko VXLAN TyHHenen.

YCTaHOBUTb 3HaYeHue No YMONYaHULO.

V DAna koppeKTHOI4 pabotbl VXLAN Heobxoammo yctaHoBneHue ceccun BGP mexay loopback-
uHTepdeicamm yCcTpoMUCTB € yKkazaHuem agpeca loopback B kauectse bgp router-id.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica loopback

Buza 3anpoca KoMaHAHOM CTPOKM B pexnme KoHdUrypaumm nutepoeica loopback nmeet sna:

Console (config-if) #

Tabnnuya 378 — KomaHab! pexnuma KoHpurypaumm nHtepdelica loopback

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuwo

Aelicmeue

ip pim

-/BbIK/IOYEHO

BkntoumTb NpoTokon PIM Ha uHTepdelice.

no ip pim

ip igmp static-group
ip_multicast_address

no ip igmp static-group
ip_multicast_address

YcTaHaBAMBaeT 3HaYeHUe o YMOAYaHUIO.

Co3paert 3anuchb (*, G) ¢ yKazaHHOW My/IbTUKACTOBOW rpynnoi
n pobasnaet uHtepodelic loopback 8 OIL. OTnpasnsaert Ha RP
PIM Join ¢ yKa3zaHHbIM agpecom My/bTUKACTOBOM rpynmbl.

- ip_multicast_address — rpynnosoi IP-agpec.

Ypanset 3anuch (*, G) ¢ ykazaHHON MyNbTUKACcTOBOW rpynnoi.
OTtnpasnsaet Ha RP PIM Prune c yKka3aHHbIM a4 pecom MynbTU-
KacToBOM rpynnbl.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

Buza 3anpoca KoMaHAHOM CTPOKM B pexnme KoHPUrypaumm nutepdeiica VLAN:

console (config-if) #

Tabnunua 379 — KomaHgb! pexkuma KoHdpurypaumm nntepdeiica VLAN

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

anycast-gateway

no anycast-gateway

-/BbIK/IIOYEHO

BrkntounTb PyHKLMIO anycast-gateway Ha JaHHOM UHTepdelice.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOIYAHMUIO.

KomaHObI pexcuma KoHguaypauuu VRF

Buz 3anpoca KoMaHAHOM CTPOKM B pexknume KoHdurypaumm VRF:

Console (config-vrf) #

Tabanuya 380 — KomaHab! pexkmuma KoHpurypauum VRF

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuio

Aelicmeue

vni vni-id

no vni

vni-id: (1-16777214)

3agartb Virtual network Identifier (VNI), KoTopbiii 6yaeT ucnonb-
30BaTbcA AN1A MHKancynaumm 8 VXLAN IP nakeTos, maplpyTtu-
3upyembix B VRF.

Ypanute 3agaHHbIn VNI

route-target {import |
export | both}

no route-target {import |
export | both}

ASN2:NN or IPV4:NN or
ASN4:NN/-

3a4aTb 3HaYeHUe pacwmpeHHoro BGP-komboHUTH route-tar-
get.

- import — UMNopPTUPOBATb KOMBIOHUTH;

- export — 3KcnopTUpoBaTb KOMbIOHUTY;

- both — akcnopTMpoBaTb M UMNOPTUPOBATL KOMBIOHUTH.
dopmaT 3annMcn KOMbIOHUTU:

ASN2 — 16-6uTHOE 3HayeHue AS;

ASN4 — 32-6uTHOE 3HayeHue AS;

IPv4 — IPv4-agpec;

NN —yuncnoBoe 3HayeHue route target.

Yaanutb 3HaYeHMe KOMbIOHUTH.

rd route-distinguisher

nord

ASN2:NN or IPV4:NN
or ASN4:NN/-

3afaTb 3Ha4YeHMe pacwmpeHHoro BGP-kombloHUTH route-dis-
tinguisher.

Yaanutb 3Ha4eHMe KOMbIOHUTH.

KomaHObI pexcuma KoHgu2ypauuu cekyuu route-map

Bua 3anpoca KOMaHAHOM CTPOKM B peXMme KoHdUrypaLumm cekumm route-map:

console (config-route-map) #

Tabnnuya 381 — KomaHab! pexruma KoOHPUrypaumm cekumm route-map

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuwo

Aelicmeue

set evpn gateway-ip
ip_address

no set evpn gateway-ip

/0.0.0.0

YcTaHOBUTL 3HayeHue |[P-v4 Gateway address B NLRI
otnpasnaembix EVPN-mapwpyTtos TMna 5.
- ip_address — yctaHaBnvMBaemoe 3HayeHue |IP-v4 Gateway
address.
Route-map ¢ AaHHOI1 HacTPoIiKoW cneayeT
Mcnonb3oBaTb B KOHTeKcTe address-family 12vpn
evpn BGP-cocepa v TonbKO B HanpasaeHuu out.

YCTaHOBUTb 3HAYeHMe No YMONYaHUIO.
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set as-override

no set as-override

-/BbIKIOYEHO

BKkntouMTb NogMmeHy BcTpeyatoweroca B AS-Path Homepa AS Ha
CBOW NpPU aHOHCUPOBAHUM B TAKYHO KE aBTOHOMHYIO CUCTEMY.

BbIkntounTb NoameHy BcTpevatoweroca B AS-Path Homepa AS
Ha CBOM MpPW aHOHCMPOBAHMM B TaKylOo e aBTOHOMHYIO CU-
cTemy.

KomaHObi pexcuma Priveleged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM MMEEeT BUA,:

console#

Tabnnua 382 — KomaHgb! pexxkuma Priveleged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

show arp suppression-cache
[local | remote | vlan]

OTobparkaeT cogepKMMoe KaLlua arp suppression:

- local — oTob6pakaeT TONbKO /IOKA/IbHbIE 3aMNUCK;

- remote — oTo6pakaeT TONbKO yAasieHHble 3anucy;

- vlan — oTobpakaeT ToNbKO 3anncK, OTHOCALLMECA K YKa3aH-
HoW VLAN.

show evpn Ethernet-seg-
ment {port-channel group

| es_number mac-address |
esi} [detailed]

group: (1..48);
es_number:
(1..16777214);
mac_address: H.H.H nau
H:H:H:H:H:H nnan H-H-H-
H-H-H;
esi: H:H:H:H:H:H:H:H:H:H

OTobparkaeT MHPopmaumio 06 Ethernet Segment Identifier.

show evpn inclusive-mul-
ticast [word]

word: (1..64) cumsona

OTo6pakaeT MHPOPMaLLMIO O MapLLPYTax TUMa 3, KOTopble 1c-
No/b3yIOTCA A4/17 NepeAaym WMPOKOBELLATeNbHOTO, HEeN3BEeCT-
HOro 04HOaAPECHOro U MHoroagpecHoro (BUM) Tpaduka.

show evpn ingress-
replication [vni vni-id]

vni-id: (1-16777214)

BbiBognT cnuncok VTEP, Kyaa BbINOAHAETCA Lenesana pac-
cbinka BUM-Tpadmka metosom ingress-replication ana Bcex
co3gaHHbIX VNI,

- vni — BbIBOA, MHPOPMALMK BbINONHAETCA TOJIbKO N5 yKa-
3aHHoro VNI.

show evpn ingress-
replication flood-domain

OTobparkaeT cnncok scex yaaneHHbix VTEP B IP-dpabpuke, a
Takske cnmcok VNI/VLAN, nonaswwx so flood-domain.

Mpu HexBaTKe CUCTEMHbIX PECYPCOB A/ LLesIeBOI PaccblIKu
BUM-Tpaduka meTtomom ingress-replication, VNI nomeuia-
etca Bo flood-domain. na Takmx VNI pacceinka BUM-Tpa-
¢duKa BbinonHaeTcsa Ha Bce VTEP IP-dpabpuku.

show evpn ingress-
replication resources

OTob6pakaeT MHGOPMALMIO O CUCTEMHBIX pecypcax, UCnosb-
3yloLmMxca Ans pacnpoctpaHeHna BUM-Tpaduka.

show evpn mac-ip [word]

word: (1..64) cumsona

OTobparkaeT MHGOPMaLMIO O MapLUpyTax TUMNa 2, KOTopble Uc-
Nonb3yTCA Ana nepegaun nHpopmauumn o MAC-/IP-aapecax.

show vxlan tunnels [word]

word: (1..64) cumBona

OTobparkaeT MHPopmaumo 060 Bcex ycTaHoBAEHHbIX VXLAN-
TYHHenax:

- word — umsa VXLAN. OTobpakaeT MHpopmaumio 06 ycTaHOB-
JIEHHbIX TYHHEeNaxX ykasaHHou VXLAN.

show vxlan/word]

word: (1..64) cumBona

OTobparkaeT KpaTKyto MHGOPMALMIO MO BCEM CO3AAHHBIM
VXLAN-TyHHenax:

- word — umsa VXLAN. OTobpakaeT geTanbHyto MHbopmaLmto
no ykasaHHon VXLAN.

show ip anycast-gateway

BbiBoANT MHbOPMaLMIO 06 anycast-gateway.

[Mpumep KoHDU2ypayuu 018 08yx ycmpolicme

Mexay asyma yctpoicteammn R1 n R2 yctaHoBneHa BGP-ceccuna mexay loopback-uHtepdeiicamu.

BKkntoueHa AF [2vpn evpn ana obecneyeHuns yctaHoBneHusa VXLAN-TyHHenen n nepegaym nHpopma-
umm 06 nsydyeHHbix MAC-agpecax.
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HELTEX

Co3gaH VXLAN-uHcTaHc ¢ umeHem test_vxlan. K Hemy npussaHa VLAN 1000, 3agaH VNI 1000.
KoHdwurypauma 1:

no spanning-tree

|

vlan database

vlan 1000

exit

|

vxlan test vxlan

vni 1000

vlan 1000

exit

|

hostname R1

|

interface TenGigabitEthernetl/0/1
description To R2

ip address 172.16.1.1 255.255.255.252
exit

|

interface TenGigabitEthernetl1l/0/3
switchport access vlan 1000

exit

|

interface loopbackl

ip address 10.0.0.1 255.255.255.255
exit

|

!

ip route 10.0.0.2 /32 172.16.1.2
|

router bgp 65500

bgp router-id 10.0.0.1
address—-family ipv4 unicast

exit

|

address-family 12vpn evpn

exit

|

neighbor 10.0.0.2

remote-as 65500

update-source loopback 1
address—-family ipv4 unicast

exit

|

address-family 12vpn evpn

exit

exit

exit

|

|

end
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KoHdurypaums 2:

no spanning-tree

|

vlan database

vlian 1000

exit

|

vxlan test vxlan

vni 1000

vlian 1000

exit

|

hostname R2

|

interface TenGigabitEthernetl/0/1
description To R1

ip address 172.16.1.2 255.255.255.252
exit

|

interface TenGigabitEthernetl1/0/3
switchport access vlan 1000

exit

|

interface loopbackl

ip address 10.0.0.2 255.255.255.255
exit

|

!

ip route 10.0.0.1 /32 172.16.1.1
|

router bgp 65500

bgp router-id 10.0.0.2
address-family ipv4 unicast
exit

|

address-family 12vpn evpn
exit

!

neighbor 10.0.0.1

remote-as 65500
update-source loopback 1
address-family ipv4 unicast
exit

|

address-family 12vpn evpn
exit

exit

exit

|

|

end

Ecam usyuntb MAC-agpec Ha wuHTepdeitce TenGigabitEthernetl/0/3 Ha R1, TO MOKHO
NPOKOHTPO/IMPOBATL ero Hanmuune B Tabamue MAC-agpecos Ha R2.

MocmoTpetb MAC-agpeca, usyyeHHble B VXLAN, MOXHO B BbiBOAe KOMaHAbl show mac address-
table. Tun paHHbIX agpecoB yKkasbiBaeTca Kak evpn-vxlan. Mpumep BbiBoAa:

Flags: I - Internal usage VLAN
Aging time is 300 sec

Vlan Mac Address Interface Type
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1 e0:d9%9:e3:26:d6:00 0 self

1000 00:00:00:00:00:10 10.0.0.1 evpn-vxlan
1000 0c:9d:92:61:9f:c4 10.0.0.1 evpn-vxlan
tel/0/1(I) e0:d9:e3:17:6b:40 tel/0/1 dynamic
tel/0/1(I) e0:d9:e3:17:6b:41 tel/0/1 dynamic

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Port-Channel

Buza 3anpoca KOMaHAHOW CTPOKM peXnma KoHbUrypaumm nHtepdeica:
console (config-if) #

Tabnnua 383 — KomaHgbl pexkuma KoHdurypaunmn nntepoeliica Port-Channel

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no yMoaYaHuro
ethernet-segment esj Cospatb Ethernet Segment Identifier (ESI) c Homepom esi n ne-
pPenTU B PEKMUM KOHOUTYPUPOBAHUA.
HoM c Hen VLAN.
’ BkntoueHune pyHKUMM Ha KommyTaTopax MES5316A,
. MES5324A, MES5332A, MES5300-24, MES5300-48
esi: (1-16777214) - Tpebyet BbigeneHma 512 craHgaptHbix TCAM-npa-
BWJ/l, YTO NPUBOAUT K YMEHbLUEHUIO KOJIMYECTBEeH-
HbIX XapaKTEPUCTUK HEKOTOPbIX CETEBbIX CEPBUCOB.
Cm. pasgen 2.2.2 Ucnonb3oBaHue TCAM.
no ethernet-segment esi Yaanutb Ethernet Segment Identifier c Homepom esi.

KomaHObI pexcuma KoHguaypuposaHus ESI

Buza 3anpoca KoMaHAHOWM CTPOKM peXxxnma KoHourypaumm ESI:
console (config-es) #

Tabnnua 384 — KomaHgbl pexkuma KoHdpurypaumm ESI

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
o yMoA4YaHuto
system-mac system_mac mac_address: H.H.H unn | 3apate MAC-agpec, ucnonb3yembli B Kayectse System ID npo-
H:H:H:H:H:H nnn H-H-H- | Tokona LACP.
no system-mac H-H-H Yaanutb MAC-agpec.

5.38 KoHdurypauma MPLS

MPLS (MultiProtocol Label Switching) — TexHonOrMA KOMMYTaUMK U NEPECLIIKM NAaKeTOB AaHHbIX,
KOTOpas MUCKoYaeT HeobxoAMMOCTb aHann3a IP-3aronoBKa 1 Noncka Nyt no Tabaunye IP-mapLupytmsaumm
Ha KaXX4OM TpaH3UTHOM y3ne. AHanu3 IP-3aronoBKa BbINOAHAETCA OAUH pa3 — Ha Bxoae B MPLS-ceTs,
nocne yero nakety gobasnsaetcs MPLS-3aronoBok 1 npuceamsaetca MPLS-meTka. JanbHenwan nepegaya
OAHHbIX OCyLLeCcTBAAeTCcA Ha ocHoBaHUM MPLS-3aronoBKOB. 3TO BO3MOXHO 3a CYET MPUCBOEHUA METOK
OUKCUPOBAHHOW ANMHbI NOTOKAM TpaduKa, MMEOWMM 3SKBMBAJIEHTHbIE MYTU Mepegayn K y3nam
Ha3HayeHuAa B MPLS-ceTn. Mpu 3TOM CaMM METKM MMEIOT JIOKAJIbHOE 3HAYeHMe Ha KaXaoMm y3ne.
MHkancynauna MPLS-3aronosKka Nnpon3BoAUTCA MEXKAY 3aro/IOBKaMM KaHa/lbHOTO U CETEBOTO YPOBHS.

B npouecce nepecblikn Kaxabit yaen MPLS (LSR) BbinonHAeT onepauun gobaBneHus, 3ameHbl Uan
yoaneHna metku. KommyTtaums no MPLS-meTke He TpebyeT aHanusa cogepumoro IP-3aronoska, uto
nosblwaeT 3GPEeKTUBHOCTb NEPECHIZIKM MAKETOB.

432 Ethernet-kommymamopei ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES3510S-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,
MES5410-48, MES5500-32, MES5600-24, MES5700-32



D ELTEX

MPLS-MeTKM UCNONb3yoTca A5 NOCTPOEHUSA Nornyeckux TyHHenen (LSP) BHyTpu MPLS-gomeHa
nosepx IP-ceTn. 3TN TYHHENN MOTYT UCMO/Ib30BaTbCA A5 NMOCTPOEHUSA BUPTYaIbHbIX YacTHbIX ceTen (VPN)
Kak BToporo (L2VPN), Tak u Tpetbero (L3VPN) ypoBHe.

= K K

iy

iy

MPLS domain — coBoKynHoCTb Y3108 MPLS, mexay KOTOPbIMU CYLLECTBYIOT HEMpPepbIBHbIE
LSP.

LSR (Label Switch Router) — mapwpyTtnsatop B someHe MPLS, BbINOAHAOWMIA onepaumn c
MPLS-meTKamm (MHKancynauun/gekancynauumn/amensl (push/swap/pop)) 8 3aBucumoctu
oT poau y3na (ingress/transit/egress).

LER (Label Edge Router) — norpaHuyHbIn Mapwpytrusatop MPLS-ceTH, BbINOAHAOWMA PONb
ingress/egress LSR.

LSP (Label Switched Path) — KommyTupyembili N0 MeTKaM MyTb. 3TO OAHOHAMPaBAEHHbIN
KaHan ot Ingress LSR go Egress LSR, no kotopomy byaeT Hanpas/ieH nakeT yepe3s MPLS-ceTb.

FEC (Forwarding Equivalence Class) — Knacc MHOMecCTBa NaKeToB, MMEHLWNX OANHAKOBbIN
NyTb OTHOCUTE/IbHO Tekywero ysna MPLS-gomeHa. MaeHTUdMKAaTOpomM Knacca sBAseTca
aApecHbli npeduKc HasHayeHua (IP-agpec wan noaceTb HasHayeHUs), BCE MOTOKW,
npuHagneskalime ogHomy Knaccy (ogHomy FEC), ncnonbsytot ogmH LSP.

P-mapupyTtusatop (provider) — TpaH3WUTHbIM MapLlupyTusaTop B MPLS-aomeHe, KOTopblit He
ABNAETCA TOYKON TEPMMHALMM CEPBUCOB BUPTYaA/IbHbIX YaCTHbIX CETEN.

PE-mapuwpyTtusartop (provider edge) — norpaHuWUHbIN MapLIpyTU3aTOP CO CTOPOHbI MPLS-
AOMEHa, ABAAOWMNCA TOYKOM TEPMUHALUM CEPBUCOB BUPTYaA/IbHbIX YaCTHbIX CETEN.

Moppepxka MPLS npegocraBnaeTca nNo NLEH3UN.

B TeKyuweit Bepcun MO nogpep:KaHa 6asoBasa pabotra MPLS B TPaHCNOPTHOM NNIOCKOCTU
(underlay) u pa6bota IPv4 Unicast L3VPN B cepsucHoit nnockoctu (overlay).

Ona kommyTtatopos cepuit MES2300-xx, MES3300-xx, MES3500I-xx 1 MES5312 TexHonorusa
MPLS He nopgaep:kuBaerca.

B Tekyweir Bepcun NO ¢pyHKunoHan EVPN/VXLAN n MPLS aBnsioTca B3aMMOMUCKAIOUaIO-
WUmMu.

B TeKyuueii Bepcumn MO He nopaep)KaHa coBmecTHaA pabora MPLS un dotlq Ha ogHOM UHTep-
deiice.

B TeKyuwieii Bepcum MO nogpeprkaHa TONbKO cTaTudecKan annokauma ECMP-pecypcoB gna
MPLS LSP. Bo usbexxaHue nepepacxoga u geduumnta annapaTHbIX pecypcoB yCTPOMUCTBaA pe-
KOMEHZAYeTCA YCTaHaB/IMBaTb 3HaYeHue ip maximum-paths He 6onee 4 anbTepHATUBHbIX Ny-
Teun.

Ona kommytatopos MES5410-48, MES5500-32, MES5600-24, MES5700-32 pa6ota ¢pyHKuUuMiA
TYHHE/IMPOBaHUA OrpaHUYeHa HacTPOKoi Nnpoduas nepepacnpeseneHUA annapaTHbIX pe-
cypcos. Mpu ucnonbzosaHmumn npopunsa min-13-max-12 pabora pyHKuMoHana TyHHennpoBa-
HUA B TeKyLwen Bepcumn MO HeBO3MOKHa.
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Tabnunua 385 — PacnpeaeneHue pecypcos ana MPLS-TyHHene

MakcumanbHoe Yucno
MakcumanbHoe 4ucno
o MpaHcnopmHbIX
myHHeneli ecex . MakcumanbHoe Yucao | MakcumanbHoe 4ucao
Tun myHHens/ myHHeneli ecex . .
munoe, pazdensemoe cepeucHbIx myHHeneli | cep8ucHbIx myHHenel
Kommymamop munoe, pazdensemoe
0214 UHKancyAayuu u 0018 UHKancyaayuu 0na dekancynayuu
018 UHKancyaayuu u
dekancynayuu
dekancynayuu
MES5316A 4127 2048 2048 15
MES5324A 4127 2048 2048 15
MES5332A 4127 2048 2048 15
MES5300-24 4346 2032 2048 15
MES5300-48 4346 2032 2048 15
MES5305-48 4362 2048 2048 15
MES5310-48 4362 2048 2048 250
MES5320-24 4362 2048 2048 250
MES5400-24 4362 2048 2048 250
MES5410-48 4362 2048 2048 250
MES5500-32 4362 2048 2048 250
MES5600-24 4362 2048 2048 250
MES5700-32 4362 2048 2048 250
MES5400-48 4362 2048 2048 250
Tvn paspenaemoro ARP 1 TCAM ARP 1 TCAM ARP TCAM
pecypca

Y

Y
Y
Y

DYHKUMU MHKANCYALUKM U AeKancynaunmn Tpaduka g TPAHCNOPTHLIX U cepBUCHbIX MPLS-
TYHHenel ucnonb3yloT obwme pasgensemblie pecypcbl.

®DYHKUMM UHKaNCcyAsauumn TpaduKa AN TPAHCNOPTHBIX U cepBUCHbIX MPLS-TyHHeneid Bbinon-
HAIOTCA C annapaTHbIM YCKOPEHUeM, C 3aA4eicTBOBaHUEM ObLLero pasgenaemoro pecypca
ARP-Tabnuupbl. 1 TYyHHeNb pe3epBUpPYET pecypcbl 3KBUBaNeHTHble 4 ARP-3anucam.

dyHKUMM aeKkancynaumum TpaduKa ANA TPAHCNOPTHDBIX U cePBUCHBbIX MPLS-TyHHenel Bbinon-
HAIOTCA C anNnapaTHbIM YCKOPEeHUeM C 3aAeACcTBOBaHUEM obLiero pasaenaemoro pecypca
TCAM.

Mudopmauuio 06 orpaHUUEHUAX, BOSHUKAIOLMX NPU 6POHUPOBaHMM annapaTHbIX pecypcoB
ARP-Tabnunubl n TCAM gna KOHKpPETHbIX MoAeneit KOMMYTaToOpPoB CM. B pasgene 4.5.2.3 Bbl-
AeneHue annapaTHbIX PecypcoB NoA NULEH3UPYEMbIA PyHKLMOHAN.

5.38.1 Hacmpolika npomokona LDP

— LDP (Label Distribution Protocol) — npoTokon pacnpegeneHus MPLS-meTok ana FEC n pacnpocTpa-
HeHUA MHPOPMaLMM 0O MEeTKax MexXay maplpyTnsatopamu MPLS-gomeHa.

- LIB

(Label Information Base) — 6a3a AaHHbIX Bcex mMeToK M FEC, M3BECTHbIX MapLipyTU3aTopy B

MJ0CKOCTM ynpasaeHus, aHanornyHa tabanue RIB B IP.

— LFIB (Label Forwarding Information Base) — 6a3a gaHHbIx meToK 1 FEC maplupyT1saTopa, ycTaHoB-
JIEHHbIX B KOMMYTALMOHHYIO MATpULy ANA annapaTHON nepefayun TpaduKa B NIOCKOCTU AAHHbIX,
aHanornyHa Tabamue FIB B IP.

Y
Y

B Tekywei Bepcun MO B LDP noapep’kaHO YCTAaHOBJIEHUE COCEACTB TOJIbKO B pexume
Neighbor Autodiscovery.

B TeKyweit Bepcun MO noppepkuBaerca pabora LDP TtonbKo B pexxmme Downstream
Unsolicite Independent Control u Liberal Label Retention Mode.
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V B TeKyweit Bepcum NO LDP-npouecc Knaccupuumnpyet Kak FEC Tonbko IPv4-nogcet HasHa-
YyeHua ¢ gAnHou npedukca 32.

KomaHObI pexcuma 2a06an6HolU KOHguU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pekmuma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabanua 386 — KomaHgb! pexknuma rnobanbHoi KoHdUrypaumm

3HayeHue/3Ha4yeHue .
KomaHoa Aeiicmeue
no yMmoa4YaHuro
mpls Idp y— BknatoyaeT ucnonb3osaHue npoTtokona LDP Ha kKommyTaTope.
no mpils Idp Bbik/toyaeT ncnosnb3osaHue npotokoaa LDP Ha kommyTaTope.

KomaHObI pexcuma KoHgu2ypayuu LDP

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMUME rNobanbHOM KOHPUIypaLmm:

console (mpls-1dp) #

Tabnunua 387 — KomaHab! pexuma rnobanbHoin KoHduUrypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

router-id A.B.C.D

no router-id A.B.C.D

A.B.C.D: ugeHtnduratop
MapLpyT1saTtopa B pop-
mate IPv4-agpeca
/IP-nHTepdeiic ¢
HaVMEHbLUMM 3HAYEHNEM
agpeca

YcTaHaBAMBaET YHUKa/bHbIN MaeHTUGuUKaTop MPLS maplpyTu-
3aTopa B npeaenax MPLS-gomeHa.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

address-family ipv4 unicast

no address-family ipv4
unicast

-/BbIK/IIOYEHO

BkntoyeHue IPv4 Address Family u nepesog KommyTaTopa B
pexunm KoHdurypauum cootsetctaytowert address-family.

BbikntounTb cooTBeTcTBYOLWLYIO address-family.

KomaHObI pexcuma KoHgu2ypayuu Address-Family

Bua 3anpoca KoMaHAHOWM CTPOKM B pexxume KoHdurypaumm Address-Family:

console (mpls-1dp) #

Tabnnua 388 — KomaHgb! pexkuma KoHdurypaumm Address-Family

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

redistribute connected

no redistribute connected

-/BbIK/IOYEHO

Pa3peLwmntb aHOHCMpoBaHWe connected-mapLUpyTOB.

3anpeTuTb aHOHCKMpOBaHWe connected-mapLpyTos.

redistribute static

no redistribute static

-/BbIK/IOYEHO

Pa3pelunTb aHOHCMpPOBaHMe static-mapLipyTos.

3anpeTuTb aHOHCMPOBaHMWe static-mapLpyTos.

redistribute rip

no redistribute rip

-/BbIK/IOYEHO

Pa3pelunTb aHOHCMPOBAHME rip-MapLIPYTOB.

3anpeTuTb aHOHCMPOBAHME rip-MapLIPYTOB.

redistribute bgp

no redistribute bgp

-/BbIK/IOYEHO

Pa3peLwmntb aHoHcMpoBaHWe bgp-mapLipyTos.

3anpeTuTb aHOHCMPOBaHWe bgp-mapLIpyToB.

redistribute isis [/evel]
[match match]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,

external)/BbikntoueHo

MmnopTtuposaTtb mappyTbl u3 IS-IS 8 LDP.

- level — ycTaHOBWTb U3 Kakoro ypoBHs IS-IS ByayT aHoHcupo-
BaTbCA MapLUPYThI;

- match — Npon3BOAUTL aHOHCMPOBAHUE TOIBKO A7 YKa3aH-
HbIX TUNOB IS-IS mapwpyToB.
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no redistribute isis 3anpeTnTb MMMNOPT MapPLLPYTOB M3 NPOTOKOoAA IS-IS.
redistribute ospf id [ match lid: (1..65535); MmnoptuposaTb mappyTbl OSPF B LDP.
type] type: (internal, - id —npeHTnduratop npouecca OSPF;

external-1, external-2)/ - type — Tvn OSPF-mapLipyTos, aHoHcMpyembix B BGP.
no redistribute ospf BbIK/IIOYEHO 3anpeTnTb MMMNOPT MapLLPYTOB M3 NpoTokona OSPF.

KomaHObI pexcuma KoHgu2ypayuu uHmepdgpetica (QuanasoHa uHmepgelicos) Ethernet

BuA 3anpoca KOMaHAHOI CTPOKM B pexunme KoHourypaumm uHtepdeiica Ethernet, nntepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnnua 389 — KomaHab! pexkuma KoHpurypauum nntepdelica Ethernet, rpynnbl nHTepdelicos

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
o yMmoA4YaHuro
mpls ip —— BkatoyaeT ncnonb3osaHue npoTtokona LDP Ha nHTepdeiice.
no mpls ip BbIkntoyaeT ncnosnb3oBaHMe npoTokona LDP Ha nHtepodelice.

KomaHOb1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK B pexxknume EXEC:
console>

Tabanuya 390 — KomaHgb! pexkmma EXEC

Komanoa 3Ha4yeHue/3HayeHue Neiicmeue
o yMOAYAHUIO
show mpils Idp neighbors [ A.B.C.D: LSR ID B ¢op- Otobparkaet Tabanuy LDP-coceaeli.
A.B.C.D | detailed] marte IPv4-agpeca
show mpils Idp bindings [ OTobpa3unTb cogepxumoe LIB ana FEC, nokanbHble U NONYYeH-
ip_address {mask ) Hble OT coceei 3anucu.
p?r_efix_lengt{h} | Iolcal | prefix_length: (8..32) A
remote]
show mpls forwarding [ A.B.C.D: npedukc OTobpasunTb Tabaunuy LFIB ana FEC.
A.B.C.D] Ha3HayeHuA
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6 CEPBUCHOE MEHIO, CMEHA NMPOrPAMMHOIO OBECNEYEHUA

6.1 MeHio Startup

MeHto Startup ncnonb3yeTtca A8 BbINOAHEHUA CNEeLMabHbIX NPOLLeAYP, TAKUX KaK BOCCTaHOBEHME
3aBOACKMX HaCTPOEK U BOCCTAHOB/IEHWNE Napons.

[ns Bxoaa B MmeHto Startup Heobxoanmo npepBaTh 3arpy3Ky HarkaTmem Knasuwm <Esc> unu <Enter>
B TEYEHME NMepBbIX ABYX CEKYHZ, MOC/e NoABAeHUs coobLeHNa aBTo3arpysKku (Mo OKOHYaHUM BbIMOJHEHUSA
npoueaypsl POST).

Startup Menu
Image menu

Restore Factory Defaults

Boot password

Password Recovery Procedure

Back

Enter your choice or press

'ESC' to exit:

[ns BbIXO4a U3 MEHIO M 3arpy3KM YCTPOMCTBA HaxKkmuTe Knasuwy <5>, 1nbo <Esc>.

Ecnu B TeuyeHue 15 ceKyHp, (3HaYeHMe No yMONYaHUIO) He BblGpaH HU O4MH U3 NYHKTOB MEHIO,
TO 3arpy3Ka yCTPOIiCTBa NPOAO/IKUTCA. Bpema oXKuaaHMA MOXKHO YBEIMYUTD C MOMOLLbIO KO-

MaHA KOHCOJ1N.

Tabnunua 391 — OnucaHune meHto Startup

Ne HaseaHue OnucaHue
[aHHas npoueaypa ucnonbsyerca ans sbibopa aktTuBHoro ¢aiina cucremuoro NO.
Ecnu He BbIGpaH HOBbIV 3arpy»KeHHbl dann cuctemHoro MO aKTUBHBIM, TO YCTPOI-
Image menu CTBO BbIMOJIHUT 3arpy3Ky C UCMO/Ib30BAHWEM TeKyLlero aktueHoro obpasa Image
<1> Bbi6op akTMBHOrO daiina cu- menu.
ctemHoro MO [1] Show current image — npocmoTp AaHHbIX 0 Bepcuax MO Ha ycTpoicTee;
[2] Set current image — BbI6op akTMBHOrO daitna cuctemuoro NO;
[3] Back.
Restore Factory Defaults [aHHas npoueaypa Mcnonb3yeTca ANa yaaneHnsa KoHpurypaumm ycTpoicrea. Boc-
<2> BoccTaHoBNEHME 3aBOACKMX CTaHOBNEHME KOHOUIYPALLMM NO YMOSHAHUIO.
HacTpoek
Boot password [aHHas npoueaypa MCnonb3yeTcs ANs YCTaHOBKU/yAaNeHWs Napois Ha HavyanbHbIM
<3> YcTaHoBKa/yganeHve napons 3arpysumk.
Ha Haya bHbIN 3arpy3yunk
[aHHas npoueaypa Ucnonb3yeTtca ANsA BOCCTAHOBNEHUA YTPAYEHHOro Naposis, oHa
No3BOAISET NOAKNOUYUTLCA K YCTPOMCTBY 63 napons.
/1A BOCCTAaHOB/IEHWUA NAPOA HAaXKaTb KNaBULLY <2>, NpU NocAeAyowem noaxatoye-
Password Recovery Procedure A . P v » P AyIol A
<4> HUW K YCTPOMCTBY Napob ByaeT NpouUrHopmMpoBaH.
BoccTaHoBneHue napons . .
Current password will be ignored!
[na Bo3BpaTa B MeHto Startup HaxkmuTe Knasuwy [enter].
==== Press Enter To Continue ====
<5> Back [na BbIXo4a M3 MEHIO M 3arpys3ku yCcTpomcTBa Haxmute Knasuwy <Enter> nunbo
Bbixog, U3 meHto <Esc>.
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6.2 O6HoBNeHMe nporpammHoro obecneveHus c cepsepa TFTP

Cepsep TFTP gonxeH 6biTb 3anyLeH U HaCTPOEH Ha KOMNbOTepe, ¢ KoToporo 6yaer 3arpy-
¥aTbcA NporpammHoe obecneyeHue. CepBep A0NKEH MMETb paspelleHue Ha YTeHue daun-
J10B HauyaNbHOro 3arpysumka u/mnm cuctemuoro NO. Komnblotep ¢ 3anyweHHbIM TFTP-cep-
BEpPOM A0/1KeH 6bITb A0CTYNEH AN KOMMYTaTopa (MOXKHO NPOKOHTPO/IMPOBATD, BbINONHUB
Ha KoMmmyTaTope KomaHay ping A.B.C.D, rge A.B.C.D — IP-agpec KomnbioTepa).

O6HOBNEHME NPOrpamMmMHOro obecneyeHnsa MoKeT OCYLLEeCTBAATLCA TOIbKO NpUBUAEIrnpo-
BaHHbIM N0/b30BaTeIeM.

6.2.1 OG6HoBnEHUe cucmemMHO020 NPo2PpamMmHO20 obecnevyeHus

3arpysKka ycTponctea ocyulectensercs us daiina cuctemHoro nporpammHoro obecnevenus (M0O),

KOTOpbIA XpaHuTcA Bo Flash-namatu. Mpu obHOBAEHMWM HOBbINM ¢ann cuctemHoro MO coxpaHaeTca B
cneumasnbHO BblAesieHHOM obnactm namatu. [pu 3arpyske yCTPOMCTBO 3anyCKaeT aKTUBHbIA daiin
cuctemHoro 0.

-

"h

l .

Mpoueaypa 06HOBNEHUA CTEKAa KOMMYTAaTOPOB He OT/INYAETCA OT npoueaypbl 06HOBNEHUA
OAMHOYHOro KommyTtatopa. CHauana 6yaer o6HoBAEH Master toHuT, 3aTem MO 6yaerT 3arpy-
YKEHO Ha OCTa/IbHble OHUTbI CTEKa.

Ecnu Tekywan sepcua MO 5.5.x.x, To npu nepexoae Ha aKTyanbHy Bepcuto MO 6.x.x peko-
MeHAyeTCcs BOCNO0/b30BaTbCA MHCTPYKLUMEN No o6HoBneHMIO Bepcum MO B ceTeBbiX KOMMY-
Tatopax MES5312 n MES53xxA npu nepexoge ¢ Bepcumn 5.5.x.x Ha 6.0.2 n 6onee nosgHue,
KoTopaA HaxoauTca B pasgene "LeHTp 3arpysku”.

[na npocmoTpa TeKylel BepcuMM CUCTEMHOrO nporpammHoro obecneyeHus, paboTatowero Ha

ycTpoliicTse, BBeguTe KomaHay show version:

console# show version

Active-image: flash://system/images/imagel.ros
Version: 5.5.4
Commit: 25503143
MD5 Digest: 6£3757fabbb6ae3d20418e4d20a68cic
Date: 03-Jun-2016
Time: 19:54:26

Inactive-image: flash://system/images/ imagel.ros
Version: 5.5.4
Commit: 16738956
MD5 Digest: d907£3b075e88e6a512cf730e2ad22f7
Date: 10-Jun-2016
Time: 11:05:50

MATN.

Mpoueaypa ob6HoBNeHMA MO:

CKonmnpoBaTb HOBbIN ¢alii NporpammHoOro obecneyeHmns Ha YCTPOMCTBO B BblAeieHHY0 061acTb na-
dopmaT KOMaHabI:

boot system tftp://tftp_ip_address/[directory/]filename

Mpumep BbINOAHEHUA KOMAHAbI:

console# boot system tftp://10.10.10.1/imagel.ros
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26-Feb-2016 11:07:54 $COPY-I-FILECPY: Files Copy - source URL
tftp://10.10.10.1/image.ros destination URL flash://
system/images/mes5324-401.ros

26-Feb-2016 11:08:53 $COPY-N-TRAP: The copy operation was completed successfully

Copy: 20644469 bytes copied in 00:00:59 [hh:mm:ss]

HoBas Bepcua nporpaMmmHoro obecneyeHns CTaHeT aKTUBHOM Noc/e nepesarpyskum KommyTaTopa.

[na npocmoTpa AaHHbIX 0 BEPCUAX NPOrpammMHOro obecnedyeHma U UX akTUBHOCTU BBeAUTE KOMaHIY
show bootvar:

console#show bootvar

Active-image: flash://system/images/imagel.ros
Version: 5.5.4
MD5 Digest: 0534f43d80d£f854179f5b2b9007ca886
Date: 01-Mar-2016
Time: 17:17:31
Inactive-image: flash://system/images/ imagel.ros
Version: 5.5.4
MD5 Digest: b66fd2211e4££7790308bafad5d92572
Date: 26-Feb-2016
Time: 11:08:56

console# reload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

MoaTeepanTe NepesarpysKy BBOAOM Y.
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NPUNTOXKEHUE A. MPUMEPbI MPUMEHEHMA U KOHOUTYPALIUU YCTPOUCTBA

HacTpoiiKa npoToKo/1a MHOXeCTBa CBA3YyOWMX aepeBbes (MSTP)

MpoTokoa MSTP no3BOAAET CTPOUTb MHOXKECTBO CBA3YIOLWMX AepeBbeB Aa1a otaenbHbix rpynn VLAN

Ha KOMMYTATOpPax JIOKa/IbHOM CeTu, YTo No3BosIfAeT HanaHCMpPoBaTb HArpy3sKy. 14 NpocToTbl PAacCMOTPUM
CNyYal c TpemMa KOMMYTaTopaMn, 06beUHEHHBIMW B KOJIbLLEBYIO TOMOOTUIO.

MycTtb VLAN 10, 20, 30 06beauHatoTca B nepsom aksemnasape MSTP, VLAN 40, 50, 60 06begmHatoTca

BO BTOpPOM 3K3emnaape. Heobxoanmo, 4ytobbl Tpaduk VLAN-os 10, 20, 30 mexagy nepsbiM M BTOPbLIM
KOMMYTaToOpaMu nepegasanca Hanpamyto, a Tpadmk VLAN-oB 40, 50, 60 nepepasanca TpaH3UTOM Yepes
KommyTaTop 3. KommyTaTop 2 HasHauyMm KOPHEBbIM /1A BHYTPEHHero ceasyiollero aepesa (IST — Internal
Spanning Tree) B KOTOPOM nepepgaeTca ciy*ebHas nHopmaums. KommyTaTopbl 06beANHAIOTCA B KONbLLO,
ncnosb3ys noptol tel u te2. Huxke npusegeHa cxema, M306parkatoLas JIOrmMYecKyto TOMoI0ruIo CeTu.

VLAN 10,20,30 naznaverkl Ha axsemMnap 1
VLAN 40,50,60 HazHa4eHbl Ha kseMnnsp 2

KomMmyTaTop 1 KoMMYyTaTOp 3

3T0T NOPT NepeceINaeT Tpacmk
ANA 3KaeMnnApa 2 U GnokwpyeT
Tpadwk gna akzemnnapa 1

JTOT NOPT NepeceINAeT TPadMK
Ans skaemnnapa 1 v Bnokupyer
Tpachuk gna akaemnnapa 2

KoMMyTaTop 2

PucyHok A.1 — HacTpolika NpOTOKONa MHOYECTBA CBA3YIOLNX AePEBbEB

Korga oanH U3 KOMMYTaTOPOB BbIXOAUT U3 CTPOA nmbo O6prBaETCﬂ KaHa/l, MHOXEeCTBO AepeBbeEB

MSTP nepecTpanBaeTcs, YTO NO3BONASET MUHUMU3NPOBATL NOCAEACTBUA aBapun. Huxke npmuseaeH npouecc
KoHdUrypaumm KommyTtatopoB. s 6onee 6bICTPON HACTPOMKM co3aaeTca obwmii KOHPUrypaLMOHH b
WwabnoH, KoTopbIn 3arpyrkaeTca Ha TFTP-cepBep M MCNOAb3YeTCA BNOCNEACTBUN A1 HACTPOMKM BCEX KOM-
MYyTaTOPOB.

1.

CosaaHue wWabnoHa 1 KOHPUrypauma NepBoro KOMMyTaTopa

console# configure

console (config)# wvlan database

console (config-vlan)# vlan 10,20,30,40,50,60

console (config-vlan) # exit

console (config) # interface vlan 1

console (config-if)# ip address 192.168.16.1 /24

console (config-if) # exit

console (config)# spanning-tree mode mst

console (config) # interface range TengigabitEthernet 1/0/1-2

console (config-if)# switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 10,20,30,40,50,60
console (config-if) # exit
console (config)# spanning-tree mst configuration
console (config-mst) # name sandbox
console (config-mst)# instance 1 vlan 10,20,30
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console (config-mst)# instance 2 vlan 40,50,60
console (config-mst) # exit

console (config) # do write

console (config)# spanning-tree mst I priority 0

console (config) # exit
consolef#copy running-config tftp://10.10.10.1/mstp.conf

Hacrtpoiika selective-qing
Hobasnerue SVLAN

MpuBeaeHHbIN 34eChb NPUMEP KOHOUTYPaL MM KOMMYTATOPa AEMOHCTPUPYET Kak A06aBAATL METKY
SVLAN 20 ko Bcemy Bxogawemy Tpaduky 3a uckntodeHmem VLAN 27.

console# show running-config

vlan database

vlan 20,27

exit

!

interface tengigabitethernetl/0/5

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan 27
selective-ging list ingress add vlan 20

exit

!

|

end

MoomeHa CVLAN

B ceTax nepegayn AaHHbIX 40BOJIbHO YacTO BO3HUKAKOT 3a4auM, CBA3aHHble ¢ nogmeHon VLAN
(Hanpumep, 15 KOMMYTATOPOB YPOBHSA AOCTYNA CYLLECTBYET TUNOBAsA KOHPUIYpaLLMsA, HO NO/Ib30BATE b~
ckuit Tpaduk, VOIP n Tpaduk ana ynpasneHusa Tpebyetca nepenasaTb B pa3Hbix VLAN Ha pasnnuHbIx
HanpasfieHusXx). B aTom cnyyae 66110 Obl yA0H6HO Bocnonb3oBaTbes ¢yHKUMen noameHbl CVLAN ana 3a-
MeHbI TUnu3npoBaHHbIX VLAN Ha VLAN ansa Tpebyemoro HanpasneHua. Huxe npuseaeHa KoHpUrypaums
KOMMYTaTOpa, B KOTOpOM ocyllecTeasetca nogmeHa VLAN 100, 101 1 102 Ha 200, 201 n 202. O6patHasn
noAameHa A0/1KHa OCYLLECTBAATLCA Ha 3TOM e uHTepdelice:

console# show running-config

vlan database

vlan 100-102,200-202

exit

|

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 200-202

selective-ging list egress override vlan 100 ingress vlan 200
selective-ging list egress override vlan 101 ingress vlan 201
selective-ging list egress override vlan 102 ingress vlan 202
selective-ging list ingress override vlan 200 ingress vlan 100
selective-ging list ingress override vlan 201 ingress vlan 101
selective-ging list ingress override vlan 202 ingress vlan 102

exit'!end
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PucyHok B.1 — NoakntoyeHne KoOHCoNbHOro Kabensa
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NMPUNOXEHUE B. NOAAEPXUBAEMbIE 3HAYEHUA ETHERTYPE

Tabanua B.1 — NoaaepkmBaemble 3HaveHus EtherType

O0x22DF 0x8145 0x889e 0x88cb 0x88e0 0x88f4 0x8808 0x881d 0x8832 0x8847
0x22E0 0x8146 0x88a8 0x88cc 0x88el 0x88f5 0x8809 0x881le 0x8833 0x8848
Ox22E1 0x8147 0x88ab 0x88cd 0x88e2 0x88f6 0x880a 0x881f 0x8834 0x8849
Ox22E2 0x8203 0x88ad 0x88ce 0x88e3 0x88f7 0x880b 0x8820 0x8835 0x884A
Ox22E3 0x8204 0x88af 0x88cf 0x88e4 0x88f8 0x880c 0x8822 0x8836 0x884B
0x22E6 0x8205 0x88b4 0x88d0 0x88e5 0x88f9 0x880d 0x8824 0x8837 0x884C
O0x22E8 0x86DD 0x88b5 0x88d1 0x88e6 0x88fa 0x880f 0x8825 0x8838 0x884D
0x22EC 0x86DF 0x88b6 0x88d2 0x88e7 0x88fb 0x8810 0x8826 0x8839 0x884E
0x22ED 0x885b 0x88b7 0x88d3 0x88e8 0x88fc 0x8811 0x8827 0x883A 0x884F
Ox22EE 0x885c 0x88b8 0x88d4 0x88e9 0x88fd 0x8812 0x8828 0x883B 0x8850
Ox22EF 0x8869 0x88b9 0x88d5 0x88ea 0x88fe 0x8813 0x8829 0x883C 0x8851
0x22F0 0x886b 0x88ba 0x88d6 0x88eb 0x88ff 0x8814 0x882A 0x883D 0x8852
0x22F1 0x8881 0x88bf 0x88d7 0x88ec 0x8800 0x8815 0x882B 0x883E 0x9999
Ox22F2 0x888b 0x88c4 0x88d8 0x88ed 0x8801 0x8816 0x882C 0x883F 0x9c40
O0x22F3 0x888d 0x88c6 0x88d9 0x88ee 0x8803 0x8817 0x882D 0x8840

Ox22F4 0x888e 0x88c7 0x88db 0x88ef 0x8804 0x8819 0x882E 0x8841

0x0800 0x8895 0x88c8 0x88dc 0x88f0 0x8805 0x881a 0x882F 0x8842

0x8086 0x8896 0x88c9 0x88dd 0x88f1 0x8806 0x881b 0x8830 0x8844

0x8100 0x889b 0x88ca 0x88de 0x88f2 0x8807 0x881c 0x8831 0x8846
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NMPUNOXEHUE I'. ONUCAHUE NPOLLIECCOB KOMMYTATOPA

Tabnuua .1 — OnucaHMe NpoLLeccoB KOMMYTATOpPA

Uma
OnucaHue npouecca

npouecca

3SMA Aging ana IP-multicast

3SWF MNepepayva nakeToB meXAy YPOBHEM 2 1 CETEBbIM YPOBHEM

3SWQ MporpammHan obpaboTka ACL nepexBayeHHbIX NaKeToB

AAAT YnpasneHue n obpaboTtka metosos AAA

AATT CumynaTtop AAA ana nposepku metoaos AAA

ARPG Peanusauna npotokona ARP

B_RS YnpasneHue nepesarpy3kon YCTPOUCTB B CTEKE

BFD Peanunsauna npotokona BFD

BOXM JononHuTenbHble AencTBMA B CTeKe (MoslyyeHune CBeAeHUI o cTeke, MHAMKauusA, obmeH co-
obuweHnamu, cmeHa Unit ID)

BOXS O6paboTKa KOMaH[, COCTOAHUA cTeKa: gobasneHne Master/Slave, nsyyeHue Tononoruu, o6-
HoB/eHMe Bepcuu MO Begomoro ycTpoincTsa (slave)

BRGS Bridge Security — ARP Inspection, DHCP Snooping, DHCP Relay Agent, IP Source Guard

BRMN Bridge Management: STP, onepauuu ¢ FDB (no6asneHue, yaaneHue 3anuceit), 3epkaanpo-
BaHue, KoHpurypaumsa noptos/VLAN, GVRP, GARP, LLDP, IGMP Snooping, IP multicast

BSNC ABTOMAT CUHXPOHM3ALMM BeAyLLErO U BEAOMOTO YCTPOMCTB B CTEKE

BTPC Knnent BOOTP

CDB_ KonunposaHue KoHUrypaumMoHHbIx ¢painnos

CNLD 3arpysKa/Bbirpyska KoHourypaumm

COPY YnpasneHue KonnpoeaHuem pannos

CPUT Ytunuzauma CPU

D_LM Link Manager — oTcnexXnBaHue cOCTOSIHUA CTEK-/IMHKOB

D_SP Stacking Protocol

DDFG PaboTa c dalinoBoi cuctemon

DFST PacnpepeneHHas dainosasn cuctema (DFS). MUcnonbayeTcs B paboTe cTeka

DH6C DHCPv6-knuneHT

DHCP Cepsep u Relay Agent DHCP

DHCp Ping

DMNG Dinstant Manager — nonyyeHne nHdopmaLmm € yaaneHHblx OHUMTOB (Bepcua MO, uptime,
yCTaHOBKa aKTUBHOro obpasa M0)

DNSC KnueHt DNS

DNSS Cepsep DNS

DSND Data Set Delays Report
Dispatcher — 06paboTka cobbITUI OT yAaneHHbIX OHUTOB 06 U3MEHEHUWN COCTOAHUA BEHTU-

DSPT NIATOPOB, UCTOYHMKOB NUTaAHUSA, TEpMOAATYNKOB, SFP-TpaHcuBepoB. NMonyyeHne cooblueHui
OT yAaNeHHbIX loHUTOB 06 nx Bepcum MO, cepuitHom Homepe, MD5 cymme MO.

DSYN Stack application

DTSA Stack application

ECHO Mpotokon ECHO

EPOE PoE (B3aMmopelictBMe C Nonb30oBaTeiem)

ESTC JNornposaHue cobbiTnin 0 NpeBblleHMM noporos Tpadumka Ha CPU (cpu input-rate detailed)

EVAP TRX Training — aBTOMaTM4ecKas HacTpomnKa napameTpos SERDES

EVAU ObpaboTKa cobbiTuin Address Update, HUKHUIA ypoBeHb, Nepeaaya Bbllle

EVFB Onpoc coctoAaHuAa SFP

EVLC O6paboTKa cobbITUIN O CMEHE COCTOSIHWUA NOPTA, HUXKHUI YPOBEHDb, Nepeaaya Bbilwe

EVRT RX Training
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O6paboTKa cobbITMIA NpUéma naketa U3 KommytaTopa B CPU, HUXKHUIA ypoBeHb, Nepesaya

EVRX
nakeTa Ha ypOBeHb 2

EVTX O6paboTKa cobbITUN OKOHYAHUA OTNPaBKK NakeTa n3 CPU B KOMMYTATOP, HUKHWUIM YPOBEHb

exRX O6paboTKa BbIxOAa NAKETOB C HUKHETO YPOBHA 2

FFTT YnpasneHue Tabanueit mapwpytmsaumm n mapLipyTusauma naketos

FHSF IPv6 First Hop Security (O6paboTka Tanmepos)

GOAH Peannsauns web-cepsepa GoAhead

GRN_ Peanusaunsa Green Ethernet

HCLT MonyyeHne n 06paboTKa KOMAHA, HACTPOMKM YCTPOMCTBA HUMKHETO YPOBHSA

HCPT PoE (B3anmoaeincTBme c KOHTPOIEPOM)

HLTX OTnpaska naketos n3 CPU B KommyTatop

HOST OcHOBHOW host-noToK, X0n10CTOM X0A4,

HSCS Stack Config — HacTpolika pyHKUMI KOMMyTaTOpa Ha YA3/IEHHOM HOHUTE

HSES Stack Events — o6paboTKa cobbituit link changed, address update ¢ yganeHHbIX IOHUTOB Ha
macrtepe

HSEU ObpaboTKa cobbITMiN CTEKa

ICMP Peanusauna npotokona ICMP

I0TG YnpasneHne TepmnHanamu BBo4a-BblBOAA

I0TM YnpasneHune TepmnHanamu BBo4a-BblBOAA

IOUR YnpasneHne TepmnHanamu BBo4a-BblBOAA

IP6C Cyétumkm IPv4 n IPv6

IP6M MapuwpyTtnsauma IPv4 n IPv6

IPAT YnpaneHue 6a3oii gaHHbIX IP-agpecos

IPG O6paboTKa nepexBayeHHbIX GparMeHTUPOBaHHbIX IP-nakeToB

IPRD BcnomoratenbHas 3agayva ana ARP, RIP, OSPF

IPMT YnpasneHue IP multicast mapwpyTtrsaumen n IGMP Proxy

IT60

IT6l
3apaun ana paboTobl C NpepbiBaHUAMMU

IT64

IT99

V11 3apava gna paboTbl C BUPTYAbHBIMW NPEPbIBAHUAMM

L2HU Mepepayva nakeToB Ha ypoBeHb 3

L2PS O6paboTKa cobbITUIA CMEHbI COCTOAHMA/HACTPOEK MHTepdeicoB 1 Nepeaaya coobLeHNi 3a-
PErucTPMPOBaHHbLIM CyXKbam

L2UT Ytunumsauus noptos (show interfaces utilization)

LBDR Peanunsaums ¢pyHKumnm Loopback Detection

LBDT OtnpaBKa naketoB Loopback Detection

LTMR O6uan 3aaa4a ANs BCeX TalMepoB

MACT O6paboTKa cobbiTna 06 okoHYaHUKM aelcteus B FDB (aging MAC-aapecos)

MLDP Marvell Link Layer Reliable Datagram Protocol, stack transport

MNGT ABToTeCTbI

MRDP Marvell Reliable Datagram Protocol, stack transport

MROR PesepBunpoBaHue KoHOUrypauoHHoro ¢aina B SHeproHe3aBUCMMOMN NamsaTH

MSCm MeHegaKep gnsa paboTbl C TEPMUHANBHBIMU CECCUAMM

MSRP Mepenaya cobbITNIM B CTEKE NO/Ib30BATE/NbCKMM 334a4am

MSSS MpocnywmnsaHue IP-cokeToB

MUXT OTCnenBaHne U3MEHEHWNIM CTPYKTYPbl CTEKa

NACT BupTyanbHoe TecTupoBaHue Kabena (VCT)

NBBT N-Base

NINP PaboTa c kKombo-nopTamu

NSCT HacTpoliika orpaHnyeHna CKOPOCTM nepexsaTta naketos Ha CPU, BeaeHMe CTaTUCTMKK MO ne-

pexBavY€HHbIM NakKeTam
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NSFP OTcnexknBaHune cobbITUiA, cBA3aHHbIX ¢ SFP, Ha ceTeBOM ypoBHe

NSTM Storm Control

NTPL Mepuroamyeckas reHepauma curHana ansa onpoca 1abamy, MAC, VLAN, nopToB, My/AbTUKACTa,
MapLLpyTU3aLLMK, NPUOPUTU3ALNM

NTST JobaBneHune u yaaneHue IOHUTOB B CTeKe, cOpoc Ha AedONT COCTOAHMA IOHUTA, HA CETEBOM
ypoBHe

NVCT BcnomoratenbHaa 3agava gna VCT. 3anyck Tecta M OTCeXMBaHMEe M3MEHEHUA COCTOAHUA
nopra.

OBSR 3afava gns OTCNEeXMBAHMA U yBEAOMAEHUA 006 M3MeEHeHMAX cneumdUyecknux napameTpos
nHTepdelicos, Heobxoanmbix gns LLDP, CDP n apyrmux npoTOKO/0B.

PLCR O6paboTKa cobbITUIN CMEHbI COCTOSIHUS MOPTOB YCTPOMCTB CTEKA

PLCT O6paboTKa cobbITUIN CMEHbBI COCTOAHWUA NOPTOB

PNGA Peanuszaums ping

POLI Policy Management

PTPT Precise Time Protocol

RADS RADUIS-cepsep

RCDS KnneHt Remote CLI

RCLA

RCLB Cepsep Remote CLI

RELY DHCPv6 Relay

ROOT Poantenbckuin Tack gns Bcex 3a4ay

RPTS Routing protocol

SCLC OTtcnexxkusaHue coctoaHna OOB-nopTa

SCPT ABTOOOHOB/IEHME M aBTOKOHUTIYypauus

SCRX MNonyyeHune Tpaduka c OOB-nopTa

SEAU MonyyeHune cobbitnit Address Update, HUXKHWUIT ypoBEHb

SELC MonyyeHue cobbITUIA O CMEHE COCTOSIHMA NOPTA, HUKHUIA YPOBEHb

SERT OTcnexkmnBaHue cobbITUIA Ha NOPTY ANs Havyana npoueaypbl RX Training

SERX MonyyeHune cobbiTNIM NpUEma NakeTa U3 KommyTtatopa B CPU, HUKHWI ypoBEHb

SETX MonyyeHune cobbITUIN OKOHYAHMA OTNPaBKM NakeTa U3 CPU B KoOMMyTaTop, HUXKHUI YPOBEHb

SEMG sFlow Manager — o6paboTka cobbiTuit usmeHeHua IP-aapeca, 3anpocos CLI/SNMP, Taitme-
pos

SFSM sFlow Sampler

SFTR MpoTokon Sflow

SNAD ba3a gaHHbIXx SNA

SNAE O6paboTKa cobbiTMin SNA

SNAS CoxpaHeHue 6a3bl gaHHbIX SNA B MN3Y

SNMP Peanunsauna npotokona SNMP

SNTP Peanunsauna npotokona SNTP

SOCK YnpaBsneHue paboToli COKeToB

SQIN HacTtpoika Selective QinQ

SSIM Slave To Master — nepegava coobuieHuii ¢ Begomoro yctpoinctea (slave) Ha Begyliee
(master)

SSHP Cepsep SSH — HacTpolika, 06paboTKa KomaHA, Talmep

SSHU Cepsep SSH — npoToKkon

SSLP Peannsauma SSL

SSTC JNornposaHue cobbiTnin 0 NpeBbileHMM noporos Tpadumka Ha CPU (cpu input-rate detailed)

STMB O6paboTtka SNMP-3anpocoB o cTaTyce cTeka

STSA CLI-ceccna yepes COM-nopt

STSB CLI-ceccma yepes VLAN

STSC CLI-ceccma yepes VLAN

STSD CLI-ceccma yepes VLAN
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STSE CLI-ceccmsa yepes VLAN

SW2M O6paboTKa cobbiTuin Address Update ot FDB, 610KMpoBKa nopTa Npu BO3HUKHOBEHUM OLLIU-
60K Ha nopTy

SYLG BbiBOA, co0bLEeHMI B syslog

TBI_ Tabanua BpemeHHbIX npomeKyTkos aas ACL

TCPP Peanusauna npotokona TCP

TFTP Peanusauna npotokona TFTP

TMNG YnpasneHne npuoputeTamm 3agay

TNSL KnueHnt Telnet

TNSR Cepsep Telnet

TRCE Peanusauusa traceroute

TRIG 3anyck gevicteus B FDB (aging MAC-agpecos)

TRMT YnpaBieHue IOHUTaMM B CTEKE C NOAAEPHKKON TPAH3aKLLMN

TRNS File Transfer — konuposaHue ¢paiinos mexay oHUTamu cteka (MNO)

UDPR UDP Relay

URGN O6paboTKa KPUTUYECKNX COBBLITUI (Hanpumep, nepesarpysKku)

VRRP Peanusauna npotokona VRRP

WBAM Web-based Autentification

WBSO B3aumopencraue c web-KaneHTamm, HUNKHUN YPOBEHb

WBSR YnpaBneHue n Tanmepbl web-cepeepa

WNTT Mopaepkka NAT gna WBA

XMOD Peanunsaums npotokosa X-modem

447 Ethernet-kommymamopei ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES35105-08P,
MES3510DS-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48,

MES5410-48, MES5500-32, MES5600-24, MES5700-32




JHELTEX

NPUNOXEHUE 4. ®YHKUMOHANT KOMMYTATOPA, UCMONb3YIOLWUA TCAM U

uDB

Tabanuya .1 — PyHKUMOHaN KommyTaTopa, ucnonbsyrowwmii cepsucel PCL n TTI gna pabotbl c TCAM

Pazden PyHKYUA PCL-client Mompe6neHue TCAM
input port IPCL_1 ACE=30B rule
IPv4 output port EPCL ACE=308B rule
input VLAN IPCL_O ACE=30B rule
input port IPCL_1 ACE=60B rule
ACL IPv6 output port EPCL ACE=60B rule
input VLAN IPCL_O ACE=60B rule
input port IPCL_1 ACE=30B
MAC output port EPCL ACE=30B
input VLAN IPCL_O ACE=30B
DHCP Snooping BkntoueHme pyHKLMM Ha VLAN IPCL_1 perVLAN=2x30B+2x608B rules
2.1x Multi-
80 X. urtl Bk/toueHme GyHKUMM Ha port/LAG IPCL_2 Supplicant=30B rule
Session
PIM Snooping BkntoueHue ¢pyHKUMM Ha VLAN IPCL_1 perVLAN=30B+60B rules
ARP inspection BkntoyeHue dyHKUMM Ha VLAN IPCL_1 perVLAN=30B+60B rules
CraTMyeckue u guHammyeckmne 3anuncum IPCL_1 Entries=30B rule
IP Source Guard BkAtoueHne GyHKLMK Ha
IPCL_1 VLAN=308B rul
port/LAG/VLAN CL per 30B rule
VPC Peer-link IPCL_1 VPC domain enable=30B+60B rules|
BKkntoueHue pyHKUMM Ha HTepdeice .
BFD neighbor=30B+60B rules
coceacTea
QoS service- input port IPCL_1 ACEs=30B rule
o .
policy output port EPCL ACEs=30B rule
Selective input port IPCL_2 rule=30B rule
QinQ output port EPCL rule=30B rule
VIAN Subnet-Based IPCL_2 mapping group=2x30B rules
MAC-Based IPCL_2 mapping group=30B rule
RPVST IPCL_2 Global process=30B+60B rules
vxlan=30B rule;
Tunnel VXLAN encapsulate IPCL_O arp-suppressioni=30B+60B rules
decapsulate TTI vxlan=30B rule
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TR-101
|
vlan mode decapsulate TTI inner-vlan=308B rule
Double-tag
per port
GRE decapsulate TTI tunnel=30B rule
transport | decapsulate TTI LSP=30B rule
MPLS
service decapsulate TTI Label per VRF=30B rule

Y

Mpu nepsom HasHauyeHun ACL Ha VLAN-uHTepdeiic aBToMmaTUUECKU YCTAaHAB/IMBAIOTCA ABa
rnobanbHbiX NpaBuna 06paboTku TpaduKa No ymonyaHuio: permit any any u deny any any.
B panbHeiliwem 3TM NpaBuna NPUMEHAIOTCA Ko Bcem nocnegyowmm ACL Ha VLAN-uHTep-
deiicax.

ACL Ha VLAN He nopaep»uBaloT paboTy c guanasoHamu uHTep¢peincoB: Npu HasHaYeHUU
oaHoro u Toro e ACL Ha HeckonbKo VLAN-uHtepdeiticos TCAM-npaBuna gna ACL 6yayt
Ayb6nunposaTtbca anA Kaxaoii VLAN, Ha KOTOPYIO OH Ha3HaueH.

Tabnunua 4.2 — PyHKUMOHaN KommyTaTopa, ncnonbsyowmin UDB komnapaTtopsbl B PCL ana pabotsl c TCAM

dyHKYUOHAnN Tun Komnapamopa Yucno komnapamopos

BFD nobanbHbIN 5
VXLAN? rno6anbHbii 4
TCP port-range ingress 4
TCP port-range egress 4
UDP port-range ingress 4

ACL p 8 g
UDP port-range egress 4
offset 16

Y

UDB saBnsaetca pasgenaembim pecypcom ana scex PCL-cepBucoB Ha ycTpoiicTBe.

OAMH KOMNapaTop MOXKeT BbINOJIHATb TONbKO OAHY onepauuio cpaBHeHus: 6osblue,
MeHblUe uAn HepasHo. MNpu ucnonbzosaHun UDB gna ¢unbtpauyum no TCP/UDP-noptam
AmanasoHbl Buga 0-6000 u 7999-65535 notpebyioT Nno ogHOMY Komnapatopy. [uana3oH
nopTtos Buaa 6000-7999 notpebyeT aBa KOMNapaToOpPa, TaK Kak ONUCbIBaeTCcA ABYMA YC/10BU-
AMMU ogHOBpeMeHHO (N26000 && n<7999).

OpguHakosbie guanasoHbl TCP/UDP-noptos ana SRC IP u DST IP TpebyloT BbigeneHua ot-
AeNbHbIX KOMMNApPaToOpPOB.

Mpasuno cnepgytowero Bupa notpebyer BbigeneHne 4 Komnapatopos: <action> <protocol>
<SRC IP> <SRC wildcard> 6000-7999 <DST IP> <DST wildcard> 6000-7999

! BpoHMpoOBaHMe pecypcoB NPOMCXOANT NOCE YCTaHOBKM M MHULMAAU3aLMU AULLEeH3UN Ha dyHKUmoHan EVPN/VXLAN.
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NPUNOMKEHUE E. MATPULIA NMPOXOXAEHMA TPAGUKA MEXAY NOPTAMMU C
BKNHOYEHHOW U30NALMEN

Tabanuya E.1 — MaTpuua NpoxorKaeHUa TpaduKa mexay NnopTamm C BKAOYEHHOM U3onsaumen

MNoprT 6e3
usonauum

Mopt
B peXxxume
usonauum
protected-
port

Mopt
B pexume
ZELY LT
protected-
port
isolate-group
group_A

MopTB
pexume
usonauum
protected-
port isolate-
group
group_B

MopT B
pexume
usonauum
protected-
port
community
group_C

MopTB
pexume
usonauum
protected-
port
community
group_D

MNoprT 6e3
usonauum

MopT
B pexxume
usonAumm
protected-
port

Mopt
B pexxume
nsonauum
protected-
port
isolate-group
group_A

MopT B
pexume
msonAauum
protected-
port isolate-
group
group_B

MoptB
pexume
usonAaumm
protected-
port
community
group_C

MoptB
pexume
usonAumm
protected-
port
community
group_D
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TEXHUYECKAA NOAAEPHKA

Ona  nonydyeHuA TEXHWYECKOM KOHCynbTauuMM NO BOMPOCaM 3Kchayatauuum obopyaoBaHusA
000 «MpeanpusaTtne «3INNTEKC» Bbl MoxKeTe 06paTTbcA B CEepBUCHbIN LLEHTP KOMNAHUK:
dopma obpaTHOI cBA3K Ha caiiTe: https://eltex.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru/

Ha opunumanbHOM cainTe KOMMAAHUM Bbl MOXKETE HAUTU TEXHUYECKYIO OKYMEHTALMIO M MPOrpaMMHoe
obecneyeHune gnsa npoaykumm 000 «[Mpegnpuatne «JITEKC», obpatutbca K 6a3e 3HaHUI MAN OCTaBUTb
MHTEPAKTUBHYIO 3aABKY:

OdunumanbHbIi cant Komnanuu: https://eltex.ru/
ba3a 3HaHwui1: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpy3ok: https://eltex.ru/support/downloads
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